
ONCE MORE 
UNTO THE DATA 
BREACH!

Steve Miller!



2,122+ data breaches in 2014!
!

The average cost of a data 
breach will be $150 million by 
2020!
!
!
!

-Verizon DBIR!

-Juniper Research!



Today I will pontificate on…!

•  The attacker toolset  ⚔ !
•  A data breach   ◕ ︵ ◕!
•  Common failures  ಠ_ಠ!
•  Changing the equation ∆!



The	  evolving	  a,acker	  
toolset	  ⚔	  

⚔	  
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⚔ !

Self-signed SSL!

HTTP!

Fake SSL!

Legit SSL!

Progression of C2 protocols!

300 HIJACKED WEBSERVERS FOR C2!

COMPROMISED HOSTS!

ATTACKER SYSTEMS!
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The exemplar data breach!

◕ ︵ ◕!

◕︵◕	  
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The data stolen!
•  The attacker was interested in fuel cells!
•  Key words in file names:!

o  Shipping plan!
o  Project marketing!
o  Distribution providers!
o  Market strategy!
o  Regional sales plan!
o  Advertising!
o  2015 marketing!
o  Product roadmap!

•  Technical details!
•  Schematics!
•  Engineering diagrams!
•  CAD files!

◕ ︵ ◕!



The numbers!
•  20 compromised systems!
•  10 compromised accounts!
•  7 custom utilities!
•  1 piece of malware!
•  “Anti-forensics” techniques !

◕ ︵ ◕!



Common failure points!

ಠ_ಠ!

ಠ_ಠ!



Sometimes it’s hard to…!

•  Patch vulnerabilities!
•  Know all your egress points!
•  Block IPs and domains!
•  Reset accounts!

ಠ_ಠ!



Changing the equation!

∆	  

∆	  



What if the attackers are kinda like us?!

•  They divide tasks groups!
•  They have their own recruiting departments!
•  They have goals and KPIs!
•  They outsource work when it makes sense!
•  They love their jobs!
•  They research and continuously innovate!

∆	  



What are some good assumptions?!

•  The attack surface is bigger than think!
•  Attackers evolve way faster than you do!
•  Your goal is to not to prevent the breach!

∆	  



How do I become more nimble?!

•  Inventory your knowledge and get smarter!
•  Find technology that can learn and grow!
•  Come up with a plan and practice!

∆	  



Thanks errybody!!


