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2,122+ data breaches in 2014

The average cost of a data
breach will be $150 million by
2020
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The attacker toolset x
A data breach o—9

Common failures ©_ ©
Changing the equation



The evolving attacker
toolset
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Progression of C2 protocols
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GET /7
2dmABAPPZ9wUD04uMvI GHk~NeZ7kuR jd00770C6EpVLsGaQ0~Xo~9
Pn31DKore3qksua_QU72Uyvpa1T~] 1rHAS3d3U4furlq7oCUNUYMH 9
WPHS~PSIIYE6CX@ XDhG412BhPIYgIWSnHLOIu~eXrxaW 3PN 3tda
90NLemg 1Wkpa~xxXpZhMcy eg-- HTTP/1.1

Connection: keep-alive

Accept: text/html,application/xhtml+xml,application/xml
Referer: http://www.google. com/

Pragma: no-cache

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (compatible; MSIE 6.0; Windows




Progression of C2 protocols

EASY Certificate:
.................................. Data:
Version: 3 (0x2)
Serial Number:
ec:32:09:67:¢9:34:3£:50

Issuer: C=US, ST=North Carolina, L=Salisbury,
: Widgits Pty Ltd, OU=VeriSign Trust Network, CN=ITU
Self-si gn ed SSL Server/ emali,lAddress=marry . gmith@ ltu.edu
Validity
Not Before: Nov 2 06:24:29 2011 GMT
Not After : Oct 30 06:24:29 2021 GMT
Subject: C=US, ST=North Carolina, L=Salisbur}
Widgits Pty Ltd, OU=VeriSign Trust Network, CN=ITU
Server/emailAddress=marry.smith@ltu.edu
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)
Modulus (1024 bit):
.................................. 00=Cd:b9=de: 1a:82:7b:27:61:39:e2
HARD b3:£6:76:£9:4a:b3:42:9f:af:70:e7




Progression of C2 protocols

..................................

HTTP Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 177
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Progression of C2 protocols

ATTACKER SYSTEMS

..................................

HTTP
Self-signed SSL 300 HIJACKED WEBSERVERS FOR C2
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The exemplar data breach
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Log On to Windows

I wnnaowssomzw_a

¥ Standard Edition

Capyright © 1885-2003 Microsoft Cofporation

lUser name: I
Password: I

| (this computer) v

[ Log on using dial-up connection




: o —
Microsoft Windows [Uersion 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C:\Documents and Settings |G cd\
% Remote Desktop Connection

C:\>mstsc

C:\)

Computer 10.148.9.44 v
Cancel Help Options »» |

i Start @ | B CommandPrompt J‘ Remote Desktop...
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¥ C:'\temp'log = |D|‘>ﬂ =10 X
Fle Edt \View Favorites Took Help | & 0] x| L
QBack v v F | ZSearch  Folders | 5 2 X 9| [y
Address |3 Crermpog | B ML
| Size | Type | Date Modiied | atiributes | ce | comments
1KB TextDocument 71232014 1:24 AM A
252KB Compressed (Zipped) .. 7/22/2014 11:54FM A
247KB Text Document 72202014 11,54 PM A
. 99KB Text Document 72302014 1231 AM 4
|_| p4. et I79KB  Text Document 7/15/2014 2:31 AM A
EdsockS.zip 743KB Compressed (zipped) .. 7/21/2014 10:16PM A "
Elwilbxt 33LKB Text Document 7/15/2014 3:20 AM A o
E] wbd txt 8LKE Text Document 7/15/2014 2:32 AM A
[Blwmivbs 11KB VBScript Script Flle 7/23/2014 2:21 AM A
5B
5B
v
(| | H
?“'Startl @@ | [ commandPrompt ||;} Cr\temp'log § My Computer ‘ OB 1203




d—9

= D:\IBM\hel

He Edt Vew Favortes Todk teb i
OBev v i v ¥ Cawrh  Eadare |11 4 W ) MTe
Addr > LS
Mo ' | Date Modifed | attrbutes |
%%. v, =, 6132013217/ A
S B/10/20139:26 MM A
3 2012 oot 6/10/20139:23AM A
X o R o Y 4920134264 A
iy ke 10/11/20105:31AM A
ko WNRRNREENN T ) canl l 6/1320132:16AM A
— §/13/20132174M
TROTOr T . 4/16/2013 10:31 AM A
2KB LS Fie 3/21/201310:49 MM A
34,1758 POF Fie 4/10/20134:25M A
18,440 KB POF Fie 4/16/201310:49AM A
3,353K8 POFFie 12/13/20106:16 AM A
1,142KB POF Fle B/11/2010245M A
35KE XS Fle 112010232 A
SA475KE PDF Fie B/11/2010 2:53AM A
24KB POFFie 12/6/20118:234M A
5010KB PPT Fie 1/23/20128:24 M A
22918 POF Fie 3/20/2013847MM A
147KB POF Flle 12/19/2011 5:04PM A
S67KE PPT Fie 1/2420124:010M A
193% KB Wordpad Document  3/21/20135:50AM A
437KE PPT Fie 12/16/2011 2:174M A
13614 KB PPTFie 5/2/2012 5:55 PM A
BB HLSFe Bl8j012227M A
1427KB PPTX Fle Y20/013529M A
B6KE DOCK Fle 2/25/2013339M A
399KB POFFe 2/14/20139:33MM &
193KB PPTX Fle 12/14/2012 10555 AM A
Wstert] |3 @ | @connantpro.| crenog [ igvine WO zam




S J ol x| =I8]X
Addres Uolume Serial Number is
Name QBack vQ v 7 _
ECRER 1 cctory o \\ [N <5
T  Hhhi] st
Lllog.2| Name 10:09 AM 27,039
Drap|amM 10:04 AM (DIR>
Jitt 07:11 AM 117 driveexist . txt
brap 04:42 A <DIR HARDUARE
R exe 07:45 AM 1,800 ip.txt

07:45 AM 214
10:20 PM (DIR>

02:20 AM  <DIR> Program Files

10:00 P <DIR> Program Files (x86)
07:41 AN <DIR> Run

11:04 PH  <DIR> Temp
03:46 AM <DIR> Users
10:39 PN <DIR> Windous
4 File(s) 29,170 bytes
9 Dir(s) 32,283,283 456 bytes free

-y500000 -m5 -r itt itt\x.x

fstart] [ @ |@ CommandPrompt __J3 WindowsExpl.. ¥ W B ndom



/o Gi\Temp - Windows Ihternet Explorer ..|E| X|
d—9 = = 'Fw‘if w :
WS Tp1//10.250.49. 13 EUE rvoker fang, 8o ;I }lm‘ \'r’!’}d lﬂiu Searcl \:ﬁ-;z‘

e Edt Vew Favortes Took tlp

o Fevores | QR st 810l 9 e >

£ cifery | | R e o sy Tuse @

=
ssddddddddddd
Filename filter: |
Name Size Type Date
[CA]
[D:\]
S
[T |[EXAM] bR 28.03.2013 14:41:05
[~ |[Logs] DR 26,07.2014 13:21:08
[ |[whem] DIR 21.12.2012 11:19:36
™ |[WEB-INF] DIg 25,07,2013 09;32;09
[ |serverixt L87KE Xt |29.07.2014 08:26:33 Download Edit
[T |wbem.zip 328 bytes zZin 19,12:2012 18:26:22 Download Unpack
[ Select al
2.68 KB in 2 files in C:\Temp\
Diowioad Selbdtead s & i2)p lielote seletect e |
| | Weain T | Wheaetp || MowFies || Copyifiss || [RjenemeFie |

] | B
hmp*;/mzﬁaﬁﬂlﬁmnnwkﬁrﬂamgdsp?mrtﬂ&ed&ﬁle:@ﬁﬂ‘}] = i e G e [ﬁmtanet e

Wstart] |4 @ | @conmandpronpt | 38 Widous B, ~[[ @ c:\Temp-wind.. GEBT 1m
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The data stolen

 The attacker was interested in fuel cells
« Key words in file names:

strategy « CADfiles
plan

roadmap
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The numbers

20 compromised systems
10 compromised accounts
/ custom utilities

1 piece of malware
“Anti-forensics” techniques



oo}

Common failure points

O_0



©_O

Sometimes it's hard to...

Patch vulnerabilities
<now all your egress points

Block IPs and domains

Reset accounts



Changing the equation



What if the attackers are kinda like us?

They divide tasks groups

They have their own recruiting departments
They have goals and KPIs

They outsource work when it makes sense
They love their jobs

They research and continuously innovate



What are some good assumptions?

* The attack surface is bigger than think
» Attackers evolve way faster than you do
* Your goal is to not to prevent the breach



How do | become more nimble?

* |nventory your knowledge and get smarter
* Find technology that can learn and grow

« Come up with a plan and practice



T'hanks errybody!



