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Disclaimer

* Do not probe / scan / modify the devices that you don’t own.
e Do not change any value without permission.

e |t's @ matter of LIFE AND DEATH.

e Beware! Taiwanese CRIMINAL LAW.

Photo courtesy of
Wikimedia, CCO.
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BAChet —
Building Automation and Control networks

BACnet was designed to allow communication of building automation and control
systems for applications such as heating, ventilating, and air-conditioning control,
lighting control, access control, and fire detection systems and their associated

equipment. http://en.wikipedia.org/wiki/BACnet
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Building Automation?
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CMHA Season Cooling
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Cedar Extension 80 80
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SEQUENCE 1L a5
3,12 T 3 I

120
100
REQUIRED v Ll ol
One e Temperature Piot
3 MBTU 3 MBTU,
=1 =72
3 g [ &]
o °
Bumer Bumer
OFF OFF
Capacity C apacity
0% 0%
Flame Failure Flame Falure
OFF OFF
Image from

http://buildipedia.com/aec-pros/facilities-ops-maintenance/case-study-cuyahoga-
metro-housing-authority-utilizes-bas
Credit: Siemens Building Technologies




Building Automation!

Photo courtesy of Chien Kuo Senior High School.




ANSI/ASHRAE 135-2001

ANSVASHRAE Standard 135-2001

AE 135a, 135D, 135c, 135d, and 135e)

ASHRAE
STANIARD

BACnet®—

A Data Communication

Protocol for Building
Automation and
Control Networks

Table 12-12. Properties of the Device Object Type
Property Idenhfier Property Datatype Conformance Code
Object_Identifier BACnetObjectldennfier R
Object_Name CharacterSmng R
Object_Type BACnetObjectType R
System_Status BACnetDeviceStatus R
Vendor_Name CharacterStmng R
Vendor_Identifier Unsignedl6 R
Model_Name CharacterStmng R
Firmware_Revision CharacterStmng R
Application_Software_Version CharacterStmng R
Location CharacterStmng o
Descniption CharacterStng o
Protocol_Version Unsigned R
Protocol_Revision Unsigned R
Protocol_Services_Supported BACnetServicesSupported R
Protocol_Object_Types_Supported BACnetObjectTypesSupported R
Object_List BACnetARRAY[N]of BACnetObjectldentifier R
Max_APDU_Length_Accepted Unsigned R
Segmentation_Supported BACnetSezmentation R
Max_Segments_Accepted Unsigned 01
VT_Classes_Supported List of BACnetVTClass o
Active_VT_Sessions List of BACnetVT Session o’
Local_Time Time o
Local_Date Date o*#
UTC_Offset INTEGER o*
Daylight_Savings_Status BOOLEAN o*
APDU_Segment_Timeout Unsigned o'
APDU_Timeout Unsigned R
Number_Of APDU_Retnes Unsigned R
List_Of_Session_Keys List of BACnetSessionKey o
Time_Synchroni _Recip List of BACnetRecipient o
Max_Master Unsigned(1..127) o
Max_Info_Frames Unsigned o°
Device_Address_Bmdmg List of BACnetAddressBinding R
Database_Revision Unsigned R
Configuration_Files BACnetARRAY[N] of BACnetObjectldentifier o’
Last_Restore_Time BACnetDateTime o’
Backup_Failwe_Timmeout Unsignedl6 o*
Active_COV_Subsecniptions List of BACnetCOVSubscenption o’
o

Profile_Name

CharacterStmng




ICS Protocols

Distributed
Network
Protocol

 |CS — Industrial Control
Systems

« SCADA - Supervisory
Control and Data
Acquisition

« DCS - Distributed
Control Systems
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Homemade BACnet




BACnet Layers map to OSI

[_] BACnet Defined BACnet Stack Layers OSI Layers
BACnet Application Layer Application (7)
BACnet Network Layer Network (3)
BVLL BZLL
I -2 (I !
OS2 IEEENZ) MS/TP PTP Data-Link (2)
. DP/IP BP/GT
LonTalk i :
ISO 8802-3 EIA IP Supporting Zigbee Physical (1
Ethernet ARGHER 485 B2 Data link Stack y )

Credit: icpdas.com
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BACnet/IP

791 10:59:52. 600060000 10.1.1.23 10.1.3.4 BVLC 48 BACnet virtual Link cControl

792 10:59:52.601602000 10.1.3.4 1 loale 222) BVLC 60 BACnet Vvirtual Link Control

970 10:59:55.345765000 10.1.1.23 10.1.3.4 BACNnet-APDU 54 unconfirmed-REQ who-Is

972 10:59:55.348832000 10.1.3.4 10.1.1.23 BACnet-APDU 73 unconfirmed-REQ i-Am device,123456
1072 10:59:57.425856000 10.1.1.23 10.1.3.4 BACNnet-APDU 61 confirmed-REQ readProperty[ 17] device,123456 object-1list
1073 10:59:57.425954000 10.1.1.23 10.1.3.4 BACNnet-APDU 59 confirmed-REQ readProperty[ 18] device,123456 object-name
1074 10:59:57.429561000 10.1.3.4 10.1.1.23 BACNnet-APDU 64 Complex-ACK readProperty[ 17] device,123456 object-list
1075 10:59:57.430674000 10.1.3.4 10.1.1.23 BACnet-APDU 75 complex-ACK readProperty[ 18] device,123456 object-name

N

L

Frame 1073: 59 bytes on wire (472 bits), 59 bytes captured (472 bits) on interface 0
Ethernet II, src: 3c:a9:f4:21:22:f8 (3c:a9:f4:21:22:f8), Dst: 00:19:07:24:3c:ca (00:19:07:24:3c:ca)
Internet Protocol Version 4, Src: 10.1.1.23 (10.1.1.23), Dbst: 10.1.3.4 (10.1.3.4)
User Datagram Protocol, Src Port: 47808 (47808), Dst Port: 47808 (47808)
BACnet virtual Link control
Building Automation and Control Network NPDU
version: 0x01 (ASHRAE 135-1995)
# Control: 0x04

DIEEEE®

= Building Automation and Control Network APDU
0000 .... = APDU Type: cConfirmed-rReqQ (0)
@ .... 0000 = PDU Flags: 0x00
.000 .... = Max Response Segments accepted: Unspecified (0)
0011 = size of Maximum ADPU accepted: Up to 480 octets (fits in an ARCNET frame) (3)

Invoke ID: 18
Service Choice: readpProperty (12)

@ ObjectIdentifier: device, 123456

@ Property Identifier: object-name (77)

0000 00 19 07 24 3c ca 3c a9 f4 21 22 f8 08 00 45 00 Loa8<.<. JITLLLE.
0010 00 2d 2b f3 00 00 80 11 f6 b0 O0a 01 01 17 0Oa 01 e

0020 03 04 ba cO ba cO 00 19 42 f2 81 0a 00 11 01 04
0030 00 03 12 Oc Oc 02 01 e2 40 19 4d

13




BACnet/IP = UDP + BVLL + NPDU + APDU + ...

791 10:59:52. 600060000 10.1.1.23 I Version, Hdr Len  oncron
792 10:59:52.601602000 10.1.3.4 : ontrol
970 10:59:55.345765000 10.1.1.23 Type Of Seerce S
972 10:59:55.348832000 10.1.3.4 device,123456
1072 10:59:57.425856000 10.1.1.23 - Total Length roperty[ 17] device,123456 object-Tist
1073 10:59:57.425954000 10.1.1.23 roperty[ 18] device,123456 object-name
1074 10:59:57.429561000 10.1.3.4 roperty[ 17] device,123456 object-list
1075 10:59:57.430674000 10.1.3.4 |D roperty[ 18] device,123456 object-name
«
[
# Frame 1073: 59 bytes on wire (472 bi
Ethernet II, Src: 3c:a9:f4:21:22:f8 F|ags’ Frag Offset

# Internet Protocol version 4, src: 1C
# User Datagram Protocol, Src Port: 47
@ BACnet virtual Link control Time To Live

= Building Automation and Control Netw
version: 0x01 (ASHRAE 135-1995) MAC Protocol
# Control: 0x04
= Building Automation and cControl Netw | Checksum
0000 .... = APDU Type: Confirmed-r |P Hdr
@ .... 0000 = PDU Flags: 0x00
.000 .... = Max Response Segments BIP —
.... 0011 = size of Maximum ADPU z —
Invoke ID: 18
Service Choice: readpProperty (12) UDP Hdr [ SOUI"O@ Addl’
oObjectIdentifier: device, 123456 |
property Identifier: object-name (
BYLCI — -
0000 00 19 07 24 3c ca 3c a9 f4 21 2 . .
0010 00 2d 2b f3 00 00 80 11 6 b0 @ — Destination Addr
0020 03 04 ba cO ba cO 00 19 42 f2 8
0030 00 03 12 Oc Oc 02 01 e2 40 19 4 —
NPCl
— Source Port
APDU ——
— Destination Port
— Length

Checksum

Charts courtesy of http://www.bacnet.org/Tutorial/BACnetlP/default.html
14



BACnet/IP = UDP + BVLL + NPDU + APDU + ...

48 BACnet virtual Link cControl

791 10:59:52 MﬁC BVLC

792 10:59:52 I BVLC 60 BACnet virtual Link control

970 10:59:55 BACNnet-APDU 54 unconfirmed-REQ who-Is

972 10:59:55 BACnet-APDU 73 unconfirmed-REQ i-Am device,123456

BACnet-APDU
BACnet-APDU

61 confirmed-REQ readProperty[ 17] device,123456 object-1list
59 confirmed-REQ readProperty[ 18] device,123456 object-name
1074 10:59:57 Bl p BACNnet-APDU 64 Complex-ACK readProperty[ 17] device,123456 object-list
1075 10:59:57 BACnet-APDU 75 Complex-ACK readProperty[ 18] device,123456 object-name
< 10

1072 10:59:57
1073 10:59:57

Frame 1073: 5 : 0

Ethernet II,
# Internet Prot
[+ User Datagram

Type = R'81°

)0:19:07:24:3c:ca)

gacnet virtua DY LC|I—— Function = X'04"
= Building Auto

version: 0x
® control: Ox — Length

= Building Auto
0000 .... = NPCI —
# .... 0000
.000 ....
. 0011
Invoke ID:
service cho APDU
objectIdent
Property Id

Yersion = X'01"'
Control = ¥'04'

‘rame) (3)

T LAN Segment
C) BACnet Device

<> BEBMD

0000 00 19 07 24 3c ca 3c a9 f4 21 22 f8 08 00 45 00 Loa8<.<. JITLLLE.
0010 00 2d 2b f3 00 00 80 11 f6 b0 O0a 01 01 17 0Oa 01 s=Fecees ceeeceen
0020 03 04 ba cO ba cO 00 19 42 f2 81 0a 00 11 01 04 ........ [ T,
0030 00 03 12 Oc Oc 02 01 e2 40194d  ........ @a.m

BBMD = BACnet broadcast management device

Charts courtesy of http://www.bacnet.org/Tutorial/BACnetlP/default.html
15




BACnet Objects

Binary Input
Binary Output
) Binary Value
() Analog Input
() Analog Output
Analog Value

ﬁ Averaging
[J LifeSafetyZone

Credit: www.bacnet.org

(7 Multi-state Input
() Multi-state Output
G Multi-state Value
i Loop

(J) Calendar
Notification Class
Command

[ LifeSafetyPoint

16
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Program
Schedule
Trend Log

Group
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BACnet-discover-enumerate.nse (1)

Object Name Packet Sent == 810a001101040005010c0c023FFFFF194d

AALPAAANS WA WA AT LRA LW R

object-identifier (75),
object-list (76),
object-name (77), > 77 == 0x4d
object-property-reference (78),
object-type (79),

Source: ANSI/ASHRAE Standard 135-2001

Source code:
https://github.com/digitalbond/Redpoint/blob/master/BACnet-discover-enumerate.nse

a TRENDT_
17 MI1CRO




BACnet-discover-enumerate.nse (2)

e Other Read Properties To Try

—810a001101040005010c0c023FFFFF19xx
e Vendor ID: 120 (0x78)
e Description: 28 (0Ox1c)
e Firmware: 44 (0x2c)
e Application Software: 12 (0xOc)
* Model Name: 70 (0x46)
e Location: 58 (0x3a)
* Object Identifier: 75 (0x4b)

Source code:
https://github.com/digitalbond/Redpoint/blob/master/BACnet-discover-enumerate.nse

a TREN ).
18 M1CR




BACnet-discover-enumerate.nse (3)

Vendor ID: Vendor ID: Aregistered BACnet
Object-identifier: Vendor

Firmware: _ _ N |
Application Software: Object-identifier: unique
Object Name: identifier of the device. If the
Model Name: Object-ldentifier is known, it is
Location: possible to send commands with
Broadcast Distribution Table (BDT): BACnet client software, including

_ Foreign Device Table (FDT): Empty Table those that change values,
programs, schedules, and other

operational information on BACnet
devices.

# nmap --script BACnet-discover-enumerate.nse -sU -p 47808 140.112.xx.xx

TRENDT_
19 MI1CRO




Vendor ID:

Object-identifier:

Firmware:

Application Software:

Object Name:

Model Name:

Location:

Broadcast Distribution Table (BDT):

_ Foreign Device Table (FDT): Empty Table

20

BACnet-discover-enumerate.nse (3)

Broadcast Distribution Table
(BDT) : Alist of the BACnet
Broadcast Management Devices
(BBMD) in the BACnet network.
This will identify all of the subnets
that are part of the BACnet
network.

Foreign Device Table (FDT): A
list of foreign devices registered
with the BACnet device. A foreign
device is any device that is not on
a subnet that is part of the BACnet
network, not in the BDT. Foreign
devices often are located on
external networks and could be an
attacker's IP address.

& I7EN
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Map Out Connections

Nmap scan report for 140-127-xxx-xxx.n**k.edu.tw (140.127 .XxX.XXX)

Host is up (0.00050s latency).

PORT  STATE SERVICE

47808/udp open BACNet -- Building Automation and Control Networks

| bacnet-info:

| Vendor ID: Siemens Schweiz AG (Formerly: Landis & Staefa Division Europe) (7)
| Vendor Name: Siemens Building Technologies Inc.
| Object-identifier: 0

| Firmware: 3.7

| Application Software: INT0370
| Object Name: 250C0001874
| Model Name: Insight

| Description: BACnet Device
| Location: PC

| Broadcast Distribution Table (BDT):

|  140.127.xxx.xxx:47808

|  140.127.xxx.xxx:47808

| 172.18.9.254:47808

| _ Foreign Device Table (FDT): Non-Acknowledgement (NAK)

21




FDT = NAK!

Nmap scan report for 140-127-xxx-xxx.n**k.edu.tw (140.127 .XxX.XXX)

Host is up (0.00050s latency).

PORT  STATE SERVICE

47808/udp open BACNet -- Building Automation and Control Networks

| bacnet-info:

| Vendor ID: Siemens Schweiz AG (Formerly: Landis & Staefa Division Europe) (7)
| Vendor Name: Siemens Building Technologies Inc.
| Object-identifier: 0

| Firmware: 3.7

| Application Software: INT0370
| Object Name: 250C0001874
| Model Name: Insight

| Description: BACnet Device
| Location: PC

| Broadcast Distribution Table (BDT):
|  140.127.xxx.xxx:47808

|  140.127.xxx.xxx:47808

| 172.18.9.254:47808

| _ Foreign Device Table (FDT): Non-Acknowledgement (NAK)

22




Let’s Gather MORE Information

e Systems Require you to Join the Network as a Foreign Device
to Enumerate Devices that are attached, as well as points

— Once Registered in FDT, perform a Who-is message
— Parse I-Am responses

— Profit?

23



BACnet Discovery Tool (BDT)

]

. BACnet Discovery Tool v2.03.00

Device 123456: SimpleServer at 10.1.3.4:bac0 BBMD Address

0w . 1.3 .4

Set BBMD

Search

Devices Discovered

—

24




Device 240001: device240001 at 61.220 SEMRbac0 on net 2401 with MAC1

View Connected Inputs

{

=S

File-104
Program-1
Analog Input-3
Trendlog-3
Trendlog-4
Binary Value-7
Schedule-1
Analog Input-1
Trendlog-1
Analog Input-2
Trendlog-2
Binary Input-1
Trendlog-5
Binary Value-6
Binary Input-2
Trendlog-13
Trendlog-12
Trendlog-10
Trendlog-11
Trendlog-9
Binary Value-4
Binary Value-5
Binary Value-2
Binary Value-1
Binary Value-11
Binary Value-9
Binary Value-8
Binary Value-10
Binary Value-10
Binary Value-3

Trendlog-6
Binary Output-2
Trendlog-7

Binary Value-3
Binary Output-1

-
.| Object Properties

Object Name

[ m2s0_1

Present Value

[o

In_Alarm Fault

r -

Overridden Out_of_Service

-

Write Value I

Priority l 1 v I

Write I

Cancel

Refresh

bl

m

1

25




Sy R .
"‘We re IogL gf o“’"’fdentlst....‘.

M

Another day.
Today we look for BACnet devices.

26



Shodan + BACnet Discovery Tool
o8

& Download Results

&% SHODAN

#% Exploits *% Maps |l Create Report

TOP COUNTRIES Showing results 1 - 10 of 86

140.122.73.16

National Taiwan Normal University BACnet ADPU Type: Error (5)

Bl Taiwan, Taipei

Details
Taiwan, Province of China 57 National Taiwan University Instance ID: 4194303
] N : BW
JOP CITIES Bl Taiwan, Taipei ObJec? ame: B
Details Location: WebAccess
Taipel 20 Vendor Name: BroadWin Technology, Inc.
Keelung . Application Software: 7.0
Kaohsiung 2 Firmware: ©.99
Model Name: WebAccess Bacnet Server
Hsinchu 2 L
Description: Desc
TOP ORGANIZATIONS
CHTD, Chunghwa Telecom C... 17 60_248_45_235
National Taiwan Normal Univ... 13 Instance ID: 4194303
National Taiwan Ocean Unive... 3 CHTD, Chunghwa Telecom Co., Ltd. Object Name: BW
Yuan Ze University 2 Bl Taiwan Location: WebAccess
Taiwan Fixed Network, Telco ... 2 Details Vendor Name: BroadWin Technology, Inc.
Application Software: 7.0
TOP PRODUCTS Firmware: ©.99
Model Name: WebAccess Bacnet Server
WebAccess Bacnet Server 17 Description: Desc
PCO1000WB0 2
pCOWeb@ 1
WC17 1
211.72.93.146
WC-BACems 1

Instance ID: 4194303

Nhiart Mama. RW

CHTD, Chunghwa Telecom Co., Ltd.

BACnet port = 0xBACO = port 47808

27



Country: TW

e As of July 29, 2015

e 48 BACnet devices

— 14 Advantech / BroadWin WebAccess Bacnet Server 7.0
— 4 Automated Logic LGR

— 3 Carel S.p.A. pCOWeb

— 2 TAC MNB-1000

— 1 Siemens Insight

e 59 Ethernet/IP
e 23 Moxa Nport Ethernet-RS485 in N**U

28



14 Advantech/BroadWin WebAccess
Enabling an Intelligent Planet

e CVE-2011-4522 XSS in bwerrdn.asp

e CVE-2011-4523 XSS in bwview.asp

e CVE-2011-4524 Long string REC

e CVE-2011-4526 ActiveX buffer overflow

e CVE-2012-0233 XSS of malformed URL

e CVE-2012-0234 SQL injection

e CVE-2012-0236 CSRF (Cross-site report forgery)

e CVE-2012-0237 Unauthorized modification

e CVE-2012-0238 opclmg.asp stack overflow REC

e CVE-2012-0239 Authentication vulnerability (still in 7.0)
e CVE-2012-0240 Authentication vulnerability in GbScriptAddUp.asp
e CVE-2012-0241 Arbitrary memory corruption

e CVE-2012-0242 Format string exploit

e CVE-2012-0243 ActiveX buffer overflow in bwocxrun.ocx

e CVE-2012-0244 SQL injection

29




11 Protected by Password

Kenting-Cae Caesar-Kent| welcome

‘T he s

.r‘ HE -. | 111:56:32

Kenting Caesar Park Hotel 28 T Sl K &R [E

&
30 .




11 Protected by Password

B

A B

T "7, /‘ T T ) / ] A. ——— ‘—‘ 2 R
HERER | [14:04:23

Chung Hua University sh#E K2

31




11 Protected by Password

ChungYuan CYCU Dormit welcome

CHUNG YUAN 92 ammnzune

CHRISTIAN UNIVERSITY

[T T T | [12:12:55

Dorm, Chung Yuan Christian University AR X 2F &

32




11 Protected by Password

welcome

RAS

EIEFERESIZEFRGE MAIN

it 28 TS R A G TS PR A T

Hydean Biotechnology Co., Ltd

TaImIKEIBES ARG

BaEmEgisEsEIZzE PUMP

EBESAHTARE History
[ [ [ 3] [A[E_MS_Salt |

111:54:05

Hydean Biotechnology Co., Ltd. #ITE4£E W%k

33



3 No or Default Password

e | graph=main.bgr

QlE)ele|0]o) 2l ale (Y@ «| | | | | | |

[T [ [ [A[FAN3_F_S Imain.bgr [12:02:23

Underground Driveway, ** Road ***EL{Th T &

aTREND,_
34 MICRO




Unprotected HMI

O— mum © Eml muw
O
@ m @ K

rm—r FWWW

~(RAPH—f7u4: !

I g f7 3 T iE

[T [AFANSFS — [PmsL.ber  — [12:03:06




Unprotected HMI

R“; S gTaph=E{ITEF .- bgr

[ [T T JA[FAN3_F_S (BT E#  bar [12:04:48
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Unprotected HMI

\ 4 DATIKIN welcome

Open eAutomation

Boundless Imtegration

Advantech WebAccess

www.advantech.com.tw

[T T B

37



Project Management

b
=1
Fﬂ_ FES£1 (icpip)
‘2 2F PLC 1 =

101_2-06_AirFlow
101_2-05_AirFlow_Set
101_2-06_ONOFF
101_2-06_ONOFF_Set
101_2-06_Remote_Set
101_2-06_RemoteMode_S
101_2-06_RemoteTemp_S
101_2-06_Temperature
101_2-06_TemperatureS
101_2-07_AirFlow
101_2-07_AirFlow_Set
101_2-07_ONOFF
101_2-07_ONOFF_Set
101_2-07_Remote_Set
101_2-07_RemoteMode_S
101_2-07_RemoteTemp_S
101_2-07_Temperature
101_2-07_TemperatureS
102_2-05_AirFlow
102_2-05_AirFlow_Set
102_2-05_ONOFF
102_2-05_ONOFF_Set
102_2-05_Remote_Set
102_2-05_RemoteMode_S
102_2-05 RemoteTemp_S
102_2-05_Temperature
102_2-05_TemperatureS

SHESERE EEMN
ErEs g T
gy £H
EEenEtPar 140
z=TCPE 0 ==Tcpi 0
gigzmes O
ERTRE
SMEE4E(SMTP)EERsE 2= 192.168.0.100 =zspEEs 0
ETFE i
ETFHEEFEE
ETHEESE
EFHGREN
BEETHLEUWEA
R=ETHEHIFWEA
ERETHEWEA
EREFHLEIFUEA
EEEgEETEERRES &
ETEEZHRETHE &
ETEEZENE
FEEEERE(POPI)EE EFEHEEE 0

38




Analog Input Parameters
w oo s |

302_1-15_Temperature AE: . 9 Y1+2F PLC 1+101_2-06_AirFlow Set
302_1-15_TemperatureS .
303_1-14_AirFlow HEER B (20
303_1-14_AirFlow_Set miEs== 101 _2-06_AirFlow_Set
303_1-14_ONOFF
303_1-14_ONOFF_Set
303_1-14_Remote_Set =mzmm Constant Scan
303_1-14_RemoteMode_S
303_1-14_RemoteTemp S

#mi MultiState Ouput, 14 InstanceNo.85

gt 14.22023.85

303_1-14_Temperature sS{HE AUTO
303_1-14_TemperatureS
305_1-11_AirFlow 2t 0
305_1-11_AirFlow_Set == 8
305_1-11_ONOFF :
305_1-11_ONOFF_Set SEIR|E
305_1-11_Remote_Set Engs &
305_1-11_RemoteMode_S Esommme 3 %
305_1-11_RemoteTemp_ S
305_1-11_Temperature BEEEEZE =
305_1-11_TemperatureS EE =
306_1-12_AirFlow
306_1-12_AirFlow_Set Rea—EE &
306_1-12_ONOFF e 0
306_1-12_ONOFF_Set _
306_1-12_Remote_Set =zEm 0
306_1-12_RemoteMode_S ze=m 0
306_1-12_RemoteTemp_S

a0 O

306_1-12_Temperature
306_1-12_TemperatureS ¥ HREE 1

—




PLC Binary Value

E&ER
#Z¥E: 101_2-06_RemoteTemp_S A it St alamp =
zg;ﬂ ?igg Value - ObjectTypeNo=5 Present Value=85 101_2-06_ONOEFF j
3 o ' 101_2-06 ONOFF_Set J
FEEI: EEEE 101_2-06 Remote Set
EEE- 1 Hm:- oo 101 2-0& RemoteMode S
ERELTE: 2F_PLC_L 101 2-06 RemoteTemp S
firfstk- 5.22032.85 101_2-0& Temperature
EaanE: 1.0 101_2-06_TemperatureS
={EsEE: 0.0 101_2-07_RAirFlow
101_2-07_AirFlow_Set
101_2-07_ ONOFF
fH: 1 101_2-07_ONOFF _Set
101 _2-07_Remote_Set
101_2-07_RemoteMeode S
101_2-07_RemoteTemp S
101 _2-07_Temperature
=
I/0 RIS V1ewDAQ
RE g1 12 4
A
Hp-! g2 125
~ : v
iR odr BE:E B B g3 12 6

40




Parameter Update

o semmes
e
L memimaes

C meebecOwn s
C smmewme

s o

e




Main Graph

_IJ_IJJ_IJJJ of [ 65 | J_IJ_I_IJ_I

= ==e2
e b o s et
o e e o e B o el e e e

e e e e e e
2I21% 2| o 2 == 2

[T T main.bgr [P




Turn Off the Aircon and Go Home?




Life Is Harder without HMI, But ...
e Trane 2.6.30_HwVer12AB-hydra

o p¥*xx¥*x%* Co., New Taipei City

C, BACnet Discovery Tool v2.03.00 D —

Device 10000: Printec at 220.128. 30 ):bac0

Device 125: Printec at 114.33.7" %:bac0

Device 11021: CH01_U12D03369 at 220.128 J:bacO on net 11 wi: I 220 . 128 . .M Size
Device 11022: CH02_U12D03368 at 220.128.. = !:bac0 on net 11 wi'

[
4

BBMD Address

Device 10000: Printec at 220.128.5%  M:bac0

Analog Input-1 -
Analog Input-2 B Cancel
Analog Input-3
Analog Input-4
Analog Input-5
Analog Input-6 Objects
Analog Input-7

Analog Input-8 I 81

Analog Input-9
Analog Input-10
Analog Input-11
Analog Input-12
Analog Input-13
Analog Input-14
Analog Input-15
Analog Input-16 —
Analog Input-17
Analog Input-18
Analog Input-20
Analog Input-21
Analog Input-22
Analog Input-23
Analog Input-24
Analog Input-26
< Analog Value-1
Analog Value-2
Analog Value-3
Analog Value-4

m
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Device 11021 / 11022

'Device Object Properties

Object ID

sl

o]

| 11021
Object Name

| cHo1_U12D03369
Status

I Operational
Vendor Name

| cHo1_U12D03369
Model Name

l Trane
Firmware Revision

| Bc1C
Application Software Version

| 4.00.005
Protocol Services Supported

LIFE SAFETY OPERATION
TIME SYNCHRONIZATION
UTC TIME SYNCHRONIZATION
WHO HAS

Protocol Object Types Supported

ANALOG INPUT
BINARY INPUT
CALENDAR
COMMAND
NFVICF

Local Time

| 31:63:231.8
Local Date

| Tuesday 59 0 11537

Cancel |

7

Device Object Properties

Object ID

| 11022
Object Name

| cHo2_u12D03368
Status

| Operational

Vendor Name

I Trane
Model Name

| Bcrc
Firmware Revision

| 4.00.005
Application Software Version

| 3.00.005
Protocol Services Supported

ACKNOWLEDGE ALARM

ADD LIST ELEMENT

ATOMIC READ FILE

ATOMIC WRITE FILE

NFVTCFE COMMI INTCATTON CONTROI

Protocol Object Types Supported

ANALOG INPUT
ANALOG OUTPUT
ANALOG VALUE
BINARY INPUT
RINARY NI [TPI T

Local Time

| 17:58:39.0
Local Date

| Friday 6 24 2015
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Analog Inputs

Input-1
Input-2
Input-3
Input-4
Input-5
Input-6
Input-7
Input-8
Input-9
Input-10
Input-11
Input-12
Input-13
Input-14
Input-15
Input-16
Input-17
Input-18
Input-20
Input-21
Input-22
Input-23
Input-24
Input-26
Value-1
Value-2
Value-3
Value-4
Value-5
Value-6
Value-7
Input-1
Input-2
Input-3

Facility Outdoor Air Temperature 0.000000

Facility Outdoor Air Humidity 0.000000
Condenser Approach Temperature Circuit 1|chlr-1 0.000000
Evaporator Approach Temperature Circuit 1|chlr-1 0.000000
Condenser Approach Temperature Circuit 1|chlr-2 6.319977
Evaporator Approach Temperature Circuit 1|chlr-2 1.299988
ChO1_Condenser Pressure 1057.900024
Ch02_Condenser Pressure 1029.300171
CHO2_Cooling Entering Water Temperature 30.480011

CHO1 _Cooling Entering Water Temperature 30.610016

CHO1 _Discharge Temperature 53.519989

CHO2_Discharge Temperature 0.000000

CHO1_Current Above 102% fro 1M 83.300003

CHO2_Current Above 102% fro 1M 75.199997

CHO1 _Voltage for 30seconds 373.000000

CHO2_Voltage for 30second 376.000000

CHO1_Eavp Refrig Pressure (Cooling Only) 371.200012
CHO2_Low Eavp Refrig Pressure (Cooling Only) 361.299988
CHO1 _Condenser Leaving Water Temperaturee 34.339996
CHO2_Condenser Leaving Water Temperaturee 33.899994
CHO1 _Condenser_Sat Refrig Temperature 40.389984
CHO2_Condenser_Sat Refrig Temperature 39.989990
ChO1l_0il pressure_Compressor 983.400085

Ch02_0il pressure_compressore 962.400085

CHO1_Condenser Approach Temp 6.280029

CHO2_Condenser Approach Temp 6.100006

CHO1_Low 0il Flow 0.066524

CHO2_Low 0il Flow 0.085340

ChO@1_High Refrigerant Pressure Rate 2.780065

Ch02_High Refrigerant Pressure Rate 2.816593

Reference at chiller off = 0 0.000000
TIS Alarm Test ©

CHO1_Chilled Water Flow Switch Trip ©

CHO2_Chilled Water Flow Switch Trip ©




Output = Modifiable

Output 1 Chilled Water Setpo1nt 44 603996
OQutput-2 Current Limit Setpoint 100.000000
Input-1 Run Enabled 1
Input-2 Local Setpoint Control 1
Input-3 Capacity Limited ©
Input-4 Chiller Running State 1
Input-5 Condenser Water Flow Status 1
Input-7 Head Relief Request ©
Input-9 Compressor 1A Running 1
Input-17 Evaporator Water Pump Request 1
Input-19 Condenser Water Pump Request 1
Input-22 Evaporator Water Flow Status 1
Input-23 Alarm Present 0
Input-24 Shutdown Alarm Present ©
Input-25 Last Diagnostic ©
Output-1 Chiller Auto Stop Command 1
Output-2 Remote Diagnostic Reset Command © I
vevice-110Z1
Multi-State Input-1 Running Mode 3
Multi-State Input-2 Running Mode 1
Multi-State Input-3 MP Commun1cat1on Status 1
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3 Carel pCOWeb

onnected to 203.68.
Escape character is '~]'.

Linux 2.4.21-rmkl (pCOWeb) (ttyal)

pCOWeb login: root

/sbin:/bin:/usr/sbin:/usr/bin
[root@pCOWeb14:34:47 root]# 1s /usr/local/root/

admin apps_release cbgtagfilt config defadmin defindex.html
[root@pCOWeb14:34:57 root]# [




2 TAC-MNB

X x>

MNB 1000 15

I/A Series”

50

ul2
ui3
COM
ul4
ul5
COM
ulé
uo1
COM
uo2
uos3
COM

S-LK

©@ 020022020000

MNB-1000-15

1
Remote I/0 Module 24G (ColM)

Internal
Triac
Switches
(Isolated) A
“ XI\%T © STATUS
@
RCV
[ ]
0+ ® 5
10-® CH
EOL | g™
SLD® :
Physical
Address
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\
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Siemens Insight
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Other than BACnet

e 59 Ethernet/IP in TW
— N**U Law Library
— N**U Center of Biotechnology
— N**U Men’s Dormitory
— N**U Precision Growth Chambers
— N**U Grad. Inst. of National Development
— N**U Grad. Inst. of Hydrotech Research
— N**U Property Management Division
— ...and soon

e ModBus/TCP

e Simple Ethernet-RS422/485 Adapters
— 23 Moxa NPort in N**U
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Allen-Bradley Powermonitor 1000

|EtherNetv/IP RS-485 RS 485 STATUS

Pc we.inonitor 1000 |

. ' ™ Mg Ne |
m i

\

Allen-Bracile

5555555 INNNINNN

TRy WY Wy W W W W W W

E.'..

aTREND“
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Unprotected HMI of Powermonitor 1000

Rockwell
Automation

Power and Energy Management Solutions

Meeting the Changing Demands for Power and Energy Management

I Powermonitor 1000 Display and Configuration

@ Allen-Bradley
[__Display and Configuration Menu__|

Home

Display Metering Information ]
Display Status »
»
»

Execute Commands

Configure Options
Catalog Number Breakdown
Go To ab.com

Powermonitor 1000 Information

Date and Time: March 16. 2005 17:43:31
Warranty ID: 3629928000

Catalog Number: 1408-EM3A-ENTA
Manufactured Date: July 232014

Operating System Version: 330
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Force KYZ

Rockwell
Automation

Power and Energy Management Solutions

Meeting the Changing Demands for Power and Energy Management

I Powermonitor 1000 Display and Configuration

@ Allen-Bradley
L Display and Configuraton tenu __|

Home
Display Metering Information »

e .

Home
Display Metering Information 4 Element
Display Status »
Execute Commands » | Restore Factory Defaults 0 Table Number or Ins
Configure Options p| Clear Status Counts » 1 Oﬁending Element
Catalog Number Breakdown Clear Energy Registers ]
Go To ab.com Clear Energy Log 2 Terminal Lock On
Force KYZ Condition P Force KYZ On
Perform Wiring Diagnostics Force KYZ Off
Reset Powermonitor 1000 Remove KYZ Force
Perform Troubleshooting B
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KYZ Pulse

Display and Configuration Menu C'Osed
Home Z l
Display Metering Information P Element ( I
Display Status »
Execute Commands }| Restore Factory Defaults 0 Table Nur SWitChICOﬂtaCtS
Configure Options p| Clear Status Counts ] 1 Offen ding Y I
Catalog Number Breakdown Clear Energy Registers ] (
Go To ab.com Clear Energy Log 2 Terminal | I

Force KYZ Condition P Force KYZ On — Open

Circuit courtesy of http://solidstateinstruments.com/newsletters/kyz-pulses.php

Perform Wiring Diagnostics

Force KYZ Off

Reset Powermonitor 1000

Perform Troubleshooting

Remove KYZ Force

_>K

Common
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Energy Results

‘_ Energy Results

Po\| Element Item Name (unit) Value
Me
— 0 Status 1 Count xM 0
1 Status 1 Count x1 2
@ Allen-Bradley
L Dicplay and Corfguraton wems 2 Status 2 Count xM 0
Home 3 Status 2 Count x1 1
Display Metering Information »
Display Status 4 4 GWatth Fwd (GWatth) 0
Execute Commands »
Configure Options » 5 kWatth Fwd (kWatth) 4191.631
Catalog Number Breakdown
Go To ab.com 6 GWatth Rev. (GWaﬁh) 0
T kWatth Rev. (kWatth) 0
8 GWatth Net (GWaitth) 0
9 kWatth Net (kWatth) 4191.631
Date and’ 10 GVARhO Fwd (GVARR) 0
‘Warranty
Catalog N 11 kKVARh Fwd (KVARh) 2283104
Manufact 12 GVARh Rev. (GVARh) 0
Operating
13 kVARh Rev. (kVARh) 0.002
14 GVARhN Net (GVARh 0

. €2




Voltage Monitor

Power and Energy Management Solutions

Meeting the Changing Demands for Power and Energy Management

Powermonitor 1000 Display and Configuration

@ Allen-Bradley Element Item Name (unit) Value

0 L“I Cu”’ent (amperes) 0

Home

Display Metering Information » 1 L2 Current (amperes) 0

Display Status 2 2 L3 Current (amperes) 0

Execute Commands »

Configure Options » 3 Average Current (amperes) 0

e 4 |L1-N Volts (volts) 218.187

o To ab.com

5 L2-N Volts (volts) 0
6 L3-N Volts (volts) 219687
7 Average L-N Volts (volts) 145958
8 L1-L2 Volts (volts) 218.033
9 L2-L3 Volts (volts) 219.576
10 L3-L1 Volts (volts) 220.883
1" Average L-L Volts (volts) 219.497
12 Frequency (Hz) 59934
13 Percent Current Unbalance 0
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23 Moxa Nport Ethernet-RS485 in N**U

NPort 5210/NPort 5230/NPort 5232 Series

2-port RS-232/422/485 serial device servers

Q Datasheet

O Manual
G Drivers & Software

Q Larger Image

Get a Quote

Evaluation units available
for online purchase
>> Buy now (USA only)

e
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Unprotected NPort

Model name : NPort 5130

MAC address : 00:90:E8:4A:65:69
Serial No. . 547

Firmware version : 3.4 Build 11080114
System uptime : 23 days, 03h:00m:55s

<< Main menu >>
(1) Basic settings
(2) Network settings
(3) Serial settings
(4) Operating settings
(5) Accessible IP settings
(6) Auto warning settings
(7) Monitor
(8) Ping
(9) Change password
(a) Load factory default
(v) View settings
(s) Save/Restart
(q) Quit

Key in your selection: 3

<< Main menu->Serial settings >>
(1) Port 1
(m) Back to main menu
(q) Quit

Key 1in your selection:

<< Main menu->Serial settings->Port 1 >>
(1) Port alias
(2) Baud rate
(3) Data bits
(4) Stop bits
(5) Parity
(6) Flow control
(7) FIFO
(8) Interface
(v) View settings
(m) Back to main menu
(q) Quit

23 NPort in N**U

12 firewalled

2 password protected
9 no password




Dump and Have Fun

Server name : NP5130
Web console . Enable
Telnet console . Enable
Reset button protect :

Press any key to continue...

IP address . 192.168.
Netmask : 255.255.255.0
Gateway :

IP configuration . Static
DNS server 1 :

DNS server 2 :

SNMP . Enable
SNMP community name : public
SNMP contact :

SNMP location

Auto IP report to IP

Auto IP report to UDP port

Auto IP report period(seconds)

Press any key to continue...

Baud rate . 115200

Data bits . 8

Stop bits el

Parity : None

Flow control . RTS/CTS

FIFO : Enable
Interface : RS-485 2Wire




Legacy Devices (Osaki PowerMax 22)




Legacy Devices (Osaki PowerMax 22)

M

(“#

Special thanks to
Chien Kuo Senior
High School.




Subsidies from Ministry of Education

102 FEMBES&TFU LERREERTEREEBRRLEZ W ETEME
12 HERORE R R )

HEFBIEE
(80 & 7T K Al

REEDBEZN|LENREEH - £k HE - LREVEFRRREERHES -
EXSH 2 KB SRR ER ORI RS BR 2 IR B B R as et ©
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MOE subsidies ~25,000 USD to schools for,
« Power consumption management system
« Building energies management system

* Improvement of air-condition controls
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National Chia-Yi University

BB R HEt % ——— GRS 2B 97-98 Fl B AR ——
HAFEEBY |mRBESHEF (FERL) RERLBE |4, TO00KW
= i (R 5, 392KW 97 £ 9 H BIKFEGR (2, 752KV 97 4E 2
%) H4 |5 216KW 9849 A i) H 4 A
EHFER |4, 331KV EREME |2, 640KV | R HEFEB/H
BEIAMBE |5 ERERE |1, 385KV | A FHEBAIRE 115KV
97 4 1, 800, 419 J©
EAM A & 2R B
98 4 434, 263 7L (E£ 9 H)

Contract capacity: 4,700kW
Peak capacity: 5,216kW
Minimum capacity: 2,752 kW
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NTU’s Discussion about BACnet

VRV 7% 38 & ¥& B )t 35 BA

VRV 334 » £ A BACneti#hi & » 4o KE4E > 34

MEAN T REEAEE  RALT:

(1)1 @32 4] 2 32 4£BACnet 493412 3 VRVAE B A & o

2)Nr@miEH s EA 2 iEF R X TRERGF R CFE
jg;_* o

B @it ZEAWEBE BFAREHEE » THBKRE
HEBAFBRIEEIE o

10343 H10H eb Browser 12
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Shu-Zen Junior College

R\ B8 T B BURL S RS B W R B 10303648 3 sl S = T RE AP AR ZE A
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W Q) AEE&MHU EREZEBERCHE K.
O () &S 5. 24 3 45 RS485 (=71 » 2 fE 10 / 100 Mbps Ethernet 4t I TG &klE s -
O (5) EARR 6. 7% BACnet or Modbus TCP /IP or URL ZFiEEHE °

7, HLUEHE WEB J7 388 5 B 8 ) st e 4 A

e

=

75 JE\ 1 122 1) 23
1. fR B T8 fiL T ©
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Taitung Senior Commercial Vocational School
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St. Mary’s Junior College of Medicine

103 RFEEHFTHMY-EREZETER K TAALT

AR 24 b A ¥
— RREET|— gmkes e 1 &
2 A% (—) BB A%k HP,DELL B H¥ (1 &)

MODBUS i $R2 #5383 oh 0 20 A4 A 4984 48 St de
#/ 8 DDC 23t -

11.7T ] 8% & % MODBUS Ethernet TCP/IP & RS-485 RTU 2 il

mEE s -

12.% & ¥4@ M1 B £/ Tig 8000 MODBUS Eiz g -

BRE{ELUETHRRRESHAR R > B3

(D18 @ UVO: T A& Mw £ A DI &% Pulse Input s
AI(0-10Vdc, 4-20mA, 1KRTD,10K,100K) » 2% 5 4% /A $k ¥ 1%
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(2) 6B A& 2 A Super IO:F> T LK UIVO shfesh, T4 A3k
#3% £ & DO or AO(4~20mA) *

14.4 f@ $ 4 $4 A\ 25(D]) -
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69




Points in Common

e Subsidized

e Public Tender

e Contracted

Note

You can find the papers on Google.
We did not probe / test their devices.
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Suggestions

e Password

e Use private IP. No, not corporate LAN
e Firewall, SDN or tagged VLAN

e Upgrade / Patch

e Contract with a pentester
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Home Automation with Arduino & RPi

Email Notification
Dashboard

Mailbox Notifier

v

Dog Poop Mapper

Runaway Dog Notifier

Bark Notifier ~

<«

Charts

Audible Notifications
Presence Monitor
Temp Monitor Washer/ Dryer Notifier
fg'_ - ()
Fire/ Gas Notifier ‘ \ ‘
/\{)
% : Sec“"‘y SYS‘em Water Leak Notifier

Raspberry Pi
OpenHAB, Mosquitto,

w
= :

-

L

Light Monitor

Garage Door Monitor

Project at hitp://www.instructables.com/id/Uber-Home-Automation-w-Arduino-Pi/

72
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Control System on Your Hand

bacmove BACnet Explorer BACnet HMI  Contact

3ACmove

ANALOG VALUE1

BACnet ) Unnamed List Demo Device 1 - 123 2
on ios and { > Analog Value - 1
Android \ 2 Temperature ANALOG VALUE 1

Demo Device 1 - 123 21

Analog Value - 1

& N Lighting LUEO
1-123 22
I 1]
BACnet Explorer BACnet HMI _ §
s g Power LOG VALUE 0

Demo Device 1 - 123 22

Analog Value - D

ANALOG VALUE 1
Demo Device 1 - 123 21

Analog Value - 1

Homepage of http://bacmove.com

ANALOG VALUE 1
Demo Device 1 - 123 21

Analog Value - 1

Our suggestion:
These things shouldn't even be on the internet, not on the corporate network.

It's a control system and should be treated as such.
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Securing Your Journey
to the Cloud

Questions?




TAC-MNB Module

unl| MNB-1000-15 2:4H S
: com| ® Remote I/0 Module 24G (CO|M) S
o f u| o GT'D ©
. p—
4 i usf ® —S [TO1 (DO
- _el'l B
: MNB 1000 15 COM ® (
: E—® C1
: u4| o Internal S |TO2 (DO2)
: coml © Switches S [
. (lsolatedZ —® |T03 (D03
ue|l 1—_@_® c3 o
uol|
— | TO4 (DO4)
com| = xr @ STATUS E—@ c4
uo2| ® ®
s 3y — | TO5 (DO5)
com| ® = -
o I 10+ ® = —S [T06 (DOS)
- 10-® Y —S
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lqoo Physical
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AUTOMATED LOGIC CORPORATION U253 BACNE1

Item condition: Used

"Used, good condition, working when removed from
service. Money back guarantee.”

: ' Automated Logic
AvrowstenLocic [ e I US$40 (used)

US$2,500 (new)

* Add to collection

Automated Logic Corporation BACnet Model S6104

Item condition: Used

Time left: 28d 09h &/30, 1:25AM

BACngt* o

Quantity: ‘ ‘ 4 available

Approximately
NT$ 1,263
Add to cart

© Add to watch list

e pog”

S6104 .
CONTROL MODULE o3’

* Add to collection

30-day Longtime Fast and safe
Returns Member Shipping

New Automated Logic LGR250 BACnet Control Moc

Item condition: New other (see details)
“New open box"’

R e
Approximately
NT$ 78,929
Add to cart
© Add to watch list
% Add to collection
30-day Experienced
Returns Seller

Shipping: $45.00 (approx. NT$ 1,421) FedEXx International
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MOXA NPort 5130 IN BOX

Item condition: New

Time left:  14d 06h 8/15, 10:25PM

Quantity: (1| More than 10 available
Price: US $149.50 m
Approximately
NT$ 4,720
Add to cart

© Add to watch list

* Add to collection

CAREL PCO1000CS0

Iltem condition:  --

Time left:  5h 34m 9s Today 9:40PM

Starting bid: US $199.99 [0 bids ]
Approximately
NT$ 6,314

- —

Enter US $199.99 or more
© Add to watch list

* Add to collection

Free
Shipping

MNB-1000 I/0 PLANT CONTROLLER MICRONET BACI

Item condition: New
EERUL I BuyitNow | \
Approximately
NT$ 10,153
Add to cart

© Add to watch list

* Add to collection

New Longtime
Condition Member
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MOXA NPort 5130
US$75 - 149 (new)

Carel pCO1000 US$200
pCOWEB, unknown

MNB-1000 US$321.60
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Port 47808, TW:57/12,358

SR e o,
N S E_ =
(e Taiwan
) - .
] 3 Hosts: 57 ,
W e S
Y/ / ~ fkg\}\\‘}g%/ "
¢ f,'?l () /%
‘ K e
\k /‘Jﬁ“ N

United States

Canada
Spain
Australia 122

France 121
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