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Shellcode Exploit Analysis:
Tips and Tricks
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Techlead - TrendlabsPH

September 26, 2014

‘/ | [ T

Millw | i *P '
~ IR

"' |I'lll l'“" mnnnllmm; “

e
v ¥ 2 4
yIIgT
e v
{4

Confidential | Copyright 2013 TrendMicro Inc.




What is a Vulnerability?
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- A security exposure in an operating system or other
system software or application software component

SECURITY
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What is an Exploit?

- It is a piece of program that takes advantage of a bug,
glitch or vulnerability
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Sample Program:
e 4NT Prompt

[C:n_Uirus lim_A_normal_App.exe samplel .txt
Opening samplel.txt for reading...
samplel .txt file contains the following:

+lhiat+ 9o +Fho maocd-aan '

[C:s_Uirns 1_
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Sample Program:

int ___cdecl main(int argc, const char **argv, const char
**envp)

{

if (argc>1)
{

printf("Opening %s for reading...\n", argv[1]);
|sub_401000(argv[1]); |

}

else

{

printf("Usage:\n\t%s <text file>\n", *argv);

}

return O;

;
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Sample Program:

int__cdecl sub_401000(LPCSTR IpFileName)

{
HANDLE v1; // edi@1

int result; // eax@2
DWORD v3; /| eax@3

IF1n FAS

118 CcOoncains

|-08001088 Buffer db 4096 dup()

v3 = GetFileSize(v1, &FileSizeHigh);

ReadFile(v1, &Buffer, v3, &NumberOfBytesRead, 0);
CloseHandle(v1);

printf("%s", &Buffer);
printf("\n========================================
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What is a Shellcode?

- is a small piece of code used as the payload in
the exploitation of a software vulnerability
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Sample Shellcode:

: Vulnerability in Server service could allow remote code Execution

The following malware exploit this vulnerability(CVE-2008-
4250) for Network Propagation:

WORM_DOWNAD
WORM_NEERIS

The system infected by this malware initiate an SMB(Server Message Block) session on TCP Port 445
across the Network. Then binds to the SRVSVC(Server Service) pipe using RPC (Remote Procedure Call)
Protocol and proceeds to issue the NetPathCanonicalize request, which has the embedded ShellCode.

#®) TREND
MICRDO
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Sample Shellcode:

4° Downad.pcap - Wireshark

3/26/17

File Edit Go
B & o e &l

Filter:

view

0.000835
0.000913
0.001156
0.011425
0.011713
0.029039
0.029170
0.051644
0.051893
0.060888
0.061232
0.070184
0.070467
0.079945
0. 080068
7 0.091469
0.091541
0.097408
0.097498
0.140275
0.140531
0.140620
0.143557
0.144332
0.147417
0.147487
0.149768
0.149920
0.151107
0.151119

O eSOV & WNE

Frame 1:
Ethernet II,

Capture

: Vulnerability in Server service could allow remote code Execution

Analyze

EE X2 8

Source
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3

62 bytes on wire (496 bits),
src:
Internet Protocol,

shuttle_b7:c7
Src: 192.168

Transmission control Protocol,

Confidential | Copyright 2013 TrendMicro Inc.

Statistics

Telephony Tools Help

=

T =

BB & Qe

~  Expression...

Clear Apply

Destination Protocol
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190

Seq=0 Win=65535 Len=0 MS5=1460 SACK_PERM=1
ACK] Seq=0 Ack=1 wWin=65535 Len=0 MSS=1460 SACK_PERM=1
sSeq=1 Ack=1 win=65535 Len=0

microsoft-ds > dj-ilm [SYN,
dj—ilm > microsoft-ds [AcCK]
Negotiate Protocol Request
Negotiate Protocol Response
Session Setup AndX Request,
Session Setup AndX Response,
Session Setup AndX Request,
Session Setup AndX Response
Tree connect AndX Request,
Tree Connect AndX Response
NT Create AndX Request, Path:
NT Create AndX Response, FID:
NT Create AndX Request, FID:
192.168.101.3 NT Create AndX Response, FID:
192.168.101.190 DCERPC Bind: call_id: 1 SRVSVC Vv3.0
192.168.101.3 LR e = =
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190
192.168.101.3
192.168.101.190

NTLMSSP_NEGOTIATE
NTLMSSP_CHALLENGE, Error:
NTLMSSP_AUTH, User: %\

STATUS_MORE_PROCESSING_REQUIRED

Path: N192.168.101.190\IPCS
\srvsvc
0x0000,

0x4000,

Error:
Path:

STATUS_ACCESS_DENIED
\browser

Oose Request,
Close Response, FID:
Logoff AndxX Request
Logoff AndX Response
Tree Disconnect Request
Tree Disconnect Response
dj-ilm > microsoft-ds [FIN,
microsoft-ds > dj-ilm [FIN,
dj—ilm > microsoft-ds [AcCK]

0x4000

ACK] Seq=2046 Ack=1904 win=65414 Len=0
ACK] Seq=1904 Ack=2047 win=65408 Len=0
Seq=2047 Ack=1905 win=65414 Len=0

62 bytes captured (496 bits)
192 (00:30:1b:b7:c7:92), DsSt: HOonHaiPr_88:31:45 (00:1c:25:88:31:45)
.101.3 (192.168.101.3), Dst: 192.168.101.190 (192.168.101.190)
src Port: dj-ilm (3362), Dst Port: microsoft-ds (445), seq: O,

Len: O



Sample Shellcode:

20 0.097498 192.168.101.3 192.168.101.190 SRVSVC NetPathCanonicalize request

Frame 20: 846 bytes on wire (6768 bits), 846 bytes captured (6768 bits)

Ethernet II, sSrc: shuttle_b7:c7:92 (00:230:1b:b7:c7:92), DsSt: HONHaiPr_88:31:45 (00:1c:25:88:31:45)

INnternet Protocol, Src: 192.168.101.3 (192.168.101.3), Dst: 192.168.101.190 (192.168.101.190)

Transmission Control Protocol, Src Port: dj-ilm (3362), Dst Port: microsoft-ds (445), sSeq: 1127, Ack: 887, Len: 792
NetBIOS Session Service

sMB (Server Message Block Protocol)

SMB Pipe Protocol

DCE RPC Request, Fragment: Single, FragLen: 704, call: 1 ctx: 0, [Resp: #22]

Server Service, NetPathcanonicalize

03 40 c2
65 od
fc 91
oo oo
00 oo
[e]e) o4
[e]e] o2
50 49
[e]e] 10
oo oo
[e]e] 06

68 6a ea 4 § DLOH. ...

61 47

R 1| .Af.9EPU

54 76
ef
44 6f
66
c8
ed
2c
a5
51
a5
c4
c7
Sa
aa
ea
bl
75
59
56
65
69
4e
75
62
68
77
72
5a
41
o2
53
58
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Sample Shellcode:

# ~ Hiew: shellcode.bin

shellcode.bin 300000866 |[Hiew 7.28 <(c>SEN
AlBBABABR6: 7’8 74 48 = 42 47 67 ptolKHgufbCNaBGg
88686808016 - — - 2z JDLUgDFNelUlnot
ABBBBA26 - = — ERNNxKezpaPTzJQt
A0BBBA36 = - = FSJgXYOFPxI kT xuG
51515151515 5 T - = JGnmzk1lZmZI FYPolU
51515151515 Ly o — — cooT woaen
ARBBBB66 = — 0 | -'-"1N>§1—ﬂfu
(515151451515 pd 9 — - 9EPuJ « I'—':!aOaQOaL‘O
A0BBBA8E6 = = = aF0—0E[}I »& - B—
51515151515 b - = —o0&<O08E; “UGS I—,-
B0RABABBAG6 =
ARBBBBE6 =
51515151515 (e
51515151515 ) )1 - KR
51515151515 ) S = = 1 Eiré :I |I‘-00 ] | ¢
51515151515 ) — — sJoa+|} LTII ¥
ARBBA166 = - — =iif NA" D}
ARBB116 = - - 10«5 166J 2
A00R0A126 = = = ?“QJ A[_‘Jﬂ p=nn2ga|
#0R0A136 = — = »%:—EPMOdOmCuF
(515151515 ) I T3 — gIiUuyuil SYUIILULV I o
ARBBA156 = -~ PtnhkChS¥YGcFS jUull
ARBRBA166 = — — UyeWQHA jbeCnNmeJ
80080176 - - = qgJjDJTcarOigBmziy
#0RBA186 = - = PcLmI FExUOdsdSND
A0808808196 - = gLhaGtNleeHKTAup
8000881 A6 - — NcuKWMumbiJZYHbx
800801 B6 - = = HHFOdngGs yQZNwhx
8008081.C6 - = = zAUoeJpphUpeouwd
A00808Aa1D6 - - - gLsglyc jbTpSMorS
(515151515 0 I 20 - = tUdU1KLJJ1GhONZDb
ABBBA1F6 = — = N N . - \NA
A0BBB2066 = — = YEMIGU ges
A0RBnB216 = - = '-€oFARY’ 2o DESB
515151515 Pdid 39 - = PHYRCSUWNAEI ILAXE
f0nRAnB236 = - = GZJISFAYZGNGUZEW
ARBRBRB246 = — - SCUFXNEJS{|luvw]) ?6b
A0BBRB256 = - = AUFDOI KNOF v
0000266 = - = [~}
515151515 Pard 39 — —
0nRAAB286 = - — MB~
A00BBRB296 =
ABBBB2A6 =
515151515 P i1
515151515 P4 ¢ 3
#80nRBnB2D6 =
BBBBB2ESG =
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Exploit Malware Arrival
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Spammed E-mail

2 Message is infected : Invoice 474735 April - Unicode (UTF-8)

File Edit View Tools Message Help

22 & “8 & X ; _ W)

Reply Reply All Forward Print Delete Addresses

From: withoutven7S9@meesonssolicitors.co.uk

Date: Tuesday, May 06, 2014 4:09 PM

To: isiskuo@evergreen.com.tw; dmdrti2@evergreen.com.tw: davidchu@evergreen.com.tw: uhd@evergreen.com.tw; bidtwn@evergreen.com.tv
Subject: ested o e 27 700 L

Attach: [ = April invoice 506900.pdf (11.0 KE)

Hello.

Please can you let me have a payment date for the attached April Invoice?
Kind Regards

Sue Mockridge

Accounts Administrator

"(Main) 01884 242626 " (Direct Dial) 01884 250764

Please consider the environment before printing

Broad Oak Toiletries Ltd, Tiverton, Tiverton Way, Tiverton Business Park, Tiverton, Devon, EX16 6TG
Registered No. 1971053 England & VWales

Telephone: <44 (0

Facsimile: =44 (0) 18

Type: Adobe PDF
Vulnerability: CVE-2013-2729
Trend Micro: TROJ PIDIEF.YNLA
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Spammed E-mail

£ Press Release & Consensus: «Resolution of Tibet issue relevant to China’s future» - Unicode (UTF-8)

File Edit View Tools Message Help

e S 8 '; X ’ , RS
Reply Reply All Forward Print rd Addresses
From: Tibet Press
Date: Monday, September 01, 2013 $:35 PM
To: dtsering@dalailama.com
Subject: a : Tibet issue relevant to China’s future»

Attach: \1@_1 Statement of Consensus.doc {(20.0 KB)

*«Res=sclution of Tibet issue relevant to China’s future» *
Finding Commeon Ground - Sino-Tibetan Conference

Hamburg - The Sino-Tibetan Conference «Finding Common Ground» starting on
286 August 2014 concluded this afternoon in Hamburg, Germany. The Central
Tibetan Administration (CTA) based in Dharamshala (India) convened the
conference. Over 70 participants and cbservers frocm 1S countries from
Eurcpe, the USA, Australia, Asia and Mainland China attended

the conference. «Finding Common Ground» is a Tibetan initiative to set in
motion a process of exchange, interaction, cooperation and joint efforts
between Tibetans and Chinese stakeholders in the pursuit of a peaceful and
just resoclution of the Tibet issue.

His Holiness the Dalai Lama met the participants of the conference and made
clear that he had always encouraged Tibetans to reach out to Chinese
brothers and sisters. In his address at the meeting, he expressed his hope
to serve Mainland Chinese Buddhists through Buddhist teachings and the
promotion of secular ethics. He also reiterated his longstanding wish to go
on a pilgrimage to VWu Tai Shan - a sacred mountain in China for Buddhists.

Type: Microsoft Document
Vulnerability: CVE-2012-0158
Trend Micro: EXPL CVEZ20120158

Confidential | Copyright 2013 TrendMicro Inc. 2
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C' [ blog.trendmicro.com/trendabs

(] Meong [(C] Photography (C ] Blog [ Cute [ ] HACKING

SECURITY INTELLIGENCE BLOG

Threat News and Information Direct from the Experts

Bad Sites Bothets Data Exploits Hacked Sites Mac Malware Mohile Olympics Social Media Spam Targeted Attacks Yulnerahilities

Snapshot of Exploit Documents for April 2012

11:38 pm (UTC-7) | by Ryan Flores (Senior Threat Researcher)

EiRecommend | 0 '3 Tweet 0 B +1[<5

Targeted attacks that are part of APT campaigns
commonly use exploit documents in their social engineering ploy.

aae e '
Taking data from exploit documents gathered last April, we can see that the most exploited MS Office software is D AS AT N S
MS Yord. Bypassing Android Permissions:

What You Need to Know

Good NFC Hahits

27.15% el How Mobile Ads Abuse Permissions
M Office
Malicious Developers Release Rogue
m Powerpoint Rad RPingjes Versions
= Word W d
. o r tion on all mobile threats and other

. see Mobile Threat Information
rend Micro Threat Encyclopedia.

B Excel

B Office

g Android Permissions:
U Need to Know

Powerpoint

.18% powe rp oint Bme RAT Attacks on US,

3/26/17 18 can ind Other Foreign

Figure 1. Most exploited MS Software for Agril@012 ' Governments



: Vulnerability in Windows Common Controls Could Allow Remote

Code Execution

CVE2012-0158 is the most exploited vulnerability by targeted
attacks (2H of 2013)

3/26/17 Confidential | Copyright 2013 TrendMicro Inc. 2



: Vulnerability in Windows Common Controls Could Allow Remote

Code Execution

Also known as MSCOMCTL ActiveX Stack Buffer Overflow
(CVE-2012-0158)

A crafted office document/RTF file exploits the vulnerability in
MSCOMCTL.OCX

3/26/17 Confidential | Copyright 2013 TrendMicro Inc. 2




: Vulnerability in Windows Common Controls Could Allow Remote

Code Execution

Sha1: 6¢74fd27078ae791696791e6¢3b11b94ad460d02
Trend Micro: TROJ MDROP.ERAQ

Drop and Execute the following file in %User Temp%:

Sha1: 2c37b1940b0c8f5d9d245a6039b43b2270d64086
Trend Micro: TROJ DROPER.ERAQ

3/26/17
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Exploit Kit

Most prevalent Web Threat to deliver malicious payload

which is usually known-malware like Zues, Ransomware,

FakeAV etc.) to the infected system

Hosted from malicious and compromised site

Delivers old and new(Zero-Day Vulnerability) Exploit of
known vulnerable application

3/26/17
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‘http e ) httpﬂ
4

NMaliclous/Compromised

Exploit Kit Process
C‘\h ttp://we

Blackhole
Styx
Cool Exploit

Kit
Crimeboss
Red Kit
Sweet Orange
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. Vulnerability in Adobe Flash Player Could Allow Remote

Code Execution

Zero-Day Vulnerability in Adobe Flash Player found in
February 2013.

Known to be delivered by the following Exploit Kit:

Gondad Exploit Pack
RIG Exploit Kit

3/26/17

Confidential | Copyright 2013 TrendMicro Inc. 2




. Vulnerability in Adobe Flash Player Could Allow Remote

Code Execution

Also known as Adobe Flash Player Regular Expression Heap
Overflow

A crafted SWWF(Adobe Flash File) exploits the vulnerability
found in Active X component of Adobe Flash Player

3/26/17 Confidential | Copyright 2013 TrendMicro Inc. 2



. Vulnerability in Adobe Flash Player Could Allow Remote

Code Execution

Sha1: 3cd56071b78e2f8489a4b71e0f0beec805f0bf4a
Trend Micro: SWF_ EXPLOIT.JD

Drop and Execute the following file in %User Temp%:

Sha1: 6dd3c032a6dfe06c4f/dbeb2e0452ae9fb84ecce(32-bit)
Sha1l: b3d97e77ea593915798b8f3df0ef7f4a34924a87(64-bit)
Trend Micro: TROJ DLOAD.LD/ TROJ64 DLOAD.LD

3/26/17 Confidential | Copyright 2013 TrendMicro Inc. 2



. Vulnerability in Adobe Flash Player Could Allow Remote

Code Execution

Sha1: 3cd56071b78e2f8489a4b71e0f0beec805f0bf4a
Trend Micro: SWF_ EXPLOIT.JD

E]D D CVE-2013-0634_5M Switch(this.version)

EJDU DoABC ] "win 11,5, 502,
E]DU mx ;'z-:-f"',s.,s.:n ,
P k:

E]EH_') core main 11,5,502,
~[] o ByteArrayAsset oon 11 4 a0s,

DL [FlexAsset ;'I»F' --; 11,4,402,

1 4 40
r 2,20

default:
return emptv ()

3/26/17 Confidential | Copyright 2013 TrendMicro Inc. 2
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Locating Shellcode:

1. JUMP/CALL Instructions
a) eb (Short Jump)
b) €9 (Long Jump)
c) €38 (Call)

2. NOP Sled (90 90)
3. Function Prologue (55 8b ec)

3/26/17
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Sample Shellcode

#na17831 :
ABA17833 :
#0A17834:
#0A17835:
#nA17837:
#0A17838 :
#0a1783B:
#0A1783C:
#881783D:
A0A1783F:

EBZ)Y
SE

56
8BFE
AC
CACOB4
AR

49
?5F8
C3

HBBB4EN4 :
ABBN4ENRS :
ABBR4ERG :
BBBN4ER7?:
ABBN4EAS :
ABBN4EAR? :
BBBN4EDQA :
BBBN4EAB:
ABBR4EAC:
A8BB4EAD:
BBBN4ERE::
ABBNB4EQF :
ABBN4E10:
ABBN4E11:
BBBN4E12:
ABBN4E14:
BBBN4EL1S :
ABBNR4E17:
BBBN4E18:
BBBN4EL1C:
ABBR4E1F:
BBBN4E20:

70
?20
?20
20
?20
20
?20
20
?20
20
50
58
57
SF
EB18G
?20
33C92
SB
66B2BAA1
883345
43
E2FA

eax
eax
edi
edil

ecxX,.ecXx
ebx

CX.,. -
b,.[ebx].
ebx

s

3/26/17




ABBn2461 :
ABBnB2462 :
ABBRB2463 :
ABBnB2464:
ABBB2465 :
ABBB2466 :
ABBnB2467:
ABBB2469 -
ABBB246C:
#a8BnB24704a:
888082477 :
880824 7E:
ABBB2485 =
ABBB248C:
88882493 :
f88B8B249A:
favBn24A1 :
ABBB24A8 :
ABBB24AF -
ABBB248B6 :
ABBB24BD:
ABBnB24C4:
A8BB24CB:
A88B24D2 :

#8un2460:

20

20

20

20

20

55

8BEC

83C4A4
C645A780H
C745DBA517887C
C745D428FESABE
C745D81F798BAES
C745DCACHA8DAY76
C745EBA628AB96
C745E41665FA108
C745ES8AD?B7?DDF
C745ECFB? ?FDAF
C745FAEC?7834C
C745F433CA8B8ASE
C745F84FA3C7BF
C745C80HNHBAHAA
C745C42E657865
C745CHA64726167
C745B80A308H0HH

XEODAODLADODLDODW
el b el b ] bl e el e el b e el e el b

Y¥Y Y Y Y Y OYY Y Y Y Y Y Y YN

L L T T T S SR )

2

b1

£¢ 1ol
o 'f“.! wher

Rl

-

- 0% By
—re g
T&::f:@mf\
ohh

5151515 Y29 21% 3
(5151517 V.4 27 K =
ARAB2ERS :
ABBA2EAG -
ARRN2EAS :
ABAA2ENA =
ARBB2EAC:
ARAB2ERE :
5151515 ¥4 21% ) o
ARAR2E10:
ARAA2E11 :
ARABR2E14:
ARAB2E16 =
ARRB2EL17:
ARAN2E18 -
ABAA2E1A =

lririririah ol

EBIe
33CH

S5E

8BFE

33C9

B17A

B502

AC

51

20

caCan4
FEC1

59

AA

E2F4
ES8HA50808080800

eax,eax
esi
edi,.esi
ecxX,.ecx
Bl
ch.

ecxXx

al.
cl
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Reverse Engineering

1. Gather tools to be used:
a) Virtual Machine(Test Environment)

b) System Monitoring tool

c) File ldentifier

d) Installer of the possible vulnerable application
e) File Debugger

2. Debug the Application with the malware as the argument

3/26/17
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Reverse Engineering(Alternative)

1. Gather tools to be used:
a) Virtual Machine(Test Environment)
b) System Monitoring tool
c) File ldentifier
d) Installer of the possible vulnerable application

2. Locate Shellcode

3. Insert Shellcode(Memory/File)

4. Debug the Shellcode

3/26/17
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How you can protect yourself?

1. Keep OS Software and Application Up-to-date

2. Be Vigilant

a) Do not execute file you are not familiar
b) Do not enter an untrusted site

c) Do not open a suspicious e-mail attachment/link from a sender
you are not familiar

3. Install an Anti-Virus Product
a) Exposure Layer (Email Scanning, URL Blocking)
b) Infection Layer (File, Memory, Network Scanning)
c) Dynamic Layer (Behavioral Monitoring)
d) Clean-up Layer (Malware Infection Clean-up)

3/26/17

==
-3

Confidential | Copyright 2013 TrendMicro Inc. 2

om
22
Jw)



Thank You
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