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Brief History of Spam
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Historical Spam Volume

~5 Oo/o decrease B Historical Spam Volume

in the overall
spam volume
since 2010

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014

Historical Top Spam Sending Countries

USA top spam

sending country
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Spam as a Service (Saa$)

OFFERING PRICE

* Cheap email spamming service

USS10 pero 1,000,000 emails

* Expensive email spamming service using a customer database

US$50-500 per 50,000-1,000,000 emai

ils

* SMS spamming service

USS$3-150 per 100-10,000 text messages

+ |CQ spamming service

USS3-20 per 50,000-1,000,000 messages

* 1-hour ICQ flooding service

» 24-hour ICQ flooding service

uss2
USS30

* Email flooding service

USS3 for 1,000 emails

* 1-hour call flooding service (i.e., typically takes call center services down UsS$2-5
* 1-day call flooding service US$20-50
+ 1-week call flooding service US$100

* SMS flooding service

USS15 for 1,000 text messages

* Vkontante.ru account database

USS$5-10 for 500 accounts

* Mail.ru address database

USS$1.30-19.47 per 100-5,000 addresses

* Yandex.ru address database

USS7-500 per 1,000-100,000 addresses

* Skype SMS spamming tool

Us$40

* Email spamming and flooding tool
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New Techniques of Email-based
Threats
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Newsworthy Spam used in Social Engineering Attack

e " GTAV - Unicode (UTF-8) o3
:.d: The wat & over. froudy troducng the new Phore & Fle Edk VYiew Tools Message Heb "0',"

g ® | &K X D O

Reply  Reply Al Forward Prirk Delete ) Addresses

From: =

Date: Tussday, March 11, 2014 10:12 AM

To: OO0 X0k

Subject: GTAV

Attach:  Bpeceno_cods.2p (119 KB)

You inwited Beta tester GTA V to Windows
Registered this ink with promotion code: |

By creating an account you are agreeing to our Privacy Policy

Ziskajte foto-tahaky k Zoner Photo Studm zadarmo

") WhatsApp Do Facebook j Disponvel

Najdite si strateny alebo ukradnuty telefon programom Zoner AntiVirus Free pre Android

Fle Edk View TYools Message Help

g & .8

-Jo&d
"

x

S
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v W \L
Introducisg the IPhone that bets you do more thin eves. Reply  Roply Al Forwerd Print  Deleto Addresses
1t amazingly fa From: Facebook
§ ywit CUWeen ARt yichly. 8500 Date: Friday, February 21, 2014 3:22PM
L Shoot, ede. To:
b h Do Facebook Dk ol
Mote new features Nio consegue visualizar as imagens, vi em “exibirimagens”
Sodis o WhALASD,
WhatsApp M & um aplicative de iplatat que permite tiocar mensagens pele celularsem pagar
por SMS. Est disp para L iPhone, Black®.
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. Windows Phone. Andeoid ¢ Nokia.Com a venda do
WhatApp 30 Facebosk veja como vai Se1 0 novo sistema de 10ca de mensagens

O nove Projeto zerd indexado com o seu computader. A neva
feramenta, j& em testes facilitard quem nio possul o aplicativo ne
calulae, Tomande scesmsivel 3 todos © que antes erd 3penas possivel
APENas PATI QUam possula © Iplicative.

Seja voed o primeiro 3 testar 3 nova ferramenta do WhattApp, 39ora

feita pelo Facebook faga o Download clicando
14 2 220774

A platatorma n3o exige muite, o sitema operacienal pode ser vzade

tante para Windows coms para Mao. Disponibilizamos para alguns

wsulbrios o projeto pileto gratuitamente.
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Blackhole Exploit Kit Spam Run

Started to be active on

2012 using different
legitimate company’s
email template

Figure 2. Number of BHEK campaigns from March 2012 to December 2013

Sunday Monday Tuesday Wednesday Thursday Friday Saturday
15 16 17 18 19 20 21
September
FDIC, NACHA LinkedIn Faxreport LinkedIn
22 23 24 25 26 |27 28 | BH EK ¢
campaign
29 30 n 2 3 a s |

October

= - , '7“5 ;\meritan Express | glnterest ii)amps.com , I;l;\kedln. Dropbox . ‘ l a St S f O r m O r e O r
less 2 yedrs

ARRESTED
13 14 15 16 17 13 19

Table 1. BHEK spam campaigns identified

Source : http://blog.trendmicro.com/trendlabs-security-intelligence/a-year-of-spam-the-notable-trends-of-2013/

http://blog.trendmicro.com/trendlabs-security-intelligence/blackhole-arrests-how-has-the-underground-reacted/ q*\ TREND
) MICRO"
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Blackhole Exploit Kit

Redirect URL

Compromised
website
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Blackhole Exploit Kit Infection Chain
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Legitimate vs. BHEK Spam Sample

-

2 Your Bill Is Now Available

& Your Bill Is Now Available

File Edit View Tools Message Help

1.'
A

sd v 5 x ‘\_) ‘\) W

Reply Reply Al Forward Print Delete Previous Idext Addresses
From: Accounthotify@verizonwireless,com
Date: Tuesday, February 21, 2012 1:06 PM
To:
Subject:  Your Bill Is Now Available

File Edit View Tools Message Help :',','
= =
3“ 9 8 5 x (A
Reply Reply Al Forward Print Delete Addresses
From: Accounthotify@verizonwireless.com
Date: Thursday, March 22, 2012 9:23 PM
To:
Subject:  Your Bill Is Now Available
\_—" verizonwirless
IMPORTANT ACCOUNT INFORMATION FR.: ' 'ERIZON WIRELESS.
Your current bill for your acco @
available online in My Ve
Total Balance Due: .
Keep in min@th ndfor adjustments made to your .
g:gu r 4 s generated will not be reflected in the v is also available
24/7 to assist you with:
» View and Pay Your Bill ® ‘fewing your usage
i< . Upd_ning your plan
| wantto simplify payments? o Adding Fccount Members 2
® Paying your bill
. ® Finding accessories for your devices 3
» Enroll in Auto Pay ® fad much, much more... P
i-v\f Thank you for choosing Verizon Wireless, %
% B
http://moriahfoundation, org/DRKSXAME findex. html
3/26/17 Confidential | Copyright 2013 TrendMiicro Inc.
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IMPORTANT ACCOUNT INFOPMA., 'Gid FROM VERIZON WIRELESS.

[)
Your current bill for \c ount ending in

2046-0000 le online in My
Verizon

Total Balance Due: $70.13

Keep in mind that payments andfor adjustments made to your
account after your bill was generated will not be reflected in the
amount shown above.

My Verizon is also available
24/7 to assist you with:

® ‘dewing your usage
" " ® Updating your plan
= View and Pay vour gill
View and Pay Your Bill o Adding Accourt Members
o ®  Paying your bl
Wantto simplify payments? ® Finding accessories for your devices
® 2ad much, much more...
= Enroll in Auto Pa %
Thank you for choosing Verizon Wireless. [P

33




MalSpam With Malicious Attachment

— Similar to BHEK campaign it uses different spam templates using
legitimate companies to lure its victim

— Some spam uses password protected executable malware files to make it
more legitimate

— Majority of the MalSpam campaign is in .exe format mostly in a
compressed file

ACH and Wire transfers

(T)Cn:line Security Department (security@admin.fdic.gov.us) Add contact 7/2/2014 10:25 AM To p M a I S pa m Atta c h m e nt Ty pe

Installation_de pif XIS doc Others
2% 2% 1% 2%

W tails.rar

Dear clients,

| Your account ACH and Wire transactions have been temporarily suspended for your
i| security,
due to the expiration of your security version.

To download and install the newest Updates, follow the instructions on the attached
i| document.
As soon as it is set up, your transaction abilities will be fully restored.

|The password to extract the rar document is: Gx2Y14K# |

Best regards,
Online security department,
Federal Deposit Insurance Corporation.

3/26/17 Confidential | Copyright 2013 TrendMicro Inc.



MalSpam With Malicious Attachment

Payment for OV14-05003, OV14 05008,0V14-05001

700 NN (contact@smartbrain.co

T

n) Add contact

Dear sir/miss,

We had made the payment for invoice O\
4/7/2014.

Please check the attachment
Thank you & Best Regards.

Kusuma Singhakam (JA)
Marketing Executive (Sales Co-ordinator)

3/26/17

r

| Citibank Secure Emall Notificatior
| Citibank (secure.message 2 n) Add conti

Avis de Paiement
HSBC France (Avis.de.P

Avis.dePaiem
entzip

Bonjour Monsieur / Madame ,

t@hsbe.f

A votre demande, veuillez trouver ci joint le paiement e-conseils pour votre reference.
Cordialement

HSBC France

IMPORTANT : N'UTILISEZ PAS LA FONCTION “repondre a”,

LAQUELLE NE NOUS PERMET PAS DE TRAITER VOTRE DEMANDE.

Vous pouvez telecharger gratuitement la derniere version du logiciel Acrobat Reader a partir du site d’Adobe a

I'adresse suivante : http://www.adobe.fr/products/acrobat/readstep2.html|

Ce message et toutes les pieces jointes (ci-apres le « Message) sont confidentiels et etablis a I'intention exclusive de

http://www.adobe.fr/products/acrobat/readstep2.html

Add contact 2/13/2014 7:10 PM

i

|
SecureMessag
ezip

You have received a secur | Thank you for schedullng a payment to Bill Me Later
Read your secure message by Kty Bank (F ank Add contact 2/6/2014 6:34 P\
(view) the file or save (download)
Explorer.
1f you have concerns about the vi Bill_
the Westpac Secure Email Help D/ 20140206.rar
First time users - will need to n -
About Email Encryption - htip:
HBillVeLater
PayPal
Log n here
You've made a payment online.
E
http Dear Customer,
Thank you for making a payment online! We've
Bill Me Later® payment of $1859.75 and have app!
account
For more details please check attached file
Summary i
« i B
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~507% of MalSpam
sample carries

TROJ UPATRE
variant

2014 Top Malware from Spam

TROJ_FAREIT WORM MYDOOM
TROJ_INJECTO_ %% BKDR ANDRO

WORM_MYTOB. TROJ KRYPTIK

5%

TSPY_FAREIT
7%

TSPY_zBOT
10%

BKDR_KULUOZ
10%




1H — 2014 Top Spam Categories

2%__

5%

7 % R~ ,.v..,..v v....h..,. g

00K
TROJ_
UPATRE
e
100K
TOTAL
MALSPAM
0
SEP oCT NOV DEC JAN FEB MAR APR MAY JUN
2013 2014
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MalSpam with Malicious URL

INTIMACAO PARA COMPARECIMENTO EM AUDIENCIA

acounts@passaport.com (acounts@passaport.com) Add contact 7/8/2014 9:35 AM

-
|

Untitled x ‘

C' [ www.cncpanama.org/images/INTIMACAO.zip

| TROJ_BANKER. BTWG

1, INTIMACAO (1).zip ¥ Show all downloads... %
(

PROCEDIMENTOINVESTIGATORIO N.° 33781M. 28/07/2014

|| INTIMACAOPARA COMPARECIMENTO EM AUDIENCIA, relativa ao

procedimentoinvestigatorio em epigrafe, emtramitacdonesta Regional,
conformedespacho em anexo.

m

| Incoming Fax Report

: INTIMAGAO ID: - Atualizado. FAX (fax(

: PRECENCA IT:

ANEXO: INTIMACAO-MPE.SCR" (32k)

Dear Customer,
Conrionsi de Tumelogi dalatormiacls - CTT, Bracia DF You have received a new fax.
' Date/Time: 2013:10:17 12:26:08
I Number of pages:1

Received from: 08447 98 68 96

), TRE
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= @sendfax.com) Add contact 7/7/2014 3:07 PM
- Desabilitado. i To: jlevy@compstarplus.com;

o

i e i it | To download / view Fax Report
™ x
‘ C | DG wioiincoming_fax_report_id603.pdf wl =
»4 TROJ _CRYPWALL.XW
| 7 INCOMING FAX REP...scr  ~ ¥ showalldownleads... X i igi ¥incoming_fax_report_id603.pdf

™




Popular Cloud Services used in MalSpam Campaign

From: Incoming Fax <no-eply @efax.co.uk> Sent:
To: B ]

Cc

Subject: INCOMING FAX REPORT : Remote [D: 896.576-6945

INCOMING FAX REPORT

LR R L R

Date/Time: Thu, 29 May 2014 11:37:02 +0100

Speed: 4096bps
Connection time: 00:04
Pages: 3

Resolution: Normal

Thu 5/29/2014 5:37 AM

Remote ID: 859-835-4409
Line number: 8

DTMF/DID:

Description: Internal report

We have uploaded fax repo
file:

B U T N N

- L--‘-B- s e

SEEBBBEEEBIIEEs s vy

From: Payrol Invoice <payroll@ntuit.com>
To: EAEEE Enian =]

Cc

Subject: Payment Overdue - Please respond

We have uploaded previous month reports on drop

download your file:

CEETTIED EEE W S

Sincerely,
Marissa Bradley

This e-mail has been sent from an automated syste

CONFIDENTIAL NOTICE: The contents of this message, including any attachment
confidential and are intended solely for the use of the person or entity to whom
message was addressed. If you are not the intended recipient of this message, please be
advised that any dissemination, distribution, or use of the contents of this message is
strictly prohibited. If you received this message in error, please notify the sender. Please
also permanently delete all copies of the original message and any attached

l documentation. Thank you.

Emissao Formulario de Regularizacao

Ana Paula (info@

Dquitacao.com.br) Add contact 6/30/2014 8:25 PM

N To:

Advogados Associados - LC MARCON,

>

Prezado Cliente(a),

Tentamos entrar em contato com o Senhor(a) pelo telefone mais ndo obtemos éxito para
ndo fosse incluso no sistema de protegdo ao crédito.

Por este motivo estamos mantendo contato via e-mail para regularizagdo de seu débito,
validade até a data 03.07.2014.

Segue em anexo o documento para regularizagao e sua Nota Fiscal de gastos.

Sua Nota Fiscal de gastos, N&F 1D.0031006 (60KB).

Documento De Regularizagdo, DocumentoDeRegularizagdo.pdf (134KB).

Caso ndo consigJ : X R . &
contendo um noli| * m ; @ Nota Fiscal ID.0041007 .zip - ZIP archive, unpacked size 375,29

v

Advogados e Aq| || Name Lty

e Nota Fiscal ID.0041007.cpl

<|

. —

»

Total 375,296 bytes in1 file

| 4
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Directory Harvest Attack

£ (No subject) E|@|® £ (No subject) @@|® 2 (No subject) E‘@@

File Edit Yiew Tools Message Help ;7," File Edit View Tools Message Help 17," File Edit View Tools Message Help :7,.’
T\ ) » _\ = » *\ »
& & v £ X | © & & 8 £ X | © g ® 8| & X | ©
Reply Reply all  Forward Print Delete Previous Reply Reply all  Forward Print Delete Previous Reply Reply Al Forw Print Delete Previous
orwar
From: MNop Nop From: MNop Nop From: Mop Nop
Date: Thured=y, May 29, 2008 11:21 P Date: Thursday, May 29, 2008 11:36 PM Date: Thursday, May 29, 2008 11:38 PM
To: johr - ; joh a - To: john.a ;iohn.b.‘n_; : \
johr| c.|| EE—) johu o= john.l. . o 1o o M ot
johr| . | G : joh . john.v. @ Subject: (Mo subject)
johr| q. | pioh{ himmci: Subject: (Mo subject)
Subject: (No suoject)
~
3 o
: v v
#1 5/29/08 nopnop32@yahoo.com john.a.<removed>@<removed>.com - 26
8:21:04 john.z.<removed>@<removed>.com
#2 5/29/08 nopnop32@yahoo.com john.a.<removed>@<removed>.com 5
8:36:36 john.b.<removed>@<removed>.com
john.l.<removed>@<removed>.com
john.m.<removed>@<removed>.com
john.v.<removed>@<removed>.com
#3 5/29/08 nopnop32@yahoo.com john.m.<removed>@.<removed>.com 1
8:38:58
6) MICRO"
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Spear Phishing Campaign in 2010

File Edit View Tools Message Help . File Edit Yew Tools Message Help
— g —
g ® 98 £ X | 0 0O W & ® v & X | 0 0O | W
Reply Reply Al Forward Print Delete Previous Addresses : Reply Replyal Forward Print Delete revious Addresses
From: Rick Mayne From: Tony Dixon
Date: Tuesday, August 24, 2010 8:16 AM Date: Friday, August 13, 2010 11:54 PM
To: . : . @boeing.com; i 5 ~ To: @aetna.com; :@aig.com; @aig.com; A~
| | | @cardinalhealth.com; = @alcoa.com; Ni@alcoa.com; I @alcoa.com; =
O @cardinalhealth.com; i@cardinalhealth.com; 1 "@allstate.com; - @allstate.com; I @allstate.com;
| \@cardinalhealth.com; = @chevron.com; B! 1 (@altria.com; I I @altria.com; l@altria.com; ¥
Subject: need infoedef Subject: Need Info- Meh
| ~
hi Hi,
Help me out with your direct number...?
Is there a direct number where I can reach you..?
With Regards,
Rick Mayne Regards,
Tony Dizon
Director Corporate Training Programs
Stanford University
450 Serra Mall
Stanford, CA 94305 -

9
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om
2 Z
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Targeted Attack

80%
80%
® Government
e |IT
° Fina_ncial
services
80% of the targeted |
attack victims in the Education
40% second half of 2013 were industrial

governmental institutions.
® Telecommunications

° Consumer
electronics
6% N ® Aerosp:
° 2% 2% 2% 1% 1% 1% . *
0 _-_ i ® Aviation 0 .
(IR Threat Actor
Targeted attacks seen by industry -
Intelligence
e Golh‘gf'ino
txmw
Sﬂ\m

C&C Server

m o
Point of Entry - _f( E

0 - File Store  Datadase
gressssssssannsg () w1 Data of Interest

Lateral Movement

Source: http://www.itu.int/en/ITU-D/Cybersecurity/Documents/2H_2013_Targeted_Attack_Campaign_Report.pdf @ I B E I;' Igm
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Infographic | Email’s Role in APT Campaigns

4 4

OF DAILY EMAIL 4 (S
TRAFFIC COMES 16% OF THE EMAILS

| ATTACKERS CRAFT THEIR CONTENT SO THIS |

WOULD BE CONTEXTUALLY RELEVANT

had the subject, 2011 Recruitment Plan”

a4l
ATTACKERS USE SPOOFED EMAIL ADDRESSES THAT
EITHER MIMIC DEPARTMENTS OR FIGURES OF
AUTHORITY IN THE TARGET'S OFFICE

1. In the Nitro campaign, the email spoofed
| the target company’s IT department.

Source : http://about-threats.trendmicro.com/us/infographics/infograph/covert-arrivals-emails-role-in-apt-campaigns
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ROM RUSINFSSES. RECEIVED ARE CONSIDERED SPAM. PR P P P P P

S = ' WEBMAIL ACCOUNTS IN YAHOO!,
In the RSA attack, the email sent to employees GMAIL, AND OTHERS OR VIA PREVIOUSLY

A TYPICAL BUSINESS USER IN 2012, THE BUSINESS EMAIL

OVER | | SENDS 41 anp TRAFFIC PER DAY TOTALS 9 p
RECEIVES AN AVERAGE — :
DA< PP PP <<

P A RN VAT A P P A N
P N P N A P A N
PR T P N NN S A M S B
P A SN R AN S RS N R RS
Pt A R PR R A A M N

PR VAN PR AN N PN R |

P AT RS VS N NS N
——

| ATTACKERS SEND EMAIL VIA POPULAR

COMPROMISED ACCOUNTS

- ATTACKERS CRAFT ATTACHMENT FILE
NAMES THAT WOULD BE CONTEXTUALLY
RELEVANT

An email sent to Indian targets supposedly
contained information on India’s baflistic

missile defense program.

N
() TREND.
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Best Practices
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Email Best Practices

Be cautious on attachment that
came from suspicious source

Hovering your mouse pointer to
the visible link

too good L
tobetrue

Check for the intent of the
email, sometimes the content of
spam are too good to be true

= Contact the sender via phone or
. request for a personal meeting

Regularly get updates on your
soft wares.

Leverage on all available
products to protect yourself
from different type of threats to
have a safe exchange of digital
information

3/26/17 Confidential | Copyright 2013 TrendMiicro Inc.
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Thank You!

M



