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Brief	History	of	Spam



3/26/17 Confidential	|	Copyright	2013	TrendMicro	Inc. 2



Historical	Spam	Volume
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~50% decrease 
in the overall 
spam volume 
since 2010

USA top spam 
sending country 
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Spam	as	a	Service	(SaaS)
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New	Techniques	of	Email-based	
Threats



Newsworthy	Spam	used	in	Social	Engineering	Attack
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Blackhole	Exploit	Kit	Spam	Run
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Started to be active on 

2012 using different 
legitimate company’s 
email template

BHEK campaign 
lasts for more or 
less 2 years

Source	:	http://blog.trendmicro.com/trendlabs-security-intelligence/a-year-of-spam-the-notable-trends-of-2013/
http://blog.trendmicro.com/trendlabs-security-intelligence/blackhole-arrests-how-has-the-underground-reacted/
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Blackhole	Exploit	Kit

Spam email

Compromised 
website

Redirect URL

Exploit

Payload
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Blackhole	Exploit	Kit	Infection	Chain



Legitimate	vs.	BHEK	Spam	Sample	
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Phish: Legit:



MalSpam	With	Malicious	Attachment
– Similar	to	BHEK	campaign	it	uses	different	spam	templates	using	

legitimate	companies	to	lure	its	victim
– Some	spam	uses	password	protected	executable	malware	files	to	make	it	

more	legitimate
– Majority	of	the	MalSpam	campaign	is	in	.exe	format	mostly	in	a	

compressed	file
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MalSpam	With	Malicious	Attachment
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~50% of MalSpam 
sample carries 
TROJ_UPATRE 
variant



3/26/17 Confidential	|	Copyright	2013	TrendMicro	Inc. 14

1H	– 2014	Top	Spam	Categories



MalSpam	with	Malicious	URL
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TROJ_BANKER.BTWG

TROJ_CRYPWALL.XW



Popular	Cloud	Services	used	in	MalSpam	Campaign
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TROJ_BANLOAD.YAA



Directory Harvest	Attack
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Spear	Phishing	Campaign	in	2010
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Targeted	Attack
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Source:	http://www.itu.int/en/ITU-D/Cybersecurity/Documents/2H_2013_Targeted_Attack_Campaign_Report.pdf
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Source	:	http://about-threats.trendmicro.com/us/infographics/infograph/covert-arrivals-emails-role-in-apt-campaigns

Infographic	|	Email’s	Role	in	APT	Campaigns
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Best	Practices



Email	Best	Practices
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Be	cautious	on	attachment	that	
came	from	suspicious	source

Hovering	your	mouse	pointer	to	
the	visible	link

Check	for	the	intent	of	the	
email,	sometimes	the	content	of	
spam	are	too	good	to	be	true

Contact	the	sender	via	phone	or	
request	for	a	personal	meeting

Regularly	get	updates	on	your	
soft	wares.

Leverage	on	all	available	
products	to	protect	yourself	
from	different	type	of	threats	to	
have	a	safe	exchange	of	digital	
information
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Thank You!


