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A little Background

Browser Extensions



What are Browser Extensions?
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In Comparison with Plugins
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Benefits of Using Browser Extensions as 
Components

Ease Of Use



Why Use Browser Extensions

• They Are not Platform-Dependent
• Development Frameworks have become Available
• Not Download-Dependent for Updates
• Full Privilege in Browser 
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An Attempted Evasion

Stealth



Removing Extension Pages

3/26/17 Confidential | Copyright 2013 TrendMicro Inc. 8



Redirect Extension Page
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Social Media Bot Behaviors

Monetized Activities



Like, Follow, Become a Fan
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Like, Follow, Become a Fan
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Spreading through Friendship

Social Media Propagation



Sharing Posts Leading to Infection

3/26/17 Confidential | Copyright 2013 TrendMicro Inc. 14



Sharing Posts Leading to Infection
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Cash from Redirections

Click Fraud



Redirection of Search Pages
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Redirection of Searches
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A Destructive Behavior

Browser Extension Deletion



Delete All other Browser Extensions
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Online Banking Hazards

Information Theft



Target Bank
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Information Capture

3/26/17 Confidential | Copyright 2013 TrendMicro Inc. 23



Information Capture
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Information Exfiltration
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Demo of Malicious Activities

Videos
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Conclusion



From the Behaviors Discussed…

• Browser-Relevant malwares are becoming popular
• Motivation is centered around money
• Malware advances with technology
• Malware Utilize Popular services and activities
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Best Practices

• Be conscious of the integrity of visited sites
• Acquire Browser Extensions from Trusted Sources
• Be aware of the Browser Extensions you install
• Process Online Transactions in Secured Networks
• Always update your Web Browser
• Always have Multi-Layer Protection
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Thank You


