Unpackers in a World of
Signature-less Malware Detection
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Approaches to Detection

Signature based Anomaly based

Behaviour based
ehaviour base Specification based

SSSSSSSS



Signhature Based Detection

Signature




Signature-less Based Detection
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Next Generation Anti-Virus (NGAV)

OO

Automated static analysis

Dynamic analysis through emulation

Dynamic analysis through virtualization
Dynamic analysis through bare-metal (non VM)
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Competition of NGAVs
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NGAV Process

Malware

Static signature-
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Automated Static Analysis

Dynamic analysis via

Static signature-




Unpackers In Next Gen AV

Pros Cons

1. Augments existing 1. No use for APT or O-day
detection. malware.

2. Helps reduce processing 2. Applicable only to PE file
files for dynamic format.
analysis.

3. Provide faster scan time.

{v, ThreatTrack

Securit y



THE WINDOWS EXECUTABLE
FORMAT
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The EXE File

Assembly COde ing 32-bit PE program as ras

format PE GUI

SENTLYY ITArc

section '.text' code readable executable Comp||ed B|nary
=start:
push 0 M ; :'ul.l-i n32 assembly program’ --01
push _caption 04 L 7 i "Hello wWorld! ' --O
R _message MessageBoxh
push
call [Mes=zageBoxh]
push
call [ExitProcess]
section '.data' data readable writeable
_captiondbk 'Win32 assembly program',
_message db "Hello World!",

Equivalent C Pseudo code
MessageBoxA (0, “Hello World!”, “Win32 assembly program”, 0);

ExitProcess (0);
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The EXE File

Memory

Address Hex Code Disassembly

"Win32 assembly prugram --0l1
HE]]ﬂ World! ' --0zZ

MessageBoxA

Ex1tProcess

[e:
[e:
[e:
[e:

] a1

IDATA Section




The EXE File

« EXE files are called
Portable Executable
filles or PE file for
short.

e PE format defines
how a file should be
structured to make it
executable In
Windows.

e SYS, DLL, OCX files
are also PE files.
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PE HEADER

CODE
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The EXE File

MZ HEADER
PE HEADER

CODE

IDATA
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The EXE File

MZ HEADER
PE HEADER

CODE

Hiew: PEDEMO.EXE. ! -

IDATA
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The EXE File
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PE HEADER
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The EXE File
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The EXE File
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The EXE File
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The EXE File

MZ HEADER

PE HEADER

IDATA
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AT ARE PACKERS?




The PE Packer

 Hides static codes
from being inspected
easily.

 Used by software

companies to protect
Intellectual property.

e Used by malwares to
avoid signature
based detection.

SSSSSSSS



Types of Packer

1. Crypters — Uses keys to encrypt code and data.

2. Compressors — Uses compression algorithms to
shrink code and data.

3. Protectors — Uses anti-debugging tricks to
frustrate reversing.
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Packer Detection

pEOVO.95 BoE
N RDG Packer Detector v0.7.0 SEERERLHEEY -)X)

File: | C:\Program Fles\LitralSO\URralS0, exe e
H:\Test.EXE ,Z?Mkm
Entrypoirt:  007CCO0L EP Section: | exbee > 6] @
Compiler =
File Offset: 00123401 Frz: Bytes: | 60,E8,03,00 > P =
UPX Compressor v3.03 W
Unker Info: (S.0 Subsystem: |Win32GUL | > Detected 2

UPX Deteccion Heuristica Possible
ASPack Z.1Z - > Nexey Solodovnioy Contact: O 5tay on top 4
Pt Scan Task Yiewer | Optiors About | Exk J P
eI e - = - ] @ File zcanned in 02 Seq. @O M-A O M-BE
J

W Stay on top
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ATING AN UNPACKER




When to Unpack?

1. When a packer is used to defeat existing
detection.

2. When a number samples from different
malware families has a common packer stub.

3. When there’s a downloadable packer tool to
create samples for testing.
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What are Unpackers?

« Standalone applications, scripts, or add-on
modules to a debugger or AV product.

 Restores code and data back to its original
form.

 EXpose code structure and strings for static
analysis.
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Unpacking Tools

. OllyDbg
OllyScript plugin

OllyDbg - WorldT¥.exe - [CPU - main thread. module WorldTV] 1 =]
. - - : - -
O I I D I File ‘“iew Debug Plugin: Option: ‘Window Help |7 ﬂ
y l“p p Uglll Bl x] »n| Wi+ E1 A + L]EMTw E|[c]/|K[B[R].[5] E#]?]
| Bi4245 1 7 RN FUZH_EEF i
. BBEC MO EBF, ESP 4| Feaisters [FRU)
EQ FF FUSH -1 Biaia1a1
. €5 357E44BG  |PUSH WorldTY.GBE447ESS EFFFFFEF
. €2 BSRE4ZBE | PUSH WorldTY. GR4ZREES SE handler ins
() . &4:Al BEEEEEEI HOY EAX, DWORD FTR FS:[8] BBLEFECA
. B PUSH_ERX BB15FFFE
. £4:8925 GEGEE|HOY DWORD PTR FS:[81,ESP
. S2C47AE AD0 ESF,-52
. 53 PUSH EEX
= PUSH ESI BE424516
. E7 PUSH EDT
. 9965 ES 1OV DWORD PTR SS5: [EBP-121,ESP 1
. FFiE B&324460( CALL DWORD PTR DS: [<4KERNELZ2.GetUers iof KERNEL32.Getle
) . 2502 XOR EDX, EDX 1
. SR04 MO O, BH
. 2915 7CE0E28@|MOU DWORD PTR DS: (5280701, EDX
. SBCE HOU ECH, EAY
S1E1 FFEB@EEe| AND ECH, BFF
. §280 7320528@| MOV OWORD PTR D$:[5280781,ECK
CIE1 @8 SHL ECH, EREEEZ4E
. B3CA DO ECK, EDX -
EEP=GB1ZFFFE
Address |Hen dump |AscII -]
= j
Frogram entry point Fauzed
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TitanMist

1. Open source
2. Based on OllyScript

3. LUA and Python
supported

4. Created by
ReversingLabs
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TitanMist Demo

1. Python 2.7 (http://www.python.org/ftp/python/2.7/python-2.7.msi)

2. TitanMist 2.0
(http://www.reversinglabs.com/download/TitanMist.rar)

3. OllyDbg 2.0 (http://www.ollydbg.de/odbg200.zip)

4. MPRESS 2.17 packer

(http://www.softpedia.com/get/Programming/Packers-Crypters-
Protectors/MPRESS.shtml)

5. Host File: Win XP calc.exe (C:\Windows\System32\calc.exe)
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TitanMist Demo

- O] x

CAWINDOWS\system32\cmd.e

11crosoftt Windows &F [Version 5.1.2e00
) Copwright 1985-2001 Microsoft Corp.

WTitanMist=mpressz.exe calc

o= A

;EEEH ll::DlE -= GE.OkEBE Ratio: 49.1%

CihTitanMist=
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TitanMist Demo

OllyDbg - calc2.exe - [CPU - main thread, module calcZ]

File Wiew Debug Trace Options ‘Windows Help - 8 X

B[4 x| »| =[] wi+i 215 U] | B|Mm|H] i EREREEEEEEE = U] | B|M[H]|
DIDTEaTEl - Bl 6 THD ECY, BOAGERES Registers (FPL) TIBIF1ZE 58 TE 09 T N 0D
a1a1z4E3 ] - a4 REP MGUS BUTE PTR ES:[EDI1,BVTE PTR 05: % T “WoioiFizs| ea OB &5 e E;XISBZESBBB ™
a1o12458| - SBlB roU EBX,DWORD PTR DSt Enil goooanes G1AIFIZ4| - 65 78 69 74 {ASCIT "exit”, . El gopaaes
Ep ] -, TEELEEEXDESEEDP;%DES[%HRG 11 EDY 7COPEE14 ntdll.KiFastSystents 22| v pbo4d B6 4l pRSCIL ROURPES2. a1, 0 E0¥ 7C9BEG14 ntdll.KiFastSustenCs
sacz|| - =9e3 MOU DWORD PTR O5:LEER1, ERX B fhnomans | oa 0B &8 —| BB Chnorers
2465|| = EB &7 JHP SHORT B161246E Eif choerrrn 35| « B2 €5 67 43 (ASCII "ReaClosekeu”,® Eif oBoerrEn
e B PUSH ESI EET GoErERre 44| . 47 44 49 23 {ASCII »GDIS2.dL1",B EER oRErERre
e = PUSH EB# 4E B DE 68
EEETE it | = o - U EDI 7C914388 ntdll. 7914388 QIBIELE aa be B EOD PC914388 ntdll. 70914358
24eE|l > SB FOF EEx EIF 81812475 calcZ.<Modu leEntryPo co| o« B2 EE 74 42 (ASCII "SetBkMode™,d EIF @181F16F calc.<Modu leEntryPol
z4eF(| > EF FOP EOI . SA| - 55 53 45 52 {ASCII “USERZZ.dLL*, B .
C B ES BB23 SEbit B(FFFFFFFF) . CB ES BB23 SEbit BIFFFFFFEE)
canoll s EE For EsL F i Cf 0oiE 32bit BIFFFFFFFF) e o BB F i CS oolB 32bit OiFFFFFFFF)
EEEREt] . por Ee A8 S5 8823 S2bit BFFFFFFFF) I L A8 53 BP23 S2bit B(FFFFFFFF)
fecizna - A 7o =, £ 1 D§ BE23 S2bit BIFFFFFFFF] B 1 £ . Z 1 D§ BB23 Jzbit BUFFFFFFFE]
e | B TR ) S8 F3 0836 32bit TFFOFEEBIFFF) O ananams | AR e S8 FS 0036 32bit FFOEBBBIFFF)
aioizarc|| - E2 47@dpees |CALL Blei27cs L 69 Eeaa UL s E3 FOF EAX L5 69 Apaa HULL
EpEct] o fbn Eos, EER 08 LastErr BAEEEETE ERROR_MOD_HN TE|| . EEjghemReme DD EOH. SEEED PTR OS: CEAXT 08 LastErr GA@A8EE7 ERROR_ALREA
2454|| - 5530 2p1opoE| HOU EDI.DUORD PTR DS: [<GKERNEL3Z.Gector  |EFL @8GBGE46 [NO,ME, E,BE, 1S, PE, GE . & B0 ES1.En Enx EFL BBEEB246 (MO, NE,E,BE, NS, FE, GE
a42n| -
C STH empty +UNDRN G862 GOGE0E1E 00 ST8 empty +UNORM G602 GEEERELS 00
2355]| o. BEsgLss 4DSA|CHE SEEETPE§B?§4[EF‘X] »SR4D ST1 empty . BEBDREEETSETEE4ETZ0e— e EggsEBéRn IR DS:rESTT ST1 empty g, BEEERROACSarEads one
aioizacs|| - sEas ac FOU ECX,DWORD PTR DS: [EAX+3C] 215 Emery AR ERE o CiE@ &c SHL EA,BC 215 Emery TR BRas 0o
| I BOD EC, ERZ 5T4 empty -UNORN D334 g SBCe 1o LRy ERK £T4 empty -LNORM 0334 61 @ Ba
2izg|| - 5133 sp4sapal CHF DUDAD FTR 0S: [ECK1, 4550 STe Ete TNORM Poon o - B8 PUSH EA% ST e CHNOEM Fron o
| R ency JHE_SHORT ©16124B2 o ] LODS DUORD PTR DS: [ESII ST ThEEe )
samall - 0023 Bk, DR PTR 05t LECK+12) ST7 empty 1.EO0EEBNEEENDDEAEEEE + ZBCE SUE ECx, ER ST7 enpty 1.AOOBPEROODDOOOOEEEE
24n4 SFTRR Mo | TRl Py B a3F1 ADD EST,ECH Ry Es p
240e :V 72 1F JE SHORT Bimiz4ch w|est 4820 cond [ B B8 ErrBd 2568 EUIUHEEﬁTE”X ¥|Fst 4620 Cond 1888 Ecr8d
Lol oarn e S ARAEARAR FOI @2FF c NEAR,53 Mask 1 FCW @E7F c MEAR,53 Mask 1
Srack LoorPFCal-pomTRITE | L5t "5a Ghas: onnanan Lot Eiha ai6: bor nEcas
i1 ZES140F aa1onces oaicoom b it CCol4ohr bbiabors obitooas o
calo2. <ModuleEntruPaint > = M oo CModuleEntruPaint > 1 v
Ao i TRCETTa77] vEn | | RETURT to Fecne|se.otaire EET IR C7ealvory wiii || RETUR to kerne 32, 7C817E
g e e e e eF £ | DEGFFCE| rL314355 RETURN frem ntdll. rooprEr 2 e | DOGVPFCE| rLOl4358 RETURN fram ntdll.rCopFEr 2
81614010| 07 BO DO 0O 40 00 6O 08| 53 6o &5 oo| o ¢ | JOATEFCE| TEFDSARA) . B3 60 69 0B|SH b0 bO 50 04 b oo ool e £ | BAGFERLE) TREDEMER
4828( €1 BB 6C 0D| 63 DR B DE| 09 DO 0O 09| ZE ; 85 58 38 EE 99 59| 95 88 68 £ ;
Joch| ol oB Bb 2ol go oo on Bl 92 2R 28 ol BEB7FFDY| SO54BEED RETURM from SBS4618C to & e EER gal22 & |eeeerrod| SpcdecED RETURM from SBE4S18C to £
Joa8|og oo o 2o 9 oo oB gElah 23 28 oela BEATFFOS| BOSTFFCS(: .. 7 9o ¢ o8 8|5t g2 £ |eeovrros| eedTFRCE|w .
pr el e e BEB7FFOC| SSCB44E3|hD & EE 22 &l o8 o8|l A BBEVFFOC| 53364D98| .
4628| CE b5 CF B4/ 8 o5 on 65| FE FE PP FE|FF E | ©997FFED| FFFFFFFF End of SEH chain o e fa op 22 28122 oo BBEVFFES| FFFFFFFF End of SEH chain
4B28|EF FE FF PR|FE PP PR P FE FF EF FF| g ¢ |©EGPFFES| FLassabs|fis!|SE handler ok o oo on 2a 2h|ag ool e BBEVFFES| rCESSADE SE handier
4p58| 6o 6o 6B oo| 6o oo bo 09 EC 1S ba ol oo ¢ | DOATIFES) FLE1THGE) Lol 85 6B AE i€ BB 90| 26 e/ 36 goarErEs| reiros
81014056| 2E 4B ©0 BB 09 6O 06 5|00 63 FF 00|56 ¢ 67 05 08 00| B8 45 68 50|85 B0 68 ©O|0B &
BER7FEFS R BBEVEFFE
4BAE| FF 00 B9 0D| 51 F B9 06| FF 0@ B 09|52 88 08 98 0D 08 GF| 69 88| B8
4BEG| FF B0 BB 05|53 GO B8 06|68 0O FF 00|54 oepcrrrd 83 B4 BS 0O 06 60| CS 68| ES ooBaErrd o
o A o e e R A BEE7FFFE| ©1012475| uib6| caloz. <ModuleEntryPoint > e e e A BBEVFFFE| D181F 16F| 5206 cale. <MaduleEntryPaint >
GoEa| PR BB BE Dol R EE OO DE|EE BT oo oalgk BEETFFFC| DEOEE0EE| .. .. FE g9 oo 22 28| as ooz BEEVFFFC| pooaoea| ... .
4BEG| FF B0 B8 05|59 B0 58 0S| FF 0O B8 B3| 5A 58 B9 58 B3 08 B3| 68 58| B3
BFG|FF 05 66 05| SE 60 08 05| FF 00 B 5| 5C 88 55 58 55 08 GO 09 58 65
81614106 FF 88 ©9 8|S0 68 06 65| FF 09 08 00| SE ¢ 58 05 09 DD S8 B0 36 0O| S8 50 68 ©O|CE C
4118|FF B8 FF 0D|5F 0@ 59 06| FF 09 59 00|66 58 58 B8 0O FF 08| B8 FF 65 08|68 F
4126/ FF B0 BB 0D| 61 OB B B6|FF 08 FF 00|62 FF B8 FF 0O FF 08| FF FF 68 B8|FF F
4138|FF B0 FF 0D| 63 Bo 68 06| FF 0O FF 00|64 11 1 1111 11 11]11 1111
4148|FF B0 FF 0D| 65 0O B8 0S| FF 0O FF 00|66 1111 1111 11 1111 1111
4158|0 BO FF 0B|67 B B8 0S| FF OO FF 00| 5C — 1111 1111 11 1111 1111 —
4126| FF BB FF 0B| 65 B0 98 05| FF 00 FF 00|65 CW 11 11 1111 11 1111 11)11 1}
Entry point of main module |F'aused Entry point of self-extractor |F'aused
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TitanMist Demo

ey
\ @ 4

& db.xml - Notepad

< lentrys
<BNTrY

=

B9 BY VY YV VY YT BB BL YV VY YV YV OHI EO 01 Y4 48 A
8B FD 8D 85 77?7 7Y YT S0 64 FF 35 VY 7Y YT YV B4
EE 01l FF CC 8B EF &4 8F Q5 7% 77 77 77 B3 <4 04 3C
</signaturex
<signature start="ep" wversion="1.2"»>
50 ES 00 00 00 00 50 Bl ED Y VY YV VY B9 YV YT OV
TEORT VT VROV OV OTV OV OV VR OV PV VROV VY v Y
TT YT OTTOYY OVYYOTY VY YT YT YT T oAA EZ [FF-FF] -(1
</signatures
<signature start="ep" wversion="1.3">
55 8B EC 53 56 57 &0 EB 00 00 00 OO 5D Bl ED YV VY
8l C2 Yy 7Y OYY YT 8D 3A BB FV 33 CO EB 04 90 EB 01
TR VT OTVOVROVYTOTY VROV VY OV v VYT ROV YT Y
7T O?T 77 oaA EZ2 [FF-FF] -(1) (-2 aC
</signaturex

File Edit Faormat Wiew Help

name="MPRESS"
url="http://kbase.reversinglabs. com/index. php/Main_rage"
description=""
author="Matcode Software":
<unpacker tType="titanscript'z>
mpress. txt
</unpacker:>
<signature start="ep" wversion="2.17">
G0 ES 00 00 00 00 58 05 ¥ VY YV PP BB 30 03 FO
2B C0O BB FE 65 AD C1 EOQ 0QC 8B CE 50 aAD 2B CB 03
F1 8B C8 57 51 49 84 44 39 06 88 04 31 75 F6
</signatures

< entrys
</mistdbs w
£ >
ThreatTrack
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TitanMist Demo

CAWINDOWS\system32icmd. e

hp/Main_Fage
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FINAL THOUGHTS

 Unpackers are needed while packers exist.

 Unpacking is a valuable skill for malware
analysts to learn.

* Antivirus products need unpackers to prolong
the effectiveness of their signatures.

 Next Gen AV need unpackers/signature based
detection to filter out non-APT or in-the-wild
samples.
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