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About Me

* Principal Malware Scientist
— RSA NetWitness

 Author of “Malware,
Rootkits & Botnets: A
Beginner’s Guide”
(bit.ly/mrbbook)

* Past Adventures
— Damballa (2009-2012)
— F-Secure (2006-2009)
— Trend Micro (1998-2006
e @Tophs

Christopher C. Elisan
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About Us
Advanced Threat Research & Intelligence
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Attribution: Who Was Behind VOHO

* Got this question a lot...

* Attribution is difficult:
— Botnets
— Registrar / Registry non-cooperation (I’'m looking at
you ICANN ©)
— Anonymization services: TOR, Proxy, VPN
— DHCP

— Virtual Machine Images

* We have some very sound ideas...
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VOHO Campaign

* VOHO
— June / July 2012 by RSA FirstWatch

* Initially confused with Elderwood (similar MO ‘water holing’; different
infrastructure)

 iSight Partners referred to it as part of the ‘Mourdour’ Trojan
campaign

— Some shared infrastructure

* Multistage Campaign
— Redirection

* Heavy dependency on JavaScript on two specific domains for majority
of promulgation

* Leverages “Water Hole” technique heavily

— TOO - TOl > Compromise > Exploitation > Enumeration
—> Exfiltration = Promulgation
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VOHO Campaign

* VOHO Campaign focused heavily on:
— Geopolitical targets (especially useful in redirection /
promulgation to exploit sites)
— Defense Industrial Base (DIB)
— High concentrations of activity noted from a

geointelligence perspective in:

* Boston, Massachusetts
* Washington, D.C and NOVA
* Northeastern New Jersey and New York City
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®

SA C2 & Covert Channel
st Communications Paths

* There were several IP addresses of note in this campaign

* We didn’t publish them all in our public paper due to
continued research on the campaign and associated
campaigns

e Hereis a list of C2, Controller Channels, and associates

58.64.155.59 (ghOst RAT C2)

58.64.155.57 (ghOst RAT C2)

58.64.143.245 (ghOst RAT C2)

58.64.158.111 (ghOst RAT C2)

64.26.174.74 (www.torontocurling.com)
134.255.242.47 (VOHO ghOst Controller)
113.10.180.163 (www.goophone.hk)*
113.10.103.170 (“starhub” South Korean broadband)
113.10.113.39 (“starhub” South Korean broadband)
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. : : Phase |
f \
st s Iframe.js
e — Iframe.js checks if the visiting machine is
I running a Windows OS and Internet Explorer.
Lo800 It also sets a cookie value (presumably to
Mot php track individual visits). If the visiting machine

is running a Windows operating system and
Internet Explorer, it forward to module.php.

*  Module.php

— Module.php uses a simple redirection script
to redirect the browser to Engine.js

* Engine.js
— Engine.js looks for processes related to the
| following antivirus engines using an older

v ! ' vulnerability in Internet Explorer (CVE-2007-
' ” ”2 4848) that allows local file enumeration.

*  Trend Micro

| ‘ *  McAfee

S * Symantec

9698

Engine js

Ja.htm le67.htm enblue.htm

851 863
book.cab applet.jar
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VOHO Campaign

xKungFoo Script

The information hackers dynamic  security

figures  interconnection information  virus
wamning

School of operating system, network communication

Information College Software TAEGFRAS Special topic Security Forum

m Intelligent F[+] l:l

Hot Keywords: crack QQ album

the virtual host lease lease lease

lease lease lease lease
& Current position: China Yun'an > College > virus College > Anti-Trojan >
the network on xKungfoo Ma skills

ed: 2010-06-02 09:33

SEED

ce: unknown ai

Gooza (oo

article: black and white front-line clicks: 447

sirmE Erom AR

Abstract: Today xKungfoo last day, G above the to hang horse industry chain issues. Some hang
horse indecency skills did not say the details disclosed herein. In fact, some nothing, that is, skills,
some people played. A the clipboard hijack hang horse this is in fact a covert attack against the rich
text editor, when you copy the text to paste a certain period elsewhere ...

SEEDHE

BEESSHME

Domain name to apply to  Text advertising space for Text advertising space for Text advertising space for

Trojan _ website building _program

password hacker attack and defense

Enterprise Network
Security

Text advertising space for Text advertising space for Text advertising space for Text advertising space for

Futures Software

*ERDH
BEAEME
64, HEANS
Top . Latest

[ Flashback Trojan simple version
[EE view Trojan Anti-Trojan skills of
[&l ordinary users are Trojan

oy dll Traian cleanun

AEEeME

HIDEIE « FRELRIR  oHEkEh

weibo.com

Today xKungfoo last day, G above the to hang horse industry chain issues. Some hang horse indecency skills did

not say the details disclosed herein. In fact, some nothing, that s, skills, some people played.

First, clipboard hijack linked to horse

In fact, this is a covert attack the way for a rich text editor , when you copy the text to paste a certain period
elsewhere, will perform an iframe tag object nature (rich text editor) iframe loaded network horse. Simple demo:

01. <Iframe  src = http :/ / www.baidu.com/ height = 110  width = 110> </ iframe>
02. <Script>

03. var iframe = document. getElementsByTagName (“iframe”) [0];

04. | var rng = document. body.createControlRange ();

0s. rng.add (iframe);

0

rng.execCormand ('Copy’)
</ Script>

Valid only in IE6, how to extend that, in fact, the general techniques such obscene entertainment purposes only

real use, I think it is unlikely, unless it becomes more obscene.
Second, img remote domain detected in this geographical software installation situation

The net horse detect local installation software? Nothing more than security software , Kabbah, the red umbrella,

360, 365 goalkeeper (AD: By the way, the 365 is not the surf patrol the cottage - and 360 positioning is not the

& View Trojan Ant-Trojan skills of |
[&l Ordinary users are Trojan

o1 wminotify.dil Trojan deanup

os| The Trojan hiding place fully clear
s The manually cleared Spoolsv.exe
o7 Trojan principles and the main way
o8 Analysis of the hackers web pages
o3| The latest / CSS / c.js Trojan

| A variety of security tools

Especially

[El Discuz! X2.5 Release20120407

[ several DedeCMs latest bug

11S6 use a colon Upload

o4 Metasploit BackDoor For Windows
s/ The once simple POST injected

s/ On the browser's cross-domain

w7| Mysal database attack techniques
8| PHP Local File Inclusion (LFI)

=] 10 kinds of attacks against

| Wordpress thumbnail script

Hotspot

Flashback Trojan simple version

detector

IE6/7/8 pass kill, I finished writing this POC few days later told foreigners already given POC the above code is our

own to explore res agreement was not yet understand, also asked some friends. Now our POC scalability, good,

very stable. We can change to change directly.
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VOHO Campaign

* If.htm * Enblue.htm
—  Checks if the visiting host’s user agent — Enblue.htm uses the CVE-2012-1889 XML
reflects is one of the following: vulnerability to compromise the visiting
* Unknown browser, which results in a pull and
Windows XP installation of the ghOst RAT malware.

Windows 2003 . .
) . — This script also appears to be code reuse of
Windows Vista : .
a script seen on pastebin as follows:

Windows 7 . .
— http://pastebin.com/VfmuhEiqg

*  Checks if the visiting hosts language settings

are:  Book.cab
— English — Book.cab, the final payload, is an
— Chinese obfuscated executable which, when de-
French obfuscated using XOR 95, is the ghOst RAT

German
Japanese
Portuguese
Korean
Russian

sample named “vptray.exe” (e6b43
c299a9al1f5abd9be2b729e54577)
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Phase Il - Exploit Chain — Sun Java

* Phase Il of this campaign was observed July 16-18%- 2012, using
the same infrastructure, but with a different directory for the
exploit chain files as follows:

hxxp://xxxxxxxxxxxxxxcountymd.gov (or other water hole site) 2
hxxp://www.xxxxxxxcurling.com/Docs/BWO06/iframe.js =

hxxp://www.xxxxxxxcurling.com/Docs/BW06/module.php =
hxxp://www.xxxxxxxcurling.com/Docs/BWO06/engine.js =
hxxp://www.xxxxxxxcurling.com/Docs/BWO06/if. htm >
hxxp://www.xxxxxxxcurling.com/Docs/BW06/applet.jar
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* If.htm " ;

— In this case, all of the scripts
were identical up to “if.htm”, I
which instead contained a java s
call that loaded applet.jar, as l
well as a large blob of s
obfuscated code as a “param” ]
element. This large blob of i
code is a binary obfuscated
with XOR 77, which the java I ]
applet deobfuscates and runs P
as “svohost.exe” S |
(2fe340fe2574ae540bd98bd9af (
8ec67d). o |

Java Exploit Chain

\\\\\\




RSA|

FirstWatch The VOHO Malware Families

* Fake Symantec Update
* Fake Microsoft Update
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Fake Symantec Update

«  VPTray.EXE
« UPX compressed binary
* Local Settings\Temp folder

* Autostart
— HKEY_CURRENT_USER\Software\Microsoft\Windows\Current\Version\Run
— HKEY_USERS\<User’s Security ID>\Software\Microsoft\Windows\Current\Version\Run
— Value = SymantecUpdate
— Data=
43:3a:5c:44:41:43:55:4d:45:7e:31:5¢:41:44:4d:49:4e:49:7e:31:5c:4c:4f:43:41:4¢:53:7e:31:5¢:54:65:6d:7
0:5¢:56:50:54:72:61:79:2e:65:78:65:00
*  C:\DOCUME~1\ADMINI~*1\LOCALS~1\Temp\VPTray.exe
e Protective Mechanisms

— Registry Editor is disabled
— Windows System Restore is disabled
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Fake Microsoft Update

* SVOHOST.EXE
« UPX compressed binary
* Local Settings\Temp folder

* Autostart
— HKEY_CURRENT_USER\Software\Microsoft\Windows\Current\Version\Run
— HKEY_USERS\<User’s Security ID>\Software\Microsoft\Windows\Current\Version\Run
— Value = Microsoft Update

— Data=
43:33:5c:44:4f:43:55:4d:45:7e:31:5¢:41:44:4d:49:4e:49:7e:31:5c:4c:4f:43:41:4¢:53:7e:31:5¢:54:65:6d:70:5¢:73:
76:61:68:6f:73:74:2e:65:78:65:00.

* C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\svohost.exe

* Protective Mechanisms
— Registry Editor is disabled
— Windows System Restore is disabled
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Victim Notification
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Victim Notification

* Endeavored to notify victims -- ~1000

* Response
— None
— Anger / Fear / Panic / Frustration
— Curiosity
— Sense of Urgency

* LE Response

— Wished we’d notified them first as they felt our research
caused some parties to ‘panic’

* Altruistic intent; no sales pitch
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The Trooper

Total Exposure and Compromise

35,000

30,000 ——

25,000 ——

20,000 —
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10,000 -~

5,000 -

BN

Total Exposure by Redirect Total Compromises

VOHO Campaign

Total of 32,160 unique hosts

Representing 731 unique global
organizations

Redirected from compromised web
servers injected with the redirect
iframe to the exploit server

Of these redirects, 3,934 hosts or 12%
were seen to download the exploit CAB
and JAR files (indicating a successful
exploit/compromise of the visiting host)

Based on our previous understanding of
exploit campaigns, indicates a very
successful campaign.
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The Trooper

Compromises by Industry Compromise By Industry (without ISP)
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The VOHO Campaign Paper

Jon McNeil, Principal Threat Researcher RSA First Watch
Alex Cox, Principal Threat Researcher RSA First Watch
Chris Harrington, Threat Researcher, EMC CIRC
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THANK YOU



