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Ouroboros

An ancient symbol depicting a serpent or dragon eating its own tail
+ Used to symbolise cyclicality — it is never ending
+ Eats its own tail, destroying itself to create life
+ Now you don’t need to Google it
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Old is the New “New”

“Printers contain hardcoded backdoor account” - 2012
“Street gangs use Twitter to trash talk rivals” - 2009
“Google files facial password patent” — 2013

“PRISM scours the web” — 2013

“Charlatans exaggerate mobile malware threat” — 2011
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Way Back When...

+ Adware / Spyware wasn’t being addressed by traditional AV
+ Threat of legal action — all of a sudden, the “bad guys” had lawyers
+ Numerous attempts to combat the antispyware industry

+ An explosion of support forums training grassroots infection removal
+ Numerous independent researchers and their blogs
+ Smaller firms / programs dedicated to tackling Ad/Spyware

+ Nobody understood what we were doing
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THE KEY PLAYERS
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The Key Players

+ Adware applications, gateways display advertisements to view or access
content online

+ Notification issues, affiliate problems, gave up $3 million in 2006 for ill
gotten gains via an FTC settlement

+ Numerous attempts to combat the antispyware industry

+ Notorious pieces of Adware, including Nail.exe and Aurora

+ A “Department of the Dark Arts” responsible for new types of Adware
+ Aggressively pursued researchers: legal threats, private detectives

+ Settled with the FTC for $1.5 million in 2007
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Main Areas of Concern: 2005 -2008

+ Standalone executables / Browser Plugins / Active-X
+ Bundles (some legit, some blackhat)
+ Content Gateways

+ Social Networks (Myspace & similar) (Standalones, plugins, gateways)
+ Ad Networks and affiliates (Drive-by, exploits, scam sites)
+ P2P, IM worms, Botnets (Bundles, cracked / tampered standalones)
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Main Areas of Concern: 2009 -2013

+ Standalone executables / Browser Plugins / Surveys
+ Bundles (mostly legit, some blackhat)
+ Content Gateways

+ Social Networks (YouTube, Twitter, Facebook etc)
+ Ad Networks and affiliates, Search engine adverts
+ Mobile (SMS scam, survey scam, fake / rogue apps)
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ADWARE INSTALLS
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ActiveX (Gateway Evolution) - Sept 05
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Content Gateways - August 2008

LJ BOOKMARK w® 5

Zango is a free, premium-content access tool, paid for by advertising. Once installed and while online, using keywords sent

to Zango from your Internet browsing, Zango software (with Weather) shows ads in a Zango Toolbar; a temporary Slider,
g.) the bottom corner of your screen; and a separate br r windowy that pops up on your screen. If you search for
Adult websites, you may receive Adult-oriented ads. Depending on your browser version, Zango may become the
It search provider. Additionally, Zango may redirect a rch resulting error to a list of sites similar to your search
terms. Zango's Internet Explorer, Outlook/Outlook Express and Word Toolbal e access to free emoticons (and more)
within those applications, when online. Zango runs continuously and upgrades automatically. Uninstallation is easy via
Add/Remove Programs.
For more information: Best i Privacy Policy, FAQ Wiew EULA | Print EULA

2ango, Inc. A
End User License Agreement
(un 08)
NOTICE TO USER: THIS END USER LICENSE AGREEMENT ("EULA” or "AGREEMENT") APPLIES WITH RESPECT TO
SOFTWARE APPLICATIONS AND DIGITAL CONTENT OWNED AND PROVIDED BY ZANGO, INC, AND ITS SUBSIDIARIES

By clicking "Start," | represent that | (1) am at least 18, (2) agree to the EULA and Privacy Policy terms
and (3) consent to install Zango and access movietvonline.com.

Click "Start” to install Zango and access this website for free
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ontent Gateways - July 2011

Get FREE access to Videos

Fox News is Now in HD Watch uninterrupted live coverage of
news and latest videos on your pc. Download & install the utility NEWS

[ coatmn | (® News HQ here HQ
Fair & Balanced

Get free access to this site with FREEzeFrog.
How does it work?

The FREEzeFrog offer engine provides you FREE and unlimited downloads of handy, popular software. Based on keywords from
your browser, FREEzeFrog will show you labeled advertisements in a separate browser window or a temporary slider. C
here for more details...

Choose Installation Type

© Express Installation (recommended) View EULAs and Pr
Fast and Secure installation of FREEzeFrog, ShopperReperts, QuestScan address bar search provider, blinkx Beat.

Custom Installation with FREEzeFrog View EULAs and Privacy Policy

By clicking "Start", | represent that | (1) am at least 18, (2) agree to the terms and conditions and (3) to install
selected programs.

Click "Start" to install FREEzeFrog and
access this website for free.
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Surveys: (from ‘08 to) April 2012

2012 DOOMSDAY CONFIRMED:NASA WARNS BE PREPARED!!

Please fill out one of the following surveys. You will not be allowed to continue until you
have completed a survey.

Free Starbucks gift card!

Win an iPad 2!

E==5
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Ransomware Survey Lock - Dec 2012

£ Unlock this Page to Continue!
This page will immediately unlock and restore normal access \J CHECKING FOR COMPLETIOI
upon your participation in an offer below. Please use valid information!

Your deskiop was locked. Complete an offer below to
unlock your desktop!

Your desktop was locked. Complete an offer below to unlock your
deskrop!

Mystery Shoppers Needed! Earn a £100 ASDA Voucher!
Win a brand new iPhone 45! Choose Your Colour!
Chance to WIN a £500 Amazon Voucher!
Testers Needed for the iPhone 5!
n Apple Macbook Pro + iPhone 4s or iMac + the new iPad!
WIN an iPhone 5 or iPad 3!

Complete an of

%# ThreatTrack 14
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Survey Installers - May 2013

l dfovle Jtosted bé(

CATEEE rPuilocker  vidxden)
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Survey DIY kit - July 2013

2 DeadLine’s Survey Builder % Panel Survey Execution Assembly Options Build

Panel Survey Execution Assembly  Ophons Build Tools .
Introduction text

Disable clipboard Open systemfiles Close VLC player
Disable Taskmanager Open random sites Close Minecraft
Disable CMD Random mouse movement Close mIRC
Disable Msconfig Send random keys Close Ccleaner
Disable Mediz Player Send beeps Close powerlSO
Disable Czlculator Disable Regedit Close Paint
Disable Notepad Disable Explorer Close Photoshop
Crazy CD drive Slow computer Close Teamviewer
Close Skype Close AIM Messenger Close Defraggler Fun Browsers
Close Powershell CloseWinrar Close Movie Maker

v | Swap mouse buttons Disable Internet Explorer
Hide taskbar Disable FireFax
Disable firewall Disable Chrome
Play beep song Disable Safari
Crazy sound Disable Opera

Close \Word Close Excel Close\Wireshark
Close Powerpoint Close Outlook Close Adobe Reader

Close ManyCam Close GIMP Close Hotspot Shield

Options | Bxdra | Misc.

Fill disk space Disable Tor Project

Lock mouse position Disable Torch

£2 ThreatTrack 16
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Bundles — 2005 to 2008

B9 keyboard2S.exe

B9 defenderz3a.exe

B9 drsmartloads49a.exe
B9 newname2S.exe

i Trelew.exe
EMTESNDIE;ODOXNg.exe
551001 exe

%warebundle.exe

WwH

ar. WHCCZ.exe

9 me-110-12-0000228. exe
B9 drsmartload4Sa.exe

B drsmartload46a.exe

B9 drsmartloadl.exe
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6/12/2006 3:24 AM
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6/12/2006 3:24 AM
6/12/2006 3:27 AM
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Bundles - Jan 2011

xvid Installation
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Welcome to the xvid Se Wizard

Hvid is the world's best video codec library allowing outstanding quality and performance
for video playback and encoding. This distribution of xvid is provided free of charge and is
governed by the General Public License w2.0. ks source code is available here.
Dovwwnloading this version of xvid from ClickPotato's servers also requires installation of the
ClickPotato software, described below, which is subject to the ClickPotato End User
License Agreement (EULA).

This Distribution is sponsored by ClickPotato m

The ClickPotato add-on gives you FREE and unlimited access to all of the most popular TV
shows and films online! Based on keywords from your browsmg, ClickPotato will show
you labeled advertising in a separate bro er or atemporary s

View ClickPotato EULA  Privacy Policy

Yes, | want free ShopperReports too Yiew TOU Print TOU
Make QuestBrowwse your address bar search provider

Install blinkx Beat Make blinkx Beat my screensaver

By clicking "Hext", | represent that 1 (1) am at least 18, (2) agree to the xvid
Privacy Policy and the ClickPotato EULA and Privacy Policy terms and (3)
consent to install xvid, ClickPotato, if selected ShopperReports, QuestBrowse,
blinkx Beat.

18



Bundles — June 2011

Open Office Installation S
Welcome to the Open Office Setup Wizard

OpenOffice.org 3 is the leading open-source office software suite for word processing,
spreadsheets, presentations, graphics, databases and more. This distribution of Open
Office is provided free of charge and is governed by the General Public License v2.0. lts
source code is available here. Downloading this wersion of Open Office from
FREEzeFrog's servers also requires installation of the FREEzeFrog software, described
helow, which is subject to the FREEzeFrog End User License Agreement (EULA).

This Distribution is sponsored by FREEzeFrog EFEDeezeFboo

The FREEzeFrog offer engine provides you FREE and unlimited downloads of handy,
popular software. Based on keywords from your browwser, FREEzeFrog will show you
labeled advertisements in a separate brovser windowy or a temporary slider.

View FREEzeFrog ELLA  Privacy Policy

OpenOfficeorg

Yes, | want free ShopperReports too  View TOU
Make QuestScan your address bar search provider  View EULA
Install blinkx Besat Make blinkx Beat my screensaver View EULA,

By clicking "Hext™, | represent that | (1) am at least 18, (2) agree to the Open
Office Privacy Policy and the FREEzeFrog EULA and Privacy Policy terms and (3)
consent to install Open Office, FREEzeFrog, if selected ShopperReports,
QuestScan address bar search provider, blinkx Beat.

Cancel
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INFECTION CHANNELS
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Social Networks — May 2006

Find Your Old <font color=ff0000>MySpacelLife</font>
School Here:

Date: May 15, 2006 6:25 PM

Search Subject: Cool New MySpace Feature - check it out!

;l CHANGE YOUR DISPLAY NAME COLOR NOW!

= BAd g .
Your High School W4 Be one of the first people to
have it! Change your display
name to color or image!

_l o Date Bulletin

S Your display name will show in
Jefferson High School ) " May 13
color on bulletins, messages, friend i 11:32  heyy

requests and on your page! AM

May 13 i
11:30 get your name in

S Get rid of the boring blue display K color!
_l name on a bulletin - Change your —
Ridgemont High School color today! vLoSiNg muH  ""2Y 13 BROOKS AND DUNN

iNhiBiTiOnSvy L CONCERT TODAY!!

AM
P READ!I!
This is not a hoax! It really works —
ay 13

and is a new cool thing to do on gt 10:16 read.
MySpace. AM
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Social Networks - July 2006

UK.MySpace.com | Home The webh © MySpace [ ] ‘ Se: International | Help | SignOut

so his bile can be
drained twi( LicenseAcquisition

v content.licenseacquisition.org

Friends play a hilarious practical ioke
This content is FREE thanks to Zango.

By downloading the Zango Search Assistant, you get
free access to all Zango-supported content across the
Internet. Zango SA will show you a limited number of
ads that pop up on yourscreen in a separate browser.
When running, you can access Zango SA from your
system tray. We've also included Zango Toolbar, which
lets you search the Internet from any webpage. You can
uninstall these applications anytime by using Add or

Remowve Programs.
Zango is a service of 180solutions, Inc. For more D Play NOW

information, see our Privacy Policy and FAQ.
View My: Pics |
Yideos End User License Agreement ("EULA")
(Last Revised April 1

ER: THIS END USER LICENSE AGREEMENT ("AGREEMENT") APPLIES WITH

CACTIMADE ANNITAATTAKNS NDAUTAED OV MIITTARS TRICS ARID TTC

Instant h

@}. Add to Group ﬁ@ ank User

MySpace URL:
http://www.myspace.cormn/zangocash

¢2 ThreatTrack
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Social Networks: Fake Codecs Nov 06

\‘;I v [ms v [?‘3] T\h ﬁ' http:/{profile.myspace.comfindex.cfm?fuseaction=user . viewprofiledfriendid=132820954

H§ www.myspace.com/132820... I | (Untitled) | L) twntited) | B oo o (GIF 1mage, 9s0xe00 pi... | || Suspense

GET ALL THREE FOR JUST E30 AMONTH

EBI ONLY, FOR 12 MONTHS

TdIS PROFILE IS SECURELY PROTECTED

ﬁmyspace.com@

content viewer

=

CLICH HERE TO DOWANLOAD
MYSPACE DIEWER

ttp Thanw, xxeiéwersoft. com/myspace, pﬁp
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Fake AV on Social Networks - June
07

' ‘4 putomatic Updates

Sabrina

Lu Choose updates to download

Update Title
Windows Malicious Software Removal Tool - May 2007 (KB330830)

Details
Size: 1.1 MB

nt collection of
After the download, this tool runs once to check your computer For infection by specific, prevalent

3 malicious software (including Blaster, Sasser, and Mydoom) and helps to remove any infection s Paine. C. Ikn
View My: Pics found. If an infection is Found, the tool will di:spla\,f a status report the next time you start your ry Potter at my
g computer. & new version of the tool will be offered every month. If you want to manually run the fourth book. E.
tool on your computer, you can download a copy from the Microsoft Download Center or run an
online version from microsoft.com. This tool is not a replacement for an anti-virus product. To help here are a few
protect vour computer, vou should use an anti-virus oroduct, bs, dogs, salt'n
4" Send Mes e and Sebastian

. Scott Fitzgeral
;1] 2dd to Fried Ehange automatic updates settings Cancel parks, Midwest

sleeping in, littlg
q oween, Scrabble, air hockey
Instant Message & Block User rPaI cotton candy, original Nintendo, Chinese food, cuddling, playing m
violin, magazines, trying new thlng~ "Lost in Translation," kissing
@}, Add to Group ﬁ{ﬁ Rank User Things I don't: Mondays, parking meters, pecans, walnuts, sleet, early

mornings, working out {don't worry, I do it anyway), taking off on an
airplane, being cold, fennel seeds, cilantro, doing the dishes, clubs,
cigarettes, SPIDERS

£2 ThreatTrack
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Profile Stalkers — Jan to May 2007

1 updates

to the Software. Y ou must accept such programming fizes, updates and upgrades, including version updates.

4.3 Recommendation Engine. You understand, accept, and agree that as a condition of installing the Software at no cost,
you possr:s the express desire and intent to communicate with others about the Software and other products and services
offered by ZeroPoint andfor its assignees, now or in the future. As a conventience to fulfill said desire and ntent, you
hereby authonze the Software to automatically send messages, bulletins, comments, create groups, and carry out any
other types of cxcnonf andfor communic cxnonq on your behalf and through any accounts you may hold .xt various online

sorial netr Siekec itk Girthe i e W SRt LS Peot e W

appear to have been written by you, and for legal purposes are being sent b',' ;ou. You understand that you may opt out
of your use of the recommendation engine at any time by deleting the file “pj.exe” from the directory to which you
installed the uoft\'nu e, and that deleting this file will not have any adverse n:f_tects on the operation of the Software.

Error Deleting File or Folder

@ Cannot delete pj: Access is denied,
Make sure the disk is not Full or write-protected wned or

and that the file is not currently in use, sent that
and as

Search Folders

DAT File
license.rtf 3 Rich Text Document

>@ profilewatch.exe 1,599 KB
‘P uninsoo0.dat 2KB DAT File

181 unins000.exe 663 KB Application

|Date Created: 5!16f2007 8:51 AM Size: 59 /598 KB I ‘e My Computer

¢2 ThreatTrack
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Profile Stalkers — Nov 2006

ress i’i] http:/fmusicvideocodes. powered-by.zango.com/?a074a075/gaz275a9 34 fwww,musicvideocodes.infojclip_11_Ronaldinho_Soccer_Tricks, htm

Q Profile Tracker ~ {i Friends Generator v 3¢ Profile Editor =3 Profile Layouts ~ J¥Music Codes ~ ) Profile Tools ~

MORE

Powered by
Y/ J(0I(E0)S

The content on this website is FREE, thanks to Zango. Why? Because it's paid for by advertising.
The following is included in the Zango installation:

Zango Search fssistant (Zango SA) provides free access to this website and all Zango-supported
content across the Intemet and, in exchange, may display to you several ads per day based upon
keywords from your Intemet browsing. These ads will pop up on your computer screen in a separate

browser window. Learn more about

¢2 ThreatTrack

Security

26



Profile Stalkers — April 2012

W= This is a private content. To verify your identity, please complete one of these fun offers below:

b Your Chance to Win an Iphone 4!

@ Restricted access This is your current setting.

& Secured content B
St 7 days

Viewed your profile 26 times in the last 7 days
Viewed your profile 25 times in the last 7 days

Viewed your profile 23 times in the last 7 days

¢2 ThreatTrack

Security

Click To See

Click To See

Click To See

Click To See

Click To See

Click To See

Click To See
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Profile Stalkers — October 2012

L WIN $50,000 Dollars! Enter Today!

£ Get Amazing Emoticons and Smileys!
L Learn How To Save Money On Gas!
£ Get Remote PC Acess Anywhere!

L, Get A Subscription. To_Biz Mag!

£2 ThreatTrack
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Botnet Installs — May 2006

‘! ZangowYou're Good to Go

My Network.
Places

ﬂ This application is FREE,

thanks to Zango. Why? Because it's paid for by advertising.

Recycle Bin
Zango Search Assistant shows advertisements relevant to what you search or shop for onling; the
. number of ads you receive is based on how often you use your brovvser. YWhen running, you can
.?f-’fr: ’ access Zango Search Assistant from your system tray. Your download is managed by Media Gateway
tj and includes Zango Toolbar, which lets you search the Internet from any webpage, and Zango
Mozilla FireFox SiteFinder, which directs your browser to search results when you are unable to locate a website. You
can uninstall these applications anvytime by using Add or Remove Programs.
[—r—-—x Get Zango and get full access to free entertainment! For more information, see our Privacy Policy and
1) | visit Zango.com for more free content.
2]
mIRC End User License Agreement ("EULA") il
(Last Revised June 13, 2005)
i NOTICE TO USER : THIS END USER LICENSE AGREEMENT ("AGREEMENT") APPLIES WITH RESPECT
.\ TO SOFTWARE APPLICATIONS PROVIDED BY 180SOLUTIONS, INC, AND ITS AFFILIATES
2] (REFERRED TO IN THIS AGREEMENT AS "WE" OR "180"), PLEASE READ THIS AGREEMENT LI
MSN

[v lam18 or older and agree to the terms of the End User License Agreement.

Messenger 7.5

>2 ThreatTrack
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Botnet Installs — July 2008

bbream Content

W nxXP | ENU

v @ IM with Chunkylover53 from . ExitProcess
capCreateCaptureiindowA

acmStreamSize
oysFreestring
shellExecuteA
wavelnOpen
DENEME
DWCLAL
PACKAGEINFO
ROOTKIT

File Edit ¥iew People Actions Help

chunkylovers3 is away

The link is now fixed everyone. CHECK OUT THE NEVY SIMPSONS EPISODE THAT
WE'RE ONLY RELEASING TO THE INTERNET AlM FANS! BE THE FIRST TO
EXPERIENCE THE MAGIC BY CLICKING THE FOLLOWING LINK:

hitp: /A - - ScLECT..

Or send a mobile text message

MAINICON

Avrial v 10~ BIU a~ ar-

£2 ThreatTrack
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Botnet Installs — February 2009

- * BioZombie @@g E, E]@

TR T T R | # | Zombies Online: 0| Version [ Status | |

Host IP: Port: Sockets: Command: Packets:

3074 | 20 ~| |[UDP | 2000 +~
Send Command: Start Send Command: Stop

Status: Welcome to BioZombie - Version 1.5

Port Sockets Commands:

I ]| <] [0 +] [UDPatack v
‘ Send Command Stop All

£2 ThreatTrack 5
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Botnet Installs — May 2010

TwitterNET Builder Name S

Location (NN

Web hitp [ ]
Bio Well this could be
interesting, myselfin under
160 characters. | just dont
know XD

Twatterldsern

*2 Follow

Elistsy ¥~ 12 28

following followers listed

VISIT*adf.ly/26 7EO Twosts

Favorites

Actions

VISIT*adf.ly/267E

REMOVEALL Following
ZERa
e

SAY*Hello my infectants!

£2 ThreatTrack
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Ad Networks and Affiliates

Search

A \ WAN2TLK?
) URQT

irefox

File Edit View Go Bookmarks Tools Help

cost 1.50 each unless
es to messages cost 1.50

you DOWNLOAD
one of these security software programs to prevent malware infections

The dangerous Backtera Virus computer virus activated May 2006 and has started destroying data on computers it has
reached. The lethal virus, which has already infected over 1,000,000 computers in several countries, continues to sprea
rapidly over the Internet,

Attention! Security Center has detected potential security vulnerabilities on your PC that may send private informat}|
documents to a remote computer. One of the processes (Win32res.exe) has just sent this information:

IP address: Latest Thr
Done

Browser: - WI97M.Lu

- W32.Ban
There is a security vulnera

software programs to pres Done

This public service announcement is brought to you by Command deddop advertising.
Future adverisements will not display the Command loge and are not endorsed or
deliverad by the sites that you visit. Command can be automatically removed at any time
through your control panel.
(=]
Messenger 7.5

¢2 ThreatTrack
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Ad Networks and Affiliates

+ Proliferation of blockers: AdBlock Plus, NoScript, Ghostery, FlashBlock,
Disconnect

+ Web filtering / online blacklists / AV tools / threat detection
+ Large selection of infosec blogs / researchers / privacy groups
+ Easier to litigate as clear and understandable precedent

$2 ThreatTrack’ 34
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Ads in Search Results: Sept 2011

Get Skype - Download for free

river-park.net/s

Get Skype - Download for free

Make Skype part of your everyday life!

It's free and installs in seconds.
for Windows 2000/XP/Vista/7

Skype is Free

Skype is free a software. Skype is released under
the GNU General Public License.

On your computer

Install Skype, add your friends as contacts,
then call, video call and instant message with
them for free. Call people who arent on Skype

Opening skype_5.3.0.111.exe \

‘You have chosen to open

[ skype_5.3.0.111.exe
which is a: Binary File
from: http:{{skype.en-softonic.net
Would you like to save this file?

Save File | Cancel I

comfort of your living room with a new
Skype-ready high definition TV from LG,
Panasonic or Samsung.

Features! Download it now!!!

. * Free Skype software

¢2 ThreatTrack
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Ads in Search Results: July 2013

Deita Toolbar

minant Toolbar

ev

Vhitssmo®ks Toolbar

s - - P

Speedupmypc

application you will { P = r < = pr ; L T s

£2 ThreatTrack

Security




Ads in the Mobile Ecosystem

+ Device owners not used to desktop ad tech in their phones

+ EULAs range from difficult to impossible to read

+ “Freemium” in return for ads similar to desktop “value proposition”
+ Security tech / research playing catch-up to traditional approaches
+ Porn advertising is allowed on many major networks

$2 ThreatTrack’

Security

37



Key Ad Players in the Mobile Ecosystem

2"d largest mobile ad network
Places ads on the toolbar of the Android device

Displays ads over pages, can overwrite ads on pages
Can collect lots of user data

$2 ThreatTrack’

Security
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Other Notable Ad Players

+ Appenda
+ Pontiflex

+ Plankton / Counterclank / Apperhand
+ Sellaring

<> ThreatTrac.tlfm

Securi



Mobile Ads: Samples

YR W=l @ 421PM YW B2 all M 405PM Y MR Bl @ 444PM Y MR T 3= ul @ 4:34PM

Top Apps/Offers of the Day

Pontiflex Deals
Appenda Opt-out
6 APPENDA
(&

Opt-Out

Choose one of these great offers now!

Sign up today and save!
s 1. Ace Top Gunner. NEW >

Play for Free

App permissions

Download the app now ur next hotel booki

Your messages
2. Play Chimp Tac Toe New >

Q +1 | 5 people +1'd this. .

7

Download now Phone calls

Description

Network communication

3. Get the Latest APPS New >
for FREE Now! iad

develc Tap to Download

See all

Af

No Thanks

(I-r) Appenda Opt-Out, Big Truck, Fast Points, Pontiflex

£2 ThreatTrack P
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Mobile Rogues — May 2013

Use the app on vour phone to recognize the QR code and download the QIP _mobile apk




Mobile Rogues — May 2013

: For Sending and receiving data from the C&C.

: Sends hidden Premium text messages. The
number and the amount are controlled by the C&C.

: Can receive commands through SMS as
well as the C&C.
Installs shortcuts to itself and websites.

: This permission would grant the app the
ability to send phone calls without the users knowledge

: Turns on upon Restart.

: Turns on before other apps.

£2 ThreatTrack

Security
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| Install — July 05

-
-
-
-
-
-
-
-
-

liceansod

Internat

YOU CONFIRM THAT

110U ARE 18 YEARS OF AGE OR OLDER

210U A £l > RIBER OF THE
2 o =

rabe o mtemastonal telephone number
and that thas L Subsciber will ba chatged o the
dutation of thes al the rata thown abovs and thoss
pant of nomal ISP cost
© _]"l'l“l SCCes
Ohid

J wtE@globs v sagned on
05/06/2005 02 26 and distributed by

Glicbal £
Fublshe autherbcty verhied by Thawte Code Signng CA

Caubon: Global Acces S L. sssedts thal thes content &
sale. You should oy : e thiz conterd il vou budd
S.Lw a hal aszelhion

Abvays tust comtent from Global Acces S 1

& | Done

¢2 ThreatTrack
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SPECIAL OFFERS

n Net

un “Macromedia Flash Plapes

0002 and dstnbuted by

Tha SCA Toolbar 8 sponsorad by the search Assistant,

THIS program i represantad by &n Con In your system tray and
can be easily unirstallad from AddiRemove Programs in your

By selecting “Finush”™ 1 agree to the Terms and ndktions of
the user icense agreemenrt




“At Least we’re not Ebola”

+ A division of Direct Revenue
+ “This has nothing to do with us” disclaimers
+ Death threat comment watch (Document 5)

+ “...perhaps a letter to his true home address showing that we know more
about him will have results...”

+ “..we are very interested in learning from your experience in dodging SP2
and Antivirus programs”

+ “Very stealthy version...if we do a deal, we will not be caught”
+ “It's not spyware, it’s advertising software (teethy grin)”
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Aurora infected PC left for 5 minutes

{CIAL FREE VIEWING!
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Dark Arts and Death Threats

A Cannot find server - Microsoft Internet Explorer
Fle Edt ‘iew Favortes Tools Help

2 »:. ’ Search Favorites “.: Media ﬂ

J

£ | http: /fwww. abetterinternst .com/aurora

2 l The page cannot be displayed

The page you are looking for is currently unavailable, The web
site might be experiencing technical difficulties, or you may need
to adjust your browser settings,

Please try the following:

e Click the D Refresh button, or try again later.

e If you typed the page address in the Address bar, make
sure that it is spelled correctly,

e To check your connection settings, click the Tools menu,
and then dick Internet Options. On the Connections
tab, click Settings. The settings should match those

mwmisiodod b misw lamnl sevmn snabiianvl, 71 AMY sdeninisbenbae av

€] Done
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The Adware Collapse Fallout

+ Burn Out: Taking a Toll
+ Narrowing of focus and lack of content
+ Skillset adjustment: more anonymity = less accountability - moneytrail

+ Techrolled up into other entities and industries
+ Return to spender: reformation
+ Platform creep
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