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What is JAVA? 



JAVA… 

• Portable and object-oriented like C language 

 

• Cross-platform functionality 

 

• Created by James Gosling of Sun Microsystems 

 

• Currently, one of the most popular programming language 
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Name Facts… Did You Know? 

• Initially called “OAK”  

 

• Change to “Green” or “Greentalk” 

 

• Renamed to “JAVA” 
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Uses of Java 

• Web Application Development 

 

• Software Application Development 

 

• GUI Development 

 

• Network Programming 
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JAVA Application 



JAVA Application 



JAVA Application 



JAVA Application 



Java Platform 

• JRE (Java Runtime Environment) – for end-users 

• JDK (Java Development Kit) – for software developers 
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http://docs.oracle.com/javase/7/docs/ 



Hello World 

To compile, command line: javac.exe HelloWorld.java 

To execute: java HelloWorld 



Integrated Development Environment (IDE) 

• Netbeans 

 

• BlueJ 

 

• Eclipse 
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Pros and Cons 



PROS 

• Free 

• Open source 

• Simplified syntax 

• Portability 

• Works on all platforms 

 

 

 



CONS 

• Requires an interpreter to run code 

• Large memory footprint 

• Vulnerable 

 



“Vulnerable” what?? 



Vulnerability Classes 

• Privilege / Sandbox Issues 

• Buffer Overflow 

• Improper Restrictions on Buffer Operations 

• Untrusted Pointer Dereference 

• Integer Overflow 
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Top 5 Vulnerable Sub-components 

• Deployment 

• 2D 

• Libraries 

• JavaFX 

• AWT 
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Concepts of Java Malware and Exploits 
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Type of Malicious Java in the wild 

• Malicious program written in Java 

• Malware component using Java exploit 

 

 

 



Common Behavior of Java Malware 

• Change Browser Startpage 

• Download components 

• Drops another malware 

 

 

 



A Sample Backdoor written on Java 



OSX_MORCUT.A 

WORM_MORCUT.A 

JAVA_MORCUT.A 



TSPY_BANKER.ZIP 

JAVA_BANKER.ZIP 

JAVA_BANKER.ZIP 

TROJ_BANDROP.ZIP 



Exploit kits in the wild 



Exploit kits 

• Designed to attack a vulnerability 

• Used to deliver a payload 
 

 





Exploit kits 

• Redkit 

• Neo Sploit 

• Cool Pack 

• Black hole 

• Nuclear 

• CrimeBoss 

• Sweet Orange 

• Phoenix 

 

 

 

 



Notable malware dropped by Exploit kits 

• TROJ_RANSOM 

• TROJ_FAKEAV 

• TSPY_ZBOT 

• WORM_CRIDEX 

• TROJ_SIREFEF 

• BKDR_ZACESS 
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Some Vulnerabilities used by exploit kits and 

other malware 



CVE 2012-0507 

• Java AtomicReferenceArray Type 

Violation Vulnerability 

• vulnerability to disarm the JRE sandbox 

mechanism 

• AtomicReferenceArray uses the Unsafe 

class to store a reference in an array 

directly, which may violate type safety  

• Used infection vector by OSX Flashback 

• Used by Blackhole and Gong Da EK 
 

 

 



CVE 2012-0507 



CVE 2009-3867 

• Stack-based buffer overflow in the 

HsbParser.getSoundBank function 

• allows remote attackers to execute 

arbitrary code via a long file: URL in an 

argument 
 

 

 



CVE 2009-3867 



CVE 2011-3544 

 

 

 

 

• The exploit takes advantage of the way 

Java handles Rhino JavaScript errors 

• Used by Blackhole, Sweet Orange, Gong 

Da, Cool EK, Styx 

• Used by JAVA_RHINO.AE which drops 

either BKDR_SASFIS.EVL or 

OSX_OLYX.EVL  
 

 



CVE 2011-3544 

 

 

 

 

JAVA_RHINO.AE 



CVE 2011-3544 

 

 

 

 

JAVA_RHINO.AE 



CVE 2013-2423 

• Bypass permission checks by the 

MethodHandles method 

• Uses Java Reflection to generate a Type 

Confusion 

• demonstrated using integer and double 

fields to disable the security manager  

• CrimeBoss,CritXPack/SafePack,Sweet-

Orange Styx and Neutrino  
 

 



CVE 2013-2423 



CVE 2013-2423 
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Best Practices 





Thank You 


