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• LG	NetCast
• Panasonic	Viera Connect
• Philips	Smart	TVs
• Samsung	Smart	TV
• Sharp	Aquos Net+
• Sony	Internet	TV
• Toshiba	Places
• Vizio Smart	TV



Global	TV	
Shipments

Global	Smart	TV	
shipments

Smart	TV	
market	share

2011 254.6	million 52	million 20%
2012 238.5	million 66	million 27%
2015 253.1	million 141	million 55%



2013	Q1	market	share

Samsung 26%
LG 16%
Sony 11%









Apps

• Ranges	from	free	up	to	9.99	USD
• Paid	via	credit	card	or	App	cash
• Apps	are	basically	HTML	5	applications



Apps







Maple

• MArkup engine	PLatform for	Embedded	
Systems

• Based	on	Webkit
Mozilla/5.0 (SmartHub; SMART-TV; U; Linux/SmartTV+2013; 
Maple2012) AppleWebKit/535.20+ (KHTML, like Gecko) 
SmartTV Safari/535.20+

• HTML	5,	DOM	3,	CSS	3,	SquirrelFish (Javascript
engine)



Browser	plugins

• ActionScript 3.0
• AIR	for	TV	2.5.1
• 2012	TVs:	Flash	10.1
• 2013	TVs:	Flash	11.1

• Most	recent	Flash	versions
– Windows:	 11.8.8
– Mac: 11.8.8
– Linux:	 11.2.2



Firmware

• Samsung:	Infolink. SmartHub
• LG:	Netcast
• Sony:	Google	TV,	Yahoo	Widgets

• Combination	of	proprietary	and	open-source	
projects



Open	source

• Samsung	Open	Source	Release	Center
– http://opensource.samsung.com/

• LG	OpenSource Code	Distribution
– http://www.lg.com/global/support/opensource/in
dex

• Sony	Open	Source	Code	Distribution	Service
– https://products.sel.sony.com/opensource/



Samsung	Open	Source	Release	Center

http://opensource.samsung.com/



Samsung	Open	Source	Release	Center

http://opensource.samsung.com/



Sony	Open	Source	Code	Distribution	
Service

https://products.sel.sony.com/opensource/



LG	OpenSource Code	Distribution

http://www.lg.com/global/support/opensource/index









Where	to	start?



Where	to	start?

Depends	on	your	budget













*****************************************************
[AP_INFOLINK/Fatal] 298 : **** Infomation for connecting with hub-site ****
[AP_INFOLINK/Fatal] 299 : *****************************************************
[AP_INFOLINK/Fatal] 300 :  Server Type : Operating
[AP_INFOLINK/Fatal] 301 :  TVID : CPCBXXXXXXGPM
[AP_INFOLINK/Fatal] 302 :  Mac Address : 1c5a3exxxxxx
[AP_INFOLINK/Fatal] 303 :  Firmware : T-INFOLINK2012-1011
[AP_INFOLINK/Fatal] 304 :  Country Code : PH
[AP_INFOLINK/Fatal] 305 :  Model Code : 
[AP_INFOLINK/Fatal] 306 : *****************************************************
[AP_INFOLINK/Fatal] 307 : Update is True



[Smart	Hub	Debug(1)]	Request	Url =	https://sso.internetat.tv/openapi/user/auth/login
[Smart	Hub	Debug(1)]	RequestHeader["Stoken"]	=	9xxxxxeb+eexxx044xxxxxxe8af0dxxxxxx737fxxxxxx70e0
[Smart	Hub	Debug(1)]	RequestHeader["Content-type"]	=	text/xml
[Smart	Hub	Debug(1)]	RequestHeader["Content-length"]	=	50
[Smart	Hub	Debug(1)]	Request	Data	=	userid=joey.costoya@gmail.com&password=xxxxxxxxxxx
[Smart	Hub	Debug(1)]	Request	Time	=	2013/6/27	5:24.611



[Smart	Hub	Debug(1)]	Request	Url =	https://sso.internetat.tv/openapi/user/auth/login
[Smart	Hub	Debug(1)]	RequestHeader["Stoken"]	=	9xxxxxeb+eexxx044xxxxxxe8af0dxxxxxx737fxxxxxx70e0
[Smart	Hub	Debug(1)]	RequestHeader["Content-type"]	=	text/xml
[Smart	Hub	Debug(1)]	RequestHeader["Content-length"]	=	50
[Smart	Hub	Debug(1)]	Request	Data	=	userid=joey.costoya@gmail.com&password=xxxxxxxxxxx
[Smart	Hub	Debug(1)]	Request	Time	=	2013/6/27	5:24.611



Risks



Risks

Your	Smart	TV	is	essentially	a	
computer



Attractive	target

• High-end	Smart	TVs	have	built-in	video	camera	
and	microphone

• Prime,	fixed	locations	of	TVs
– Living	room
– Bedroom	in	front	of	the	bed

• Always	plugged-in	to	power	and	Internet



As	surveillance	spots

• SeungJin Lee	&	Seungju Kim
– “Smart	TV	Security”
– CansecWest ’13
– Discovered	several	exploitable	bugs
– Gained	shell	access
– Rootkit
– Spying	software
– http://cansecwest.com/slides/2013/SmartTV%20Security.pdf



Threats?

• Exploits
– No	reported	drive-by	exploits	(yet)
– Flash	exploit	possible
– Traditional	exploits	against	APIs
– No	Java	or	PDF

• Malicious	Apps
– Apps	under	review	by	some	panel	before	they’re		
published	in	the	App	store



Browser-based	risks



What	is	BeEF

• BeEF:	Browser	Exploitation	Framework
• Client-side	attack	vector
• The	browser	as	the	infection/attack	channel

• http://beefproject.com/









BeEF control	panel





Network	risks



Old	fashioned	risks

• Phishing



Mitigation

• Auto-update
• Offline	firmware	update
• Factory	reset



Summary

• Rising	market	share
• Smart	TVs	as	computers
• Risk	profile	same	as	PCs
• Interesting	times	ahead


