


WHO AM I?

Ø Hardcore Application Security
enthusiast

ØEnjoy reporting security bugs 
to organizations

ØMember of n|u (null.co.in ) Bangalore
chapter 

ØPassionate Security Researcher at 
Adobe Systems
#deveshbhatt11





NEWS





Crowdsourcing security



Responsible 
Disclosure



REWARD PER BUG, $$$, SWAGS AND T SHIRTS





HISTORY
2004

2010
2011

2012





WHY DO BUG 
HUNTING..?

Normal 
Resume

Resume with
HOF



R  e  s  e  a  r  c  h          a n d        l  e  a  r  n  i n  g



Instant recognition



$$$$





Easy to manage





Market Your Security



Diversity in Tools, Techniques and Approach



Only Pay For Results 





ü Pick the target

ü Know the company

ü Search for the recent 
acquisitions

ü Less traversed sub-domains

ü Useful Information

ü Obvious Vulnerabilities

Overview
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Useful Information

Ø Directory Indexing 
ØSite:xyz.com intitle:index.of

Ø Critical Files
ØSite:xyz.com filetype:txt(xml,pdf)

Ø Admin Interface
ØSite:xyz.com inurl:admin



ü Pick the target

ü Know the company

ü Search for the recent 
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ü Less traversed sub-domains
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Ø Default usernames/password

Ø Sensitive information disclosure

Ø Admin interfaces

Ø XSS

Ø Account enumeration

Ø Clickjacking

Obvious Vulnerabilities
Obvious Vulnerabilities



Ø List of mergers and Acquisitions

Invitemedia.com interesting!!

Site: invitemedia.com --www

Ø After every search result , I excluded that search result using a minus “-” 
operator till I got the interesting looking URL 

https://dashborad.invitemedia.com/login
“Bid Manager login”

Obvious Vulnerabilities
Google: Default



Obvious Vulnerabilities
Google: Default (Cont’d)

Ø Bypass login, SQL Injection??

Ø Proper input validation and parameterized queries as expected



Ø Logged in using the default credentials

Obvious Vulnerabilities
Google: Default (Cont’d)



Obvious Vulnerabilities
Google: Default (Cont’d)



Obvious Vulnerabilities
REWARD!!



Ø Default usernames/password

Ø Sensitive information disclosure

Ø Admin interfaces

Ø XSS

Ø Account enumeration

Ø Clickjacking

Obvious Vulnerabilities
Obvious Vulnerabilities



Obvious VulnerabilitiesPayPal:PII
Site:secure.paypal.com inurl:.com



Information Disclosure Channel 
Intelligence



Ø Default usernames/password

Ø Sensitive information disclosure

Ø Admin interfaces

Ø XSS

Ø Account enumeration

Ø Clickjacking

Obvious Vulnerabilities
Obvious Vulnerabilities



Obvious VulnerabilitiesApple: Admin
Site:apple.com inurl:admin



Ø Default usernames/password

Ø Sensitive information disclosure

Ø Admin interfaces

Ø XSS

Ø Account enumeration

Ø Clickjacking

Obvious Vulnerabilities
Obvious Vulnerabilities



Obvious Vulnerabilities

Freebase: XSS



Obvious Vulnerabilities

Zong.com: XSS



Obvious Vulnerabilities

Zagat.com:XSS



XSS Channel Intelligence



Obvious Vulnerabilities

cards.io:Iframe Injection



Ø Default usernames/password

Ø Sensitive information disclosure

Ø Admin interfaces

Ø XSS

Ø Account enumeration

Ø Clickjacking

Obvious Vulnerabilities
Obvious Vulnerabilities



Obvious VulnerabilitiesAccount Enumeration



Enumeration Parse.com



Obvious VulnerabilitiesSoundcloud: enumeration via a "/?author=x" redirection



Enumeration card.com



Enumeration Nokia



Ø Default usernames/password

Ø Sensitive information disclosure

Ø Admin interfaces

Ø XSS

Ø Account enumeration

Ø Clickjacking

Obvious Vulnerabilities
Obvious Vulnerabilities



UI Redressal/Clickjacking in Netflix





Ø Facebook has paid out $1 
Million to security 
researchers

Ø Almost 70% of valid bugs 
are XSS

Ø 44% percent of all bugs are 
the first and only bug sent 
by a researcher



ARE COMPANIES WITH 
BOUNTY MORE SECURE?









Fixing is 
important 



False positives



Responsible 
Disclosure is hard to 
comply with





False positives

Best model for security testing





WIN – WIN 
SITUATION



Increase in security awareness



http://www.slideshare.net/michael_coates/bug-bounty-
programs-for-the-web

http://www.slideshare.net/goldshlager19/nir-goldshlager-
killing-a-bug-bounty-program-twice-hack-in-the-box-2012

http://www.riyazwalikar.com/

https://www.owasp.org/images/1/14/Rose.pdf

http://ravivaldiyaphotography.com/
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