


WHO AM I?

» Hardcore Application Security
enthusiast

»Enjoy reporting security bugs
to organizations

»Member of n|u (null.co.in’) Bangalore
chapter

»Passionate Security Researcher at
Adobe Systems
@ #deveshbhatt11



A Big Disclaimer..

” o .. .
The views and opinions expressed here are my own only and in no
way represent the views, positions or opinions - expressed or

implied - of my employer (present and past) ”



PayPal Rewards Researcher with $5,000 for

NEWS Finding Remote Code Execution Flaw
China’s culture of hacking cost the country $873
million in 2011 Pakistani Student Gets $500 Reward For Facebook Bug Bounty Program -

[News]

PayPal plugs SQL injection hole, tosses $3k to bug-hunter Google ups bug bounty to $20,000 per flaw

Mozilla Raises Bug Bounty To $3000 For

Security Bugs Nir Goldshlager Founds XSS
Yahoo Japan says 22 million user IDs may Vulnerability in Google And Twitte
have been stolen

Facebook Pays £24k To Hackers In 'Bug Bounty'

database attack

AMol NAik earned $5000 after finding C SRF vulnerability in Facebook

Microsoft: Hackers obtained high-profile
Xbox Live accounts 000 to Pakistani Hacker for Reporting Vulnerability













REWARD PER BUG, $55, SWAGS AND T SHIRTS

o
Rewards \ T
NEXT EXIT N ’
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HISTORY







WHY DO BUG
HUNTING..?




Research and learning

Google cwitker PayPal

@ mozla ..,/ @8 Microsoft

Nokia Slemens

4 Dropbox ;m B 74 Adobe 45"9"‘9

NOKIA avast!
be free

* MediaFire
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Diversity in Tools, Techniques and Approach




Only Pay For Results
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Overview
v' Pick the target

v' Know the company

v" Search for the recent
acquisitions

v’ Less traversed sub-domains

v" Useful Information

v" Obvious Vulnerabilities




Pick the target

» Bugcrowd - http://bgcd.co/join-th
m Facebook - http://www.facebook.
s Etsy - http://www.etsy.com/help/:
= Google - http://www.google.com/
= Paypal - https://www.paypal.com
iIssues
s Mozilla - http://www.mozilla.org/s
» Piwik - http://piwik.org/security/
m Barracuda - http://www.barracud
= Yandex - http://company.yandex.
= Gallery - http://codex.gallery2.org
s Qmail - http://cr.yp.to/djbdns/guar
m AT&T - hitp://developer.att.com/d
/apiDetailPage.jsp?passeditemid
need to sign up to the Developer.
= Tarsnap - https://www.tarsnap.co
= Samsung - https://samsungtvbot
m Access - https://www.accessnow
» Avast! - http://blog.avast.com/20
m Hex-Rays - http://www.hex-rays.c
= Kaneva - http://docs kaneva.com
» Mega.co.nz - hitp://thenextweb c«
bounty-for-first-person-to-break-n
= Cryptocat - https://crypto.cat/bug

PRODUCTS AND SERVICES (REWARD OFFERED)

BROKERS AND SECURITY COMPANIES

HP Zero-Day Initiative (ZDI) - http://www.zerodayinitiative_com/about/benefits/
Packet Storm - http://packetstormsecurity.com/bugbounty

COSINC - http://www.coseinc.com/en/index.php?rt=advisory

Beyond Security - http://www beyondsecurity.com/ssd_html

Exodus Intelligence - hitps://www exodusintel.com/eip/

iDefense - https://www.verisigninc.com/en_US/products-and-services/network-
intelligence-availability/idefense/vulnerability-intelligence/index.xhtml

White Fir Design - https://www.whitefirdesign.com/about/wordpress-security-
bug-bounty-program_htmi

Secunia - http://secunia.com/community/research/svcrp

ExploitHub - https://www.exploithub.com/request/index/developmentrequests/
Insight Partners - https://gvp.isightpartners.com/program_details.gvp?page=3&
title=1&section=0

Netragard - http://pentest.snosoft.com/netragards-eap/

PRODUCT AND SERVICES (HALL OF FAME + SWAG)

Github — https://help.github.com/articles/responsible-disclosure-of-security-
vulnerabilities (Reward: T-shirt and stickers)

Engineyard — https://www.engineyard.com/legal/responsible-disclosure-policy
(Reward: T-shirt)

ifixit — http://www ifixit. com/Info/Responsible_Disclosure (Reward: T-shirt)
Dropbox — https://www.dropbox.com/special_thanks (Reward: T-shirt)
Soundcloud - http://help.soundcloud.com/customer/portal/articles/439715-
responsible-disclosure (Reward: T-shirt)

Amazon - aws amazon.com/security/vulnerability-reporting (Reward: T-shirt)

PRODUCT AND SERVICES (HALL OF FAME ONLY)

curity

471318
om/en-us/security/cc308589
lknowledge/articles/66234
:n/dev/hall-of-fame
'security/disclosure
security/whitehats
ex.php/Contributors#Security_Researchers
w-report-security-issue
yort_security.php
JAt/security/hall-of-fame/

w.nokiasiemensnetworks.com/about-

m/security/

'security/acknowledgements/
tycenter/ResearchersAcknowledgement html
im/devblog.asp?a=blog&nbid=2384
1.com/legallresponsible-disclosure-policy
Inode/6657#gsc tab=0

Vbusiness/topics/security/incident-response-
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Search forthe recent acquisition
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Useful Information

» Directory Indexing
» Site:xyz.com intitle:index.of

» Critical Files
» Site:xyz.com filetype:txt(xml,pdf)

» Admin Interface
» Site:xxyz.com inurl:admin
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Obvious Vulnerabilities

VvV V. V V VY V

Default usernames/password
Sensitive information disclosure
Admin interfaces

XSS

Account enumeration

Clickjacking




Google: Default

» List of mergers and Acquisitions
Invitemedia.com interesting!!
Site: invitemedia.com --www

i“n n

» After every search result, | excluded that search result using a minus
operator till | got the interesting looking URL

https://dashborad.invitemedia.com/login
“Bid Manager login”




Google: Default (Cont’d)

» Bypass login, SQL Injection??

» Proper input validation and parameterized queries as expected

(' l mitemedia.com imatemedia.com - -"' Goog P & B

2 Most Visited | | Getfing Started | - Sggested Sites = | Web Shice Gallery E3 Booin
* | invite media - p Search ~«{\, Get Star  pTorrent Contro ih 'EJ;‘ u

B[Q - invite media S Search ¢ [ CutePOF Editor [ Facebock - CYIEEREEERO] 2 Amazon = YouTube [] 21° Bangalore, India - [ig News - [E] Fun Games - [ Personas [ Celebity - ) E:mat- &, Options - I

Sasaame
min

invitemedia

Bid Manager” Login

v1.37

For assistance with your account, please Sign in no

email invitemedia-supportZeoosie.co




Google: Default (Cont’d)

» Logged in using the default credentials

* .nmﬂmdu.cem nttps://dashboard invitemedia.com/publishers & '.'- Google IR

&) Most Visited ©  Getting Started | | Suggested Sites | | Web Slice Gallery 3 Book

+- [omamesa-os__~| £ seect - R C L e = ]

DNl ¢ 7 cutepor estor [ Facebook - [DEDIESEEINS] 2 Amazon & YouTube [ 21° Bangalore India - [ News - [ Fun Games - [B) Personas [ Celebrty - (£ E-mail - 2, Options - |

Wmnmmmmmﬁunyfo*-m

Dashboard ~ Publishers + Search Account

Publishers

D Actions Name Impressions

20 [v] | ax-
i M Al

% [ |ac

132 v Bras
25 v Bur:
27 v Bur:
5410 v Can

v | [ |



Google: Default (Cont’d)

WHAT A CATCH?!




REWAR

= Google Security Team <security@google.com>

tome |~

Hello,

Congratulations! This vulnerability is eligible for a reward of $500.

é & www.googlecoin/about/ sppsecusity/halk-of-fame/reward

71112 - v

& B - goodie hall of fame

lekaUe‘Cwﬁr/CS’ﬂF«wﬂhoqs'O" jon- § Miscelk # Outlines & Resizes A Tooks* Wl View Sourcer ||| Options®
Q4 2012 Eric "Cosmo” Taylor @CosmoTheGod
Q4 2012 Joslp Franjkovic - RIT/ACMT http //dc-studio net
Q42012 Mohamed Ramadan Attack-Secure
Q4 2012 Kamil Sevi @kamitsevi
Q4 2012 Bharadwaj Machiraju - HACK UR LIFE www tunpeishade in
Q4 2012 Martin Obiols hitp.//makensi es
Q3 2012 Dandel Cocking & Glenn Mangham hitp://gmangham biogspot co.uk/
Q32012 Jason Calvert hip Vappsec ws/

| 032012 DevesnBnan |

Q3 2012 Michele Spagnuolo hitp //michele spagnuoio me
Q32012 Amir Etemadieh @Zenofex
Q32012 Shal Rod @NightRang3r
Q32012 Sam "truenul” Jay hitp:/Aruenul blogspol.com
Q3 2012 Andris Afteka Biue Coat Systems
Q32012 Saket Jajodia Daire 2 Dzine (D20). Logo Designing | Graphic Designing | 3D Modeling | Animation
Q32012 Takeshi Terada Mitsut Bussan Secure Directions. Inc
Q32012 Riyaz Walikar http./fwww riyazwalikar com
Q3 2012 Eyvind Niklasson hitp Veyvindniklasson se/
Q32012 Dmitrty Sheherbatov hip/vk comd 133353306
Q3 2012 Jodo Lucas Melo Brasio White Hat Hackers Consultona de Seguranga da Informa¢do LTDA (Braal)
Q3 2012 Masato Kinugawa
Q3 2012 Nils Juenemann hitp./Awww nitsjuenemann def
Q32012 Sergey Markov

PlH B~ »



Obvious Vulnerabilities

» Default usernames/password

> Sensitive information disclosure

» Admin interfaces

> XSS

» Account enumeration
» Clickjacking




PayPal:PIl

Site:secure.paypal.com inurl..com

GOugle Isite:secure.paypal.oom inurl:.com I n deveshbhatt 0 + Share ‘

Web Images Maps  More~  Searchlools O

A, No results found for site:secure.paypal.com inurl:.com.

Results for site secure paypal com inurl com (without punctuation -
Leam more):

Make payments with PayP - z
htips#secure paypal.com'afil paifsaies@seasonsia.com

=

A description for this result is not 2VENS b - leam more

A description for this result is not obots.b - leam more
tip jar - PayPal

hitps-/secure paypal.com'affilipagpaypal@omezine.com

A descnptson for this result is not e's robots.bit - leam more

https//secure.paypal com/affil/pal=okuthOr@yahoo.com

A description for this result is not available because of this sae's robots bit — leam more

https;/!secure.paypal.comlafﬁl/palihomash@throne...

A description for this result is not available because of this sie's robots. b - leam more



Information Disclosure Channe
Intelligence

ord.jspa

Google

6 = @ https://ontrack.channelintelligence.com/secure/ForgotPass

System Error

A system error has occurred.

If this problem persists - please notify your JIRA administrator of this problem.

Otherwise, please create a supportissue on our support system at hitp://support atlassian.com with the following information:

1. a description of your problem
2. cut & paste the error and system information found below
3. attach the application server log file ( /Jusr/local/atlassian-jira-enterprise-3.13-standalone/atlassian-jira.log )

Cause:
java.lang.NullPointerException

Stack Trace: [hide]l

java.lang.NullPcinterException
at com.atlassian.core.user.UserUtils.resetPassword(UserUtils.java:310)
at com.atlassian.jira.web.action.user.ForgotPassword.doPassword(ForgotPassword.java:29)
at sun.reflect.NativeMethcdAccessorImpl.invcokeO (Native Methed)
at sun.reflect.NativeMethodAccessorImpl.invoke (NativeMethecdAccessorImpl.java:39)
at sun.reflect.DelegatingMethodAccesscrImpl.invoke (DelegatingMethodAccessorImpl.java:25)
at java.lang.reflect.Method.invcke (Methcd.java:597)
at webwork.util.InjecticonUtils$DefaultInjectionImpl.inveoke (InjectionUtils.java:él)
at webwork.util.InjecticonUtils.inveke(InjectionUtils.java:52)
at webwork.acticn.ActionSupport.inveokeCommand (ActicnSupport.java:417)
at webwork.action.ActicnSupport.execute (ActiconSupport.java:146)
at com.atlassian.jira.action.JdirafActiconSupport.execute (JiraActionSupport.java:54)
at webwork.dispatcher.GenericDispatcher.executelAction(GenericDispatcher.java:132)
at com.atlassian.jira.web.dispatcher.JiraServletDispatcher.service(JiraServletDispatcher.java:178)
at javax.servlet.http.HttpServlet.service (HttpServlet.java:803)
at corg.apache.catalina.core.fApplicaticnFilterChain.internalDoFilter(ApplicaticnFilterChain.java:269)
at org.apache.catalina.ccre.ApplicaticonFilterChain.deoFilter(ApplicationFilterChain.java:188)
at com.atlassian.jira.web.filters.AccessLecgFilter.deFilter (AccessLegFilter.java:51)
at org.apache.catalina.core.fApplicaticnFilterChain.internalDoFilter (ApplicaticnFilterChain.java:215)
at org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java:188)
at com.cpensymphony.module.sitemesh.filter.PageFilter.parsePage (PageFilter.java:119)
at com.cpensymphony.module.sitemesh.filter.PageFilter.doFilter (PageFilter.java:55)
at com.atlassian.jira.web.filters.SitemeshExcludePathFilter.doFilter (SitemeshExcludePathFilter.java:38)
at org.apache.catalina.core.ApplicaticonFilterChain.internalDoFilter(ApplicaticonFilterChain.java:215)
at corg.apache.catalina.core.ApplicationFilterChain.deFilter(ApplicaticnFilterChain.java:188)
at com.atlassian.seraph.filter.SecurityFilter.dcoFilter(SecurityFilter.java:192)
at org.apache.catalina.core.ApplicaticnFilterChain.internalDoFilter(ApplicaticnFilterChain.java:215)
at corg.apache.catalina.core.ApplicaticonFilterChain.doFilter(ApplicationFilterChain.java:188)
at com.atlassian.seraph.filter. IruscedAppllcatlonsfllter doFllter(IrustedAppl1cat10nsF11ter jJava:120)

. e o et e g S o e e o ¥ R - S iy e S e DW= g L € S s L Y S - I e




Obvious Vulnerabilities

» Default usernames/password

> Sensitive information disclosure

> Admin interfaces

> XSS
» Account enumeration
» Clickjacking




Apple: Admin

Site:apple.com inurl:admin

ttps//ric.euro.apple.com/admin/admin_logs

@ Disable & Cockies® / €55+ [ Forms+ @ Imagess @ Information [ Miscellaneouss # Outline /' Resizes A Tools~ B View Sourcer 1| Options®

Username Password: Login

The login details you provided were invalid. Did you forget your password?

¢ m * education.zpple.com

P4 B @



Obvious Vulnerabilities

» Default usernames/password

Y

Sensitive information disclosure

» Admin interfaces

»> XSS

> Account enumeration
» Clickjacking




) Discussions on jeff - Freebase - Mozilla Firefox E\@‘@
fle Edt Vew Hgtory Bookmarks Tooks Help
lFDIstust)eff-Fmbm et

0 v freebase, com/discussthreads/user jeff

Qleseblo-‘Cooh'es'/ €55+ [J Forms~ |Gl Images+ @ Information [ Miscelaneous+ /7 Outline~ 7 Resize+ ¥ Tools+ [l View Source~ |1)| Options-

4:26 PM



" Rrefox [PV
| Firefox 1 Integration demo confirmation

€ 2] 8 raypalincug) https://pay(1.zong.com/zongpay/test/confirmation.jsp?merchantNotified=test</td> <script> alert{ Xss here!)</sci 7| 8 v X 0 ' Google

0 Disabler & Cookies* / S5 [] Forms* (&l Images @ Information® il Miscellaneous® / OQutline* / Resize ):‘,’ Tools* M View Sourcer )| Options®

Xss here!

Read d12ssnbd22ufg.cloudfront.net
X (No_X-Frame_Option_Header) (§




v zagat.com

gy ed""&oggeﬁedfm  Web Slice Gallery

E+ % Cute?0F Editor [ Facebook+ DRl @ Amazon {5 YouTube [J 21" Bangalore India« (g News = () Fun Games ) Pessonas [E) Celebity ~ ) E-mail= &, Options -

Ncw York City v | P serch + Get Started With pTorrent Control




XSS Channel Intelligence




6 8 Lumber Labs, Inc. (US)  httos://www.card.io ntegrate
€ara.10 IS a SOnware liorary Tor mooiie appiicauons. USe Cara.10 10 Scan a crean

S E] * xs5 cheat sheet

A f B

card using the device's camera. card.io mobile also provides automatic fallback to Select your platform

amanual entry keyboard Android

This page is a guide to adding card.io to your application. We've tried to make i0S

integration as straightforward as possible, and we'd love to help you out if you have

any issues. Please contact us via the support page with any questions or App

suggestions. | Seectanapp [J
- e S

or set up another app

cards.10:Iframe Injection

¥ Tweet (868 ¥ Follow

Py Pall

"shared_secret". "hmRSGvjbPjki2G82sdqleqBiuBJoXhqBap4Tf+PWqdw="}, "ayfc4pShm0jedf814x02dpumnaw". {"token": "b070bfc45b1b498cb06461c498f2dada", "selected": false, "uid": "gyfc4pShmOjedf814x02dpumnaw’, "name". "n",
hared_secret”; "t53xxMuj0JHIGSSebncpLHrdBiyRRANBUKwWZIVHI+wW=", 1z2t99y21mj9jqunirzealziwbs”: {"token" "9bdf6889698645fe97adad691bedB598", "selected"” false, "uid", "t22t99y21mjSjguntrzealzowds”, "name". "

" "shared_secret". "DORmPZEFvBKP/cn0J8Y0+kGSIBIZfEKHR72mq4zVh30="), "1j5042yvsyin7udtdjzfczjeazi" {"token". "8812184fa6424743ae12c0700fb7be2d", “selected". false, “uid"
15042yvsyinTudtdjzfczieaz”, "name"”; "a", "shared_secret”. "VxKxevRwcuOEXRCB7nD6O0/Wqa8oD1iLmSIIQx8KLMU="), “ypudid1iOy2ispgszznbuk3ver™: {"token": "5b08568¢ 792e4cadbb4fbie123c774d", "selected”: false, “uid"
/pudid1i0y2idpgszzrBukavci', "name"; b, “shared_secret". "0LPbEKr45E4hF|VLjsqgjgDeEiehEQ3wleG+YaQVWIU="}, "hdbsi3gtmydbedp41jimqufsur6”. (token" "cf352ad876274dc4adce85dcd1ebBeba’, “selected" false, "uid”

»

Integrate card.io

pdbsi3gtmydbedpd1jimquisure”, ‘name" .‘—'. shared |_secret” cqaK\-JoGJleNYSq5uA7kerEY+2chWtWerWbGAgdg"} "ed4xOndgj7nc3rdeagvssx72q0p”. {'token”

u'ﬂﬂll\'nl""'/‘lﬂ.'\..."”.ul’r.nﬂf\.nn WaalaahadW Lalae WldW Mol diNedolTaaNulaa DTN N e LU A A P Wt AR TR L WL T PR PP L O OV LY A TN R I DR AL 1 ot N L, TIPS | IR, TP, TS LA (VN PO
m 3




Obvious Vulnerabilities

Default usernames/password
Sensitive information disclosure
Admin interfaces

XSS

V V VYV V

> Account enumeration

» Clickjacking




Account Enumeration

https://www, .

& Vuser/login_error I wve »' P % B-

Hello, Guest! sign in or register
contact us | help

We've noticed you've had some difficulties signing in. We'd like to help.

Please try one of the following options:

can we help?
forgotten your password? Change your password

forgotten your username? Change your username

TP (866) 478-3229

< B-

Hello, Guest!
contact us | help

Please enter a valid username and password. Check to see If you have activated your Caps Lock key.

already have an account? ready to invest

username Open an account today SO your investment
pamini1 portfolio can make an impact

forgot your username?

To create an account, you must be a US
password resident
Not a US resicgent?
forgot your password? Are you a resident of Arkansas. Ohio, or
= Pennsylvania?
sign in'securely |
ot

open your account ||
e



Enumeration Parse.com

(' 8 https://parse.com/password resets ¢ [3' ms qs! database enumeration
@ Disabler & Cookiest /€S u Forms* (& Images® @ Information- [ Miscellaneous® / Outliner é9 Resizer X Tools” I View Sourcer |1 Options®

You're invited: The Making of the Sesame Street Apps with IDEO and Parse REBEANI
3

pa (Se Products ~ Customers ~ Pricng  Docs  Help  Blog SnUp | |"Login | hiring

No user was found with that email address

Forgot Password

Enter your email below and instructions to reset your password will be emailed to you:

Email

ResetMy Password '

1

Products Customers



Soundcloud: enumeration via a "'/?author=x" redirection

Administrator: C:\Windows\system32\cmd.exe

D:\Research\PythonScripts>wp_userenum.pyl https://blog.soundcloud.com 60
Starting enumeration on https://blog.soundcloud.com

Enumerating the first 60 users

dave
mata
adam
eric
Kath
davi
thom
mar 1
ben
Sara
Roel
wpen
edwa
elio
jami
jane
Srid
evan
emma




Enumeration card.com

(- & https://www.card.com/user/password

CAR D.com howitworks  about load login

view car

o Sorry, deveshbhatt11@gmail.comis not recognized as a user name or an e-mail address.

User account

Your email *

deveshbhatt11@gmail.com

A password reset message will be sent to your email

address.




Enumeration Nokia

nventwithnokia.nokia.com/login

Home > My Account

Login

Please enter your login details below to submit a new invention.

No active user found with that email address

Reset Your Password
Instructions for resetting your password will be

sent to you by email. Enter your email address.

dds@dsd.com |

Not Registered? Click here to register. Sty




Obvious Vulnerabilities
>
>
>
>
>

» Clickjacking

Default usernames/password
Sensitive information disclosure
Admin interfaces

XSS

Account enumeration




UI Redressal/Clickjacking in Netflix

@ file:///C:/Projects/research/coinbase/clickjack.html.html wve

NETFLIX

Member Sign

Netflix Help Center

Q Search (example: lost password)

X Search
Common Actions Trending Help Topics
Update email address or password Error: Cannot Connect to Netflix o
Update payment method Your Account Is in Use on Multiple Devices e
Cancel account Cancel Your Netflix Account . |
%
Review payment history Netflix Super HD

L
Report streaming problem Global Movie and Television Maturity Ratings







» Facebook has paid out $1
Million to security
researchers

» Almost 70% of valid bugs
are XSS

» 44% percent of all bugs are
the first and only bug sent
by a researcher
















Fixing is
important




TaCebDOooK
you
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Increase in security awareness
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