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Malware 101

Malware is malicious software

How to identify?

Stealing information
Unauthorized access

Exploits

Fooling the unsuspecting user
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Malware 101

Backdoor _Spyware 0,08%
1,89
Adware 2,27% %\ I.Others 1,18%

Worms 7,77%

Viruses 16,82%

en.wikipedia.org/wiki/Malware

Malware by categories March 16, 2011



Malware 101

Classification of Malware
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Viruses Malware 101

File Header File Header _
Entry Point Entry Point
Host Code Host Code Host Code
Uninfected
Host
Virus Code Infected
Insertion Host
(Header
Updated)
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Exploits Malware 101

#EXTM3U

#EXTINF:5,D0] Mike Llama - Llama whippin' Intro
cda://AAAABEBBCCCCDDDDEEEEFFFFGGGGHHHHNT
_I133<a3ywfiDfE@CAEUMAEUCAED. LELURAEYXLEpe D€, wPD]@SYD

00:000000867 mov esn, ebp
00: 00000069 Xor edi, edi
00:0000006B push edi
00:0000006C sub esn, 4
00:0000006F mov byte ptr [ebp-8], &3h : 'cC'
. . 00:00000073 mov byte ptr [ebp-7 eDh » 'm'

Exploited WinAmp  g0: 00000077 mov byte pir %ebg-ei: ginr rar

Playlist (m3u file) 00: 00000078 mov byte ptr [ebp-5], 2Eh ; '.'
00:0000007F mov byte ptr [ebp-4], &5h : 'e'
00:00000083 mov byte ptr [ebp-3], 78h : 'x'
00: 00000087 mov byte ptr [ebp-2], &5h : 'e'
00: 0000008B mov eax, 77BF8044h
00:00000090 push eax
00: 00000091 lea ebx, [ebp-8]
00:00000094 push ebx
00:000000895 call eax
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Trojan / Backdoor

Malware 101

Network/
Internet

- Server—
Compone
nt

-~ /4

Victim

GFI

VIPRE

Client Component

Attacker

ROOTC@IN

Hacker Conference



Trojan / Backdoor Malware 101

* Dropped files

Usually in %windows% or %system% directories

o Autostart

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

HKEY_ LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
Once

HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows NT\CurrentVersion\Winlogon

%USERPROFILE%\Start Menu\Programs\Startup
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Rootkit Malware 101

Se :
SegBﬂB:BBSF HookedInt13h: 5 DATA XREF: quﬁﬂﬁ:ﬁﬁ?iﬂn
seg0e80:003F 9C pushf

segB00:0040 80 FC 02 cmp ah, 2 ; Read Sectors From Drive
seq000:0043 74 OB jz short ifRead ; save function number
seg000:0045 80 FC 42 cmp ah, 42h ; "B’ ; Extended Read Sectors From Drive
5eq000:0048 74 86 jz short ifRead ; save function number
segB00:084A 9D popf

seg000: 0048

seg000: 0048 jmpl]rig13h: 5 DATA XREF: Segﬁ(][):ﬂ[ﬁmw
seq000: 0648 ; segfee:e81FTr .

seq000:004B EA 60 60 66 060 jmp far ptr loc_8 ; jmp to the original int 13h
seqB860:00850 ittt
seg860:0050

seq0800: 08850 ifRead: ; CODE XREF: seg000:0843Tj
seg0e80:0050 ; seq0oo:0048Tj

seqB00:0050 2E 88 26 E3 03 mov cs:3E3h, ah ; save function number
seg860:00855 2E A2 E1 63 mov cs:3E1h, al ; save number of sectors to read
seg000:0059 2E 66 C7 86 DD 63 06 60 60 060 mov dword ptr cs:3DDh, O

seg0B80:0063 2E 66 C7 66 D9 63 60 60 00 60 mov dword ptr cs:3D%h, @

seqB00:086D 2E 89 BE D9 03 mov cs:3D%, cx ; save track and sector
seg800:00872 2E 88 36 DB 03 mov cs:3DBh, dh ; save head

seq000:0077 2E 66 FF BE D9 03 dec dword ptr cs:3D%h

seg0e80:0067D 9D popf

seg0B80:067E 9C pushf

seg000:007F 2E FF 1E 4C 60 call dword ptr cs:jmpOrig13h+1 ; jmp to the original int 13h
seg060:0084 OF 82 FC 61 jb locret_284

seqg000:0088 1E push ds

seg0o0:0089 06 push es

seg060:0088A 60 pusha

segB60:0088B 9C pushf

seg0080:0608C 2E ABG E3 63 mov al, cs:3E3h

seg000:0090 3C 42 cmp al, 42h ; 'B’

seqB860:00892 75 1E jnz short notExtendedRead
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Malware 101

set out=WScript.Createobject("outlook.Application™)
set mapi=out.GetNameSpace("MAPI")
for ctrlists=1 to mapi.AddressLists.Count
set a=mapi.AddressLists(ctrlists)
X=1
regv=regedit.RegRead("HKEY_CURRENT_USER\Software'\Microsoft\wAB\ "&a)
if (regv="") then
regv=lL
end 1
if (int(a.AddresseEntries.Count)int(regv)) then
for ctrentries=1 to a.Addressentries.Count
malead=a.Addressentries(x)

" regad=""
The famous “Love regad=regedit.Regread(
Bug” aka "l love "HKEY_CURRENT_USER\Software‘\Microsoft\wAB'\ "&malead)
. if (regad="") then
you” worm. Not a se% ma'le@gt.Creaég%teq(O?j)
i male.Recipients.Add(malea
virus but a worm. male.Subject = "ILOVEYOU"
. male.Body = vbcri1f&
(Filipino-made) "kindly check the attached LOVELETTER coming from me."
ma}e.Attgchments.Add(dirsystem&"\LOVE—LETTER—FOR—YOU.TXT.vbs")
male. Sen

regedit.Regwrite “HKEY_CURRENT_USER\Software\Microsoft\wae\"
&malead,1, "REG_DWORD"
end if

X=X+1
next
ranadit Danurita "WHrCcv clippcaT liecp\ €aftwara\Micrrncnfriwae\ "
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Malware 101

Brief History of Malware

1936 1948-50 1986 1989 1902-05 199799 2000 2009
I
2
- <&
3 @
N 4 &
Theories for F.irst Apple Macro Virus ILoveYou Melissa Slammer Conficker TDL
:: IfI-icatin X'Il’utifou_r:g,, Java “virus” ~Email Worm Horm Stuxnet
P 9 in the wi infectors Sends via spammer - fastest - Most
programs are S d i spreadin number of ATEEES
created - Spreads Chernobyl email - uses MS P g .
through Word worm to date; computers Rootkits
pirated games Polymorphic documents infecting infected since
Virus 75,000 Slammer in
® A . computers in 2003 Mobile
-Annoying .
and approximately
. ten minutes

destructive

viruses starts

to became

rampant
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Malware Researcher Notes Malware 101

A malware installs itself in the system
without any notification or dialogs

A legit application gets installed by a
setup with a sequence of notifications
or dialogs
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Malware 101

Tools anyone can use to determine system
infection.
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Malware 101

Process Explorer

&2 Process Explorer - Sysinternals: www.sysinternals.com [ \default] = [[-&
File Options View Process Find Handle Users Help

Ba=r@yexad NN NS [ —

Process PID CPU Description Company Name -
= System Idle Process 0 831
& Intermupts n/a  0.77 Hardware Interrupts |
.| DPCs n/a Defemed Procedure Calls
=] & System 4 154 |2
W |smss.exe 548
W | csrss.exe 620
= wininit.exe 692
-] B_'| services.exe 736 J
] 944 13.08
2972
3148 Sink to receive asynchronous callbacks for WMI client application Microsoft Corporation
[ 4 5756 igixsrve Module Intel Corporation
W WmiPrvSE.exe 4680
7| ibmpmsvc exe 1084
| svchost exe 1152
= 1] AtiZevioc.exe 1288
| Ati2eviocexe 1812
] &' svchost.exe 1304
¥ audiodg exe 1464
[= | svchost exe 1344 077
] WUDFHost exe 3404
svchost exe 1356
[ntaskeng exe 3436 Task Scheduler Engine Microsoft Corporation
¥ | svchost.exe 1492
| Slsvcexe 1520
.| svchost exe 1588
¥ | svchost.exe 1780 ¥

>

Type Name

®

CPU Usage: 17.69% Commit Charge: 17.26% Processes: 81
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Malware 101

) Windows XP Professional - VMware Workstation [F=2{IoR(EX=
File Edit View VM Team Windows Help

nle e@R OD8a

I n Sta I I ri te ool (5 Windows XP Professional

. y 2]
My Documents - OLLYDBG

. 5 g | @ A & ® »
Install About

Config  Snapshot  Analyze Updates Tour Help
My Computer

1 A total of 10000 keys and 11430 registry entries have been scanned

My Network InprocServer32
Places

Internet

TS T TIEE | | "g
- H

with size | N
Installwatch
with date | | Pro

<

Current snapshot is 900 days 18 hours 19 minutes old | |
Immunity proc3xp.exe

Debugger

Recycle Bin

®

To direct input to this VM, move the mouse pointer inside or press Ctrl+G. (e H @ L
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Malware 101

U 4 ¥Mware Accelerated AMD PCNet Adapter (Microsoft's Packet Scheduler) : Capturing - Wireshark g@@
I re S a r File Edit W¥ew Go Capture Analyze Statistics Help

B a8 e e BXZE A¢e+»dT L BB QAQQl | #§EB »
Filter: ¥ Expression... Clear Apply
MNo. - Time Source Destination Protocol Info A
53 283.404390 wvmware_al:92:d0 Broadcast ARP who has 10.0.0.17
54 287.404329 wvmware_al:92:d0 Broadcast ARP who has 10.0.0.17
. 268 . 0.0, . 0.0, BROWSER
56 821.126463 10.0.0.55 10.0.0.255 BROWSER Local Master Annc
57 823.197211 10.0.0.30 10.0.0.255 NBNS Name query NB TES
58 823.198927 wvmware_c0:00:08 Broadcast ARP who has 10.0.0.3C
59 823.199870 wvmware_al:92:d0 vinware_c0:00:08 ARP 10.0.0.30 is at C
60 823.200917 10.0.0.55 10.0.0.30 NEBNS Name query respor
61 823.204442 10.0.0.30 10.0.0.55 ICMP Echo (ping) reque
62 823.204551 10.0.0.55 10.0.0.30 ICMP Echo (ping) reply
A2 R 210722 1N NN 2N 1N N N 85 TR nestn s narhins—s VY
>

Frame 55 (243 hytes on wire, 243 bytes captured) }

|

# Ethernet II, Src: vmware_al:92:d0 (00:0c:29:al:92:d0), Dst: Broadcast (ff:ff:ff:ff:ff:F

# Internet Protocol, sSrc: 10.0.0.30 (10.0.0.30), Dst: 10.0.0.255 (10.0.0.255)

® User Datagram Protocol, Src Port: netbios-dgm (138), Dst Port: netbios-dgm (138)

® NetBIOS Datagram Service

# SMR (Server Messane RInck Pratncend) v
>

0000 ff ff ff ff ff ff 00 0c 29 al 92 d0 08 00 45 00 ........ DI E. \

0010 00 &5 00 fe 00 00 80 11 23 ee 0a 00 00 le 0a 00 ........ e,

0020 00 ff 00 8a 00 8a 00 dl ad f6 11 02 80 21 0a 00 .....vvr wunnn .. ‘

0030 00 1e 00 8a 00 bb 00 00 20 46 49 46 41 45 46 45  ........ FIFAEFE

0040 4f 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43 OCACACAC ACACACAC

0050 41 43 41 43 41 43 41 43 41 00 20 46 48 45 50 46 ACACACAC A. FHEPF

0060 43 45 4c 45 48 46 43 45 50 46 46 46 4_1_% 43 41‘ 43 CELEHFCE PFFFACAC v

® AnmA AN AT A Am A Aam 4 4= an

VMware Accelerated AMD PChet Adapter (Microsoft's Packet Scheduler) ... | Packets: 137 Displayed: 137 Marked: 0

4sysops.com
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Autoruns

®

VIPRE

Malware 101

A - Sysinternals: www.sysi com [E=3 EOB 55
File Entry Options Help
[ % Applnit I |%] KnownDLLs I . ‘Winlogon I & Winsock Providers I 23 Print Monitors | @ LS4 Providers l & Network Providers ] B Sidebar Gadgets ‘
&3 Evepthing ‘ é Logon | ;a Explorer I @ Intemet Explorer | [4) Scheduled Tasks I % Services I Q Drivers | ™ Boot Execute I ™ Image Hijacks |
Autorun Entry Description Publisher Image Path A
@, Wuze Remate Toolbar Conduit Toolbar Conduit Ltd. c:\program files\wuze_remotestbvuze.dil
(%, Windows Live Toolbar ‘Windows Live Toolbar for Interne... Microsoft Corporation c:\program files\windows live toolbarsmsntb.dil
| @) Yahoo! Toolbar ‘Yahoo! Toolbar ‘Yahoo! Inc. c:\program files\yahool\companiontinstallshepnOty...
V] %] YouTube Downloader Toolbar Widai Toolbar for Intemet Explorer  Spigat, Inc. c:\program files\youtube downloader toolbar\iehd. ...
VHKLM\Soilwave\Microsoﬂ\lnlemet Explorer\Extensions c:\program files\youtube downloader toolbariehd. 1.
¥ || Send to &Bluetooth Device... c:\program files\thinkpad\bluetooth software\btsen...
3 Task Scheduler c:\program filesithinkpadibluetooth softwarehbtsen...
[ 6‘) \Apple\appleSoftwarelpdate Apple Software Update Apple Inc. c:\program files\apple software updatehsoftwareup...

%) \Microsoft\windows\Active Directory Rights Management Services...
%, \Microsoft\Windows\ctive Directory Rights Management Services...
9 ‘\Microsoftiwindows\Bluetooth\UninstallDeviceT ask
‘Microsoft\windows\CertificateServicesClient\UserT ask
\Microsoft\windows\CertificateS ervicesClient\UserT ask-Roam
\MicrosoftiWwindows\Customer Experience Improvement Programb...
\Microsoft\windows\Customer Experience Improvement Programb...
\Microsoft\windows\DefragiManualDefrag
\Microsoft\Windows\DefraghS cheduledDefrag
\Microsoftiwindows\Disk Diagnostic\Microsoft-Windows-DiskDiag...
‘\Microsoftiwindows'\MobilePCyHotStart
‘Microsoft\Windows\MobilePCYTMM

W1 e \Microsoftywindows\MUIN\LPRemove

] \Microsoftiwindows\Multimedia\SystemS oundsService
\Microsoftiwindows'\NetworkAccessProtection\NAPStatus Ul

-] \Microsoft\windows\RAC\RACAgent
\Microsoftiwindows\Shel\CrawlStartPages
‘\Microsoftiwindows\SideShow'\Autow ake
\Microsoft\windows\SideShow\Gadgett anager
\Microsoft\windows\SideShow\Sessiondgent
\Microsoftiwindows\SideShow\SystemD ataProviders
\Microsoftiwindows\SystemRestore\SR
\Microsoft\windows\T cpiphlpéddressConflict]
‘Microsoft\windows\T cpipyipaddressConflict2
‘Microsoftywindows\TextS ervicesFramework \MsCtMonitor
\Microsoftiwindows\UPhPYWUPhPHostConfig
\Microsoftiwindows\WDI\ResolutionHost

1| \Microsoft\windows\windows Error ReportingyQueueReporting

s ORELEE

‘\Microsoft\windows\Wireless\G atherwirelessinfo
2} “NCH Swift Sound\expressiipShakelcon
ﬂ ANCH Swift SoundexpredsngSnakéicon

‘Windows Rights Management cli...
‘Windows Rights Management cli...
Bluetooth Uninstall Device Task
DIMS Job DLL

DIMS Job DLL

Windows SOM Consolidator
Windows SOM Consolidator

Disk Defragmenter Module

Disk Defragmenter Module
‘Wwindows Disk Diagnostic User R...
Microsoft Windows HotStart User...
Microsoft Transient Multi-Monitor ...
MUI Language pack cleanup
PlaySound Service

Quarantine Agent Proxy

Reliability analysis metrics calcula...
Indexing Options

Microsoft Windows SideShow ser..
Microsoft Windows SideShow ser...
Microsoft Windows SideShow ser...
Microsoft Windows SideShow ser...
Microsoft® Windows System Prot...
Network Diagnostic Framewark C...
Network Diagnostic Framework C...
MsCtiMonitor DLL

A tool to aid in developing servic...
‘Windows Diagnostic Infrastructure
‘Wwindows Problem Reporting

Express Rip
Expreds rig™" e

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corp.

Microsoft Corp.

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

. Microsoft Corporation

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

. Microsoft Corporation

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

NCH Software
NCH Software

c\windows\system324msdrm. dll
c\windows\system324mesdrm. dll
c\windowshsystem32\bthudtask exe
c:\windows\system324dimsjob. dil
c\windows\system324dimsjob. dll
c\windows\system32Ywsgmeons.exe
chwindows\system32\wsgmeons.exe
c:\windowshsystem32\defrag.exe
c\windows\system32\defrag.exe
c\windows\system324dfdwiz.exe
c\windows\system324hotstartuseragent.dil
c:\windows\system32\tmm. dil
c\windowsh\system324premove. exe
c\windows\system324playsndsrv.dil
c\windows\system32gagent.dil
c:\windows\system32\racagent.exe
c\windows\system32\srchadmin. dll
c\windows\system32hauxiliarydisplayservices.dll
c\windowshsystem32hausiliarydisplayservices.dll
c:\windows\system32\ausiliarydisplayservices.dll
c\windows\system32\auxiliarydisplayservices.dll
c\windows\system324srrstr.dll
c:\windows\system324ndfapi.dil
c:\windowshsystem32indfapi.dil
c:\windows\system32msctfmonitor. dil
c\windows\system324sc.exe
c\windowshsystem324wdi.dll
c:\windows\system32\wermar. exe
c\windows\system32\gatherwiredinfo. vbs
c\windows\system32\gatherwirelessinfo. vbs
c:\program files\nch swift sound\expressriphexpres...
c:hprogram files\nch swift sound\exprefsnpexpres...

m

[Escape to cancel) Scanning...
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Malware 101

| GMER 1.0.15.15281 i =18 x|
Roctkit/Mahvare | s |
| Type l Name l Value l W System
? CAWINDOWSA\TEMPAForter sys He YOETCR HAATH YeasarHoi Gain. | W Sechons
Semvice CAWINDOWS \system3svchost exe [*** hidden AUTD] AppMgmt
Reg HELMASYSTEM\VCumentContralSet\Cortral\Network \ (4D 3EE S72- (<3 [ IaT/EAT
Reg HELMASYSTEM\CumantContiatSe\Cortrof\Network \{4D3EES72- . 17 W Devices
Reg HELMASYSTEM\CurentContralSet\Cortrol\N etwork \{4D 36E 972 1?7
Reg HKLMASYSTEM\CurentContrlSef\Cortro\ Network\(4D 36E 972 17 W Modues
Reg HELMASYSTEM\Cument ContradSet\Cortra\Network \{ 4D 36E 972 1? M Processes
Reg HELMASYSTEM\CumentContralSet\Contral\Network \ (4D 36E 972 17
Hea HKLMASYSTEM\CumeniContratSet\S ervices\appMont W Thieads
Reg HELMASYSTEM\CumentContralSet\Services\appMomt@Descript . 727777700772 70072 700077727 ¥ Libanss
Reg HELMASYSTEM\CurentControlSet\Services\&ppM gmt@Display TN TN .
Reag HELMASYSTEM\CumentConlralSat\S ervices\appM gl @€ marCa 1 W Services
Reg HELMASYSTEMA £
Aeg HELMASYSTEMY WARNING 11 W Fles
Reg HELMASYSTEMY !
Reg HKLMASYSTEM\ == GMER has found system modfication caused by ROOTKIT activity.
Rag HELMASYSTEM\ 1% O B
Reg HELMASYSTEM\
Rea  HELMASYSTEM:
Reg HELMASYSTEM\
Reg HELMASYSTEM\ContiolS et003\Cortral\Network \(4D3EES72E3 1727
Reg HELMASYS TEM\VContiols et003\Control\Network \[4D3EE ST2E£3 ?
Reg HELMASYSTEM\CommolS et003\Cortro\Network \{4D 36ES72E£3 1?
Reg HELMASYSTEM\ContiolS etD03\Contral\Network \[4D3EES72E£3 ?
Reg HELMASYS TEMVContiols et003\Contra\Network \(4D3EE ST2E£3 1?7
Reg HELMASYSTEM\CormotS et003\Cortro\Network \{4D 36EST2E£3 1?
® ok | Coancel |

Lavasoft.com
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Malware 101

Malware 101

“Clean-up”

Reginald Wong
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Malware 101

Installation Setup

Legit App

Installs using a dialog

Usually installs its components in
Program Files folder

Can be manually run from Start
Programs Menu

VIPRE

Malware
versus

No dialog. May show fake error or
image such as porn

Usually installs itself in the Windows
folder(s)

It is already running and triggered at a
system event such as startup.
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Malware 101

Before After

S Windows Task Manager —_ FCIEI[I © Windows TaskManager  FEIR
File Options View ShutDown Help File Options View Shut Down Help
Applications  Processes I Performance I Metworking I Users I Applications  Processes I Performance I Metworking [ Users I

Image Name I User Name l CPU l Mem Usage l Al Image Name l User Name l CPU l Mem Usage I Al
services.exe SYSTEM 00 3,372K SMSS.exe SYSTEM oo 416 K
SMSS.exXe SYSTEM 00 416 K spoolsv.exe SYSTEM 0o 5,500K
spoolsy.exe SYSTEM 0o 5,500 K svchost.exe SYSTEM 00 4,312K
svchost.exe SYSTEM i} 4,312K svchost.exe SYSTEM i} 5,016 K
svchost.exe SYSTEM 00 5,024 K svchost.exe NETWORK SERVICE oo 4,440 K
svchost.exe NETWORK SERYICE 00 4,440 K svchost.exe SYSTEM 0o 20,476 K
svchost.exe SYSTEM i} 20,388 K svchost.exe LOCAL SERVICE o0 3,784 K
svchost.exe LOCAL SERVICE 00 3,784 K svchost.exe METWORK SERYICE 00 2,992 K
svchost.exe METWORK SERYICE 00 2,992 K svchost.exe LOCAL SERVICE 0o 3,920K
svchost.exe LOCAL SERYICE 00 3,920K System SYSTEM 0o 236K
System SYSTEM i} 236K System Idle Process  SYSTEM 99 28K
System Idle Process SYSTEM 99 28K taskmar.exe Administrator 0o 4,463 K
taskmar.exe Administrator 0o 4,556 K tcc.exe Administrator 0o 4,483 K
tcc.exe Administrator 00 4,488 K vmacthlp.exe SYSTEM 0o 2,600 K
vmacthlp.exe SYSTEM i} 2,600K VMwareService.exe SYSTEM o0 4,176 K
VYMwareService.exe SYSTEM i} 4,176 K VMwareTray.exe Administrator i} 3,216 K
VYMwareTray.exe Administrator 00 3,216 K VMwarellser.exe Administrator 00 8,440 K
VYMwareUser.exe Administrator oo §,440K | WINLOGON .exe Administrator 0o 1,772 K -
winlogon.exe SYSTEM i} 7,168K hd winlogon.exe SYSTEM o0 7,168K ||
I” show processes from all users I Show processes from all users End Process |

‘ Processes: 30 CPU Usage: 0% Commit Charge: 159M [ 1246M Processes: 32 CPU Usage: 0% Commit Charge: 160M [ 1246M
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Malware 101

Before

&% WINDOWS =

File Edit View Favorites Tools

Help

e Back ~ J t? /.._ ) search [{1 Folders =

Address | C:AWINDOWS

Folders

Desktop
iD My Documents
r) My Computer
= % Local Disk (C:)
2) Config.Msi
+ |0) Documents and Settings
+ |) Program Files
) RECYCLER
0) System Yolume Informati
+ ) WINDOWS
+ 1) Work
5 CD Drive (D:)
Q Control Panel
\0) Shared Documents
() Admin's Documents

j M Blakbimarvl Dlarac
4

+ [+ [+ [+

B
| B

]
. "'

>»>

ZlGo

MName

Fs

}vbaddin.ini

&) vmmreg3z.di

=] waahotify.log

=) wiadebug.log

=] wiaserve.log
}win.ini

WindowsShell. Manifest

=) windowsUpdate.log
@winhelp.exe

C‘Q winhlp32.exe

L winnt256.,bmp

L winnt.bmp

=] wmsetup.log
WMSysPro.prx
SZapotec.bmp

KN —

After

&% WINDOWS -

Tools

File  Edit

e Back ~ J 1? /.j )

View Favorites

[/
. "'

»>

Help

Search [{1 Folders 1'1;6

Address |23 C:AWINDOWS

Folders

Deskkop
lD My Documents
r} My Computer
=1 < Local Disk (C:)
() Config.Msi
+ |0) Documents and Settings
+ |2) Program Files
) RECYCLER
0) System Yolume Informati
+ ) WINDOWS
+ 1) Work
5 CD Drive (D:)
G‘ Control Panel
0) Shared Documents
0) Admin's Documents

j M Rlakivarl Dlarac
4

+ |+ |+ [+

| O

Z|G0

MName

&) vmmreg32.di

=] waaNotify.log

Z] wiadebug.log

=) wiaservc.log

}win.ini
WindowsShell. Manifest

=] windowsUpdate.log

'@winhelp.exe

C’Q winhlp32.exe
. wWinnt256.bmp
_winnt.bmp

=] wmsetup.log

WMSysPra.prx

ﬂ Zapotec.bmp

& =
P 5l

=

VIPRE
T
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Malware 101

Comparison: Registry

" Registry Editor E
Befo re File Edit Yiew Favorites Help
-1-[_] CurrentVersion ﬂ MName Type Data
+-(_] App Manageme (Default) REG_SZ {value not set)
+-(_] App Paths SBAMTray REG_SZ "C:\Program Files\Sunbelt Software!
+-(_] Applets B ab]yMware Tools REG_SZ "C:\Program Files\YMware\VMware 1
Qs VMware User Pro... i REG_SZ "C:\Program Files\¥YMwarelvYMware T
+-[_] Control Panel
+(2] Controls Folder |
«| | o [l | I

My Computer\HKEY _LOCAL_MACHINE\SOFTWARE \MicrosoftiWindows\CurrentVersioniRun

After BELTEGAINT

File Edit Yiew Favorites Help

--(_1] CurrentVersion :I Name Type Data
+-(_] App Managemer | [ab](Default) REG_SZ (value not set)
+-(_] App Paths SBAMTray REG_SZ "C:\Program Files\Sunbelt Software)
+-(_] Applets 4 '-;‘Mware Tools REG_SZ "C:\Program Files\YMwarelVMware T
Q) erTs '-:‘Mware User Pro... REG_SZ "C:\Program Files\YMware\¥YMware T

+-(_] Control Panel REG_SZ CAWINDOWSWINLOGON .exe
+-(_] Controls Folder LI

A | iRl | I

My Computer\HKEY _LOCAL_MACHINEVSOFTWARE \Microsoft|Windows|CurrentVersioniRun

VIPRE ROOTC@IN
m_ Hacker Conference



Comparison:

" Registry Editor

File Edit View Favorites Help

Registry

Malware 101

+-(_] Time Zones

+-(_] Tracing

+-_] Type 1 Installer
(] userinstallable.c
[ windows

+-43 Winlogon

+- (] wow Ll

< | |

El

Before

Name Type Data

ab]shutdown... REG_SZ 0

[ab] System REG_SZ

UIHost REG_EXPA... logonui.exe

Userinit REG_SZ CAWINDOWS\system32\userinit.exe,
VmApplet REG_SZ rundli32 shell32, Control_RunDLL "sysdm.cpl”
[;r‘.)dincl- BN N ncs C7 (n]

4

My Computer\HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft)Windows NT{CurrentVersion\Winlogon

" Registry Editor

File Edit View Favorites Help

+-[_] Time Zones

+-[_] Tracing

+-[_] Type 1 Installer
[ userinstallable.«
[ windows

+-43 Winlogon

o (] wWow vl

q | a

El

After

Name Type Data

@b]shutdown... REG_SZ 0

[ab] System REG_SZ

[ab] UTHost REG_EXPA... logonui.exe

Userinit REG_SZ C:AWINDOWSsystem32\userinit.exe, C:\Documents and SettingsiAdmi
VmApplet REG_SZ rundli32 shell32, Control_RunDLL "sysdm.cpl”

[;]Kluu:ncn- - ncs C2 (n]

|

My Computer\HKEY _LOCAL_MACHINE\SOFTWARE\MicrosoftiWindows NTiCurrentVersion\Winlogon

VIPRE
T

ROOTC@N
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Malware 101

Comparison: Registry

’

s
g
-

Registry Editor

File Edit Yiew Favorites Help

-1-(_] policies ZI Mame Type Data
+-(_] Currentvers | [ab]{Default) REG_SZ (value not set)

(] Explorer [ab]legalnaticecaption REG_SZ
(1 MonEnum abllegalnoticetext : REG_SZ
(] Ratings
£ system

+-(E3 PropertySysterrL]

< | 2

My Computer\HKEY _LOCAL_MACHINE\SOFTWARE|Microsofti\Windows\CurrentVersion\policies\system

After ;" Registry Editor

File Edit VYiew Favorites Help

-] policies :l Mame Type Data
+-(_] Currentvers dontdisplaylastusername REG_DWORD  0x00000000 (0)
(] Explorer [ab]legalnaticecaption REG_SZ
(1 MonErum [ab]legalnoticetext REG_SZ
(3 Ratings 1 | [as bt downwithoutiogon REG_DWORD 0x00000001 (1)
" system #8]undockwithoutlogon REG_DWORD  0x00000001 (1)
+-{23 PropertySysterrﬂ
< | o L

My Computer\HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft)wWindows\CurrentVersion\policies\system

VIPRE ROOTC@IN
m_ Hacker Conference




Malware 101

ETOUTTA DERE1

I got i ted with ..
i got infected wi A MALWARE!

.......

\ SO TC®N
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Malware 101

Assuming we do not have any third-party
tools, and we only have our plain old
Windows NT-based OS....

GFI

VIPRE ROOTC@IN
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Malware 101

\ Z.-? Common Malware File Locations

N i
o
[

 Located In

— Windows folder or subfolders like System32.
l.e. C:\Windows\System32

— Recycle(r) folders
— Desktop

* And can be found set to run at startup

GFI

VIPRE ROOTC@IN
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Malware 101

4 )z, / Looking for Suspicious Files
\ .f"'.

Click on = System Configuration Utility

General | SYSTEM.INI | WIN.INI | BOOT.INI | Services Startup | Tools
Start->Run | | v | soor.u | e |

Startup Item Command
T h e n ty p e y YMwareTray "C:\Program Files\¥Mwarel¥YMware Tools\YMwareTray.exe"
M S C O N F I G YMwarellser "C:\Program Files\¥YMware\YMware Tools\YMwareUser,exe"

SBAMTray "C:\Program Files\Sunbelt Software\VIPRE\SBAMTray.exe"
A d h t GoogleUpdate "Ci\Documents and Settings\AdministratoriLocal Settings\Application Datal,

n I ctFron CAWINDOWS system32ictfmon.exe
E N TE R miiuman C:\Documents and Settings\Administratorimiiuman.exe Jj
<«
- | Disable Al
®

GF ' QK Cancel I : I t
VIPRE ROOTEN
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Malware 101

Looking for Suspicious Files

£ Windows Task Manager

File Options Yiew Shut Down Help

CI ICk O n Applications  Processes |Performance ] Networking ] Users I
Image Name I User Name I CPU I Mem Usage
St a ’-t = > R U n ialg.exe LOCAL SERVICE 0o 3,588 K

csrss.exe 0z 3,196 K

T h t ctfmon.exe 00 3,064 K
e n yp e y explorer.exe 00 17,544 K
GoogleUpdate.exe 0o 416 K

TA SKMGR Isass.exe 0o 1,192 K
miiuman. exe 1} 4,640 K

mspaint.exe Administrator oo 7,200K

. SBAMSvC.exe 0o 27,596 K

An d h |t SBAMTray. exe 00 4,792K
SBPIMSvc.exe 1} 6,280 K

services.exe oo 5,546 K

EN TER SMSsS.exe 0o 416 K
spoolsy.exe 0o 5,532 K

svchost.exe 0o 3,780 K

O r svchost.exe 0o 5,032 K
svchost.exe 0o 4,464 K

svchost.exe 0o 22,976 K

P r e S S svchost.exe 00 2,996 K
svchost.exe 0o 3,896 K

svchost.exe SYSTEM 0o 4,300 K

C TRL - System oo 236K
System Idle Process SYSTEM a7 28K

taskmar.exe 0o 4,434 K

SHIF 7-_ES C vmacthlp.exe 0o 2,600 K
VMwareService.exe 0z 3,968 K

® VYMwareTray.exe 1} 3,200K

VMwarellser.exe 1} 5,264 K

winlogon.exe 0o 7,068 K

wuaucl.exe 0o 7,808 K

. I Show processes from all users | ——
VIPRE ROOTC@IN
Hacker Conference

Processes: 30 CPU Usage: 4% Commit Charge: 141M J 1246M




Malware 101

 Version Information

— Google is your very best friend
* File version
 Company Name
» Copyright
* |con

— Trying to mimic a folder, explorer, or any legit
application. Check out the path.

— No icon

GFI

VIPRE ROQOTC@I
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Malware 101

)z, / Suspicious Files: File Properties

General | SYSTEM.INI | WIN.INI | BOOT.INI | Services Startup | Tools | :
GoogleUpdate.exe Properties ?
% Update General Version |Compatibility] DigitaISignatures] Securityl Summaryl

File version: 1.2.183.9

Back ~ \_) ‘ 1? /ﬁj ) Search [[“ Folders B I x n

5 Address Iuj C:\Documents and SettingsiadministratoriLocal SettingsiApplication Data'

Description:  Google Installer

Ger | Folders x | 'Name I Copyright: Copyright 2007-2009 Google Inc.
— al Disk (C:) :I “__:'1'2'183'39 o )
| < | Doicumenks and Sektings | | )Download Other version information
E () Administrator \_)Manifest Item name: Value:
+ |) Application Data 5 GoogleUpdate exe Google Inc. _I
[ ) Deskt File Wersion
[ e = ,Op j Internal Name
1 ﬂ i I 'l ﬂ Language
Original File name
[ mrinarman CHUGCUMENTS Snd Sertngs amnstratar mioman. exe JT Product Name
Product Yersion
4
| [
OK | Cancel I

| oK | Cancel




Malware 101

General Version | Compatibilty | Security | Summary

@ Back ~ .. _) lﬁ’ /'; ) Search HL Folders > ¥ x File version:  5.1.2600.5512

Address |U CAWINDOWS\system32 Description: CTF Loader
E- Folders X | Mame ) ) ) )

, %) cscui.di Copyright: @ Microsoft Corporation. &ll rights reserved.
enerz | () All Users ;' CSC,

\0) Default User & esrsrv.di _ .
“tar | Program Files [csrss.exe Other version information
' WINDOWS - %) csseqchk.dl Item name: Yalue:
'| 3 system32 ctFmon.exe Microsoft Corporation _]
ATV L] &) cti3d32.di File Version
1 Lr | )| P | Internal Name

| Language
ctfmon CAWINDOWS!system32\ctfmon. exe OleSelfRegister
miiumnan C:\Documents and Settings\Administratorimiiuman. exe |1 gr”ogclizzlt w:rﬁ:me
Product Version
4
QK | Cancel |

oK Cancel




\

> Z.-? / Looking for Suspicious Files

\ Vaw/~ J

File Edit VYiew Favorites

@ Back ~ () J /-.— ) Search [[“

Tools

Help

Folders = -

£

o pammraor

Malware 101

Address |E) C:\Documents and SettingsiAdministrator

Folders

| Config.Msi
| Documents and Settings
) Administrator
+ |) Application Data
) Cookies
) Desktop
+ *’,‘{ Favorites
) IETIdCache
= |0) Local Settings
- |0) Application Data
- |0) Google
= | Chrome
+ |0) Application
= [) User Data
+ |0) Default

- [

LY

v

X

=

[~

LIGO

MName Size | Type
Application Data File Folder
() Desktop File Folder
;{ Favorites File Folder
Local Settings File Folder
)My Documents File Folder
- My Recent Documents File Folder
MNetHood File Folder
PrintHood File Folder
SendTo File Folder
() Start Menu File Folder
Templates File Folder
) WINDOWS File Folder
I NTUSER.DAT 1,024 KB DAT File
ntuser.dat.LOG 232KB Text Document

a

2

Hacker conrerence

1



Looking for Suspicious Files Malware 101

Folder Options ?

General VYiew I File Types | Offline Files |

Folder views
You can apply the view [such as Details or Tiles] that

' vou are using for this folder to all folders.

Apply to All Folders Reset All Folders |

Advanced settings:

Display file size information in folder tips :I

Display simple folder view in Explorer's Folders list

[] Display the contents of system folders

Display the full path in the address bar

[ Display the full path in the title bar

[ Do not cache thumbnails

2
O Do not show hidden files and folders s
{® Show hidden files and folders

[[] Hide extensions for known file types

[[] Hide protected operating system files (Recommended)

[ Launch folder windows in a separate process o

®

Restore Defaults |

VIPRE" 0K Cancel | Apply 2.3'31-':i|-‘
Hacker Conference
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Malware 101

> Z.-? / Looking for Suspicious Files

\ Vaw/~ J

File Edit VYiew Favorites Tools Help ‘,','
Still not G Back ~ () [? P ) Search W= Folders | |2 (3 x n HH g
ShOWIng u p?'? Address |C) C:\Documents and Settings\Administrator LI xd G°
Folders X | Name Size | Type

| Config.Msi :_I Application Data File Folder

| Documents and Settings '*? Desktop File Folder

@ Administrator ‘,fFaVOI’iteS File Folder

¥ () Application Data Local Settings File Folder

B Cookies )My Documents File Folder

() Desktop My Recent Documents File Folder

¥ ¢ Favorites NetHood File Folder

) IETIdCache PrintHood File Folder

- ]Lj Local Settings SendTo File Folder

3 © Application Data () Start Menu File Folder

- ) Google Templates File Folder

= £ Chrome L) WINDOWS File Folder

T ]C_:l Application ) NTUSER.DAT 1,024 KB DAT File
® = [C3) User Data ntuser.dat.LOG 232 KB Text Document
+ |2) Default _I
v

Kl [ o[ ]]<] | _

VIPRE" ROOTC®N

Hacker Conference




Malware 101

- Type the name of a program, folder, document, o U n h id e us i N g ATT RI B
Internet resource, and Windows will open it For vou., .
(command line app)

Qpen: ’ cmd L‘

| oK I Cancel | Browse... |
F

C:\>cd "Documents and Settings\Administrator"

C:\Documents and Settings\Administrator>attrib
SHR C:\Documents and Settings\Administrator\miiuman.exe

A H C:\Documents and Settings\Administrator\NTUSER.DAT

n H C:\Documents and Settings\Administrator\ntuser.dat.LOG
SH C:\Documents and Settings\Administrator\ntuser.ini

C:\Documents and Settings\Administrator>attrib —-h —-s —» "C:\Documents and Settin
s\Administrator\miiuman.exe"

C:\Documents and Settings\Administrator>attrib
C:\Documents and Settings\Administrator\miiuman.exe
A H C:\Documents and Settings\Administrator\NTUSER.DAT
n H C:\Documents and Settings\Administrator\ntuser.dat.LOG
SH C:\Documents and Settings\Administrator\ntuser.ini

C:\Documents and Settings\Administrator>

VIPRE ROOTC@IN

Hacker Conference




Malware 101

—

General I‘v"ersion] Compatibility | Security | Summary |

@ Back ~ () 1? /T ) Search | Folders > j

Address |_) C:\Documents and Settings\administrator

|miiuman.exe

Folders X | | Mame - _—
— Type of file:  Application
| Config.Msi ﬂ Application Data
i | Documents and Settings (L DDesktop Description:  miuman
2 Administrator e Favorites-
+ |2) application Data 3Local Settings Location: C:\Documents and Settings\Administrator
) Cookies LMy Documents .
) Desktop My Recent Documents Size: 380 KB (389,120 bytes)
+ U¢ Favorites LEE Size on disk: 380 KB (389,120 bytes)
i ) IETidCache PrintHood
= [ Local Settings sendro Created  Today, August 08, 2012, 10:13:01 AM
-l - reated: oday, August 08, 2012, 10:13;
-1 [) Application Data (LD Start Menu
-1 |2) Google Templates Modified: Today, August 08, 2012, 10:13:01 AM
5 £ Chrome ) WINDOWS _ -
+ () Application = NTUSER.DAT Accessed: Today, August 08, 2012, 10:37:12 AM
= ) User Data ntuser.dat.LOG

.4 miluman.exe Attributes:

Read-onlg | Hidden Advanced... |

+ |2) Default ﬂ

- -~ (BN

Kl (o[ [[4]

G ‘ | 0K | Cancel | |
K Canrel
N

VIPRE ROOTC@IN
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Malware 101

Looking for Suspicious Files

General Version l Compatibility | Security | Summary |

File version:  RINIAL]
Description:

Copyright:

Other version information

Item name: Value:

1.00 B
Internal Name
Language

QOriginal File name
Product Name
Product Version

®

| oK | Cancel |

VIPRE ROOTC@IN
Hacker Conference
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\ ﬁ’ Removal: Attempt to Delete File Maiware 101

ntuser.dat.LOG

o iiuman. R—

d
P I Run as...
7-Zip B Error Deleting File or Folder B
@ Scan with VIPRE... Cannot delete miluman: Access is denied.
Pin to Start menu _
— Make sure the disk is not full or write-protected
Send To ’ and that the file is not currently in use.
x| |

Cut -, Y/
Copy S 0 K .............
Create Shortcut
Rename
Properties

VIPRE REOOTCE@IN
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Malware 101

E Windows Task Manager -|Of:
File Options WYiew ShutDown Help
Applications ~ Processes IPerformance | Metworking I Users I
Image Name | User Name | CPU l Mem Usage | -
taskmar.exe Administrator 02 4,452 K
svchost.exe SYSTEM 00 4,356 K

ctfmon.exe 3,088 K
GoogleUpdate. exe End Process Tree 00 1,736 K
mspaint.exe 00 1,076 K

00 5,264 K
00 3,212 K

VYMwarelser.exe

YMwareTray.exe Set Priority

spoolsy.exe 00 5,500K
explorer.exe Administrator 00 24,124 K
svchost.exe LOCAL SERVICE 00 3,904 K
cmd.exe Administrator 0o 2,876 K
ala ava I D™l SFDWICE nn 2 cany

®

VIPRE

Task Manager Warning X
A\
*

WARNING: Terminating a process can cause undesired

results including loss of data and system instability. The
process will not be given the chance to save its state or
data before it is terminated. Are you sure you want to
terminate the process?

................................

Unfortunately Fails
to Terminate

ROOTC@IN

Hacker Conference
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/ Removal: Attempt to Delete File

Malware 101

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager

&’ Registry Editor

File Edit Yiew Favorites Help

Click on
Start->Run

Type
REGEDIT
Hit ENTER

®

Al

+- ] Nis
+ [—J NTMS
+-_] PnP
+-(_] Print
{:l PriorityCont
[ ProductOpti
+-[_] safeBoot
+-(_] ScsiPort
+-(_] SecurePipec
+-[_] SecurityPros
(L] server appli
{:I ServiceCurn
[ serviceGrou
+-[_] ServiceProv
+ 43 Session Mar
(] setup
+-(_] stillimage
+-[_] SystemResc
+-[_] Terminal Set
(] TimeZonelnl Ll

=2 | IndAzaka

N

Name

[ab]{Default)
BootExecute
CriticaISectionTim. .
2%]EnableMca

28] EnableMCE
ExcludeFromKno. .
GIobaIFlag
HeapDeCommitFr. .
HeapDeCommitT. “
HeapSegmentCo. e
HeapSegmentRe. -
LicensedProcessors

ObjectDirectories
ProcessorControI
ProtectionMode

RegisteredProces. "
ResourceTimeout. o

My Computer\HKEY _LOCAL_MACHINEYVSYSTEM\CurrentControlSetiControli!

sUspicous
icon.bmp

VIPRE

+ |2) Program Files
+ 2 WINDOWS
+ () work

+ L oD Drive (DAY

Type Data
REG_SZ (value not set)
REG_MULTI_SZ autocheck autochk *
REG_DWORD 0x00278d00 {2592000)
REG_DWORD 0x00000001 {1)
REG_DWORD 0x00000000 {0)
REG_MULTI_SZ
REG_DWORD 0x00000000 {0)
REG_DWORD 0x00000000 {0)
REG_DWORD 0x00000000 {0)
REG_DWORD 0x00000000 {0)
REG_DWORD 0x00000000 {0)
REG_DWORD 0x00000002 (2)
REG_MULTI_SZ \Windows \RPC Control
REG_DWORD 0x00000002 (2)
REG_DWORD 0x00000001 {1)
REG_DWORD 0x00000002 {2)
REG_DWORD 0x0009e340 (645000)

Key

String Yalue

Binary Value

DWORD Value

Expandable String Yalue




\ %’?} Removal: Attempt to Delete File Maiware 101

7

\ (-
[
-

+ t:_] lerminal >er sig|ResourceTimeout... REG_DWORD 0x0009e340 (645000)
] TimeZonelInl Ll PendingFileRenameOperations| |52

[ | l Indaba _)I

LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager

Edit Multi-String

Value name:

|PendingFiIeR enamelperations

Value data:
YPMCADocuments and Settings\administratorsmiluman. exe _|

GFI | y

VIPRE 0K cnce [ ROT(CE@IN
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/ Removal: Attempt to Delete File

Malware 101

-
egistry Editor
Edit View Favorites Help

+-_] Nls || Mame | Type | Data

#- (] NTMS [ab](Default) REG_SZ (value not set)

#-( PrP [ab]BootExecute REG_MULTI_SZ autocheck autochk *

+- (] Print 8] CriticalSectionTim... REG_DWORD 0x00275d00 {2592000)
@ PriorityCont | [ehenablemca REG_DWORD 000000001 (1)

0 ProductOpti | fele plemce REG_DWORD 0x00000000 (0)

. 8 gif;:’t [ab]ExcludeFromkna... REG_MULTI_SZ

+ D SecurePipes GlobalFIag REG_DWORD 0x00000000 {0)

-G SecurityPro: [&8]HeapDeCommitFr... REG_DWORD 0x00000000 (0)
& server Appl [&¥]HeapDeCommitT... REG_DWORD 0x00000000 (0)
(] ServiceCurn HeapSegmentCo... REG_DWORD 0x00000000 {0)
(] serviceGrou HeapSegmentRe... REG_DWORD 0x00000000 {0)

+-(_] ServiceProv LicensedProcessors REG_DWORD 0x00000002 (2)

+ 43 Session Mar ObjectDirectories REG_MULTI_SZ \Windows \RPC Control
(] setup ProcessorControl REG_DWORD 0x00000002 (2)

+-[_] stillimage ProtectionMode REG_DWORD 0x00000001 {1)

-] SystemResc RegisteredProces... REG_DWORD 0x00000002 (2)

#-( Terminal Ser | [2]ResourceTimeout... REG_DWORD 0x0009e340 (648000)
(1 TimeZonelnl ﬂ DEG MULTT 57 1?27\C:\Documents and SettingstAdministratorimiuman. ...

odify

A l Indaka LI

Modify Binary Data

:ompul:er'l,HKEY_LOCAL_MACHINE\SYSTEM'I,CurrentCi

VIPRE
T

Delete
Rename

nager

=
Hacker Conference




\ W} Removal: Attempt to Delete File LELLELE T
N\

=l

-\

Edit Binary Value

Value name:

|PendingFiIeH enamelperations

Value data:

0010 o&F 00 63 00 75 00 6D 00
0018 65 00 6E 00 74 00 73 00
0020 20 00 61 00 6E 00 64 00
ooz2s 20 00 53 00 65 00 74 00
0030 74 00 69 00 6E 00 67 00
0038 73 00 5C 00 41 00 64 00
0040 D 00 69 00 6E 00 69 00
oo4s 73 00 74 00 72 00 61 0O
0050 74 00 eF 00 72 00 5C 00
0058 &D 00 69 00 69 00 75 00
0060 6D 0O 61 UU 6E 00 2E 00
0068 65 00 65 00 00 00

0070 00 00
Pad 2 0x00 bytes which means Renaming the file to

®
GF’ nothing. In other words, delete.

VIPRE ROQOTEC@IN
Hacker Conference
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0K Cancel |




/ Removal: Attempt to Delete File

2" Registry Editor

File Edit Yiew Favorites Help

Malware 101

+-{_] HaL
[ hivelist

+-(_] IDConfigDB
+-[_] Keyboard Lz
+-(_] Keyboard Lz
+{] Lsa

+-[_] MediaCateq
+-[_] Medialnterf.
+-{_] MediaPrope
+-{_] MediaResou
+-(_] Network
+-(_] NetworkPror

+- ] Nis

+- NTMS —

+-{_] PP
+-{_] Print
(] PriorityCont
[ ProductOpti
+-{_] SafeBoot
+-(_] ScsiPort
+-(_] SecurePipec

o«

2

+-{A ISecuril:vl:'ro'-ﬂ

MName

[ab](Default)
BootExecute
CriticalSectionTimeout
2%)EnableMCa
2%)EnableMCE

ExcludeFromKnownDlls

GlobalFlag

HeapDeCommitFreeBIockThres. i,
HeapDeCommitTotalFreeThres. "

HeapSegmentCommit
HeapSegmentReserve
LicensedProcessors
ObjectDirectories
ProcessorControl
ProtectionMode
RegisteredProcessors
ResourceTimeoutCount

74 allowProtectedRenames

PendingFileRenameOperations

o«

Type

REG_SZ
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_SZ

Data

{value not set)
autocheck autochk *
0x00278d00 (2592000)
0x00000001 (1)
0x00000000 (0)

0x00000000 {0)
0x00000000 (0)
0x00000000 {0)
0x00000000 {0)
0x00000000 {(0)
0x00000002 (2)
\Windows \RPC Control
0x00000002 (2)
0x00000001 (1)
0x00000002 (2)
0x0009e340 (648000)
0x00000001 (1)
1?70C:\Documents and SettingsiAdministrat

| 2

My Computer\HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager

VIPRE
T

ROOTC®N
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_ 4 Removal: Attempt to Delete File




ﬁ’ Removal: Attempt to Delete File
\.;’:. F

Malware 101

Verify that the
file was
deleted. Do
the same
process when

File Edit View Favorites

e Back ~ () 1? /T ) search [11 Folders

@ Administrator - |

Tools

Help

5 X 19| &

Address |L) C:\Documents and Settings\Administrator

Folders

| Config.Msi
| Documents and Settings

looking for the = Adminisustor

malware file.

®

VIPRE

+ |0) Application Data
() Cookies
\) Desktop
+ ‘)\f Favorites
) IETIdCache
= |0) Local Settings
= |0) Application Data
- |) Google
= ) Chrome
+ |0) Application
=1 |0) User Data
+ |0) Default

R

LI

Kl

X

B

=

jGo

Mame l Size l Type
Application Data File Folder
() Desktop File Folder
¢ Favorites File Folder
Local Settings File Folder
)My Documents File Folder
My Recent Documents File Folder
MNetHood File Folder
PrintHood File Folder
SendTo File Folder
() Start Menu File Folder
Templates File Folder
L) WINDOWS File Folder
= NTUSER.DAT 1,024 KB DAT File
ntuser.dat.LOG 232KB Text Document

< | [

ROOTC@IM
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/ Removal: Attempt to Delete File LELLELE T

£ Windows Task Manager -

- File Options Yiew ShutDown Help
Applications  Processes I Performance ] Networking ] Users I
Image Name | User Name l CPU I Mem Usage l
AI S O C h e C k alg.exe LOCAL SERVICE 00 3,584 K
csrss.exe un} 3,204 K
ctfmon.exe 00 3,064 K
th at th e explorer.exe 00 17,560 K
GoogleUpdate.exe 0o 416 K
. lsass.exe 0o 6,056 K
m a IWa re fl I e mspaint.exe Administrator 0o 1,000 K
SBAMSvC.exe 0o 27,512K
. ] SBAMTray.exe 0o 4,820 K
| S n Ot | n th e SBPIMSvC.exe 0o 6,276 K
services.exe oo 3,596 K
. SMSs.exe 0o 416 K
p ro Ce SS I I St spoolsy.exe 00 5,528 K
" svchost.exe 0o 3,776 K
svchost.exe 0o 5,036 K
svchost.exe 0o 4,464 K
svchost.exe 00 21,516 K
svchost.exe 0o 3,012K
svchost.exe 0o 3,916 K
svchost.exe SYSTEM oo 4,316 K
System oo 236K
System Idle Process SYSTEM 93 28K
taskmar.exe 0z 4,520 K
vmacthlp.exe 00 2,600 K
VYMwareService.exe 0o 4,008 K
VMwareTray.exe 0o 3,208 K
® VMwarellser.exe 0o 8,192K
winlogon.exe 0o 6,700 K
wuauclk.exe 0o 7,076 K
I” Show processes from all users |
. - g
VIPRE REOOTCN
Processes: 29 CPU Usage: 2% Commit Charge: 137M | 1246M Ll
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== System Configuration Utility

Malware 101

General | SYSTEM.INI | wIN.INI | BOOT.INI | Services Startup | Tools |

Startup Item I Command l Location

YMwareTray "C:\Program ... HKLM\SOFTWARE\Microsofti\Windows\CurrentVersion\Run
YMwareUser "C:\Program ... HKLM\SOFTWARE\Microsoftiwindows\CurrentVersioniRun
SBAMTray "C:\Program ... HKLM\SOFTWARE\Microsofti\Windows\CurrentVersion\Run
GoogleUpdate "C:\Documen... HKCU\SOFTWARE\MicrosoftiWindows\CurrentVersion\Run
ctfmon CAWINDOW,..., HKCUVSOFTWARE\MicrosoftiWindows\CurrentVersion\Run
%2 Fmiiuman C:\Document... HKCUISOFTWARE\MicrosoftiWindows\CurrentVersion\Run

" Registry Editor

File Edit View Favorites Help

(] Speech
+-[_] symbols
+-[_] SystemCertifical
= windows

— —=-{_] Currentvers

+-(_] App Mar

— +-(_] Applets

(L] Controls
+-{_] Exploret

+-{_] Ext

.07 ferenin P

VIPRE
T

Name - Type
[ab](Default) REG_SZ
ctfmon.exe REG_SZ

Google Update REG_SZ

E:i miiuma nEc o2

Modify
Modify Binary Data

Rename

Data

{value not set)

CAWINDOWS\system32\ctfmon.exe

"C:\Documents and Settings\AdministratoriLocal Settin, .
C:\Documents and SettingsiAdministratorimiiuman.exe |

ROOTC@N
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\ %‘?} Removal: Clean up Remnants Malware 101
" 4

\ =

Click on Click on “My Computer”
Start->Run Click on Edit->Find/Search
Type In the search box, type the name of the
REGEDIT malware file then click on Find
Then hit g 00
ENTER
= &) My Computer MName Type Data
+(_] HKEY_CLASSES_ROOT
+-(_] HKEY_LOCAL_MACHINE il n
+-(_] HKEY_USERS : , = :
+-(] HKEY_CURRENT CONFIG Find what: (VTN Find Next
Look at Cancel
v Keys
v Values
v Data
G F [ Match whole striing only
VIPRE ROOTC@IN
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Malware 101

Removal: Clean up Remnants

B Search Results -0

File Edit VYiew Favorites Tools Help 'q','
< </ 1? p Search ||~ Folders | | oy | ¥ x n v
Address I(_] Search Results Ll Go
Search Companion X | | Name | In Folder

To start your search, follow the instructions in the left pane.

Search by any or all of the
criteria below.

All or part of the file name:

| miiumnan. exe|

A word or phrase in the file:
Look in:

I r) My Computer LI

When was it modified? p
What size is it? [
More advanced options p

Back | Search

TEC@I
p LI Conference
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Malware 101

Warning!

Do NOT delete registry entries that contains
the malware file name.

Do NOT delete file names similar to that of
the malware file name. It could have
mimicked a system file name.

Research about it first. If you think handling
the malware is still difficult, send the file to
G F’ your favorite Antivirus vendor.

VIPRE ROOTC@IN
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https://www.facebook.com/gfisoftware
6 L https://www.facebook.com/GFILabsPH
' IKE https://twitter.com/gfisoftware

https://twitter.com/gfilabsph
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