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Taking Down a Botnet: 
The Story Behind Rove Digital's Takedown
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What is a takedown?
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Takedowns aren’t easy
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Rove’s website
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An IT company in Estonia 
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} “The most innovative IT company” in Estonia (2007)

} Among top 3 IT companies in Estonia (revenue)

} 2008: revenue > 9,000,000 USD. 

} 2007: > 50 employees

ROVE DIGITAL
(Tamme Arendus)
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Rove’s “advertising” services
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Big Botnet Busts
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Operation Ghost Click: 
considered as the biggest 
cybercriminal takedown in 

history.
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Rove Digital/Esthosts … ISP? Cybercrime hub?
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An entrepreneurial professional CEO
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So what’s it worth?
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150,000 machines = 1,000,000 clicks per day

4,000,000 machines = ? 



Copyright 2009   Trend Micro Inc.Classification 3/24/17 21



Copyright 2009   Trend Micro Inc.

How DNS Works
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Customer
DNS Server

www.mybank.com



Copyright 2009   Trend Micro Inc.Classification 3/24/17 23

Customer DNS Server

Malicious DNS Server

www.mybank.com

Fake Site

Contrast to: Trojanized DNS + 
implications
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By having the malware in their 
systems, users could be directed 

to any site at the whim of the 
cybercriminal.
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CNN website (original)
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CNN website (infected)
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Porn ?

Fake AV - Big Business
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Trend Micro has been 
monitoring these cybercriminal 

activities since 2006
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Start of 
botnet 

activity by 
Esthost

Trend Micro 
begins 

monitoring the 
company

Trend Micro 
publishes a paper 

about the 
malicious activities 

of Esthost

Its San 
Francisco 

datacenter was 
rendered 

inactive due to 
terminated  

internet 
connection

ICANN revokes 
ESTdomains 
accreditation 

due to owner’s 
conviction of 

credit card fraud

Trend Micro 
publishes more 
findings on its 
Malware Blog 

2005

2006

2008
NOV
2008

AUG
2009

AUG
2010

NOV
2011TA

K
ED

O
W

N



Copyright 2009   Trend Micro Inc.Classification 3/24/17 31

We had a lot of 
flies on the 

walls of Rove. 

Laughable 
security of 

Rove’s 
servers.**

we got two 
hard drive of 
C&C servers.

looked at SMTP 
banners & DNS 
servers (often 

open resolvers) 

DNS zone 
files transfers 
for domains 

of Rove.

100+ servers 
given .intra 

domains

All .intra 
domains, IPs 
and additions

Identify and follow the 
new domain names 
that got resolution 

from rogue dns

**no password protection or encryption broken
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Google Proxies

.intra
Convenient
Consistent
Codeless

Fake AV sites
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Operation Ghost Click took 
down a long-running botnet 

with more than 4 million 
infected systems.
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-datacenters got raided

- 200+ servers got seized

- rogue DNS servers got replaced 

with ISC DNS

-Rove Digital’s office got raided

-luxury cars, millions of USD, houses 

confiscated

-6 arrests in Estonia

-RIPE blocked IP ranges
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Not covered by the 

current complaints:

- FakeAv Business

- Affiliate Program

- Payment Service
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Trend Micro provided the 
majority of the threat research 

in the takedown
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Cybercrimes do not occur in 
isolation. Their reach and effects 

are far-extending.

Collaboration between

FBI, Estonian Police, Dutch Police, 

Trend Micro, 

RIPE, ISC, Qwest, Comcast, Bell Canada, AT&T, Neustar, 

Spamhaus, Google, others
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Challenges
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Subject Area Challenges
Crime • DNS knowledge, 

• knowledge how Websites work
• knowledge how advertising work

Investigation • Forensic skill (hard disks), 
• DNS skill , 
• Pentesting skill set, 
• Internet forensics
• Sandboxing and reverse 

engineering
Take down • Transnational nature of the crime 

(different police, different laws),
• Number of players high (many 

DC owner, many ISP‘s)
• confidentiality
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Did you lose your Internet last 
July 9?
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Cyberpolice ? – Which Cyberpolice

• Each country has own laws
• Each country has own law enforcement
• Cyberspace is global (even universal)
• Even within one state ist not clear if Cyber is internal 

affair or military
• Competition to use cyber defense for own advantage

Result: 1000 initiatives, tons of paper, but no progress
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The Problem Continues

•Continuous development of 
TDSS/TDL4/Alureon rootkit
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THANK YOU!
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Google Search Fraud – Server Schema
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