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Fast Facts on ZeuS

e Commercial crimeware for stealing
online banking credentials

e Authored by “Slavik” /“Monstr”
e Has been in the wild since late 2005
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& Western Union Transfer MTCN: 7824441344 g
File Edit View Tools Message Help

g & 8 = X

Reply Reply All  Forward Print Delete Addresses

From: ‘Western Union

Date:

To:

Subject: Western Union Transfer MTCN: 7824441344
Attach: \'_1 MTCN_CONFIRMATION. 2ip (74.8 KB)

Dear chent!

Due to the Western Union regulation the transfers which are not received in 15 days are to be return
sender

The money transfer you have sen of April was not collected by the recipient

To collect money you need to print the mvoice attached to this email and wisit the nearest Western Union
branch

Thank v

[munimadnd. es : nospam]
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File Edit View Tools Message Help SO - e
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& & g : X ' File Edit ‘“iew Tools Message Help

From: ‘Western Union I

S g B g X

Subject: Western Union Transfer MTCN: 7824441344

. Reply Reply Al  Forward |  Print Delete
Attach:  |CJMTCN_CONFIRMATION. 2ip (74.5 KB) = — —

From: x-files

Date: T GRS W RNULIRE P P ENL R
The money transfer you have sent on the 12th of April was not collected by the recipient

.
Due to the Western Union regulation the transfers which are not received in 15 days are to be retumed to To: —

zeader Subject: Who killed Michael Jackson?
To collect money you need to print the mvoice attached to this email and wisit the nearest Western Union J i

branch

Dear chent!

e Michael Jackson Was Killed. ..
[munimadnd. es : nospam]
[EMAILID: ;

[TIME:20090511064012]

But Who Killed Michael Jackson?

Vistt 2 -Files to see the answer:
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File Edit View Tools Message Help
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Reply Reply All  Forward Print Delete Addresses

From: ‘Western Union b ’
Date: \;,\-g P
g — | o

Subject:  \Western Union Transfer MTCN: 7824441344 . Reply Reply A“ Forward Print Delete
Attach: [ & New logi : - Unicod w') = b7

| e Edt yew Joos Message Heb @&
From: wrculw e weme
Due to the I Wednesday, December 09, 2009 10:19 AM

sender Yo el
To collect £ SUbject: " SN login sysien

branch

Dear chent

The money

Thank youl

[munimadny f k
[EMAILID
[TIME:200 Dear Facebook user,

aKe your o




ZeuS: The How

e ZeuS is configured to target a list of
bank-related websites or financial
institutions from which they try to
steal sensitive online banking
information
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ZeuS — a Cyber-Theft God

Thousands of online banking

« Trojan is still at large and may strike again, experts warn
« Bank affected has still not been named

Out of action: The new trojan virus can empty bank accounts without their owners
knowing about the theft as it shows them fake statements

the { m h the same unnamed online bank, the comps:




ZeuS — a Cyber-Theft God

Zeus - | The Most Dangerous Banking Trojan

Thousands Of Onll Director of Global Research and Analysis Team Costin Raiu for Kaspersky Lab
customers ha was speaking at the Security Analyst Surnmit of Kaspersky Lab in Cyprus,
. when he pointed out that albeit Trojan Zeus calmed down during 2006, it
em pt|ed by currently continued to be the most used banker Trojan online. Also, it is still
rmaking massive revenues for online crooks all over the world, he said.
Itweb.co.za reported this on June 7, 2010.

States Raiu that this Trojan presently has thousands of variants that criminals
also put up for sale. Accordingly, it costs just about $500 to get the

- complete package containing the 'generic’ variant. Conversely, one can buy
the complete package containing the 'exclusive’ variant, which can be suited
for adding custorn features for different malicious purposes, for

« Trojan is still at large and may strik $3,000-$5,000, the Director adds.

* Bank affected has still notbeen n3 1104 he informed all attendees at the conference that the Trajan is quite

easy to customize such that it serves any specific requirernent. Further it was
3 very easy to encrypt the malware, while concealing it from AV software
running on an end-user's computer,

Moreover, according to Raiu's statistics, the Trojan infected 16,000 users daily

¢ during March 2010. The reason for this is that it's executed on the world's

er1t_|llef.allv ansferred fram the Most prosperous infrastructure, the botnet.,
continuing.

During February 2010, Netwitness, the security company, exposed a botnet
which had 74,000 computers contaminated with Zeus Trojan. That botnet
helped to capture login credentials with which e-mail systems, banking
websites, and social-networking websites could be accessed. Security
researchers called it the Kneber botnet, alternatively Wsnpoem or ZBot.

Fascinatingly, it isn't only Kaspersky which's talking of exclusive Zeus variants.,
- Security company Symantec in its most recent Internet Security Threat
Report reveals almost 90,000 distinct versions of Zeus seen during 2009,

In addition, as Raiu outlines, the threat from this malware appears to be
escalating. Assessing along the same line of outcomes as reflected in
Kaspersky's March 2010 statistics, Trusteer, another security company, too
reported that the Zeusl1.4 variant contaminated 1 in 3,000 PCs in the UK
and North America alone starting &pril 21, 2010.

Consequently, the malware has once again become severe for all people
around the world, the cormpany noted.

» SPaMfighter News - 17-06-2010
Out of action: The new trojan virus can emp
knowing about the theft as it shows them fak

ith the same unnamed online bank, the co
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A survey of financial services professionals at 70 banks found mare than half considered
real-time man-in-the-middle attacks from banking Trojans such as Zeus and Clampi on 1 presently has thousands of variants that criminals
compromised customer computers to be the greatest threat to online banking today: dingly, it costs just about $500 to get the

) ing the 'generic’ variant, Conversely, one can buy
Also read: Zeus hotnet code keeps for criminals “taining the 'exclusive’ variant, which can be suited

In these online attacks against banks and their customers, criminals managed to compromise

PCs with a banking Trojan and make fraudulent funds transfers to their own accounts or ' ( = .
those of "money mules” ordered to £ ) r (-) ( (-) ‘[ ]' | |
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© 11 Bastern Buropeans charged in UK. Zeg - Eyploit, Theft, MB6, company said in a paper published on Tuesday (PDF). Between 5 July and 4 August, hackers stole
View more related content Zeus £675,000 from the customers of one of the biggest UK financial institutions, according to M86.

Get Daily News by Email
Mark Kaplan, M86's chief security architect, told ZDNet UK on Wednesday that just under 37,000
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British computers had been infected by the Trojan as part of the attack, with around 3,000 bank
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— Thousands of Online Banking Customers| Robbed by Zeus Trojan Virus
O1UTTT
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The days of physically halding up and robhing a bank have heen virtually replaced by new sophisticated techniques carried
out online usually through the use of a computer virus such as the Zeus Trojan. Just recently, this very thing happened when
cybercriminals used the malicious Zeus Trojan computer program to break into the accounts ofthousands of British internet
hanking users and transfer funds without their knowledge.

The recent incident of cyhercrooks using the Zeus computer infection to break into thousands of online banking users'
accounts, actually stole account details and passwords from about 3,000 people. After stealing the login credentials, the
criminals were ahle to empty out the accounts of many ofthose people amounting to about $869,400 (£675,000) without their
knowledge. This was accomplished in part due to the Trojan Zeus' ability to go undetected while performing malicious
actions.

Zeus has been around for several years now known originally as the Zeus (Zbot) Botnet that targeted financial institutions. At

thattime, almost two years ago, the Zeus Bothetwas the number one hotnet composed of thousands of zombie (remotely

controlled computers) PCs. It was even estimated that Zeus infected over 3.6 million PCs in the United States alone. The

newer version of Zeus, which is the culpritin the latest online hanking theft in Britain, is called "Zeus v3" {Zeus version 3), which can hide in wehsites, email attachments
and website downloads. Once itis installed onto someone's PC, it can then record hanking account information and passwoards using that information to transfer up to
$6,440 (£5,000) to other bank accounts according to mybanktracker.com.

Any computer user is susceptihle to the infamous Zeus infection or any other popular hotnet. Still to this day, Zeus remains to be a threat not only to computer users located
in Britain, hut any user who is a viable target. Who exactly is a target for Zeus? To answer that question, hasically anyone who does not have up-to-date anti-virus or
anti-spyware software running on their PC. Zeus is known to spread through spam emails, infected wehsites and even downloaded files. If your system is not protected,
you could become the next victim whose online financial information is compromised and you may not even know it until it is too late. Remember, the recent event in Britain
where Zeus emptied out online hanking users' accounts, the computer user did not know what took place until they actually checked their hank account.

Do you currently run any type of anti-spware or anti-virus software? Is it up-to-date?

This entry was last updated on 0¢ 10 and posted on 08/13/0. You can follow any responses to this entry through the RSS 2.0 feed. You can leave a response, or trackback from your own site
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Ninety percent of them said their bai Fesiliency. Take Business  pan1 and law enforcement agencies were informed immediately. The matter is now being handled
security purposes and more than 60 Continuity Assessment by the bank."
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A rapid shift in the prevalence of real-time attacks from online banking trojans, such as Zeus, are now
more common than password phishing attacks, according to PhoneFactor, a provider of phone-based
multi-factor authentication solutions. Organizations lack understanding about what to do to protect
against these threats according to the results of the “state of online banking security” survey released
today by PhoneFactor.

oig

Zeus, also commonly known as Zbot, is the most prevalent malware platform for online fraud, and has
been licensed by numerous criminal organizations. Zeus infects PCs, usually without users knowing or
causing any other "noticeable” harm. Zeus is well-engineered and constantly upgraded by cybercriminal
development teams, and includes mobile versions and customized variants targeting specific brands and

government sites.

The survey, conducted in November 2010, included responses W e visa Card Secuneode - bt -l |
. . . . - F - - . l »

from financial services professionals at more than 70 banks. Key 5.0 -©) - [= 3] o] b =3
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g|

findings in PhoneFactor's study include:

+ Real-time attacks from online banking trojans (Zeus,
Clampi, etc), also referred to as Man-In-The-Middle attacks,
are seen as the greatest threat to online banking today for
more than half (51%) of survey respondents, and 69%
indicated an increase in the frequency of these attacks over
the last 12 months. In fact, 37% of respondents reported
that online banking trojans are the most prevalent type of

Verifiod by
VISA

attack at their bank.
T

Py drses: ewokod b e n s MeTe (e 0 Zecirelons £ e X
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+ Password phishing and pharming were a distant second
with 24% of respondents believing password attacks to be
the greatest threat to online banking. These attacks,
however, continue to rage on. 55% of respondents indicated an increased frequency of these attacks
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The survey also asked the 70 bank
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malware used to steal online banking logins, security company Trusteer has discovered.

The company discovered details of the recently compromised UK IP
addresses after penetrating the botnet control servers used by the gang
to harvest data from the infected machines.

It is not clear how many individuals might have had hank accounts
affected by the attack, but Trusteer has warned that Zeus is able to
record everything going into and out of the affected machines, so the

Artwork: Chip Taylor potential damage could be considerable

The botnet also featured a data mining engine sophisticated enough to
be used to trawl for banking domains, relating this to other sensitive login data in order to gain access
to accounts. Alarmingly, the version of Zeus was capahle of taking remote control of an infected user's
PC, allowing criminals to attack online hank accounts using the infecetd PC as a cover.

According to Trusteer's chief executive, Mickey Boodaei, up to 1.5 percent of UK PC users could have
heen infected with a version of Zeus at some point in the recent past

"This botnet is one hig recaording device," said Boodaei.

The news comes an the day that the Metropolitan Police announced that it had arrested six people in
connection with the theft of sizable sums of money from up to 20,000 online bank accounts and credit
cards in the UK. Although not believed to be connected to Zeus directly, the incident underlines that
criminals are managing to get through bank defences.

Last month Trusteer itself reported that a separate regional Zeus botnet was targeting 15 US
institutions

"This is just one out of many Zeus 2 botnets operating all over the world " said Trusteer CTO, Amit
Klein. "What is especially worrying is that this botnet doesn't just stop at user IDs and passwords. By
harvesting client side certificates and cookies, the cybercriminals can extract a lot of extra information
on the user that can be used to augment their illegal access to those users' online accounts.”

One thing it is safe ta say is that no Mac or Linux users are affected by the alert. According to a pie
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Robbed by Zeus Trojan Virus

) 2Zeus Hank Tro]an Infects 100,000 UK PCs | PCWorld - Mozilla Firefox

Zeus Trojan plus funds transfers meanl big losses

Written by Lars Harvey

Sunday, 29 November 2009 17:00

The Zeus keystroke-logging Trojan h A =

successful criminals, leading to over

f choice in 2009 for some very
$‘| 00 ﬂ'll”ID [1Ipted losses as of October,
according to the FBI. A public school district in Pennsylvania lost $700,000 in a two-day attack, and
a county government in Kentucky lost $415,000 during a week-long attack. In the Kentucky case,
the Zeus-based attack circumvented the bank’s multi-factor, out-of-band authentication and
authorization scheme. Details about the attacks may be found in the following articles: "An
Odessey of Fraud" and "The Pitfalls of Business Banking".

The Trojan enables the criminals to gain complete control of an infected computer, which they then
use to impersonate the rightful owner and fraudulently authorize many high dollar value funds
transfers, via ACH and traditional wire methods. More information about Zeus and other malware can
What | didn't know"

be found in the following articles: "Crimeware and "Modern banker malware

undermines two-factor authentication”.

According to the Internet Crime Complaint Center (IC3) in an Intelligence Note released on
November 3, the criminals have successfully exploited small and medium businesses, municipal
governments, and school districts.
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One thing it is safe to say is that no Mac or Linux users are affected by the alert. According to a pie
chart released by Trsuteer, all the affected computers run versions of Windows, particularly Windows
XP and to a lesser extent Vista
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more than half (91%) of survey respondents, and 6Y9%
indicated an increase in the frequency of these attacks over
the last 12 months. In fact, 37% of respondents reported
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that online banking trojans are the most prevalent type of
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ZeuS — a Cyber-Theft God

S Thousands Of Online Ba é}:! H!nkTr j -lf t'lﬂl'llﬂlﬂﬂl.JKFE IPlf by Zeus Trojan Virus
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Ratelt: WHWHY Zeus Trojan plus funds transfers meanI big losses

Written by Lars Harvey
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Zeus Toolkit Components

Zeus Builder

. Zeu$ Builder

Information

Builder Current version

Retngs Version: 2.1.0.1
Build time: 11:35:57 24.03.2011 GMT
Signature: GZero

Information about active bot
Encryption key:

Information:

Bot not Founded,




Zeus Toolkit Components

Web Panel

CP :: Summary statistics
Information:

Current user: admin

GMT date: 16.03.2010 Total reports in database: 8 501
GMT time: 21:29:29

Statistics:
— Summary
0s
Botnet:
Bots
Scripts

Reports:

Search in database

Search in files

Jabber notifier
System:

Information

Options

Logout

Time of first activity:

Total bots:

Total active bots in 24 hours:
Minimal version of bot:
Maximal version of bot:

Botnet: [ v

07.03.2010 09:35:51
102

36.27% - 37

1.2.7.5

1.2.7.19

LUl Reset Installs

- 79
us
CA
DE
Dz
ES




Zeus Toolkit Components

Web Panel

Information:

Current user: admin
GMT date: 16.03.2010
GMT time: 21:29

Statistics:
— Summary

0s

| | CP: Search in database

CP :: Search in database
Information:

Current user: zuser
GMT date: 29.06.2010
GMT time: 03:44:03

Statistics:
Summary
oS
Botnet:
Bots
Scripts
Reports:
— Search in database
Search in files
Jabber notifier
System:
Information
Options
User
Users

Logout

CP :: Summary statistics

Search from date (dd.mm): | --.-- ¥ | to date:

Bots:

IP-addresses:

Search string:

Type of report
D c sensiti
Protected Storage
de retric Cookies of IE
D sh | File
Show only re' yp or HTTPS request
[J show as text HTTP request
HTTPS request
FTP login
POP3 login
All grabbed data
Grabbed data [UI]
Grabbed data [HTTP(S)]
Grabbed data [WinSocket]
Grabbed data [FTP client]
Grabbed data [Other

Botnets:

Countries:

Total reports in database: 8 501
Time of first activity: 07.03.2010 09:35:51
Total bots: 102
Total active bots in 24 hours: 36.27% - 37
Minimal version of bot: 1.2.7.5

Maximal version of bot: 1.2.7.19

Reset form Search Remove



Zeus Toolkit Components

Configuration Files

Config.txt: Webinjects.txt

set_url https://www.us.hsbc.con/* GL

data hefore

<table cellspacing="0" swumary="page layout'>
data_end

data_inject

data end

data after

</table>

data end

entry "DynamicContfig
url loader "http://localhost/bot.exe"
url server "http://localhost/gate.php"
file webinjects "webinjects.txt”
entry "AdvancedConfigs"
;"http://advdonain/cfgl.bin”
end

entry "WebhFilters"

"1+ microsoft.com/ *"
"Ihttp:// *yspace.com*"
"https://vuw.gruposantander .es/ *"
"lhttp:// *odnoklassniki.ru/*"
"lhttp://vkontakte.ru/*"
"@*/ login.osmp.ru/ "
"A*/atl.osmp.rufF"

end

set_url https://vwww.e-gold.com/acct/li.asp GPL
data hefore
e-mail:</font>

data_end
data inject
data_end




Zeus Toolkit Components

Configuration Files

Config.txt: Webinjects.txt

set_url https://www.us.hsbc.con/* GL

data hefore

<table cellspacing="0" swumary="page layout'>
data_end

data_inject

data end

data after

</table>

data end

DynamicConfig
url loader "http://localhost/bot.exe"
url server "http://localhost/gate.php"
file webinjects "webinjects.txt”
entry "AdvancedConfigs"
;"http://advdonain/cfgl.bin”
end

entry "WebhFilters"

"1+ microsoft.com/ *"
"Ihttp:// *yspace.com*"
"https://vuw.gruposantander .es/ *"
"lhttp:// *odnoklassniki.ru/*"
"lhttp://vkontakte.ru/*"
"@*/ login.osmp.ru/ "
"A*/atl.osmp.rufF"

end

set_url https://vwww.e-gold.com/acct/li.asp GPL
data hefore
e-mail:</font>

data_end
data inject
data_end




Zeus Toolkit Components

Configuration Files

Config.txt: Webinjects.txt

set_url https://www.us.hsbc.con/* GL

data hefore

<table cellspacing="0" swumary="page layout'>
data_end

data_inject

data end

data after

</table>

data end

url loader "http://localhost/bot.exe"

url server "http://localhost/gate.php"

file webinjects "webinjects.txt”

entry "AdvancedConfigs"
;"http://advdonain/cfgl.bin”

end

entry "WebhFilters"

"1+ microsoft.com/ *"
"Ihttp:// *yspace.com*"
"https://vuw.gruposantander .es/ *"
"lhttp:// *odnoklassniki.ru/*"
"lhttp://vkontakte.ru/*"
"@*/ login.osmp.ru/ "
"A*/atl.osmp.rufF"

end

set_url https://vwww.e-gold.com/acct/li.asp GPL
data hefore
e-mail:</font>

data_end
data inject
data_end




Zeus Toolkit Components

Configuration Files

Config.txt: Webinjects.txt

set_url https://www.us.hsbc.con/* GL

data hefore

<table cellspacing="0" swumary="page layout'>
data_end

data_inject

data end

data after

</table>

data end

url loader "http://localhost/bot.exe"

url server "http://localhost/gate.php"

file webinjects "webinjects.txt”

entry "AdvancedConfigs"
;"http://advdonain/cfgl.bin”

end

entry "WebhFilters"

"1+ microsoft.com/ *"
"Ihttp:// *yspace.com*"
"https://vuw.gruposantander .es/ *"
"lhttp:// *odnoklassniki.ru/*"
"lhttp://vkontakte.ru/*"
"@*/ login.osmp.ru/ "
"A*/atl.osmp.rufF"

end

set_url https://vwww.e-gold.com/acct/li.asp GPL
data hefore
e-mail:</font>

data_end
data inject
data_end




Gathering Intelligence

Downloaded configuration file

GET /bin/xXxIl.bin HTTP/.
zCcept: */¢
Close
Mozilla/4.0 (compatible; MSIE 6.0; window T 5.1; svi; . .0C; .NET4.O0E;
.NET CLR 3.0.04506.30; .NET CLR 3.0.04506.648; . o Sig £ 7 -NET CLR 1.1.43
fiel.ru
no-cach

/1.1 200 OK
Server: nginx/1.0.4
Date: sSun, 04 Sep 2011 09:48:27 GMT
content-Type: application/octet-stream
Connection: close
Last-mModified: Tue, 30 Aug 2011 14:01:06
ETag: "23f800d-d4c0-4abb9715c0c80"
Accept-Ranges: bytes
content-Length: 54464

vary: Accept-Encoding,User-Agent




Gathering Intelligence

Downloaded configuration file

GET /bin/xxI.bin HTIP
Accept:
Connection: Close
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1; Svl:; .NET4.0C; .NET4.0E; .NET CLR
2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 00000000h: 77 46 71 53 sz ;: [ gsk&/ 10 NicER
Host: xoophafiel.ru 00000010h: 79 ED 14 74 32 ; yi.zOE. u@-r\eOdz
cache-Ccontrol: no-cache 00000020h: DB 12 D7 BD DF ; U.x%h.z68U&\33.8
00000030h: 05 1D BS 6E F3 ; ..pn.E0s.Eudn[~o
HTTP/1.1 200 OK 00000040h: F7 BC EAL AE 98 ; +Wé®. ¥ gib4LN. "
Server: nginx/1.0.4 00000050h: 27 64 8B E4 4C ; 'j<&.ALFS'pi¥GIL
Date: sSun, 04 Sep 2011 09:48:27 GMT 00000060h: D9 CC 71 36 BE ; Ulg6...t0a-&% k¥
Content-Type: application/octet-stream 00000070h: D1 CD 66 B9 ci ; Hif'sf.h..nZt.HE
Connection: close 00000080h: A3 7B CO 2D 66 ; £{Ah-?ib & |Ji.ZIf
Last-Modified: Tue, 30 Aug 2011 14:01:06 GM0o0000S0h: B6 B3 66 C6 D6 ; T EED..d+iELEG)C
ETag: "23f800d-d4c0-4abb9715c0c80" 000000a0h: 7D AC 76 4E 2C ; y-vN:we[-X'tol.,
Accept-Ranges: bytes 000000bOh: 18 92 94 14 32 ; .’3.EF04Ki¢.n..2
content-Length: 54464 000000cOh: B6 F4 44 FO CC ; q6D&W".z¥+I0] @'l
vary: Accept-encoding, User-Agent 000000d0h: F8 E6 19 92 DC ; me.’S$=Fff 2ith] P21
, 000000e0h: 49 67 E3 28 EE ; Ig&(*%.LiN!Owe.&
\'-'.QS..._l..N C. R}..ZO......T' ool h"""DDOODDth: 7D 79 43 OE 04 ; 3yC..%>.[|hS\s..
W.. [ A.J.4LM. ; G.L..0%000001000: 26 8D 39 A5 0L ; £O9¥] i%.\4.EpLG).
d+.E. seFegeV - XL T 00000110h: 1E 58 1E O1 28 ; .X..¥.18[,°.8¥i(
.:'.’,..D.\‘-..Z.. .:",........f ...h]P..-g.\"....‘00000120}1: oD 13 C8 05 6E : __E.ié'@@q{zvr_in
Xewwnnn . \ ) o _ 00000130h: SF 33 DD Fé 3D ; ¥3Vo»N§6°§{1.%3=
eeeee..<ZorLon. thoA.=.Q%. ....>. 1. 9ppp0140n: 18 51 25 DO EE ; .Q%DissEsilav..i
= d 00000150h: 1B D3 14 C7 74 ; .0.CX%.«O«Npl.qat
d = 7h. .. 'C'N' EK 00000160h: 4F SB 37 66 A3 ; O[7fifdz.?.é.00%
WO e 7"‘""k' 2 olee '] )' 2oc '9 Q)' Lt L“g' * '00000170h: BC &1 11 85 F6 ; ;.. .uD.08. 0.8
A dea g - N ) b el 'Saqc"“' 5. . 900000180n: 34 6E 71 06 658 ; 4ng..L,Ao3;8.Qln
dxc) b Q 3 5.#h si= "'“n Sitete! mDDODDlQDh: 8F 2D AB 37 28 ; O-«7h.0&AiciNrEK(
$[.m. CPMA. O, ';\ NS Ty " o00001a0n: EF 80 96 64 7F ; i€-j<uWé Jee.0.0
uk] 1‘Bj.p.....f' 000001k0h: 5D SC 29 Fi 18 1= 2. 9] 510
e =0 a = A/ . 000001cOh: DE 6E 7E 89 F2 ; Un~%Ri<gcz0 U.VO
000001d0h: FD 86 AF C2 28 ; ¥t ApV74bck.HFU(
000001e0h: 39 B7 SE 40 1C ; 9-ZRii.040°GG"z.
000001f0h: 13 98 A2 7C 93 ; .v¢|]Ijsx.axcZis
00000200h: OB FD 7E 6B 63 ; .¥~k.Nizs0WEi|qc
00000210h: EAL 1F EF AE FL ; &.1®@ '; DégeOfwl
00000220h: 6B 53 EF 07 14 ; kSi.95>+2siW6T.2.
00000230h: C2 62 54 EB 49 ; AbTew$e:0.54.EVI




Gathering Intelligence

Breaking the encryption

Where is the decryption key???




Gathering Intelligenc_

Breaking the encryption

ZeuS 1.x encryption algorithm

encrypted

key stream °°Nﬁ9t['llzatl0n

Byte wise
XOR

decompression

decrypted configuration file



Gathering Intelligence

Breaking the encryption

Finding the key stream

e : ¢:uam@ E
¢ Hiew: Entire kmw ANm’ q-"[x thf*pl .

PR48901P: 60 EA 0P PP-60 EA B0 w n
PR489020: 6@ EA 00 BR-21 0B 22 PAP-00 B4 3A DB-41 6D B}\..E\ k’”“’ °‘ft
@A48993@: SE PE @D ?7-27 14 E3 58-12 4C 43 66-2A 78 DD ¥ Uﬂoco-’
@P489@49: OE 63 17 BE-A1 81 B? 24-31 BB C9 19-6F 61 88 R,x?9x23 gg 8+
00489050: 22 42 7D 5C-D9 45 89 93-6B OF iF EC-D5 09 9F g h .[UGz r
PP489060: 9D FF 55 4D-94 A8 95 1A-B6 56 2F D6-EF 98 6A Iu

PP489070: 52 BF D8 21-39 91 A7 B8-CC 13 8B 86-8F F1 3C >y NB, '%
9@48998@: 15 DA DE 3@8-23 E7 BD EE-FD D2 86 CB-65 C2 8E []__ |-au¢E RETAEDT
00489090: 4E C1 96 3E-1D @1 C5 98-E6 CE 37 57-E1 B9 C8 gy JHPé Q"AS
PP48909AB: 5B 6C SF C3-AA AB 76 9B-92 F4 28 35-85 4a 84 &NV*q on
PP4899BA: E4 A4 44 B7-71 D? B3 58-A2 6E C6 48-51 3F 1E 4F>zh0 _'eg
PR4890CA: 11 46 29 7A-62 99 BA CA-32 8@ DB 9E-49 F@ 2D 1'] 1ngg a](
PP4898DA: 54 5D F6 DC-18 D1 @B BA-67 A3 B4 DF-82 ?C E9 =|"| dgiv. da .N“ij
AA4890EA: F? 69 B5 F2-B4 8C CF ED-78 2E 64 83-F5 FB D3 ~1 1=¥X.aa
PP4899FA: AC B3 AF 34-4F FE 73 7B-F8 FC CD 3B-20 AE 3D A¥»401s{°"=; «=%
00489100: EB @8 8D ES-F3 E@ 8A 1C-CO 279 85 5A-AD C4 ES 5=1§<aeL Lyaz.,c_j

00489110@: A5 A6 Bi 38-0C 75 36 2B-B2 33 9C
00489120: 87 E2 10 F9-2C BO A9 7F-68 00 0O N?_E@QE\!\G f;ﬂf

AB489130: 28 40 19 46-1F 4B 10 4E-14 59 88
@lFY}(quHD.!Ob

AB489148: ©B1 62 F9 98-35 A7 28 A6—-25 6F 1C
L - Q. N
b -y52(=2 01-«$ >

AB4891508: 7D 28 48 19-46 1F 4B 18-4E 14 59
AB4891608: 5SE A1 62 F?-AF 2B AE 35-6C 27 Bil
AB489170: 0V A 0B BH-0B B0 B0 AB-B0 0B B0
AB489180: 0O B0 0B BO-0B B B0 BB-60 0B B0
A08489190:
AB4891A0A:

Entire Memory  JFRO —————— - - Fctd 1un$11rloaeﬁ

key
stream

encrypted

URL



Gathering Intelligence

Breaking the encryption

Encryption key in config.txt

LBuild cime: 14:15:23 10.04.2009 GH
;Version: 1.2.4.2

entry " "
shocnet "bhonl®
timer config 60 1
timer logs 1 1
timer stats 20 1

url config "I
url conpil ‘

encryptlonkey

entry "



Gathering Intelligence

Breaking the encryption
RC4 function used by Zeu$S

OaHHEE IOO9 WHMbpOoBaHMA.
RIDOY WmMbpoOBaHMA . B

< 256; §x++)
Key Scheduling

$hash[§x] ord($key[$x % $§$key_length]): Algorithm

$bhox[§x) $x:

for(sy < 0O:; $x < 256; $x++)
{
§v (§y + $box[$x) + S$hash[$x])

§tmp S$bhox[§x):
$box [§x) $box([$v]: Pseudo-random

$bhox[$v) $trp: Generation
) Algorithm

§data length: $x++)

1) % 256;
$box([$z]) % 256;

§trmp $bhox([$z2):
$bhox([§z) S$box[§v]):
Strp:

S$hox[(($bhox[§z])] + S$bhbox[$¥])) % 256)):
chr (ord(f§daca[$x])) * §$k): Byte-wise

XOR




Gathering Intelligence

Breaking the encryption

ZeusS builder - key stream generation

[ a

4 OllyDbg - zsb.exe - [CPU - main thread, module zsb] =13
[_]Fdz: View Debug Plugins Options Window Help

JJJ_LﬂJJ_LLJ_JJJMJ&JJJJJJJJ:iiJ

» |Registers (FPU)

MOV EDA

HOU BVTE PTR DS: (ESI),CL
INC ECX

MOV EDI,EDX

INC ESI

CHP CX,DI

JE SHORT zsb.08419106

MOU EBX,DWORD PTR S5:([EEF+2] Key-scheduling
MOU CL,BYTE PTR DS:[ECK+EEX] Algorithm
MOU DL.BYTE PTR DS:[ESIJ
ADD CL . DL
ADD EYTE PTIRISSICEBP=23.CL K
HOUZX ECX,BYTE PTR SS:(EEP=23
ADD ECX, EAX
HOU BL.BYTE PTR DS:CECK]
i Feegdorandom
HOU BYTE PTR DS:CECK]. DL Generation
MOUZX CX.BYTE PTR_SS: (EEP-13 Algorithm
. WORD PTR SS:(EBP+C]
NZ SHORT zsb. 08419149
HOU BVTE PTR SS:CEBP-11. 0
INC ESI
DEC EDI
Z_SHORT 25b.008419113

Paused




Gathering Intelligence

Breaking the encryption
ZeusS 2.x encryption algorithm

key encrypted
stream table

RC4\ XOR

decrypted table

encrypted config file

URL
enc ted
bk download conﬁg.l‘r"ation
file

RC4 + XOR

decompression

decrypted configuration file



Gathering Intelligence

Breaking the encryption

Finding the key stream

a7B1FFFF CALL @aC1FFSA
FOFP ESI
ADD EBF, 74
LERVE
RETN <
PUSH EST

address of encrypted table

address of key stream

XOR BVTE PTR DS: [EQX] DL

INC EQX

DEC E

JNE SHDRT BaC24E7D

POP ESI

RETN

PUSH EBP

MOY EBP,ESP

SUB ESP,c58

PUSH ESI

MOV ESI,ERX

PUSH EDI
b LEA ERX, DWORD PTR SS:[EBP-6581
BBFFFFFF CALL 9aCz24ESE




Gattering cei e

Breaking the encryption

Finding the key stream

- (01X

%4 decrypted.hin  IFRO --——--—- APARARAA Hleu 7.20 (c)SEN 4
w&EMSI‘YaexnI‘Z O&U&"ﬂl-r (el | pudazPy: ﬁa‘ oV @ T zelfn{ s’ |SE*<AH+ P -%a

uN1Ru|‘—"‘6/f(-A reTIR hlﬁoﬂaH uIl-EBZ*Hu( o "F=9 ptidPeOf [rWRHE < As¥iNU-§
k |Z2uedd2MQimntiton  OoHBK B el ‘1|¢8"P«6|I131U44Wﬁl % 16 nu%"mJP bl

/noA-E]lKOEEmfy& F’u;lrbs=| |=‘-‘>'0q oa1 ol Hﬂﬂz/l'?xu*ﬁ(lZ“ﬁtN+||’19T L LFUQH

ca“ﬂd‘e-*(?{ﬂ.. »_{lex£ fuacts Ay . y

/IN[“n I#fL‘JIJOGY" allof: g %’.f‘ﬁ’t?ﬁ'!“..:" .

&t +'5(91a ’}%5" dllrE-"t’ - g | Lo 17§
U85S /nurcel glwid2982344. hin 1ia460)0 HHRENt |0 o, {4 p. s =431 o7

B S n=thi4 b um-mmm OpPCRA{KKCixB Y in 21 c EEne 42D 6T, i) B 2GR, 986" |u
\IC%(T"eY" H i.u T Yoadaj<-|IVaTeif ¥ s p » d 1 URGGaii|[+oT 0#.1H‘“01019m
%EII‘HP UG FORUS" -k M:43°8.36F+NB; "JOPOBHOF Br\i8+;+BdodE’ kyJdf |'e‘||1"1)11’NZra
URL

7

%



Gathering Intelligence

Breaking the encryption

Cz2 8400
55

SBEC
S81EC
SBB3
56

(]
[
1D
(]
T
m
[ay
=

00 00 FLLAL00.00 ~) 00

6
E3 79690100
84C8
74 58
ES Z28FEFFFF
8085 14FDFF
ES 93516000
8085 RBFDFF

CASSC300
S DS8SSC368
ES_1AFBB06a

ECB20000

Fmdmg the key stream

RETN <

PUSH EBP

MOU EEP, EbP

SUB ESP, 2

MOU Eﬂn.DMORD PTR DS: [EBX]
PUSH ESI

PUSH ED

Moy BVTE PTR S§S: [EBP-51, 4

nin

p—

| -,
 —

TEST EHX, ERX

JE SHORT @8C1FD3S

PUSH DWORD PTR DS:[EBX]
®OR ESI,ESI

CALL ©98C3865A

- |O
Hlew 7.28 (c)>SEN
hbudd /PJ-tC(yT a‘th @9 _eO-m{ s’ |=E SLHi 7 —9a
m ’

[s[a]s]a]s 5[5 1]
Lrrer
GNiRu P 6% f (=af | F*eTn3R huids Ratlifig 1=9
k Z’u(ehJ’Fo |
yaq - waipla-
vi» “e/EfUchiu"dE<ﬂLCE$8
=y ! Tlu
http //192 168 239 131/conf1g.
-O Ui FRENL o 35 .1 4%\ =pDi5 Is+—4>Gi=%||1182{1
Lp—1}|-L—L|L'~v(asg-Ia @ (R 2 <}{(1x[3”%,]n“°1c-|1E»e02D“6T 1@ @ 2SR.A%6"T|u
1ff .70aJé.1< iYaTLlf Yi9ys pr d 1 uX¢G-n"+6FO§0¢.1EF“GlOlRﬁO
~N-kdn:d3ot GéF+NB; ! 6POBT<0F:@T\181;inOQE’nga FEaid12{1t*MZra

- a"\ «

Nnr
1lnH1—.0D

n=URq 4
CTen!!
C/ENIP U5t FORUL
N

key stream

x|




Gathering Intelligence

Breaking the encryption

T us/gate. php
Accept: */
User-Agent: Mozilla
2.0. ~~: .NET CLR 3.
Host: lno 239.131
content- Lcngrh 291
Connection: Keep-Alive
Cache-Control: no-cache

Encrypted HTTP traffic

T HTTP 1 1 ’00 OK
Date. Tue, 06 Sep 2011 08:37:22 GMT

Server: Apache/2.2.17
X-Powered-By: PHP/5.3.5
Content-Length: 64
Keep-Alive: timeout=5,
connection: Keep-Alive
content-Type: text/html
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Gathering Intelligence

ZeuS POST data decryption

Decryption key in ZeuS CP

CP :: Options

Information:
SO
administrator Local path: _feedback

GMT date: 06,09,2011 .
GMT time: 08:38:38 V' irite reports to database.

Statistics: [ write reports to local path.

Summary V' ho-Shit reports (only: CC, Bank, Financial and logins),

05

Botnet: Timeout of online status (minutesl

Bots Encryption key:
Scripts
Reports:
Search in database
Search in files
Jabber notifier




Gathering Intelligence

ZeuS POST data decryption

ing, IOaHHNEe OO WwHMdpOoBaHMA.
Lring, RIOY WHOpOoOBaHMA.H

RC4 I: '$|Zi:it =

key stream
"y extracted from
the binary

Str_splitisc

str split($keystream,l1):

reaml[$z]) + ordi$§




Gathering Intelligence

ZeuS POST data decryption
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What to do with gathered intelligence?

Use to source and monitor ZeuS binaries for
detection, malware development, and solution
creation

Use to source and monitor malicious ZeuS domains
for blocking

Share with law enforcement agencies to help in
investigations, arrests, C&C take-downs, etc.

Use to identify target (financial) firms and country



What makes financial firms attractive targets?

e \Volume of customers
e Online security measures
e Availability of webinject scripts



What makes a country/region an attractive target?

e Internet population

e Online banking population
e \Value of money

e Locality



Geographic Distribution







Is the Philippines safe from ZeuS?

Total Unique Visitors (000)

Country Jan-2010 Jan-2011 % Change
Malaysia 2,360 2,746 16%
Hong Kong 1,304 1,543 18%
Vietham 701 949 35%
Singapore 779 889 14%
Indonesia 435 749 72%
Philippines 377 525 39%

statistics taken from C COmSCO RE.



Is the Philippines safe from ZeuS?

Country 1st Online Banking 2nd Online 3rd Online Banking
Destination Banking Destination
Destination
Malaysia Maybank Group Cimbclicks.com.my Pbebank.com
Hong Kong HSBC Bochk.com Standard Chartered
Vietham Vietcombank.com.vn  Acb.com.vn Dongabank.com.vn
Singapore DBS.com.sg United Overseas Citigroup
Bank Group
Indonesia Bankmandiri.co.id BNI.co.id Citigroup
Philippines Bpiexpressonline.com Citigroup HSBC

statistics taken from

() cOmSCORE




Is the Philippines safe from ZeuS?

TrendLabs encountered at least two ZeuS binaries that
target online banking sites in the Philippines






Prevention is still key

e Keep machines up-to-date by
regularly patching software and
operating systems.

e Do not click on links or open
attachments in email messages,
instant messages, or messages that
arrive via social media.

e Organizations should likewise
cascade pertinent information to
employees to prevent Zeu$S from
penetrating network security.

Format Text

Dear All,

There has been increased concern on news of a massive system
compromise that recently hit the headlines. The attack, which involves
thousands of computers and organizations, was found to be result of work of
a specific ZeuS botnet compromise dubbed as the Kneber botnet. As some
of you know, the ZeuS botnet has been around for years and is best known
for its crimeware tactics. It is primarily designed for data theft or to steal
account information related to online banking transactions.

Everyone is thus advised to exercise caution in opening email messages.
Avoid downloading suspicious attachments and clicking on URLs, especially
those from unknown senders. Since the ZeuS malware perpetrators are
constantly finding new ways to attack users, it would be wise to maintain
safe computing practices. Be wary of phishing pages that purport to be
legitimate websites, as these are primarily designed to fool unwitting users
into handing over their personal information.

The absence of visible infection markers makes it challenging to detect a
ZeuS compromise. As such, should you receive suspicious messages via
email or instant messaging, please report them immediately. Your
cooperation and vigilance would be extremely valuable in ensuring the
continued security of our network.

)
v




What’s next for ZeuS?

Slavik/Monstr halted ZeuS’ development in late 2010.
What now?
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July October January
2010 2011

data taken from Trend Micro Smart Protection Network



What’s next for ZeuS?

e Source code was

: A leaked
N 4 /= e Effect of the leak:
WY Y Improved SpyEye,
| LICAT(Murofet),

RAMNIT, Ice IX Bot,
and a few others







CONCLUSION

Problem

Solution







Thank you.
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Most ZBOT related URL detections came
from the United States (54%)

Detected URL by Country SUNITED STATES
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US clients had the
highest no. of ZBOT file
detections (61%) . " . = UNITED STATES

UNKNOWN
JAPAN

mUNITED KINGDOM

CANADA
AUSTRALIA
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