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A rootkit is

“A set of programs and code that allows a
permanent or consistent, undetectable presence
on a computer” []
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An exponential growth on malware technology throughout the years.
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Rootkits are gaining popularity... 1
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ok | Experts in the security industry have seen
how rootkits rose and continue to advance

GF’ ® in its level of sophistication.
Data from http://www.securelist.com/en/analysis/168740859/
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As rootkits provides the most basic
yet most effective feature a malware

needs...

Stealth

o
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How they avoid detection

- Replacing / Modifying system files
- Modification of internal Windows structures
- Direct Kernel Object Manipulation

- Memory hooking (Shadow Walker)
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Commonly “hooked” system tables

Levels of hiding files on Windows NT

Some Function

ol

FindFirstFile/
FindNextFile

o |

Import table
patching

Function address modification. Function
located in dynamic load library is
accessible by the address in Import
table. So one can intercept its call by
modifying this address.

NtQueryDirectoryFile

Usermode Program T T
interrupt

o |

Function splicing

Modification of the function code to
intercept calls. For example, one can
replace the first bytes by JUMP
command leading to the interceptor
code.

Int 2Eh

(sysenter for XP and later)

GDT

Global Descriptor table

CPU implementation of ring0 and ring3
levels.
Using GDT we can perform operations
with kemel mode privileges (ring 0) from
user-mode (ring 3).

SSDT — System Service Dispatch Table
IDT — Interrupt Descriptor Table
GDT — Global Descriptor Table

\ Interrupt dispatch

|
! L

@

MSRs
Processor Machine State
Registers

MSRs are used fo store handle of
sysenter instruction. Manipulations with
them give a possibility to set a single
hook for all system calls.

IDT

Interrupt Descriptor Table

Table of handlers of all interrupts. For
example, the hook of int 2Eh gives a
possibility to intercept all system calls

KiSystemService
KiFastCallEntry

I ® |

SSDT

5 | System Service Descriptor

SSDT contains the table of pointers for
each system call. So here one has a

NtQueryDirectoryFile

3

®

®

Table possibility to intercept calls,
Modification of the internal system data
DKOM to change the original behavior. For
Direct Kernel Object example, one can change object
Modification callbacks to intercept the creation of file
objects.
KiSwapContext is called every time
when processor switches the thread. For
Hook example, one can find the
KiSwapContext NtQueryDirectoryFile call located in

stack and modify the return address in
stack - thus the call will be intercepted

IRP_MJ_QUERY_INFORMATION

MJ function hook

Q)

At this level we can modify the
information retumed by the file system
driver.

FS filter driver

level: file records
For example, one can cut some files
from the list.

IRP_MJ_READ

MJ function hook

Logic is the same as in the hook
described above but here it uses the
information of different level.

level: raw memory

Disk filter driver

For example, one can parse memory
and hide a file by modifying FS raw
data
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Normal Behaviour

Kernel32.dll

| — | [ SSDT }

User Mode Process CreateFile()
ZwCreateFile

| \\/" Kernel
|
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Compromised

Kernel32.dll

User Mode Process CreateFile()

| | \\/_‘

ZwCreateFile
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TDL 4

“One of the stealthiest rootkit in the wild”

“Uses sophisticated techniques to avoid
detection”

“32bit and 64bit support”
“Owns a very large botnet”

“Continously evolving”
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Evolution of TDL

RC4 encryption no no YES YES
Hooked Functions NtFlushlnstructionCache lofCallDriver AddPrintProcessor | AddPrintProvidor
NtEnumerateKey lofCompleteRequest| AddPrintProvidor | ZwConnectPort
PsLoadedModuleList NtSaveKey
NtQueryValueKey
Encrypted File System no no YES YES
Priveledge Escalation no no no YES
64 bit support no no no YES
Overwriting of MBR no no no YES
Complexity (1-5) 2 2 3 4
Hiding of TDL Registries
Hiding of TDL Files
Hiding TCP ports
® Process injection
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Key Features of TDL4

Bypasses Windows PatchGuard for 64bit mode support
Exploits MS10-092 for privilege escalation

Infects the MBR to ensure survivability upon reboot
Loaded before the operating system can initialize
Hiding the critical files & registry keys it uses

Creates own file system to store roo ™

Injecting malicious code into systen
Disables kernel debugger to avoid |
Uses a watchdog to guard the syste
Able to re-infect if a discrepancy is

GFI
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v dri
MS10-092 rver

Task Scheduler Vulnerability that
could allow for elevation of
privilege

Task Scheduler improperly validates whether
scheduled tasks run within the intended security
context

#
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00000000
00000010:

00000020:

00000030:

00000040: = = . E: MSigbckPg tmp
00000050: sk
00000060: = = = J: MSﬁCbmd dll
00000070: - = = uo
00000080: = = ~ MS7©1d116
00000090: 4
000000A0: = = = H;mgﬁ@ldr32
000000B0: > 6
000000C0: = = = [ US5;@1dr64
000000D0:

00000O0EQ:

000000FO:

00000100:

o : : g 8" - creates a hidden and encrypted(RC4
00000130:=

e : : : algorithm) partition in the last sector of the hard
disk

-Using its own file system, it saves other rootkit
components and the original MBR for later use.

Hex view of the last sector of an

infected hard disk

One One
sector Variable length Not morethan8 Mb (. tor

Disk partitions I!E

®

Growth direction
‘_
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TDL4 components

m br Original MBR of infected system
ldr16 16bit real mode loader code
Idr32 fake kdcom.dll for 32 bit systems
ldr64 fake kdcom.dll for 64 bit systems
drv32 rooftkit driver for 32 bit systems
drv64 rooftkit driver for 64 bit systems
cmd.dll payload for 32 bit processes
cmdo64 .dll payload for 64 bit processes
cfg.ini configuration
bckfg.tmp encrypted list of C&C URLs
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Success

A

Vista/7

Modifies MBR

Displays the little dialog message

® box requesting administrative )
. rights it Systems
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64Dbit, Improved defence?

- Code Integrity Policy prevents unsigned kernel-mode drivers on loading
- Windows PatchGuard protects modification of
- SSDT System Service Dispatch Table
- IDT Interrupt Descriptor Table
- Global Descriptor Table
- Patching codes on kernel

®
/YIS g
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Modifies MBR and write FS
on disk

Success

Infecting 64bit systems
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“The Master Boot Record (MBR) is the first 512 bytes of a data storage
device that contains code for bootstrapping an operating system. It
houses the table of primary partitions using the IBM partition table

heme. It's primary purpose is to load the boot sector and pass control to

0000

O1BE

O1FE

O1FF

®

VIPRE

Hex

Address

Oct

0000

0670

0674

0676

0776

0777

Dec

440
444

446

510

51

it (volume boot record)”

Structure of a master boot record

Description

code area

disk signature (optional)
Usually nulls; 0x0000

Table of primary partitions
(Four 16-byte entries, IBM partition table

scheme)
55h MBR signature;
AAh 0xAA55

MBR, total size: 446 + 64 + 2 =

Size in
bytes

440
(max. 446)

4

64

512
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MBR

Master Boot Record

Loads the VBR

VBR

Volume Boot Record

Loads the Bootmgr

®

VIPRE

BCD option

BcedLibraryBoolean_DisablelntegrityCheck
(0x16000020)

BcdOSLoaderBoolean_WinPEMode
(0x26000022)

disables kernel-mode code integrity
checks

instructs kernel to be loaded in
preinstallation mode, disabling
kernel-mode code integrity checks
as a byproduct

BcedLibraryBoolean_AllowPrereleaseSignatures enables test signing

(0x16000049)

loads }
hal.:

it Kernel Initialization
Calls KdDebuggerilnitialize 1
from kdcom.dll to initialize the
debugging facilities of the system

ROOTC@N
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WINPE mode

Since the value in BCD registry hive
ns replaced WinPE mode is activated.

Code Integrity disabled

Loads LDR16¢
Loads kernel

H ‘
“I\l‘lf‘f\"f\lf\ﬂ

Hook INT13

Waits for kdcom.dll to be loaded, then
replaces the image of it in memory with | Contains ‘ ‘ S M.DLL
LDR32 or LDR64 (platform dependent) . o

T ains a function that | ed by the
em to initialize syste puggers.

Kernel debugger 8

DRV32 or DRV64 (rootkit
component for hooking) will D8
loaded

Continue loading as if nothing
happened
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®

I GMER 1.0.15.15641

Rootkit/Malware I P |

FIESC231 59 Bytes [89, 45, F8, FF, 15, 00,
FSESC26D 11 Bytes [F3, A4, 8B, 4D, F8, 8B
FSESC279 52 Bytes [33,C3, 03, FA, 66, 3B,
[FIESCT1A] \WWINDOWS\system325\KDCOK
[FIESCT24] \WWINDOWShsystem325\KDCOM
[FIESCTCE] \WWINDOWS \system325KDCOK
[FESC7DC] WWINDOWS \systern325KDCOM
[FIESCTAD] \WINDOWS\system325KDCOK
[FIESC7BA] \WINDOWS\system325KDCOM
[FIESCTALC] \WINDOWS\system325KDCOM
[FIESCTD 2] "WINDOWS \system325KDCOK
[FIESCTCE] \WINDOWSA\system325KDCOK
0065006E

0000006C

00500000

00430043

00000073

00560000

0045004D

00750042

00000073

0000006C

00540000

00720075

00BFO0DE2

00680043

TDL4@EMBR code has been found

—
v

Kl [ | i

=10l x|

Value :I [V System

[V Sections

[V IAT/EAT

[v Devices

¥ Modules

[V Processes
IV Threads

¥ Libraries

IV Services

¥ Reaistry

IV Files

Vv 4DS
l_ ‘5 .l‘u]‘s“.' 3H

Scan

e
Copy |

[ o< |

Cancel I

d 9 S @

OLLYDBG Installwatch  prOc3xp.exe Recycle Bin
Pro
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PAYLOAD

TDL — “Trojan Downloader”
- Keyloggers
- Clickers
- Fake AVs
- Adware
Receives commands from botnet C&C and runs them
. Intercepts user searches and spoofs the search result

Creates search requests to popular search engines.

fi\_ fi\_ fi\_

PP P
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Should we be alarmed?

“Stealth is nothing new to the anti-virus industry”

GF!
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Ve

e

WHAT WILL THE
. WARRIOR-GUARDIAN
OF THE FUTURE
LOOK LIKE ¢

.......

VIPRE

There is a war...
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-Signature Based
-Behavioural
-Kernel hooking
-Integrity Checkers
-Diff Based

GFI
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- Rootkit detection and removal is
an integral part of Advanced
Malware Detection

- More and more companies are
opting for this technology

& i

[wmleins
104 [rm o] 11
™
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http://www.gfi.com/
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£ Windows XP Profe | - VMware Work E ) Windows XP Prof | - VMware W

File Edit View VM Team Windows Help File Edit View VM Team Windows Help

Enleae 8GR DE8 & mule @@k CDeag @HE
T vindows 0 poteszons— I TS5 vindows v rrore=-onar— I
-15]x]
I File Edit Search View Analysis Extras Window ? |,ﬁ File Edit Search View Analysis Extras Window ? = ﬁ'l;(]‘
|- | ;j“g 16 - | anst - | hex -H 14 4 b b Sector 03 ofssessm] [ - 6| ,HHg 16 - | anst - | hex -H 14 4 b b Sector G- ofssass7s|

4 HardDisk 1 | M Hard Disk 1 |

Offset{(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Offset (h) 3

00000000 33 CO B8E DO BC 00 7C FBE SO 07 50 1F FC BE 1B 7C D, | UP.P.i%. | [u] 00000000 tor O

00000010 .08 . 00000010 §06 B9 00 D2 FC F3 A4 50 68 1C 06 CB FB 60 B9 47 .'..uoHPh..Eu G

00000020 |38 6E 00 7C 09 75 13 83 C5 10 E2 F4 CD 18 8B F5 8n.|.u.fi.461.¢8 00000020 |01 BD 24 06 D2 4E 00 45 E2 FA 44 85 2E 70 1C B8 .%*.ON.EAUD..p.,

00000030 83 C6 10 49 74 19 38 2C 74 F6 A0 BS 07 B4 07 8B FE.It.8,td p. .¢ 00000030 §26 04 08 68 62 40 OE 83 OC A3 34 81 96 84 FS 12 &..hb@.f.£:.-.8.

00000040 | FO AC 3C 00 74 FC BB 07 00 B4 OE CD 10 EB F2 88 &-<.tils.. .I.88"° 00000040 §10 C7 03 21 01 E1 00 37 26 BF BS C1 37 60 00 A3 .G.!.A.7&ni7 .£

00000050 §4E 10 ES 46 00 73 2A FE 46 10 80 7E 04 OB 74 OB N.&F.s*pF.€~..t. 000000SO §BF 00 33 EZ 88 41 FF D8 ES 06 83 4C FF S8E BO 00 ¢ Sé”kjﬂbé.vai".

00000060 |80 7E 04 OC 74 OS5 A0 B6 07 75 D2 80 46 02 06 83 €~..t. q.ul€F..f 00000060 §7D A8 04 E2 C1 4A 40 CF 49 A1 53 0z BO OC AB B7 } ﬁJ@fIiS.°.«-

00000070 |46 08 06 83 S6 DA OO ES 21 00 73 05 A0 B6 07 EB F..fV..é!'.s. 9.8 00000070 §C2 EA OO OO OO 0O 03 1B OC 74 04 04 D8 60 B3 20 B3

00000080 §BC 81 3E FE 7D 55 AA 74 OB 80 7E 10 00 74 C8 AD ‘(.>b)U‘t.€~..t}:: 00000080 J0z OE C7 81 4F 80 3E 18 FO 08 51 02 CC FF Bl 52 ..C.0€>.8.Q.I¥tR

000000S0 §B7 07 EB A9 8B FC 1E 57 8B FS CE BF 05 00 8A 56 - .€@c1.W¢ 5E¢'..§V 00000090 §10 66 C7 81 8F 80 33 FF 6C 98 04 99 F1 60 04 20 .f£fC..€3¥1".™h".

00000D0AD §0OO B4 08 CD 13 72 23 84 C1 24 3F 98 84 DE 8A FC i.rgsis2-SpSu 00000040 §CC 40 33 44 CO C7 40 99 07 1E 40 02 00 4B 12 FA i@SJJL(;@”.. K.

000000BO |43 F7 E3 8B D1 86 D6 Bl 06 D2 EE 42 F7 E2 39 56 & Hit 6. OiB- 49V 000000BO §ES 08 45 85 2E 70 6E 4C 75 04 02 AF 8F 80 89 03 é. .pnLu.. .€%.

000000CO JOA 77 23 72 05 39 46 08 73 1C B8 01 02 BB 00 7C .wHr.9F.s.,..».| 000000CO 62 FF 98 F6 11 F9 93 1C FD C3 BA 3E 51 F8 93 1C by"6.u".yie>Qe™.

000000D0 | 8B 4E 02 8B 56 00 CD 13 73 51 4F 74 4E 32 E4 8 <N.cV.I.sQotNzas 000000DO §04 04 00 32 31 7C 54 B6 E4 07 44 EB 4E 70 44 36 ...21|T9&.DENpD6

000000ED | S6 00 CD 13 EB E4 84 56 00 60 BB AL S5 B4 41 CD .i.e L »rucal 000000ED |E4 07 23 BF D9 57 20 44 AD 88 6B BF 78 57 EE 22 &.#cUW m-"kexwir

00000OFO |13 72 36 81 FB 55 AL 75 30 F6 C1 01 74 2B 61 60 .r6.aU*uldi.t+a’ 00000OFO |3C 72 04 22 C3 37 40 FAL 45 08 5D 00 40 FO BS 78 <r."A7@uE.].B&px

00000100 § 64 00 64 00 FF 76 OAL FF 76 08 64 00 68 00 7C 64 j.j.¥v.¥v.j.h.|] 00000100 JE4 08 87 AD CO 37 40 C4 FF FE E1 42 F1 27 38 00 &.%-A7Q4ybdch's.

00000110 fO1 64 10 B4 42 8B F4 CD 13 61 61 73 OE 4F 74 0B .j. BcGi.aas.ot. 00000110 §91 89 E3 A2 BS5 27 38 22 1B 72 83 22 F5 27 38 00 ‘%&cp'8".rf"s's.

00000120 32 E4 84 56 00 CD 13 EB D6 61 F9 C3 49 6E 76 61 2asV.I.&0aulilInva 00000120 |D3 30 F6 62 F9 A8 6C C9 OE 30 06 91 49 57 D6 85 O06bu 1E.0. IWO.

00000130 §6C 69 64 20 70 61 72 74 69 74 69 6F 6E 20 74 61 lid partition ta 00000130 |87 66 98 30 1D F3 FF 06 7C A2 04 DO 88 47 63 99 +£"0.46¥.|¢.D"Gh™

00000140 § 62 6C 65 00 45 72 72 6F 72 20 6C 6F 61 64 69 6E bhle.Error loadin 00000140 |FF OE 44 02 CC 38 FO 62 10 00 F5 79 31 DC DD 40 ¥.J.I8&h..&y10¥e

00000150 § 67 20 6F 70 65 72 61 74 69 6E 67 20 73 79 73 74 g operating syst 00000150 00 BE 54 02 7E 64 49 BB OB C9 34 83 20 EC 1C 1B .XT.~jI».E:f i..

00000160 § 65 6D 00 4D 69 73 73 69 6E 67 20 6F 70 65 72 61 em.Missing opera 00000160 §20 29 F4 40 F9 98 4F 2D EA EA E1 1B 8C 27 89 D8 JOBU"O-EEA.EB' %0

00000170 §74 69 6E 67 20 73 79 73 74 65 6D 00 00 00 00 00 ting System..... 00000170 §00 69 6E 67 20 73 79 73 74 65 6D 00 00 00 00 00 .ing sSystem.....

00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00000180 00 00 00 OO0 OO OO OO OO OO0 OO0 OO0 00 00 00 00 00 .....eennnnnnnns

00000150 00 00 00O OO OO OO OO OO OO OO OO OO OO OO 00 00 00000190 00 00 OO OO OO OO OO OO OO OO OO0 00 00 00 00 00 .

00000140 00 00 00 00 00 OO0 OO OO OO OO OO OO OO0 00 00 00 00000140 00 00 00 OO0 OO OO OO OO0 OO0 OO0 00 00 00 00 00 00 . ﬂ
Offset: 0 [ [ |Readonly [overwrite Offset: 0 [ [ [Readonly Overwrite

/start| | S instaltwatch Pro 2.5¢ - [... |15 kxD W% 2E | @ start] | 2L mstalwatch pro2sc- .. | [0 rwD [ 2@ susem
The installed version of VMware Tools is not up to date. Log in to the guest operating system and The installed version of VMware Tools is not up to date. Log in to the guest operating system and S

dlick Update Tools. [ Update Tools ] [Remlnd Me Later] Nevel dick Update Tools. [ Update Tools J [Remlnd Me LaterJ [Never Remind Me}
To direct input to this VM, move the mouse pointer inside or press Ctrl+G. [ 7[;]7‘ To direct input to this VM, click inside or press Ctrl+G. &

®
Clean
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7C

7C
a6
02

06

01

06

08

70

08
40

A3

MBR_start: ; CODE XREF:
xor ax, ax
mov S5, ax
nov sp, 7C66h
mov es, ax
mov ds, ax
mov si, 7C86h
mov di, 666h
mov cx, 2086h
cld
rep moush
push ax
push 61Ch
retf
sti
pusha

; CODE XREF:

byte ptr [bp+8], cl
bp

decrypt_routine

5eg000:0071]J

crypted body

SeEn00:0028] j

sp ;5 <
[bp+706h], dx

al, oB8h ; '-'
26h

al, 8

4062h

cs
word ptr [sil. OFFA3h

crypted body

®

Infected MBR disassembly

2
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Seqoo0: 0o2A
seqB800: 662E
seqB00:00633
seg000:00836
seqB800:060639
seqB800:0663C
seqB00: 663E
seg000: 6041
seq000: 0047
seq000: 00649
seqB00:06064C
seg000:0064C
seq800:06064C
seqB00:664C
seq000: 604F
seg000:0052
seg000: 00856
seqB00:0665A
seq000: 0858
seqB080: 065D
seg000:0085D
seqB800:665D
seq000:60660
seqB00:0063
seg000:00867
seqB00:06069
seqB00:0666C
seqB00: 666E
seg000:0070
seq000:00671

L sea000- 0076

loc_A4C:

loc_5D:

ds:/B2h, dl
word ptr ds:413h
ax, ds:413h

ax, 6

ds:674h, ax

ah, 48h ; "H’
si, 8C5h

word ptr ds:8C5h
13h

cx, 6
FindLdr16
eax, [si+14h]

word ptr ds:674h

5 Save drive 1ndex
, 18h ; reserve 16Kkb

fix jump address to t
Extended Read Drive a

1Eh ; size of buffer

XREF: seqB00:0047Tr
N ecryptBuf+42 v

; CODE XREF: seg000:006E]j

call ReadAndDecryptBuf

mov si, 8E%h

mnov cX, ds:8ESh

rep moushb

mov ax, ds:8E7h

test ax, ax

jnz short loc_5D

popa

jmp far ptr loc_8 ; jump to 1ldr16 entry poin

e buffer with 1ldr16

meters

t

After decryption and loading
LDR16

ROOTC@IN
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Sequug- gu3F

seqB00: 003F HookedInt13h: ; DATA XREF: sqMo60:0023To
seq0008:003F 9C

seqB00:0040 80 FC 02 ah, 2 Read Sectors @rom Drive
seq000:06043 74 6B j short ifRead ; save functiorfinumber

seg000:06045 80 FC 42 ah, 42h ; "B’ Extended ReadlSectors From Drive
seqBo0:0048 74 06 short ifRead ; save functiorfinumber

seg000:004A 9D
seg000:004B
seq000: 0648 jmpOrigi3h: ; DATA XREF: sqM000:0016Tu
seg000:004B ; .

seq000:064B EA 00 60 66 60 j far ptr loc_8 j ginal int 13h
seg000:06058 H
seqgB00:00850
seg000:0058 1fRead:

CODE XREF: segB00:08043Tj

5eg000:0050 ; seq000:0048Tj
seg000:6050 2E 88 26 E3 63 nov cs:3E3h, ah ; save function number
seg0e0:06855 2E A2 E1 63 mov ¢s:3E1h, al ; Save number of sectors to read
seg0008:0059 2E 66 C7 066 DD 83 00 60 66 00 mov dword ptr cs:3DDh, O

seg0B80:0863 2E 66 C7 66 D9 63 08 60 060 060 mou dword ptr c¢s:3D%, @

seqB00:0086D 2E 89 OE D9 63 nov cs:3D%h, cx ; save track and sector
seg0008:6072 2E 88 36 DB 63 nov cs:3DBh, dh ; save head

seg0B80:0877 2E 66 FF OE D9 03 dec duword ptr cs:3D%h

seq0008:007D 9D popf

seg0B80:0687E 9C pushf

seq0008:007F 2E FF 1E 4C 60 call dword ptr cs:jmpOrig13h+1 ; jmp to th
seg0B80:00884 BOF 82 FC o1 jb locret_284

seq000:0088 1E push ds

seg000:0089 06 push es

seqgBo0:0088A 60 pusha

seq000:008B 9C pushf

seg0e0:0688C 2E AB E3 63 mov al, cs:3E3h

segB800:0090 3C 42 cmp al, 42h ; "B’

seg0e80:0892 75 1E jnz short notExtendedRead

® INT13 hooked

VIPRE ROOTC@IN
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5eq000: 621D CmpAndPatchBCD: ; CODE XREF: seg00:00C5Tj
seq000:621D *_cenff8-A6DGT]

5eq000:621D OF B6 OE E1 63 novzx

5eq000:06222 C1 E1 67 shl

5eq000: 6225

5eq000: 6225 loc_225: ; CODE XREF: seq008:827E|j
seq000:0225 26 66 81 3F 31 36 30 30 cmp ptr es:[bx], '0861" ; compare with BcdLibraryBoolean_EmsEnabled
seq000:022D 75 1C jnz loc_24B ; finds hive's “1f"

seq000:022F 26 66 81 7F 84 30 30 32 30 cmp ptr es:[bx+4], '0200'

5eq000:06238 75 11 jnz loc_24B ; finds hive's "1f"

seq000:023A 26 66 C7 67 32 36 30 30 nov ptr es:[bx], '0862" ; patch to BcdOSLoaderBoolean_WinPEHode
5eq000:0242 26 66 C7 47 04 30 30 32 32 nov ptr es:[bx+4], '2200°

5eq000: 6248

5eq000: 6248 loc_24B: ; CODE XREF: seg00:022D1j

5eq000: 6248 ; seqo00: 02381

5eq000:0248 26 66 81 3F 6C 66 61 00 cmp : 1666Ch _: finds hive's “1f"
5eq000:0253 75 14 jnz sho 20 =

5eq000:0255 26 66 81 7F 08 31 36 30 30 cmp duord ptr es:[bx+8], '0061"

seq000:0625E 75 69 jnz short loc_269 ; search for /MININT

5eq000:0260 26 66 C7 47 08 32 36 30 30 nov dword ptr es:[bx+8], '0062' ; patch key crc

5eq000: 06269

5eq000:0269 loc_269: ; CODE XREF: seq000:02531j

5eq000: 06269 ; 5eq000:025ETj

seq000:0269 26 66 81 3F 2F 4D 49 4E cmp dword ptr es:[bx], 'NIN/' ; search for /MININT
5eq000:06271 75 68 jnz short loc_27B

5eq000:0273 26 66 C7 07 49 4E 2F 4D nov dword ptr es:[bx], 'M/NI' ; patch it

5eq000: 06278

seq000:0627B loc_27B: ; CODE XREF: seg00@:0271Tj
5eq000:027B 83 C3 04 add bx, 4

5eq000:027E E2 AS loop loc_225 ; compare with BcdLibraryBoolean_Eng

”

BCD modification
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