
  

Android Reversing



  

Who?
● Jonez



  

What is Android?



  

 



  



  



  

Background
● Rapid growth of Android enabled phones
● Lots of 3rd party App Markets
● Rise of Trojanized Apps



  

Limitation of Presentation
● No hardware
● No phone rooting
● Not for improving your android app search 

ranking



  

Software Application 
Reversing

.APK

.DEX

.smali

.jar



  

Basic Tools

SDK

dex2jar

http://code.google.com/p/dex2jar/


  

Basic Tools



  

Basic Tools



  

Android Reversing
● Blackbox testing
● Whitebox testing



  

Blackbox
● Emulator
● Ddms
● logcat



  

Droidbox
● Installation and setup

● http://code.google.com/p/droidbox/
● Start emulator

● emulator -avd <AVD name> -system 
systemAlpha.img -ramdisk ramdisk.img 
-kernel zImage

http://code.google.com/p/droidbox/


  



  



  



  

Whitebox
● Static
● Dynamic



  

APK package



  



  



  

AndroidManifest.xml
● Activities
● Services
● Receiver
● Permissions
● Intents



  



  



  

classes.dex
● File format

➢ http://netmite.com/android/mydroid/dalvik/docs/dex-format.html

http://netmite.com/android/mydroid/dalvik/docs/dex-format.html


  

Disassemble
● Dex2jar + jd-gui combo

● http://code.google.com/p/dex2jar
● http://java.decompiler.free.fr/?q=jdgui

● Apktool
● http://code.google.com/p/apktool

● IDA Pro 
● Advanced version 6.1 and above

http://code.google.com/p/dex2jar
http://java.decompiler.free.fr/?q=jdgui
http://code.google.com/p/apktool


  

Dex2jar + jd-gui combo

  :~$./dex2jar.sh classes.dex 

  c:\>dex2jar.bat classes.dex

               → classes.dex.dex2jar.jar 



  

Dex2jar + jd-gui combo

Wait, requested access to the video library.



  



  

● Send SMS to this number: 3353
● Text message: 798657  



  

apktool

:~$ apktool d [OPTS] <apk file>



  



  



  

Landroid/widget/TextView;->setText(Ljava/lang/CharSequence;)V

Class Object/Type (L) : android.widget.TextView
: java.lang.CharSequence

Method : setText()

void android.widget.TextView.setText(java.lang.CharSequence)

Return type (V) : void



  

Type descriptors

*http://netmite.com/android/mydroid/dalvik/docs/dex­format.html



  

Dalvik byte codes

*http://www.netmite.com/android/mydroid/dalvik/docs/dalvik­bytecode.html



  

references
● Android 

● http://developer.android.com/
● Dalvik docs

● http://www.netmite.com/android/mydroid/dalvik/docs/

http://developer.android.com/
http://www.netmite.com/android/mydroid/dalvik/docs/


  

End



  

Backup Slides



  

Android Internals



  

Smali Debugging
● Tools

● Apktool
● Netbeans IDE 6.8

– 6.9 does not permit breakpoint in commented codes
● http://code.google.com/p/android-apktool/wiki/SmaliDebugging

http://code.google.com/p/android-apktool/wiki/SmaliDebugging
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