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WHOAMI

- Jay Turla

* Principal Security Researcher
at VicOne

« Car Hacking Village Philippines
(village chief)
> https://www.facebook.com/chvdotph

« ROOTCON Goon (organizer)
« SpiritCyber-24 Finalists

 Hack-A-Sat 2020 Finalists



https://www.facebook.com/chvdotph

INTRODUCTION

EV CHARGERS?




WHAT STATE ARE WE?

if there is a State, there must be
domination of one class by another and, as
a result, slavery; the State without slavery is \
unthinkable - and this is why we are the -
enemies of the State.

~ Author: Mikhail Bakunin
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EV CHARGING STATIONS IN PH

EV charging We see them in We see some Some are not in
stations are the malls... distributors have Google maps
starting to rise... (free) pay to charge yet...




Known Exploits from Pwn20wn
Automotive 2024

Published Incident Impact level ©) Attack vector

(Pwn20wn) Computest Sector 7 Exploited
2024-08-08 ChargePoint Home Flex EV Charger at Pwn20wn No impact Charging Station
Tokyo 2024

[Zero-Day] (Pwn20wn) fuzzware.io jailbreak the
2024-01-25 EMPORIA EV Charger Level 2 Charging No impact Charging Station
Station

[Zero-Day] (Pwn20wn) Connor Ford of Nettitude
2024-01-25 successfully attacked the JuiceBox 40 Smart EV No impact Charging Station
Charging Station

[Zero-Day] (Pwn20wn) RET2 Systems compromised
2024-01-24 the JuiceBox 40 Smart EV Charging Station No impact Charging Station

[Zero-Day] (Pwn20wn) Midnight Blue / PHP
2024-01-24 Hooligans compromised the Autel MaxiCharger AC No impact Charging Station
Wallbox Commercial



What to gain from exploiting it?

- Botnet system
- Free chareging by bypassing the API payment gateway
- (C2server?




Quick Testing Methodology

- Check for IP addresses and scan -
for open ports

Check for debug ports.
- Test mobile interfacing apps.

- Check for firmware upload /
signature verification.

- Sniff firmware upgrades.

- Check for buffer overflows on its
services.




EV Charger Teardown of Emporia
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ESP32 Microcontroller with TI MSP 430 F6736A for sensors and
exposed serial interfaces metrology



EV Charger Teardown of Emporia

Input and Output Power Replacement of 3-pronged
connectors cables



Powering it up
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Teardown preview
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Emporia EV Charger Pwn20wn
Survery 2024 (Easy to spot)

- Buffer overflow on WiFi

- Required handling on all WiFi channels
- Can extract firmware via esptool

- Lack of bounds checks on data

- Firmware updates are signed & verified, but in
plaintext
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DEMNO

16



THANKYOU

Jay Turla
Principal Security Researcher

VicOne

17



	Slide 1: Teardown of an EV Charger for Security Research
	Slide 2: Agenda
	Slide 3: whoami
	Slide 4: Introduction
	Slide 5: What state are we?
	Slide 6: EV Charging stations in Luzon and Cebu
	Slide 7: EV Charging stations in PH
	Slide 8: Known Exploits from Pwn2Own Automotive 2024
	Slide 9: What to gain from exploiting it?
	Slide 10: Quick Testing Methodology
	Slide 11: EV Charger Teardown of Emporia
	Slide 12: EV Charger Teardown of Emporia
	Slide 13: Powering it up
	Slide 14: Teardown preview
	Slide 15: Emporia EV Charger Pwn2Own Survery 2024 (Easy to spot)
	Slide 16: DEMO
	Slide 17: THANK YOU

