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The information presented in this session is for educational purposes only. The 
techniques, tools, and methodologies discussed are intended to help improve 
cybersecurity awareness and defenses. Unauthorized hacking, accessing, or 
exploiting systems without explicit permission is illegal and unethical. Neither 
the presenter nor the hosting organization endorses or encourages any illegal 
activities. Always ensure you have the appropriate permissions before 
attempting any cybersecurity tests or activities.



TA577

Things you should know:
- Threat actor 

- Qakbot and Pikabot 

- Started around mid-2020 (pandemic) 

- Involvement in the Sodinokibi ransomware in 2021
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ATTACK TIMELINE
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TECHNIQUES



Email Thread Hijacking
Malicious actors make deceptive emails that 
appear as replies to previous legitimate 
conversations, a technique that takes 
advantage of how people think enabling them 
to trust such messages
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NTLM Hash theft through SMB

Attackers can extract NTLM challenge-
response hashes from legitimate SMB 
sessions, enabling them to impersonate 
authenticated users and gain unauthorized 
access. To do so, the client and server go 
through several steps:
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File attachment

Despite its harmless appearance, this redirection hides a malicious intent, allowing threat actors to gain 
unauthorized access to sensitive data within the victim’s system such as username, IP address, computer name 
and domain name. The attackers aimed to capture NTLMv2 challenge/response pairs from the SMB server in 
order to steal NTLM hashes. This exploitation enables unauthorized access to sensitive information or 
potentially compromises entire systems.

16



File attachment

Despite its harmless appearance, this redirection hides a malicious intent, allowing threat actors to gain 
unauthorized access to sensitive data within the victim’s system such as username, IP address, computer name 
and domain name. The attackers aimed to capture NTLMv2 challenge/response pairs from the SMB server in 
order to steal NTLM hashes. This exploitation enables unauthorized access to sensitive information or 
potentially compromises entire systems.

17



18

ATTACK FLOW



Demo
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Moving on...
Microsoft announced that the NTLM authentication 
protocol will be killed off in Windows 11 in the future 

Kerberos, better than ever 
- strict time requirements 
- symmetric and asymmetric cryptography support 
- centralized key distribution center (KDC) 
- etc. 

Developers says otherwise... 

Plenty of legacy applications do not support Kerberos 
at all 

Lets hope for the best and prepare your popcorn 🍿
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Google Reference: 
"VIPRE TA577" 
or 
"VIPRE Email Threat Landscape"

Thank you

LET’S GET SOCIAL!
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