
Dissecting a Ransomware Operation
From Propagation to Extortion

Minh Long



Whoami

Minh Long

Cyber Threat Analyst 
Viettel Cyber Security
https://viettelcybersecurity.com/

Perform malware analysis, APT tracking and incident response at 
Viettel Threat Intelligence. Interested in Malware, Windows and 
Embedded hardware 

https://viettelcybersecurity.com/


Agenda

• Introduction
• Ransomware at a glance, operation model
• Attacking methods
• Extortion tactics
• Takeaway



Introduction



Evolution of malware

• Mostly self-replicated software try to infect 

as many machine it can

• A way to show off the hackers’ skill, 

capability

• Data, credential theft

• Malware were made for espionage operation 

(APT1)

• Advanced malware is used to destroy or 

hinder enemy.



AIDS ransomware
• World’s first ransomware, since 1989
• Spread through floppy disk
• Using symmetric algorithm to encrypt victim data
• Complicate extortion method



Ransomware become trend

• Cryptocurrency allows fast, obscure transactions
• Internet make everything connect 
• The use of public key Public-key cryptography makes 

it near impossible to recover the data





Ransomware-as-a-Service



Interaction between Operator and Affiliate

Transaction Building 
ransomware

Attack 
organization

Negotiate with 
the victim

After the 
Negotiation



Transaction

Pay monthly 
(subscription)
According to the 
source from IBM and 
zvelo, affiliate can 
subscribe monthly 
with the price ranging 
from $40

Pay according to 
each extortion
Typically the affiliate 
and operator share the 
profit 80-20

One-time 
payment
The affiliate and 
operator share the 
profit 80-20



Transaction

80/20 profit sharing with payments made to your crypto address! No scam! Automatically post data to onion blog via 
Stealbit



The builder
The output of the builder contain 2 
main file:
• Encryptor: Drop to victim 

infrastructure and encrypt victim 
data.

• Decrypt: Use to decrypt the data 
encrypted by Encryptor.

In addition to the builder, operator 
provide a chat portal to negotiate with 
the victim.



Attack vector



Initial access: Phishing



Case example 



Initial access: Exploit critical vulnerabilities
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Initial access: Insider threat



Propagation



The goal

• Try to get infected as many 
machine as possible

• Server with sensitive databases
• Remote tools are friends: SMB, 

SSH, RDP,….
• High value target: Active 

Directory, ESXI server,….



Encryption process

Generate random symmetric encryption 
key

Encrypt victim data using symmetric 
encryption algorithms

Encrypt the symmetric encryption key with hard-
coded public key 

Store the encrypted key in the encrypted files 



Encryption process

Generate random symmetric encryption 
key

Encrypt victim data using symmetric 
encryption algorithms

Encrypt the symmetric encryption key with hard-
coded public key 

Store the encrypted key in the encrypted files 





Extortion



Double-extortion



Timing
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Takeaway



3-2-1 Backup Rule

Create al least three 
copies of your data 

3 2

Store the copies on 
two different storage 

media

1

Store one copy on an 
offsite storage



Thank you
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