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> Attacking from On-Prem to Azure




What is Entra ID?

> Entra ID, formerly known as Azure AD, is Azure's resource for
providing IAM.

G PowerPoint

¥ PowerPoint

No account? Create one!
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Hybrid Identity

Azure VM

On-prem (AD)

Azure k8s

Azure 0
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Azure DB 0365
Azure DevOps
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Hybrid Identity

Azure VM On-pl‘em (AD)

Azure k8s

Azure /l\.

Azure DB 0365
Intune  Azure DevOps

Defender
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SSO login to cloud resources

After logging on to

the local computer @ rowerpoint

iamTest01 o

SSO to Cloud 4

Resources 0

H fth £ FHE& >

Personal

testuser01@jmima.onmicrosoft.com

Z AZ!: jmima.onmicrosoft.com

HR M eI S AR @ 50?

fugt

(B4
—

iamTest01

testUser01@jmlma.onmicros...
BRIEF

Office EHEEA
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Proportion of Hybrid ldentity

30%
0.7% Others (Mostly AD FS)
AWS AD Connector

69.3%

Entra ID Connect
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ref.: https://www.thestack.technology/how-russia-hacked-microsoft-ms-graph/

MANCYCANFT

9 CyCraft Proprietary and Confidential Information


https://www.thestack.technology/how-russia-hacked-microsoft-ms-graph/

Token replay attacks

Still relatively rare
« Less than 3% of all identity compromises
« 11 detections per 100k active users (0.01%)

But growing...

« ~75k token replay attacks in June 23
« 100% increase YoY

Original Breach Exfiltrate session Attacker access

*Compromised device artifact(s) *Replay session artifact to

*Network breach «Tokens impersonate user

*Adversary-in-the-middle «Auth Cookies 90,000

proxy
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Detected token replay attacks
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Source : Microsoft Digital Defense Report 2023 (MDDR) | Microsoft Security Insider

Entra ID Protection data
ref.:https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023



https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023
https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023

Token Replay Attack

2. Replay AT

Windows Attacker

E 1. Steal
Entra ID

Machlne
2. Replay PRT
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Token Replay Attack — Steal

Windows Attacker
1. Steal

Machine
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Token Replay Attack — Steal

: \Nﬂh
User Device J ]ﬁu‘hRequ est <> . ATM
=z - ~  PRT Entra ID > Extract tokens from
_ App Reque . breached server logs

1 === Stw'thlll

U Y

App
o ﬂ =
0=

. ref: https://www.youtube.com/watch?v=eETgkfSqglsY
gophish . . —
MACYCANFT
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https://www.youtube.com/watch?v=eETgkfSgIsY

—

[ C:\Windows\System32\cmd.e = Sign in to your account X +

= = ©& @& login.yourfakedomain.com/common/oauth2/v2.0/auth

_______ ¥ Settings - Privacy a...

[e8:01:u8] [ ] : https://academy.breakdev.org/evilginx-mastery (learn how to create

phishlets) [ ] .

: lures create microsoft365 [ ] MICI‘OSOﬁ
[8:29:29] [inf] created lure with

: lures

Signin
phishlet hostname path redirector ua_filter redirect_url

/NAHITUHN Email, phone, or Skype

: lures get-url @ No account? Create one!

Can't access your account?
[e8:33:27]1 [EEE]]
[e8:33:27]1 [ELE]]
[e8:33:27] [ELF]]
[08:33:27] [war]
65]

[e8:33:27]1 [amp] [e] [ ] new visitor has arrived: Mozilla/5.8 (Windows NT 10.0; Wineu; x6u) Apple

WebHit/537.36 (HHTML, like Gecko) Chrome/114.8.8.8 Safari/537.36 (127.8.8.1)

[e8:33:27] [ 1 [e]l ] landing URL: https://login.yourfakedomain.com/NAHJTuHN

[e8:33:27]1 [ELE]]

[e8:33:27]1 [l

: 2023/86/12 88:33:27 [883] WARN: Cannot write TLS response chunked trailer from mitm'd client: write tecp 12

7.6.0.1:4U43->127.6.68.1:51578: wsasend: An established connection was aborted by the software in your host ma . . .
chine. Q Sign-in options
[e8:33:27]

[88:33:27]

[e8:33:27]

[08:33:27]

[08:33:27]

session cookie not found: https://login.yourfikedomain.com/NAHITuHN (127.0.0.1) [microsoft3 Back Next

[68:33:27]
[88:33:27]

© 7oF

Mostly sunny

Terms of use  Privacy & cookies ...

8:36 AM
6/12/2023

~ & [J @

Q Search O ™ m -
ref: CYCANFT



https://janbakker.tech/running-evilginx-3-0-on-windows/

Token Replay Attack — Steal

S‘ \N\“\
User Device u\h Requ <>
£z - Entra |ID > Extract tokens from
_ App Re breached server logs

T~ questwthlll

b HPS >
AT .|."

g‘%’

ref: https://www.youtube.com/watch?v=eETgkfSglsY
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https://www.youtube.com/watch?v=eETgkfSgIsY

Extract tokens from breached server logs

> Threats that have been patched

> az cli. Az PowerShell

> LeakyCLI (CVE-2023-36052)

> Easily misconfigured

> Hardcore token in pipeline

> CI/CD Server log

MANCYCANFT



Token Replay Attack — Steal

: ith
User Device Au’thRequ st\m 4>

z- :{ EntralD ~°
- APPRe

- ques
- = - t W th Ll . . .
AT ] N II‘ > Software inside device

.I.'

ref: https://www.youtube.com/watch?v=eETgkfSglsY
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https://www.youtube.com/watch?v=eETgkfSgIsY

Software inside device —

>Unlogged out of Azure Management Tools
>az cli

> Az PowerShell

> ...

>attacker could directly steal the user's Access Token.

MANCYCANFT



PS /Users/g
{
""accessTo
ImtpZCI6Ik
m51dC8iLCJp
1aWFOIjoxNz
UFBQVFgaW1K
6MDBQWLROM
GRiLTQ2MWET]
pbW15IiwiZ3
HIi0iIOMi43
zOWQzIiwic
WtQYXdmajJ
2dzR2bFF1lek
SI6ImFkbW1
OSm5WODE2W ]
WUXMCIsImI3
1eG1zX2Zpb
JE20DMANjE
ngTgoOaqP2k
AZOPT2iLr472
zynSGt5ake3
"expiresQ
"expires
""subscrip

S2ZLRk
zovlL21
kKLTQ5N
ywiYWN
aRDZJU
CJtZmE
fomFtZ
)DM4ZS ]
xNjAtM
zItZGt
6IkRGW
SO5YjE
hLm9ub
ZKOLTY
fY2F1I
)SIsInh
UfIuWp
oHLK7B
F_aPgm

CYCANF T



Software inside device

>Access Token (AT) 7
> Unlogged out of Azure >Primary Refresh Token (PRT)
Management Tools > LSASS (mimikatz)
> azcli > BrowserCore.exe (ROADToken)
> Azure PowerShell Module
> Office 365
> Outlook

> PowerPoint

MANCYCANFT



0365 Application

> The Office 365 application memory on your computer

stores plaintext Access token

E¥ Windows PowerShell - m] X
PS C:\Users\testUser@l\Downloads\SysinternalsSuite> .\stringséu.exe C:\Users\testUser01l\Desktop\WINWORD_5528.dmp | Select-String

"eyJ0eXAi0iJKV1QiLCIhbGci0iJSUzIINiIsImtpZCI6ImEXYmthYTZxczh3c1lRuQndpalU5ZT2hIYm5BdyJ9.eyJhdWQi0iJKkMzUSMGVKNi®@1MmIZLTQxMDItYWVmZil

hYWQyMjkyYWIwMWMiLCJIpc3MiOiJodHRwczovL2xvZ
2lulmlpY3JIvc29mdGOubGluzZS5jb20vYWQzMzU3YmMtYmUyZCOOOTc2LTK2NWEtOWIXNmMNIiZmRKNWNIL3YyLjAiLCIpYXQi0OjE3MDY20DY5SMDgsIm5iZiI6MTcwNjYUN]

wOCwiZXhwIjoxNzA2NjkwODA4LCILbWFpbCI6INRL
3RVc2VyMDFAamlsbWEub25taWNyb3NvZnQuY29tIiwibmFtZSI6ImlhbVRLc3QwMSISsIm9pZCI6I jNmMzMwY2YULTgyNWItNGI2MyO4O0GIyLTLhMmEIMTALYJEGOSISI

NByZWZ1lcnJ1lZF91c2VybmFtZSI6InR1lc3RVc2VyMDF

MANCYCANFT
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Azure

Windows

Machine
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>Microsoft patched the PRT memory location and changed
the algorithm in an update, and since then mimikatz can no
longer retrieve PRT in an environment with TPM.

W YUEPHM] yUTVabmlDc §IrbzVBOGVEQK 15 ZVRPOF pHYWWE aWamOvhSdmikSzhnQUE iLCALaMNF cHIpbWF yeSI6InRydWUi LCAL aWFe
ref: ..-.’-_;:'_"-'_'l S bl .:,; i, kRS W B ait ol s 1T P a -
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https://cloud.hacktricks.xyz/pentesting-cloud/azure-security/az-lateral-movement-cloud-on-prem/pass-the-prt

Azure

BrowserCore.exe

Windows

Machine

6
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BrowserCore.exe

>Simulate how BrowserCore.exe communicates with Azure
to get PRT through ROADToken.

PS C:\Users\yubi\Desktop> .\ROADToken.exe AQABAAAAAABZ/UyzwtQEKR/-rwbgdcBZIZ2ISVvwAlvcRItlge/9PvA/sEpm_OrPkvztsBzCkIvODCHWF
AUtTVYI9GBekAzXWsQkwDL gSGWhLB6-U-BSDOSNGSAA
Using nonce AQABAAAAAABZUyzwtQEKR/-rwWwbgdcBZIZ2ISVwAlvcRItlge/9PVA/sEpm_0OrPkvztsBzCkIvODCHWFAUtTVY9GBekAzXWsQkwDLgSGWhLBG-
U-BSDOSNGSAA SuppWied on command 1ine

{ "response": [{ "name": "x-ms-RefreshTokenCredential”, "data": "eylhbGciOiJIUzIINiIsSICIjdHgi071IKMIZUWINCTjhIV

Dd5\kl1WnQDWkR4TJYWquM\er\251FQ ey1yzwzythoth”a2xu1301MCSBQHFBa1qLaFWquB1a0qkTWFochzzh2h2aWMJCWpodthzEWZbW\2T1dtu
JUdDBBSDguQWdBQkFBQUFBQUIYVX16d3RRRULSNy1yV2InZGNCWk 1BUURZX3dIQT1Q0TVhRUdARa3IhSV1ZKS1dOSE9RbmIBOEdZ2eVNEMIVCROULtYmSwWN2wzRX
InYktHbwWI1T3VvQTjNDRVB3Y0JUaXBBZmdwbGlnMUkIMkRUVEQ2UOMOYWlge jRLTmtuY1NamMuJIyUmF tNHhZ2X00Q0amNEY1RBWTVSWUFiN3haQyllaHk4y2 TMvX
NFSzZEOTmxEcmppdwWpkQVFKLTNZSm12dnlqdTveQ0djOoX1sZDI16bWYzMGEXNHVKYnh1QjhjNW5sbFFSRVB jZHARMFY 2 2dWSnE SVHYwanZnZnRGbFhBX0k xYX

ref: https://dirkjanm.io/abusing-azure-ad-sso-with-the-primary-refresh-token/

MANCYCANFT
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https://dirkjanm.io/abusing-azure-ad-sso-with-the-primary-refresh-token/

BrowserCore.exe — Detection

>BrowserCore.exe is usually executed by Chrome

Abnormal

MANCYCANFT



Token Replay Attack — Replay

2. Replay AT

Attacker

Entra ID

&

2. Replay PRT

MANCYCANFT



Token Replay Attack — Replay

>Access Token (AT) >Primary Refresh Token (PRT)
> AADInternals > Azure Portal
> ROADToo0Is > AADInternals
> Graph Runner > ROADTools
> TokenTactics v2 > Graph Runner

> TokenTactics v2

MANCYCANFT


https://attack.mitre.org/software/S0677/
https://attack.mitre.org/software/S0684/
https://github.com/dafthack/GraphRunner
https://github.com/f-bader/TokenTacticsV2
https://attack.mitre.org/software/S0677/
https://attack.mitre.org/software/S0684/
https://github.com/dafthack/GraphRunner
https://github.com/f-bader/TokenTacticsV2

Vo -
Beau Bullock
o Al

Email Viewer (Current User)

From: Dr. Eldon Tyrell in Teams (noreply@email.teams.microsoft.com)

* Send custom API requests
* Enumerate users/groups
Read/search/send email E::??,:;.’ 32””53.;”":6 .
’ Read Shared emall From: Dr. Eldon Tyrell (tyrell@tyrellcorporation.io)
Read/send Teams msgs A e

Preview: I'm not asking. You have no choice. Stop right where you are. You know the score pal. If
you're not cop, you're little people. -Dr. Tyrell CEO & Founder

® AcceSS SharePC)ln‘t and From: Rick Deckard Sent: Sunday
OneDrive files

From: Dr. Eldon Tyrell (tyrell@tyrellcorporation.io)

Subject: New Assignment

Date: 9/3/2023, 10:24:10 AM

Preview: I need you to find the replicants that caused a mutiny. They are here on Earth. Start with
Roy Batty. His Employee ID is: N6MAA10816 -Dr. Tyrell CEO & Founder

From: Microsoft Invitations on behalf of Default Directory (invites@microsoft.com)

Subject: Default Directory invited you to access applications within their organization

Date: 8/25/2023, 1:02:22 PM

Preview: Please only act on this email if you trust the organization represented below. In rare
cases, individuals may receive fraudulent invitations from bad actors posing as legitimate companies.
If you were not expecting this invitation, proceed with caution.

&M

formation Secunity

© Black Hills Information Security

Y @BHInfoSecurity
And to be able to just take that access token and throw Powgred by Zoom



https://attack.mitre.org/software/S0677/
https://attack.mitre.org/software/S0684/
https://github.com/dafthack/GraphRunner
https://github.com/f-bader/TokenTacticsV2
https://www.youtube.com/watch?v=o29jzC3deS0
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Secure synchronization settings

MNCYCRNFT



Microsoft Intune =

Microsoft Intune +

>Endpoint Management Solution
> Windows, macOS, Android, iOS ...
>Simplify app management
>app management
> Automates policy deployment
> Device configuration ,
> Compliance e .
> Conditional access | | i

MNCYCRNFT
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Execute Scripts on Endpoint Device

Prerequisites
"Windows 10/11 devices or macOS 12.0 or later
Entra ID-joined or Hybrid-joined
Microsoft Intune Plan

Home > Windows | Scripts and remediations

Edit PowerShell script -

o Script settings

oLl B,

%
Sa
=
X

CYCRNFT
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https://posts.specterops.io/death-from-above-lateral-movement-from-azure-to-on-prem-ad-d18cb3959d4d

Required roles or permission

>Entra ID Role Action

> microsoft.intune/allEntities/allTasks
(Could Not be assigned to the Custom roles)

>Entra ID Built-in Roles
> Global Administrator
> Intune Service Administrator

>Microsoft Graph permission
> DeviceManagementConfiguration.ReadWrite.All

MNCYCRNFT
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Detection

Intune admin center
Script Evidence

Audit logs

Host Forensics
Logfile
Script Content
Reqistry

Execute Result

CyCraft Proprietary and Confidential Information

Home » Tenant admin

@ Tenant admin | Audit logs

= Columns ~

Initiated by (act...  Appli
lumian@myste.. Micrc
lumian@myste.. Micrc

Micrc

Micrc

Activity details: Audit log

et S
|"'|.Lt| WVl Ly

Type: ItPro
Upn: lumi
Applic
Applicationl
Scope Tag(s)

Tag(s):

Target(s)

CYCRNFT


https://posts.specterops.io/death-from-above-lateral-movement-from-azure-to-on-prem-ad-d18cb3959d4d

Hybrid Connection

E'E App Service On Premises

ot " Azure Relay

©
&

CYCRNFT
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https://whiteknightlabs.com/2024/02/21/pivoting-from-microsoft-cloud-to-on-premise-machines/
https://learn.microsoft.com/en-us/azure/azure-relay/relay-hybrid-connections-protocol
https://whiteknightlabs.com/2024/02/21/pivoting-from-microsoft-cloud-to-on-premise-machines/

Cloud penetration Situation

PS C:\> Get-AzResource

Attacker

CyCraft Proprietary and Confidential Information

Kudu Service

Connection

Name

ResourceGroupName :
: Microsoft.Keyvault/vaults
. eastus

: /subscriptions/bfc8dc69-69ff-444b-93

ResourceType
Location
ResourceId
Tags

Name

I onpremsecretstore

LAB

ault/vaults/onpremsecretstore

: onpremlab

ResourceGroupName :

ResourceType
Location
ResourceId
Tags

Name

ResourceGroupName :
: Microsoft.Storage/storageAccounts
. eastus

: /subscriptions/bfc8dc69-69ff-444b-93

ResourceType
Location
ResourceId
Tags

Name

ResourceGroupName :
: Microsoft.web/serverFarms
: eastus

: /subscriptions/bfc8dc69-69ff-444b-93

ResourceType
Location
ResourceId

Tags
Name
ResourceType

Location
ResourceId

:] Microsoft.Relay/namespaces
. easuus
: /subscriptions/bfc8dc69-69ff-444b-93

y/namespaces/onpremlab

: laba47a

LAB

age/storageAccounts/laba47a

: ASP-LAB-blc3

LAB

serverFarms/ASP-LAB-blc3

: hybrid-func
ResourceGroupName :p==AS
;] Microsoft.web/sites
. edsaasS

: /subscriptions/bfc8dc69-69ff-444b-93

L AD

sites/hybrid-func

CYCRNFT


https://whiteknightlabs.com/2024/02/21/pivoting-from-microsoft-cloud-to-on-premise-machines/

Azure Resource

Function Apps (Lambda in AWS) are
serverless computing services provided by Azure Cloud.

Computing Services.

Kudu gives you information about your App Service app, such as:
Environment variables & Run commands in the Kudu console
Need to be Owner or Contributor to access

{ Kudu is the engine behind some features of some
da

MNCYCRNFT
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View Source Code &
Environment variable

-

Attacker Service
Principal

CyCraft Proprietary and Confidential Information

Contributor Privileges

on-premises AD domain

a
Kudu
Service
Management
console

A 4

Execute Command

(SCM Portal)

Server

a

lateral
movement
(local admin)

R )

»

&>

Function
App

,,
gk

attached Vl—l

Hybrid
connection

WinRM P |
Win11
(Running Hybrid connection
NERET[]9

MNCYCRNFT



Manage local admin group on
Entra joined devices

During the device registration

as these

|dentities are added to the

local admin group by default:
- Global Administrator

Local administrator settings

' The user performing the
Microsoft Entra join

fé Azure ADecho (5-1-12-1-1220561827-1152364951-812742808-23...
1_3 5-1-12-1-1538070671-1204565407-1060713401-131476319
¥5)5-1-12-1-3696767996-1195710297-1713466787-2336 743624

CYCRNFT
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Manage Additional local administrators
on all Microsoft Entra joined devices

>How it Works:

> Assign User Microsoft Entra
Joined Device Local
Administrator Role

> Should this be free?

>The Microsoft Document
Is out of date

41  CyCraft Proprietary and Confidential Information

Manage the Microsoft Entra Joined Device
Local Administrator role

You can manage the Microsoft Entra Joined Device Local Administrator role from Device settings.

1. Sign in to the Microsoft Entra admin center Z' as at least a Privileged Role Administrator.

2. Browse to Identity > Devices > All devices > Device settings.

3. Select Manage Additional local administrators on all Microsoft Entra joined devices.
4. Select Add assignments then choose the other administrators you want to add and select Add.

To modify the Microsoft Entra Joined Device Local Administrator role, configure Additional local

administrators on all Microsoft Entra joined devices.

(@ Note

This option requires Microsoft Entra ID P1 or P2 licenses.

MNCYCRNFT



A

Attack Scenario

[

Hybrid
>Prerequisites connection

> Attacker Get Access to an l
endpoint Server
Windows Endpoint

> Most Entra joined Devices
are in the same intranet
> Attacker Required roles: (Hybrid connection manager) |steral movement
Global Admini . with local admin Account
> Globa ministrator

> Microsoft Entra Joined
Device Local Administrator
o — @ —
Windows Windows
Server Server

MNCYCRNFT
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Local Administrator Password Solution

>Legacy Microsoft LAPS

> solution to manage the local Administrator account passwords on
domain-joined computers

> Back up local administrator account passwords to Windows AD
> Mitigate any lateral traversal attacks

>Windows LAPS vs. legacy Microsoft LAPS

> Back up local administrator account passwords to Entra ID for
Entra-joined & Hybrid-joined devices

MNCYCRNFT
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Obtain Password from Entra ID

Prerequisites Local administrator password

Windows 10/11 devices
Account name
Entra joined / Hybrid-joined e

Security ID

The preferred deployment 5-1-5-21-2272802705-1335247512-2601058736-1002
policy is to use Intune with the Local administrator password
WindOWS LAPS CSP. > 10Uxgs Lﬂ;l administrator password

Last password rotation

8/8/2024, 1:23:32 AM
Next password rotation
8/2372024, 1:23:32 AM

A\ This password expires in less than 24 hours.

CYCRNFT
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https://www.recastsoftware.com/resources/how-to-enable-windows-laps-in-entra-id/

Required roles or permission

>Entra ID Role Action

> microsoft.directory/devicelLocalCredentials/password/read
(Could be assigned to the Custom roles)

>Entra ID Built-in Roles
> Global Administrator
> Intune Service Administrator
> Cloud Device Administrator

>Microsoft Graph permission
> DevicelocalCredential.Read.All

MNCYCRNFT
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Detection

| Devices > Dev Audit Log Details
-] Devices | Audit logs

- Microsoft Entra ID

Activity Target(s) Meodified Properties

+ Download 'f_) Refresh Columns bj Got feedback?
Activity
6 This view will soon be replaced with a view that includes custom security attribute logs, infinite scrolling, and column reordering. Try out our new audits preview. =
Date /22/2024, 10:31 AM
Date : Last 1 month Show dates as : Local Service : All Category : All Activity : All +v Add filters ) o
Activity Type Recover device local administrator password
Date L Service Category L Activity Status

Correlation ID 2f309bfe-606a-457a-bafh-2f25f44aa5e1
I Recover device local administrator password Success

/22/2024, 10:31:42 AM  Device Registration Servi Device

8/16/2024, 11:38:42 PM  Core Directory Device Update device Success Category Device

8/15/2024, 4:11:38 PM Device Registration Servi Device Recover device local administrator password Success Status success
8/15/2024, 1 Core Directory Device Update device Success

Status reason
8/15/2024, AM Core Directory Device Update device Success

User Agent Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.36

8/14/2024, 10:31:00 PM  Device Registration Servi vice Recover device local administrator password Success i
(KHTML, like Gecko) Chrome/12

8/14/2024, 9:28:05 PM Device Registration Servi vice Recover device local administrator password Success

Initiated by (actor)
8/14/2024, 5:33:17 PM Core Directory Update device Success

8/14/2024, 4:36:56 PNy Core Directory Add registered owner to device Success Type
8/14/2024, 4:26:56 PNy Core Directory Update device Success

Display Name
8/14/2024, 4:13:24 PM Core Directory Remove registered owner from device Success

i . . Object ID 9106e5b3-1818-41b9-a6ba-aece23fd14ca
8/14/2024, 4:13:24 PM Core Directory Update device Success

8/14/2024, 4:00:04 PM Device Registration Service Recover device local administrator password Success IP address 20.190.144.170

8/14/2024, 3:37:26 PM Core Directory Update device Success .
User Principal Name

8/14/2024, 11:51:23 AM  Core Directory Update device Success

. ) ) ) Additional Details
8/14/2024, 6:01:24 AM Core Directory Update device Failure

8/13/2024, 5:01:21 AM  Core Directory Update device Failure Additionalinfo Successfully recovered local credential by device id

8/12/2024, 19 PM Device Registration Servi Recover device local administrator password Success
Device Id 3d292df9-00f3-41b4-2201-2bedeT10192f

8/12/2024, 16 PM Device Registration Servi Recover device local administrator password Success

CYCRNFT
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https://4sysops.com/archives/enable-windows-laps-with-azure-ad/

What's the difference

47  CyCraft Proprietary and Confidential Information

Password

PIN

| forgot my PIN

MNCYCRNFT



Cloud Kerberos Trust

>|n Hybrid-joined using Windows Hello (for Business)
> Cloud Kerberos Trust is setup by default

>on-premises / Cloud SSO for Passwordless authentication
without PKI

MNCYCRNFT
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Passwordless Authentication

&

EntralD

»
»

Kerberos

Workstation

MNCYCANET
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Passwordless Authentication 7=
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—

‘ Verify user info

Entra ID
(Kerberos Server) Entra ID User Info

Cloud
® @ PRT + Partial TGT

‘ Microsoft Entra On-prem
Partial TGT )
Sign-in to Device '

Cloud Sync
with FIDo Key () @ ® 71Gs-REQ| Partial TGT )
Client ﬁ\

: E ~
® Tos-REQ|FUIl TGT )
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Sign-in to Device
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Syncing between On-Prem / Cloud

W g Global Admin
Him  Hl Hybrid Identity Admin
|
|

» . .
V' .

Obtain Partial TGT
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Violate Cloud Kerberos Trust

Trust Zone
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Entra ID Kerberos Server
Password Replication Policy

> Allow: >What’s missing?
> Domain User >The AAD connect service
>Deny: (125%) account (MSOL_XXXXXX)
>Domain Admins with DCSYNC privileges
> Schema Admins (always there)

> Enterprise Admins
> Account Operators

MNCYCRNFT
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Abuse of Cloud Kerberos Trust

>Prerequisites >Target
>Windows Hello For Business >0On-Prem Account that is in the
> Hybrid-joined Allow List, but not in the
Deny List.
>0On-prem

> Hybrid (Sync) accounts could be
the targets

> onPremisesSID, onPremisesSAM
>Entra ID Roles cannot be the same, so attackers
, need to change them first
> Global Admin

> Hybrid Identity Admin

> Hybrid (Sync) account which we
can modify & authenticate

MNCYCRNFT

55 CyCraft Proprietary and Confidential Information



Notes

>To allow local services that do not support Kerberos to use
FIDO2, support a field with long-term secrets (NTLM) in the
Kerberos Extended Protocol. Attackers can extract NTLM
from Full-TGT after acquiring it, which can be used to
increase the durability of the attack.

>Reference:

> The Kerberos Key List Attack: The return of the Read Only Domain
Controllers

MNCYCRNFT
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https://www.secureauth.com/blog/the-kerberos-key-list-attack-the-return-of-the-read-only-domain-controllers/
https://www.secureauth.com/blog/the-kerberos-key-list-attack-the-return-of-the-read-only-domain-controllers/

Detection

>Bad News Audit Log Details
>You won't see Actviy  Targetty  Modified Properties
onPremisesSID,onPremises
SAM changed, you'll only ™" roperyflame Sk
See th e a b n O rm a I hybrid@h... LastDirSyncTime [72023-06-13T10:27:5427]
synchronization time. WERAER- - incdedpdat
hybrid@h... Action Client N...
> G O O d N e W S hybrid@h... Targetid.UserTy...

> Synchronization is not
normally performed by
normal users, but by a
dedicated synchronization
account, Sync_XXXXX.

New Value

["2023-06-13T10:31:20Z"]

"LastDirSyncTime"

"DirectorySync”

"Member”

Obtaining Domain Admin from Azure AD by abusing Cloud Kerberos TrustA\C‘/Cﬂ/\FT
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https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/

Prevention

>It's not enough to put
MSOL_XXXX into the DENY LIST.

>Based on our experience the
number of unintended
administrators is 5.8 times the
number of administrators,
unless these accounts are put
on the DENY LIST or the control
relationship is eliminated, this
attack can be eliminated!

CyCraft Proprietary and Confidential Information

AzureADKerberos Properties ?

LAPS Location Managed By  Object Security Diakin Attribute Editor
General Operating System Member Of Delegation  Password Replication Policy

This is a Read-only Domain Controller (RODC). An RODC stores users and
computers passwords according to the policy below. Only passwords for
accounts that are in the Allow groups and not in the Deny groups can be
replicated to the RODC.

Groups, users and computers:

MName Active Directory Doma... Setting

Account Operators hybnd.iminyour.cloud/...  Deny
Administrators hybrd.iminyour.cloud/...  Deny
Backup Operators hybrid.iminyour.cloud/...  Deny
Cert Publishers hybrid.iminyour.cloud/...  Deny
Domain Admins hybnd.iminyour.cloud/...  Deny
Domain Controllers hybrd.iminyour.cloud/...  Deny
Domain Users hybrid.iminyour.cloud!...

Enterprise Admins hybnd.iminyour.cloud!/. ..

_ hybnd.iminyour.cloud!...
Schema Admins hybrid.iminyour.cloud!/...
Server Operators hybrid.iminyour.cloud!/...

Advanced...

CYCRNFT


https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/

Prerequisites Must been Entra ID Azure Obtain

in intranet Role Role Content
Windows Entra-joined Global Admin 5 local system
LAPS Hybrid-joined administrator
password
Microsoft % x Global Admin % Execute scripts
Intune with system
privileges
Cloud Hybrid-joined Global Admin x User Plain text
Kerberos Trust WHFB Password
Hybrid x x Global Admin Cloud to Intranet
Connection Direct
Connection
Manage local Entra-joined Global Admin x local system
admin group administrator
password
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Action
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Thanks!

N\

EVERYTHING
STARTS
FROM
SECURITY

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\



	Jimmy
	投影片 1: Demystifying the Arcane of Lateral Movement between Azure & On-Prem AD
	投影片 2: Echo Lee
	投影片 3: Attacking from On-Prem to Azure
	投影片 4: What is Entra ID?
	投影片 5
	投影片 6
	投影片 7
	投影片 8
	投影片 9
	投影片 10
	投影片 11
	投影片 12
	投影片 13: Token Replay Attack – Steal
	投影片 14
	投影片 15: Token Replay Attack – Steal
	投影片 16: Extract tokens from breached server logs
	投影片 17: Token Replay Attack – Steal
	投影片 18: Software inside device – 
	投影片 19
	投影片 20: Software inside device
	投影片 21: O365 Application
	投影片 22: LSASS
	投影片 23: LSASS
	投影片 24: BrowserCore.exe
	投影片 25: BrowserCore.exe
	投影片 26: BrowserCore.exe – Detection
	投影片 27
	投影片 28: Token Replay Attack – Replay
	投影片 29: Token Replay Attack – Replay AT

	intro
	投影片 30: Azure to On-Prem
	投影片 31: Secure synchronization settings

	Intune
	投影片 32: Microsoft Intune
	投影片 33: Execute Scripts on Endpoint Device
	投影片 34: Required roles or permission
	投影片 35: Detection

	Hybrid Connection
	投影片 36: Hybrid Connection
	投影片 37: Cloud penetration Situation 
	投影片 38: Azure Resource
	投影片 39

	manage local administrators group on Entra joined devices
	投影片 40: Manage local admin group on  Entra joined devices
	投影片 41: Manage Additional local administrators on all Microsoft Entra joined devices
	投影片 42: Attack Scenario

	LAPS
	投影片 43: Local Administrator Password Solution
	投影片 44: Obtain Password from Entra ID 
	投影片 45: Required roles or permission
	投影片 46: Detection

	Cloud Kerberos Trust
	投影片 47: What’s the difference
	投影片 48: Cloud Kerberos Trust 
	投影片 49: Passwordless Authentication 
	投影片 50: Passwordless Authentication 流程
	投影片 51: 攻擊者視角
	投影片 52: Syncing between On-Prem / Cloud
	投影片 53: Violate Cloud Kerberos Trust
	投影片 54: Entra ID Kerberos Server Password Replication Policy
	投影片 55: Abuse of Cloud Kerberos Trust
	投影片 56: Notes
	投影片 57: Detection
	投影片 58: Prevention

	Ending
	投影片 59
	投影片 60
	投影片 61
	投影片 62: Action
	投影片 63: Thanks!


