Dissecting a Ransomware Operation
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Fvolution of malware

Mostly self-replicated software try to infect
as many machine it can

A way to show off the hackers’ skill,
capability

Data, credential theft

Malware were made for espionage operation
(APT1)

Advanced malware is used to destroy or

hinder enemy.
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AlIDS ransomware

 World’s first ransomware, since 1989
* Spread through floppy disk

* Using symmetric algorithm to encrypt victim data
e Complicate extortion method

Dear Customer:

[t is time to pay for your software lease from PC Cyborg Corporation.
Complete the TNUOICE and attach payment for the lease option of your choice.
[f you don’t use the printed INVDICE, then be sure to refer to the important
reference numbers below in all correspondence. In return you will receive:

— a renewal software package with easy-to-follow, complete instructions:
— an automatic, self-installing diskette that anyone can apply in minutes.

Important reference numbers: AS599796-2695577-

The price of 365 user applications is US§189. The price of a lease for the
lifetime of your hard disk is US$378. You must enclose a bankers draft,
cashier’s check or international money order payable to PC CYBORG CORPORATION
for the full amount of $189 or $378 with your order. Include your name,
company, address, city, state, country, zip or postal code. Mail your order
to PC Cyborg Corporation, P.0. Box 87-17-44, Panama 7, Panama.

Press ENTER to continue




security

Ransomware become trenad

* Cryptocurrency allows fast, obscure transactions

* |nternet make everything connect

* The use of public key Public-key cryptography makes
it near impossible to recover the data
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Republic of the Philippines

< PHILIPPINE NEWS AGENCY

HOME NATIONAL PROVINCIAL OPINION BUSINESS FEATURES HEAILTH FOREIGN SPORTS TRAVEL ENVIRONMENT SCITECH

Ransomware attacks in PH double in 2023
By Kris Crismundo Share m X @

5] January 16, 2024, 6:55 pm

MANILA — A commissioned survey by a cybersecurity firm has found that ransomware incidents in the

Philippines became more rampant and aggressive in 2023.

Fortinet Marketing and Communications for Asia and Australia and New Zealand vice president Rashish Pandey
said in a media briefing in Makati City Tuesday that 56 percent of the surveyed organizations in the Philippines
reported that ransomware attacks surged by at least two times in 2023 compared to 2022.

The International Data Corporation’s Survey cited that phishing and ransomware were among the most

common cyber threats in the country last year.

A phishing attack deceives an individual to reveal personal and sensitive information, while ransomware blocks

(File phota) victim to have access to one’s personal data unless a ransom is paid.

"In the past, it used to be "Alright, | have locked your system.” The bad actors will come and say "You pay me

money... and | will give you access back to the data.” Now, it has advanced even more. What we are seeing now is even if you pay the money, they will not give you the data back

or just delete it,” Padney said.




Ransomware-as-a-service

Provide

Service Affiliate

Operator
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Interaction between Operator and Affiliate

. Building Attack Negotiate with After the
>Transacu°n>> ransomware >> organization >> the victim >> Negotiation

>
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Transaction

security

Pay monthly
(subscription)

According to the
source from IBM and
zvelo, affiliate can
subscribe monthly
with the price ranging
from $40

Pay according to
each extortion

Typically the affiliate
and operator share the
profit 80-20

One-time
payment
The affiliate and

operator share the
profit 80-20
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Transaction

[Ransomware] LockBit 2.0 - kpuntonokep, napTHEpCKas nporpamMmma.

80/20, Bbikyn cpa3y Ha Bal kowenek - ckam UCKNKOYEH, aBTOCB B .onion baior yepes StealBit

(U AktueHocTs: sellers100 8 26 Asrycra 2021 8 23:43 PoiHOK — [NapTHEpPKK

|3  LockBit 19 Asrycra 2021 8 18:34
LOCKBIT TNpopaaseu

80/20 profit sharing with payments made to your crypto address! No scam! Automatically post data to onion blog via
Stealbit



The builder

The output of the builder contain 2

main file:

* Encryptor: Drop to victim
infrastructure and encrypt victim
data.

* Decrypt: Use to decrypt the data
encrypted by Encryptor.

In addition to the builder, operator
provide a chat portal to negotiate with
the victim.

LockBit BLACK

LockBit BLACK

BUILD DATE
%1 03.03.24

COMMENT
COMPANY WEBSITE

REVENUE

WHITE FOLDERS

$recycle.bin;config.msi;$windows.bt;$windows.“ws;windows;appdata;application
data;boot;google;mozilla;program files;program files (x86);programdata;system volume information;tor

4

WHITE FILES
autorun.inf;boot.ini;bootfont.bin;bootsect.bak;desktop.ini;iconcache.db;ntldr;ntuser.dat;ntuser.dat.log;ntus
er.ini;thumbs.db

Y

WHITE EXTENSIONS

386;adv;ani;bat;bin;cab;cmd;com;cpl;cur;deskthemepack;diagcab;diagcfg;diagpkg;dll;drv;exe;hip;ickicns;i
co;ics:idx;ldf;lnk;mod;mpa;msc;msp;msstyles;msu;nls;nomedia:ocx;prf;ps1;rom;rtp;scr:shs;spl;sys;theme;the/
. s = o 77

WHITE HOSTS

PROCESSES TOKILL

sql;oracle;ocssd;dbsnmp;synctime;agntsvc;isqlplussvc;xfssvccon;mydesktopservice;ocautoupds;encsvc;fi

refox;tbirdconfig;mydesktopqos;ocomm;dbeng50;sqbcoreservice;excel;infopath;msaccess;mspub;onenot/,,
. v x z ,’/A
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Attack vector




Initial access: Phishing

A WARNING!

THIS TYPE OF FiLE CAN HARM YOUR COMPUTER!
ARE YOU SURE YOU WANT TO DOWNLOAD:

HTTP://65.222.202.53/~TILDE/PUB/CIA-BIN/ETC/INIT.DLL?FILE = — _ AUTDEXEC

BAT.MY %20 05X %2@DOCUMENTS — INSTALL.EXE.RAR. INITAR . DOCX. PHPHPHP.

DOEX
XHTMLTMLXTL.TXT. @DAY. HACK .ERS _(1995)_ BLURAY_ CAM - XVID.EXE.TAR.[5CR].
LISP. MSI, LNK.ZDA.GNN.WRBT. 0BJ: 0.H.SWF. DPKG. APP. ZIP.TAR..TAR.CO.GZ.A.OUT.EXE
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Case example

Collaboration request: Black Myth: Wukong (Yéu cau hop tac: Huyén thoai den: Ngé Khong)

pr.s...@game-science.online

5 nghi danh cho ban véi tu

p t&i clia minh.

& gigi Huyé

Stefa Lay
Bai ly quang céo
Khoa hoc tré choi

Trung Quéc,

Tinh Quang Bdng
Quang Chau

Vigt T4 Quan 21
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Initial access: Exploit critical vulnerabilities

Numbers of exploit by product

Windows

Exchange Server

Win32k

Multiple Products

Photo Station

Network Attached Storage (NAS)

FTA




INnitial access: Insider threat

xss FEED MEMBERS ~ FAQ ADS MANAGER ~ ESCROW ~ DEPOSIT HUNTING S... Q, SEARCH

AVATAR
Good day to all forum participants!

We buy all your corporate access (citrix, cisco, RDP Corp, in the form of bots, etc, etc) in the network, we will pay above the market price! If you have your own large botnet,
there will be individual conditions for you

| am interested in a h revenue from 20kk$. Countries: USA, CA, AU, EU (not ail countries), non-locked. Not interested in: hospitals, schools, universities, police sta
orphanages and other st stitutions

We work wding to the following scheme: you transter access, we check everything and pay you. We don't pay anything in advance, For your peace of mind, a deposit of
$10000 is made on a nearby

Follow the links/cont n the PM. Please write in advance that you have the price list you are intere
Y y

sted in. Messages like: “Look what you have, you'll give you money™ - wil
be ignored

Formulate the request clearly and clearly: what kind of grid, what rights, what budget you are interestad in. Again, we pay above market prices.

Please do not write me encrypted messages, | do not save the keys

Stop feeding you! Operate through a FU I iarantor. Refusal of the guarantor = ban. The top

of \1J;|;'-("V




Propagation
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The goal

Try to get infected as many
machine as possible

Server with sensitive databases
Remote tools are friends: SMB,
SSH, RDP.....

High value target: Active
Directory, ESXI server,....




ENcryption process

|
T

|
e ey

|
| Sty eneopadis




ENcryption process




// Generate AES key and IV

for (int 1 = 0; 1 < 16; i++) {
aes_key[1] = srand(time(NULL));
aes_1iv[1l] = srand(time(NULL));

}




Extortion




Whatever who you are and what your title is if you'"re reading this it means the internal infrastructure of your company is fully or partially dead,
all your backups - wirtual, physical - everything that we managed to reach — are completely removed. Moreowver, we have taken & great amount of your
corporate dete prior to encryption.

Well, for now let's keep all the tears and resentment to curselves and try to build a constructive dialogue. We're fully aware of what damage we
caused by locking your internal sources. At the moment, you have to know:

. Dealing with us you will save A LOT due to we are not interested in ruining your financially. We will study in depth your finance, bank & income
statements, your savings, investments etc. and present our reasonable demand to you. If you have an active cyber insurance, let us know and we will
guide you how to properly use it. Also, dragging out the negotiation process will lead to failing of a deal.

2. Paying us you save your TIME, MCONEY, EFFORTS and be back on track within 24 hours approximately. Our decryptor works properly on any files or
systems, S0 you wWwill be able to check it by requesting a test decryption service from the beginning of our conwversation. If you decide to recover on
your own, keep in mind that you can permanently lose access to some files or accidently corrupt them - in this case we won't be able to help.

3. The security report or the exclusiwve first-hand information that you will receive upon reaching an agreement is of a great walue, since NO full
audit of your network will show you the vulnerabilities that we've managed to detect and used in order to get into, identify backup solutions and
upload your deta.

4. As for your data, if we fail to agree, we will try to sell personal informetion/trade secrets/databases/source codes — generally speaking,
everything that has a value on the darkmarket — to multiple threat actors at ones. Then all of this will be published in our blog —

https://akiral2izéaTggd3ayp3leyubTxx2uep76idk3uzkollpjSz3z636bad.onion.

5. We're more than negotiable and will definitely find the way to settle this guickly and reach an agreement which will satisfy both of us.

you're indeed interested in our assistance and the services we provide you can reach out to us following simple instructions:

Install TOR Browser to get access to our chat room — https://www.torproject.org/download/ .

Paste this link - https://akiralkzxzgldsrzsrvbrZzgbbuZwgsmxryd4csgfameg52n7efvr2id.conion.

Use this code - =~ . 9%  ©o log into our chat.

Keep in mind that the faster you will get in touch, the less damage we cause.




Timing
Wannacry

S | T W T F S

1 2 3 4 5 6
7 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27

28 29 30 31

12 May 2017

Colonial Pipeline

9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30 31

7 May 2021
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Boeing Incident

8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 31

28 Oct 2023



IELGEWEN,
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3-2-1 Backup Rule

Create al least three Store the copies on Store one copy on an
copies of your data two different storage offsite storage
media




Thank you



	Slide 1: Dissecting a Ransomware Operation
	Slide 2: Whoami
	Slide 3: Agenda
	Slide 4: Introduction
	Slide 5: Evolution of malware
	Slide 6: AIDS ransomware
	Slide 7: Ransomware become trend
	Slide 8
	Slide 9: Ransomware-as-a-Service
	Slide 10: Interaction between Operator and Affiliate 
	Slide 11: Transaction
	Slide 12: Transaction
	Slide 13: The builder
	Slide 14: Attack vector 
	Slide 15: Initial access: Phishing
	Slide 16: Case example 
	Slide 17: Initial access: Exploit critical vulnerabilities
	Slide 18: Initial access: Insider threat
	Slide 19: Propagation
	Slide 20: The goal
	Slide 21: Encryption process
	Slide 22: Encryption process
	Slide 23
	Slide 24: Extortion
	Slide 25: Double-extortion
	Slide 26: Timing
	Slide 27: Takeaway
	Slide 28: 3-2-1 Backup Rule
	Slide 29: Thank you

