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▪ Certificates: OSCP, OSEP by Offensive Security

▪ Speaker: PHDays, HITB

▪ Main activity: participate in complex Red Team operations

▪ Specialize: verify financial business risks, social engineering, initial 
access, lateral movement, obtain maximum privileges, evade SOC 
team



Red Team SE group

GOALS:

> Research of Anti-APT mail solutions

> Reproduce of 1days

> Research of 0days

> Advanced Red Team TTP



Agenda

Smuggling Zoo
▪ HTML Smuggling
▪ SVG Smuggling
▪ PDF Smuggling and PDF Polyglot

>

>

>

>

>

>

.URL
▪ Credential Harvesting
▪ CVE-2023-36025/CVE-2024-21412
▪ Github/Gitlab CDN

Attention Developers
▪ Visual Studio
▪ VSCode

Persistence
▪ COM hijacking with proxy-DLL

Project cases
▪ Internal phishing to SOC team
▪ Phishing via services
▪ Vishing + Spear Phishing + Internal Phishing

DLL Side-Loading
▪ Advantages of DLL Side-Loading



HTML/PDF/SVG SMUGGLING



HTML SMUGGLING

> Obfuscation

⁄XOR

⁄AES

⁄RC4

⁄Hexadecimal

⁄Reverse base64

⁄etc

> Decoding

⁄atob()

⁄decodeURIComponent()

⁄decodeURI()

⁄unescape()

⁄String.fromCharCode()

⁄etc



HTML SMUGGLING

> Delivery

⁄ Inline download + event listener

⁄ XOR/AES + decryption password

⁄ Check User Agent + IP

⁄ Image OnError Code Evaluation (IOCE)

⁄ SVG Image Code Execution (SVG in Data URI)

Initiating unpacking and downloading



HTML SMUGGLING
> Inline download + event listener

⁄ mousemove, mouseenter, mouseleave

⁄ keydown, keyup

⁄ click, dblclick

⁄ input, change

⁄ etc

JS events

<a> +



HTML SMUGGLING

> XOR/AES + decryption password



HTML SMUGGLING

> Image OnError Code Evaluation (IOCE)

Local IOCE Remote IOCE



HTML SMUGGLING

> SVG Image Code Execution (SVG in Data URI)



SVG SMUGGLING

> SVG Smuggling types

⁄ SVG in Data URI 

⁄ SVG as CDATA

⁄ SVG as CSS

⁄ SVG Polyglot



SVG SMUGGLING

> SVG Smuggling as CDATA



SVG SMUGGLING

> SVG Smuggling as CSS



SVG SMUGGLING

> SVG Polyglot



SVG SMUGGLING

> Combining



SVG SMUGGLING

<GUID>.zip

Easy JS-magic fix

Stackoverflow, 2019

AutoSmuggle, git



SVG SMUGGLING



PDF SMUGGLING
PDF Luring with JS + HTML Smuggling = PDF Smuggling

Works only with PDF viewer (Adobe Acrobat, Foxit Reader, PDF Reader etc)



PDF Polyglot (MalDoc in PDF)

https://blogs.jpcert.or.jp/en/2023/08/maldocinpdf.html



PDF Polyglot (MalDoc in PDF)



.URL

User Execution Credential Harvesting



.URL



.URL

Water Hydra attack chain
First .URL

Second .URL



.URL

https://github.com/user-attachments/files/16716497/RC18_payload.txt



PDF Luring



File Decoys



Attention developers



Attention developers

https://github.com/cjm00n/EvilSln

https://www.outflank.nl/blog/2023/03/28/attacking-visual-studio-for-initial-access/

IDEA: Visual Studio, VSCode, IntelliJ IDEA, Xcode, Android Studio, etc

https://github.com/cjm00n/EvilSln


Attention developers

Where is the MOTW?

VS 2019

VS 2022



Attention developers



Attention developers

https://www.mdsec.co.uk/2023/08/leveraging-vscode-extensions-for-initial-access/



Attention developers

https://www.mdsec.co.uk/2021/01/macos-post-exploitation-shenanigans-with-vscode-extensions/

$ /path/to/VSCode/code --install-extension payload.vsix



DLL Side-Loading

⁄ Trusted, signed and used in the organization

⁄ Payload is embedded within the DLL

⁄ Payload encrypted or obfuscated to defeat AV or basic scanning

⁄ Fileless run off the payload in the process memory

⁄ Avoid any crashes or suspicious app behavior

Advantages of DLL Side-Loading

Hijack + Proxy DLL = DLL Side-Loading



DLL Side-Loading



DLL Side-Loading via VSCode



#1

TargetsGreyBox vectors 

Domain Spoofing

SPF with +all or ~all without DMARC 

SoftFail errors

#2
target.com has SPF + DMARC legit.target.com 

doesn’t have SPF +DMARC

Easy spoof

Spoof: from <example.com> to <target.com>

Spoof: from <target.com> to <target.com>

Spoof: from <legit.target.com> to <target.com>

*If Security Email Gateway has configuration:
SPF authentication error = pass



#1

TargetsBlackBox vectors 

Domain Spoofing

SPF with -all and weak DMARC 

SoftFail, TempError, PermError

#2
Correct SPF and DMARC records 

Try harder

Spoof: from <legit.target.com> to <target.com>

Spoof: from <target.com> to <target.com>

Errors and weaknesses in error handling of SPF 
checks on the Security Email Gateway

Spoof: from <random.target.com> to <target.com>

Internal DNS server may not have SPF and DMARC 
records for target.com

(in external DNS-hosting) Spoof: from <legit.target.com> to <target.com>

Spoof: from <target.com> to <target.com>

Spoof: from <random.target.com> to <target.com>



BlackBox vector: #1 

Domain Spoofing

Tricks to call errors:

> Double or multiple SPF records for domain = PermError

> SPF record length > than limit (255 characters) = PermError

> Problems with DNS resolver = TempError



COM-object persistence

Source: https://www.221bluestreet.com/offensive-security/windows-components-object-model

Windows 10 x64, 1909 stats:

> 8300+ COM Objects

> 27000+ COM Object interfaces 



COM-object persistence

HKCU\SOFTWARE\Classes\CLSID\{GUID}\InProcServer32

HKLM\ \LocalServer32

\TreatAs

HK what?

HKEY_CURRENT_USER (HKCU) - settings for interactive user

HKEY_LOCAL_MACHINE (HKLM) – settings for all users on the local computer

HKEY_CLASSES_ROOT (HKCR) - merges the information from HKCU and HKLM

InProcServer32 – path to DLL

LocalServer32 – path to EXE

TreatAs – redirects to another COM by CLSID

HKCR\



COM-object persistence

HKCU\SOFTWARE\Classes\CLSID\{GUID}\TreatAs

HKLM\SOFTWARE\Classes\CLSID\{GUID}\TreatAs

HKCU\SOFTWARE\Classes\CLSID\{GUID}\InProcServer32

HKLM\SOFTWARE\Classes\CLSID\{GUID}\InProcServer32

HKCU\SOFTWARE\Classes\CLSID\{GUID}\LocalServer32

HKLM\SOFTWARE\Classes\CLSID\{GUID}\LocalServer32

High Priority

Low Priority

TreatAs

InProcServer32

LocalServer32

HKCU > HKLM



COM-object persistence
> Vectors for COM persistence

⁄ Phantom COM objects

⁄ Missing COM objects in HKCU

⁄ Oftentimes used COM objects

⁄ COM objects in scheduled tasks

HKCU:
> Not need admin rights

> Need admin rights

HKLM:

> For some CLSID need elevate rights to TrustedInstaller



COM-object persistence
> Top way for HKLM search:

⁄ Oftentimes used COM objects by system

⁄ Elevate to TI

⁄ Use proxy DLL

GUID of COM objects Default value



COM-object persistence

> Top way for HKCU search:

⁄ Oftentimes used COM objects by user

⁄ Use proxy DLL

88d96a0f-f192-11d4-a65f-0040963251e5 – triggered by Word
1fda955b-61ff-11da-978c-0008744faab7 – Explorer + Network



Project case #1

Internal Network

> Storage our RAT

> Internal Phishing to SOC team

C2 server

Infrastructure of SOC team

Max. privileges in domain

Sent e-mail with link to confluence page

Gateways to customer infra

Customer’s SIEM



Project case #2

> Phishing via services

DMZ

Video Meet Portal

Internal Network



Project case #2

> Set secret cookie in browser

DMZ

Video Meet Portal

Internal Network

> Drop our RAT

> Phishing via services

“Update” browser and launch our RAT

C2 server



Project case #3

Leak with customer’s emails 
and phone numbers

Parse leak Clone TG profile

Customer's employee Misha

Vishing and Phishing

Sent messages with link to 
phish form

Phishing form

Steal creds

User:P@ssw0rdExchange Server

Extract GAL

Global Address List

> Step №1 - Vishing



Project case #3

Clone TG profile

Customer's employee Alex

Phishing

Sent messages with link to web 
page

HTML Smuggling page

Drop at user 
workstation

VPN config & creds

C2 Server

Tunnel to C2

Global Address List

> Step №2 - Phishing

Open link in browser

DLL Side-Loading in corporate 
messenger

BloodHound



Project case #3
Internal Phishing

Email with link

Sent to users

Victim users

Server with VPN configuration

Drop at user workstation

Access to AD via VPN
C2 Server

Tunnel to C2

OWA access

> Step №3 – Internal Phishing

DLL Side-Loading in corporate 
messenger

Web Portal

Use token for auth

Use creds for auth

HTML Smuggling page



Thanks for your attention!

QA

PT SWARM

t.me/ptswarm
x.com/ptswarm
swarm.ptsecurity.com
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