CYBER - PHYSICAL CONVERGENCE

PERIL OR OPPORTUNITY?

CROWDSTRIKE



b oo
AARON AUBREY NG

INTELLIGENCE SME | SENIOR SYSTEMS ENGINEER

) (&) (&

A GOVERNMENT | INTELLIGENCE INDUSTRY

Y

* 15+ years: Innovating at the intersection of Intelligence, Security, and Strategy

* Government: Former Intelligence Officer/Major in the Singapore Armed Forces;
Served in the Military Intelligence Organisation (MIO), the Defence Cyber
Organisation (DCO), and the Digital & Intelligence Service (DIS)

» Private Sector: Designed and built threat intelligence programs for large Fortune
500 companies and government agencies across META and APJ

* Education: MSc Management Science & Engineering from Stanford University;
BEng Chemical Engineering from University College London

. i itati : GCTI | GPEN | GCIA | GOSI | GCIH | GSTRT | GSEC

@ aaron(dot)ng@crowdstrike.com
=2 D +971 55 213 6585

Aaron Aubrey Ng @ CrowdStrike




“THOSE WHO CANNOT THE PAST
ARE CONDEMNED TO IT.”
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HOW IT CAME TO BE

— ADVANCED RESEARCH
PROJECTS AGENCY NETWORK

FIRST COMPUTER USING
COMMUNICATION SYSTEM FOR &
PURPOSES
&

COMMUNICATIONS

WAS NOT PART OF THE
CONSIDERATIONS
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NATION STATE ECRIME HACKTIVISM



CRIMINAL INDIA
Alchemist Spider  Slippy Spider Hazy Tiger EGYPT KAZAKHSTAN
Aviator Spider Smoky Spider Oujcnder jﬁger Watchful Sphinx ~ VIETNAM Comrade Siaga
Bitwise Spider Solar Spider Quilted Tiger
Carbon Spider Sprite Spider Razor Tiger Ocean Buffalo SOUTH KOREA

ot Spi ing Spi Viceroy Ti
Chariot Spider Traveling Spider Iceroy figer B dow Crane
Clockwork Spider ~ Venom Spider (A,
Cyborg Spider Wizard Spider NORTH KOREA SYRIA
Doppel Spider Vice Spider . .
Feral Spider Labyrinth Chollima =
Ricochet Chollima PAKISTAN Deadeye Hawk

Graceful Spider
Hidden Spider

CHINA Silent Chollima COLOMBIA

Mythic Leopard

Hive Spider
Indrik Spider
Knockout Spider
Lunar Spider
Mallard Spider
Mummy Spider
Narwhal Spider
Night Spider
Outbreak Spider
Outlaw Spider
Percussion Spider
Pinchy Spider
Prophet Spider
Salty Spider
Samba Spider
Scully Spider

Aquatic Panda
Cascade Panda

Stardust Chollima
Velvet Chollima

C+

Fringe Leopard

Circuit Panda
Emissary Panda
Ethereal Panda
Jackpot Panda
Karma Panda
Kryptonite Panda
Lotus Panda
Mustang Panda
Nomad Panda
Phantom Panda
Puzzle Panda
Shattered Panda
Sunrise Panda
Vapor Panda
Vertigo Panda
Vixen Panda
Wicked Panda

IRAN

Charming Kitten
Chrono Kitten
Haywire Kitten
Imperial Kitten
Nemesis Kitten
Pioneer Kitten
Refined Kitten
Spectral Kitten
Static Kitten
Tracer Kitten

RUSSIA

Berserk Bear
Cozy Bear
Ember Bear
Gossamer Bear
Fancy Bear
Primitive Bear
Venomous Bear
Voodoo Bear

*

Galactic Ocelot

TURKEY

Cosmic Wolf

HACKTIVISM

Curious Jackal
Frontline Jackal
Intrepid Jackal
Partisan Jackal
Regal Jackal
Renegade Jackal
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THE NEW YORK TIMES BESTSELLER
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TRACKING A SPY
THROUGH THE MAZE OF

COMPUTER ESPIONAGE

THE

thh &

“Fascinating . . . a nonfiction account
that reads Ilke a le Carré novel.”
—The Seattle Times

CLIFF

WITH A NEW AFTERWORD BY THE AUTHOR
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BEGINNING AT THE END (OF THE COLD WAR)

DOCUMENTED CASE OF CYBER
— “PRE-WEB”

CLIFF STOLL NOTICED DISCREPANCY IN

SYSTEMATIC TARGETING OF COMPUTERS AT
BASES

CREATED A FOR ATTACKER,
LURE WITH FAKE INFORMATION

IDENTIFIED AS
GERMAN SELLING INFO TO

— WEST
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" START OF THE ADVANCED PERSISTENT THREAT

1999 - CYBER ESPIONAGE BROUGHT TO

CAMPAIGN —

IF PRINTED — 3X HEIGHT OF
WASHINGTON MONUMENT

ATTRIBUTED TO
BUT LACK ROBUST EVIDENCE

2017 - LINKED TO /
>
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FIRST INSTANCE OF CHINESE ESPIONAGE

CYBER ESPIONAGE TARGETING

— TARGET
SIGNS OF , ,
AND
ATTRIBUTED TO > /
EFFORT TO
AGAINST US
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WIDESPREAD INDUSTRIAL ESPIONAGE

EVENTUALLY LED TO GOOGLE
IN CHINA

RAISED PROFILE OF CYBER OPS AS TOOL FOR

N
TARGETING OF

~ COMPANIES

TN

JUN - DEC 2009 >
~
Q STEAL + TARGET CHINESE
ACTIVISTS
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SUPPLY CHAIN COMPROMISE

TARGETING OF

OF MSP

GLOBAL — US, UK, NORDICS,
JAPAN, BRAZIL, INDIA, ANZ

ATTRIBUTED TO —
MSS TIANJIN BUREAU

BROUGHT TO
PUBLIC CONSCIOUSNESS

0,8,8,0,0,
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ATTRIBUTED TO CHINESE ESPIONAGE

JAN
APR
ay 43
JuL
uL 44
SEP
T
MAY
20

SEP
21

ANTHEM

OFFICE OF PERSONNEL
YK AS RENESSC

EQUIFAX

SINGHEALTH

MARRIOTT STARWOOD GROUP
AUSTRALIAN NATIONAL

PASYEP!TY

>10 INDONESIAN

ORIGOE MENTFRERTIEN

AlLITHORITY OF INDIA



RISK & IMPLICATIONS
ESPIONAGE AND YOU
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.. - CORRELATE B10 & CAREER DATA WITH
) BEHAVIORAL PATTERNS
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FOREIGN GOV PERSONNEL DATABASES >
HUMINT RECRUITMENT

B 00001101Q10101001 10NN 2, -

SENSITIVE PERSONAL DATA — HEALTH &
PROCLIVITIES > BLACKIVIAIL

.......
P-."

NOVEL INTEL / COUNTERINTEL
i P ; APPLICATIONS WITH GENAI

EVERYONE / ANYONE CAN BECOME AN

s
opsdyants D000 1010310101114 et > ESPIONAGE TARGET
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,/‘-': ‘ , CYBER IN SUPPORT OF KINETIC ATTACK
{

TO FACILITATE

—'/ 1) — MOSSAD INSTALLS ON
9

r PSS SYRIAN OFFICIAL LAPTOP
- g ( Y] ATTACK — ATTACK

-,

»— BEFORE PRECISION STRIKE

_‘ ] BLIND SYRIAN AIR DEFENCE RADAR > IAF
" ENTERS SYRIA

| l EARLY DEMONSTRATION OF
~ & KINETIC
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OP TO TARGET
TO CAUSE
OP CAUSING
CROWDSTRIKE

ATTACKS

TO
IRAN NUCLEAR WEAPONS

KINETIC ACTION
FIRST INSTANCE OF
DAMAGE

JOINT
FEARS OF

THE FIRST CYBER WEAPON
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SHAMOON
- LARGE-SCALE DATA DESTRUCTION

DATA WIPED FROM =5+ COMPUTERS -
SAUDI ARAMCO

MALWARE STOLE PASSWORDS, WIPED
DATA, PREVENTED REEOOT

“CUTTING SWORD OF JUSTICE” CLAIMED
RESPONSIBILITY - FAKETIVISIVI

ATTRIBUTED TO [RAN > LIKELY
PERPETRATED BY IRGC

=
1

0,8,8,8,

.

| | IRAN’S GROWING CYBER CAPABILITY &
25" WILLINGNESS TO WIELD IT

\\QROWDSTRIKE



SETH ROGEN JAMES FRANCO
OIF52NIS5SS EX 0FEA S

- INTERVIEW-
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MOST DEVASTATING HACK IN CORPORATE HISTORY

INTENDED TO PREVENT RELEASE OF

DATA DATA WIPED

FROM HARD DRIVES

SENSITIVE — EMAILS, SALARY
RECORDS, UNRELEASED FILMS

"GUARDIANS OF PEACE” > THINLY-VEILED
DPRK

CONDEMNATION, ,
CHARGES

CROWDSTRIKE



STATE RETAILIATION AGAINST INDIVIDUAL

2
N &
| ™) g fm - > ATTACK
W E"" (D) 75% OF VEGAS-BASED SERVERS
IHANMN HAEKEHS ;::_ . > IN DAMAGES
| IN EVERY SERVER | "...-" Q PROVOKED BY STANCE OF
NEXT WEEK ".: CASINO
; MAROON § A
" 3,35 BOFFET - DANGEROUS > ATTACKS
. ) = S
., T p—— AGAINST SECTOR
RS TO ?
== CROSSING A ?
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WORLD’S MOST DANGEROUS MALWARE

REMOTE OF PETROL PLANT’S
INSTRUMENTATION

TO UPON DETECTION OF
CONDITIONS

COULD HAVE CAUSED
OR

FLAW IN TRIGGERED A
RESPONSE > DISCOVERY

CODE TO PUT >
CROSS ANOTHER ?

&ROWDSTR IKE
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THE ART OF (HYBRID) WAR

KNOWN TO BE OF
THE “BIG FOUR”

OFFENSIVE CYBER WITH
KINETIC CAPABILITIES

DEMONSTRATED ABILITY TO EFFECTIVELY
TARGET SYSTEMS

FULL OF CYBER OPS — INTEL,
INFO OPS, SABOTAGE, WAR

VIEW OF HYBRID WARFARE +
MAIN LINE OF
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PRE-POSITIONING FOR SABOTAGE

MAY 2023 — DISCOVERY OF
ACTIVITY IN US

MAINTAINED ACCESS FOR -
VS DATA EXFIL

/ ATTACKS
DURING CRISIS / CONFLICT

CONTROL -
FOR OPSEC

DO

FBI DIRECTOR > “ OF OUR
GENERATION”
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REVOLUTION IN ECRIME LANDSCAPE

LEVERAGED THE CONCEPT OF A
MALWARE

PURPOSE-BUILT FOR STEALING

TARGETS AND

TECHNIQUES —
WEB INJECTIONS + REDIRECTS

THE BEGINNINGS OF
— SCALING ECRIME

CROWDSTRIKE



THE BANKING TROJAN OG

/

0.0,0016

FIRST OBSERVED IN THE WILD IN 2007 —

OF MOST TROJANS
DISTRIBUTED THROUGH AND
RUN AND FROM C2 +

VIA APl HOOKING
OFFERED AS

RETIRED IN 2010 + SOURCE CODE LEAKED
IN 2011 >

§ROWDSTR IKE



FLOURISHING OF BANKING TROJANS

MAJOR VARIANT, DEVELOPED IN 2011

INTRODUCED
-\—““’/ COMMUNICATIONS AS C2 METHOD

: Q STRUCTURE OF -
D C2 INTERMEDIARIES

ZaN
NO RELIANCE ON CENTRALIZED C2 —
~ > DIFFICULT TO &
PN
DISTRIBUTE
N~

IN 2013

~CROWDSTRIKE
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. BANKING TROJAN TO ORGANIZED ECRIME

EMERGED IN 2010, TARGETED RUSSIAN
AND UKRAINIAN

SIMILAR FUNCTIONALITIES AS — WEB
INJECTION, INFO-STEALING

DISTRIBUTED VIA AND

MAJOR ARRESTS IN 2012 + SOURCE CODE
LEAKED IN 2013 >

FORMER MEMBERS FORM
GANG — PROLIFIC ECRIME ACTOR

~CROWDSTRIKE



RISE OF THE FINANCIALLY MOTIVATED “APT”

EMERGED IN 2013, PIVOT TO
TARGETING BANKS

(&)

| STOLE FROM FINANCIAL
~ 3= INSTITUTIONS IN 40 COUNTRIES
Q GAIN FOOTHOLD VIA
>~ THEN DEPLOYS CARBANAK
PN
€3} | CASH OUT WITH GANG CONTROLLED
N &
TN
PRECURSOR TO >

BIG GAME HUNTING

&ROWDSTR IKE




BIG GAME HUNTING RANSOMWARE

Y ()

X

TARGETED
SECTORS IN THE US

PIVOTED TO RANSOMWARE AS
IN 2020

DEVELOPED THEIR RANSOMWARE-AS-
A-SERVICE - DARKSIDE

RESPONSIBLE FOR THE
ATTACK IN MAY 2021

DECLARED “NO MORE” IN MAY 2023 BUT
IN APRIL 2024

&ROWDSTR IKE
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BRIEF OF

BGH TARGETS
LOCAL & STATE
MALWARE EVOLVES GOVERNMENTS
TO ENCRYPTING OVER 4M RANSOMWARE
FILES OVER 100K SAMPLES NATION STATE $460K LOCALGOVT  CONTINUES TO RUN
RANSOMWARE SAMPLES SPONSORED RANSOM PAYMENT RAMPANT
GOES FROM 56 SCAM FILEFIX PRO RAAS APPEARS WANNACRY &
TO 660-BIT RSA EXTORTS $40TO $200 NOTPETYASPREAD  WIZARD SPIDER COLONIAL PIPELINE
ENCRYPTION “DECRYPT” FILES RANSOMS TESLACRYPT WORLDWIDE $100M IN REVENUE ATTACK

FIRST MODERN SCAREWARE 10000 OVER 250K SAMPLES JAVASCRIPT EMERGENCE OF BIG 330% INCREASE IN
RANSOMWARE DOMINATED BY RANSOMWARE RANSOMWARE GAME HUNTING ECRIME DUETO
VARIANTS FAKE AV & SAMPLES CRYPTOLOCKER - COVID-19 LURES
ROGUE $30M IN 100 DAYS LOCKY
UTILITIES BIRTH OF BTC EXTORTION
2048-BIT RSA HOSPITAL PAYS $17K SCHEMES
SCREEN- ENRYPTION RANSOM
LOCKING RANSOMWARE \
RANSOMWARE $300 RANSOMS $1B RANSOMWARE ECOSYSTEM A\

APPEARS REVENUE EVOLVES



ECRIME SOPHISTICATION
ZENITH OF BIG GAME HUNTING

MAY 2021 - COLONIAL PIPELINE / DARKSIDE

JUN 2021 -JBS / REVIL

JUL 2021 — KASEYA / REVIL

APR 2022 — COSTA RICA GOVERNMENT /
CONTI + HIVE

2023 - RANSOMWARE PAYMENTS
SURPASSED 515 MARK

©000C
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INDISCRIMINATE TARGETING
RANSOMWARE EVERYWHERE

SCOURGE OF RANSOMWARE ATTACKS AT
SCHOOLS, HOSPITALS, ETC

RUSSIAN RANSOMWARE GROUPS OPERATE
W/TACIT APPROVAL

LOCK-AND-LEAK OPERATIONS BY IRAN
NATION STATE ACTORS

ECRIME GROUPS ARE GETTING FASTER &
MORE SOPHISTICATED

INCREASINGLY TENUOUS TO
DIFFERENTIATE NATION STATE VS ECRIME

\\QROWDSTRIKE
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DPRK CURRENCY GENERATION
COMPELLED BY CIRCUMSTANCES

CYBER-ENABLED CURRENCY GENERATION
TO EVADE SANCTIONS

EARLIER TARGETING OF FINANCIAL
INSTITUTIONS — 2016 BANK HEIST

SUSTAINED TARGETING OF FINTECH &
CRYPTOCURRENCY EXCHANGES

STOLE S28 IN CRYPTOCURRENCY BETWEEN
2017 TO 2023

PROFICIENT IN SOCIAL ENGINEERING &
CUSTOM TOOLING

&ROWDSTRIKE






LARGE LANGUAGE MODELS FOR CYBER

EMERGENT TECH WITH &
IMPLICATIONS

DEMONSTRATED APPLICATION FOR
OPERATIONS

ADOPTION — WORMGPT,
FRAUDGPT, BLACKMAMBA

OO0

NASCENT INDICATION OF MISUSE BY
ADVERSARIES

ig_im |

| .
-3 1Y m 5 -
L e R

T
b - “-}"'.‘ '_ /
. E
SR S o
(1o

IMPLICATIONS OF CYBER
— MALWARE + TTPS
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/@\“ FUTURE OF ENCRYPTION & CRYPTANALYSIS

BREAK COMMON ENCRYPTION METHODS
AT ALARMING SPEEDS

CHINESE CYBER OPERATIONS — “COLLECT
NOW, DECRYPT LATER”

COMMONLY PERCEIVED AS AN “OUT OF
SIGHT, OUT OF MIND” ISSUE

QUANTUM COMPUTING IS COMING FASTER
THAN YOU THINK

QUANTUM READINESS AND QUANTUM
SAFE CRYPTOGRAPHY

&ROWDSTRIKE



5G INFRASTRUCTURE
WORLD DOMINATION?

Ly
; /,4
5G INFRASTRUCTURE TO FACILITATE CYEER
ESPIONAGE

GEOPOLITICAL IMPLICATIONS OF CHINA'S
5G INFRA DOMINANCE

SUPPLY CHAIN THREATS — COUNTERFEIT +
UNTRUSTED COMPONENTS

SYSTEM ARCHITECTURE THREATS — LEGACY
4G VULNERABILITIES

CHOOSE THE LESSER OF “EVILS” > “SLEEP IN
THE BED YOU MADE”

&ROWDSTRIKE



INTERNET OF THINGS
BOTNET ARMAGEDDON

“IFIT'S SMART, IT'"S VULNERABLE” — MIKKO
HYPPONEN

PERPETUATES THE SCOURGE OF DDOS
ATTACKS

OPPORTUNITIES FOR ACCESS BROKERS &
INFO STEALERS

OPERATIONAL RELAY BOXES FOR
SOPHISTICATED ADVERSARIES

FOREIGN & DOMESTIC SURVEILLANCE >
PRIVACY & SECURITY

&ROWDSTRIKE




UNINTENDED
CONSEQUENCES



Your PC ran into a problem and needs to restart. We're

just collecting some error info, and then we'll restart for
you.

20% complete

For more information about this issue and possible fixes, visit https://www.windows.com/stopcode

If you call a support person, give them this info:

Stop code: CRITICAL PROCESS DIED
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