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Speaker Intro.

Creating a safer cyberspace

Nikolay “Niko” Akatyev
As the Vice President of Security, IT, Compliance, Niko drives the internal machine that powers

Horangi's efforts in contributing to a safer cyberspace. He is a regular speaker and contributor in the
international cybersecurity community, from Asia to the Caribbean.
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» Former Senior Security Researcher at LG Vehicle Components
» Former Hallym University Researcher
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KOREA

11 years security experience
15 years software engineer

Pioneered Cyber Peacekeeping Academic Research

Presented @ Seculnside, VXCon, Microsoft Conf, ICDF2C, AIS3 etc. . . ,
www.linkedin.com/in/kol k

Organizing committee of ICDF2C and GCC.
HORANGT. A BITDEFENDER COMPANY.
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Related talks

3 NaLay We ran this workshop first time in Nov 2023 in South Korea
and May 2024 in Singapore.

VP OF SECURITY, IT, COMPLIANCE

sIncon
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202

We received the positive feedback from attendees.
—— So we improve on it and turn it to a talk for Rootcon 2024!

CLOUD SECURITY EVENTS
BASEDONA REAL-WORLD

ATTACK SIMULATION




My experience with cloud security

Building in cloud (and securing it) since 2016, it looked totally
different then.

Teaching cloud security at BoB for past 3 years.
Started building internal cloud security monitoring 4 years ago.
Using our own product and services.

Ran two TTX in the hybrid environment.




Outline of the presentation

A quick intro to cloud and cloud security
History of cloud breaches

Case studies

Threat detection in cloud

Attack simulation




Cloud

Market




Global Cloud Computing Market
Size (USD Bn) 2019-2027

USD 1,092.48

§ o\o
C ® Saas service segment dominated the market
.
'Q by nearly 55% in 2019

= Healthcare segment projected to grow

with the fastest CAGR of 18.6% during 2020

USD 297.81 w2027

- = Asia Pacific expected to grow with fastest

CAGR of 18.5% during the forecast period
2019 2027

Source: ReportCrux Market Research




Impact of
cybersecurity
Issues

Cost of a breach

The global average cost of a data breach in 2023 was USD
4.45 million, a 15% increase over 3 years.
Source: IBM Cost of a Data Breach Report, 2023

Damaging

GoldenEye ransomware inflicted around $1 billion in
damages to its victims.
Source: Bitdefender Business Insights

R
Scale of the problem

On average, 1 cloud misconfiguration is identified every 20
seconds.

Source: Horangi Threat Report, Covering H1 2023



6 Databreach truths unveiled by
Verizon DBIR Report 2024

— www.sharl




Cloud Security

Quick Intro




Fundamentals of cloud

On demand resources.
API.
Management plane.

Workloads.




Cloud security

Security of the management plane.
Security of workloads.

Cloud native.




Cloud security

Misconfigurations.
Unmanaged resources - complexity and speed of deployment.

Vulnerabilities in workloads, e.g. instances, Kubernetes,
containers.

Vulnerabilities of the platform. The recent vulnerability with
AWS ECR.

Threat detection.




Cloud Breaches

History that is a reality




2023

earlier

Am !erjcan\
Airlines

11

O
el

Breaches

AA: recruiting provider

ChatGPT: bug in the code

Twitter: unpatched vulnerability
Okta: compromised third party service

LastPass: compromised developer’s laptop




Cloud breaches

2023
o Circle CI @

JumpCloud
-"M Uber: compromised AWS server.

f/@ Pegasus Airlines: misconfigured S3 bucket. 6.5 Terabytes.
6

earlier
0 Facebook: exposed AWS server.
e Raychat: misconfigured Mongo DB.

2022




No Security is More Expensive

Equifax Capital One
e $700min e %$100min - $500 min

Capital by
® 145.5 mIn consumers’ data ® 106 miIn consumers’ data

Marriott Interpark
e $124 minin Europe ® 4.5 blnwon ($3.8 million) M
® 500 min user data ® 10 miIn users data i




Case study

Capital One




Capital One

Using a case study of Capital One breach.
http://web.mit.edu/smadnick/www/wp/2020-07.pdf

er Cybersecurity at
manaGement LI
SLOAN SCHOOL mSIOGn

A Case Study of the Capital One Data Breach

Nelson Novaes Neto, Stuart Madnick, Anchises Moraes G. de Paula,
Natasha Malara Borges

Working Paper CISL# 2020-07

January 2020



http://web.mit.edu/smadnick/www/wp/2020-07.pdf

Anatomy of Capital One attack

Private
infrastructure

0©2
Metadata
service

169.254,169.254
(1) Hide access

(2)
‘ SSRF Query

(d) Mtp://169.254,169.254 flam/ security-credencials

(
Acconopld: "<acoess hey>",

EC2 with
full access
1AM Role

SecretAccessXey “<seqret hey>"

(5) “Is" command to list existing buckets

Misconfigured
ModSecurity WAF

3) Trick WAF to relay commands to Metadata service
A

(5) “sync™ command to copy confidential data from buckets '




Threat Detection In
Cloud

Security monitoring




splunk

Cloud security alert

Apj

Triggered Alerts

‘ Filter

O\‘ App‘ Search & Reporting (search) » | Ownsr‘ All owners = ‘ Severity ‘ All severity »

Alertname | Al alerts v

] Time -

Alert name +
D 2024-05-23 01:48:26 +08

App * Type * Severity ¢
[CLOUDTRAIL] A bastion instance started search Real-time ® Critical
[ 2024-05-230t18:34 +08 [CLOUDTRAIL] A bastion instance started search Real-time ® Critical

splunk

Sesich

New Search

Edit Alert

index="main’ sourcetypes'aus:cloudtrall® eventhames"Startinstances” dest

Trigger Actions
1-00cdis 830 roTCaR”
1 avent (OVOVIS70 07-30.00,000 to 2H08/2024 0148:26.933)

+ Add Actions v
o Evert Sampling =

Evets  Pamems S Visualization

Whentiggered > @ Addto Tiggered Alerts
Ui+

# Format

Remove

Remove
1 Tme

> 2w0s7024

To | no deccom
Show CC and BC
012654000
Priosty Highest v
Subject N-LAB] Spiunk Alert: Sname
Messoge

Show 53 taw test

rast = sincan-sglunk

e 7

Cloua.




Detection based on CloudTrail

GuardDuty findings

Splunk alerts

Datadog OOTB detection rules

Centralized logs Filter

collection and Threat detection
storage

Useful for investigations

From other security
appliances

Correlation of
events

High confidence actionable alerts




Quick intro to CloudTrail

“userldentity”: {
“type"
“principalld®:
“arn"

“accountld”:

“userHame” ;

“aventT ime"

“eventSource”

“sventNome"™ ;

"awsRegion”
> 1onallve ats
Legiate “sourcelPAddress”
Mol leverss *aerhgent”



https://www.datadoghq.com/blog/monitoring-cloudtrail-logs/

Triage

® First quickly confirm whether the security event
indicates an incident.

® Confirm severity.

e Ifit's critical, urgently continue the detailed analysis.

e |[fitindicates an incident, start the incident response
process.




Splunk search

New Search

. -
— e e [ O ey
” eventName
fapors s Sp—
K T T —————— . san (rmscomprsaes). 3188 ot Pe——

R Everts 53




Splunk query

Start with "index="", set specific date/time range.
Select and add fields into the query.

By default, parts of the query joint with AND

Use AND NOT to filter out noise

index=* AND NOT userAgent="Datadog" AND
NOT userAgent="rds.amazonaws.com"




Splunk alerts

splunk:

> Search & Reporting
Alerts

Alerts set a condition that triggers an action, such as sending an email that conta
search to a st of pe

s the results of the triggering

ple. Click the name to view the alert. Open the alert in S

arch ta refine the parameters.

2 Merts All | Yours ThisApp's | | filte Q
i Tie - Actions. Owner ¢ App * Sharing ¢ Status &
> Open in Search  Edit» amin Private Enabled
> [CLOUDTRAIL) A bastion instance started Open in Search  Edit ¥ search Global Enabled




Run cloud attack

Real-world simulation




Environment design monitoring
splunk

Cloud environment

SSH

A

Developer laptops
OS: Linux
IP: 35.172.226.226 AWS CLI

Jumphost (aka
T bastion) Storage with

secret data

/




Initial attack vector

e Compromise of the developer laptop

fubuntu@victim-machine:~$ sudo ./system-cleaning.sh

Ubuntu cleaner vo.1

Delete backup files...rm: missing operand

Try 'rm --help' for more information.

[OK]

Remove only stale packages...[0K]

Reading package lists... Donetalled packages...

Building dependency tree... Done

Reading state information... Done

[OK]

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

0 upgraded, @ newly installed, © to remove and 5 not upgraded.
[OK]

Reading package lists... Done..

Building dependency tree... Done

Reading state information... Done

@ upgraded, © newly installed, @ to remove and 5 not upgraded.
[OK]

Checking the latest Ubuntu updates and run the system update...l




Misconfigurations

® Cloud misconfigurations to exploit




Notification and analysis of cloud
security alert

Triage

Collection of additional data

Confirmation of the incident




splunk

Search  Analy

New Search

fndex="matn"

/ 2 events (DUO1570 07:30:00.000 to 23/05/2024 02:48:43.095)

Events  Patterns

i Time

> 23052024
02:2118.000

2310572024
02:23:08.000

sourcetype="aws:cloudtrail

nost = sincan-splunk

SLogs/02797785061VCloud
Cr-

Alert

Reports  Alerts

eventhame="StartInstances® dest="1-06

51836797ca39"

No Evert Sampling =

Statistics  Visualization

20 Per Page «

Event

ow 85 raw text

source = s34/aws-cloudiraiklogs-027977850611-3fcZa

aws:cloudirail

us-east-1
Hanagemen

4-220d-45

stances

aws . com

18:23: 062

72.226.226

24 prampt

cnmand /e

Linne N3 TATTREARIL He

AFIBWE! A A TATTARORNIC I it

Administ

Q Find

Search & Reporting

Save As~ Create Table View Close
ob ¥ S + Mode

Send email Remove

To | nakatyev@bitdefender.com

Comma separated list of emall addresses
Email addresses represented by tokens are
validated only at the time of the search
Show CC and BCC

Priority Highest ~

Subject | [SINCON-LAB] Splunk Alert: $name

The emall subject, recipients and message
can include tokens that insert text based on
the results of the search. Learn More [2

Message | [SINCON-LAB] The alert condition for ‘$name$’ was triggered.

### Goal

Check the event of the bastion instance stared that provides
access to sensitive production data

### Triage & response

1. Check if the conditions of the launch of the instance are normal.
2. Check who started the instance.

3. If in doubt, verify with the user that he intended to start the
instance for the business reason. What is the business reason?




Attack flow

3.34.177.113 rise-kr-steal-pg-dump
download with Target AWS

presigned link

Jumphost/ba
stion (target)

Attacker AWS ~ send presigned 3.222.1.8
accnt

http://100.26.41.13

C2 as a S3 bucket attack the account with the
stolen AWS credentials

ise-kr- tice- Attacker
rise-Krpractice access with the AWS o
key in the script and Compromised ////”/
laptop (victim) - m‘a\“\'a‘e PuP and C2 malware
ute uP
With pem ssh E"je(;nsta\\edp

y\a

key to

35.172.226.226




Q&A

https://www.linkedin.com/in/kolyaak/
nakatyev@bitdefender.com
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