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Attacking from On-Prem to Azure
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What is Entra ID?

4

Entra ID, formerly known as Azure AD, is Azure's resource for 
providing IAM.
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Hybrid Identity

Azure 

On-prem (AD)
Azure VM

O365

Azure DevOps

Azure k8s

Azure DB
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Hybrid Identity

Azure 

On-prem (AD)

CAE

Intune

CAP 

Defender

Azure VM

O365

Azure DevOps

Azure k8s

Azure DB
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SSO login to cloud resources

After logging on to 

the local computer

SSO to Cloud 

Resources
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Proportion of Hybrid Identity

69.3%
Entra ID Connect

0.7%
AWS AD Connector

30%
Others (Mostly AD FS)
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ref.: https://www.thestack.technology/how-russia-hacked-microsoft-ms-graph/

https://www.thestack.technology/how-russia-hacked-microsoft-ms-graph/
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ref.:https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023
ref.:https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023

https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023
https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023
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Azure

Entra ID

Other Resource

11

Windows

Machine

Token Replay Attack

1. Steal

Attacker

2. Replay AT

2. Replay PRT
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Windows

Machine

Token Replay Attack – Steal

1. Steal

Attacker
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Token Replay Attack – Steal

AiTM

Extract tokens from 

breached server logs

Software inside device
3

1

2

ref: https://www.youtube.com/watch?v=eETgkfSgIsY

Entra ID

App

13

User Device

https://www.youtube.com/watch?v=eETgkfSgIsY
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ref: https://janbakker.tech/running-evilginx-3-0-on-windows/

https://janbakker.tech/running-evilginx-3-0-on-windows/
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Token Replay Attack – Steal

Extract tokens from 

breached server logs

3

ref: https://www.youtube.com/watch?v=eETgkfSgIsY

1

User Device

Entra ID

App

2

https://www.youtube.com/watch?v=eETgkfSgIsY
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Extract tokens from breached server logs

16

Threats that have been patched

az cli、Az PowerShell

LeakyCLI (CVE-2023-36052)

Easily misconfigured

Hardcore token in pipeline

CI/CD Server log
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Token Replay Attack – Steal

Software inside device
3

ref: https://www.youtube.com/watch?v=eETgkfSgIsY

1

User Device

Entra ID

App

2

https://www.youtube.com/watch?v=eETgkfSgIsY
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Software inside device – 

18

Unlogged out of Azure Management Tools

az cli 

Az PowerShell

…

attacker could directly steal the user's Access Token.
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Software inside device

20

Access Token (AT)

Unlogged out of Azure 

Management Tools

az cli

Azure PowerShell Module

Office 365

Outlook

PowerPoint

…

Primary Refresh Token (PRT)

LSASS (mimikatz)

BrowserCore.exe (ROADToken)
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O365 Application

21

The Office 365 application memory on your computer 

stores plaintext Access token 
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Azure

Entra ID

LSASS

22

Windows

Machine
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LSASS

23

Microsoft patched the PRT memory location and changed 
the algorithm in an update, and since then mimikatz can no 
longer retrieve PRT  in an environment with TPM.

ref: https://cloud.hacktricks.xyz/pentesting-cloud/azure-security/az-lateral-movement-cloud-on-prem/pass-the-prt

https://cloud.hacktricks.xyz/pentesting-cloud/azure-security/az-lateral-movement-cloud-on-prem/pass-the-prt
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Azure

Entra ID

BrowserCore.exe

24

Windows

Machine
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BrowserCore.exe

25

Simulate how BrowserCore.exe communicates with Azure 

to get PRT through ROADToken.

ref: https://dirkjanm.io/abusing-azure-ad-sso-with-the-primary-refresh-token/

https://dirkjanm.io/abusing-azure-ad-sso-with-the-primary-refresh-token/
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BrowserCore.exe – Detection

26

BrowserCore.exe is usually executed by Chrome

Normal Abnormal
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Token Replay Attack – Replay
Azure

Entra ID

Other Resource

Attacker

2. Replay AT

2. Replay PRT
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Token Replay Attack – Replay

28

Access Token (AT)

AADInternals

ROADTools

Graph Runner

TokenTactics v2

Primary Refresh Token (PRT)

Azure Portal

AADInternals

ROADTools

Graph Runner

TokenTactics v2

https://attack.mitre.org/software/S0677/
https://attack.mitre.org/software/S0684/
https://github.com/dafthack/GraphRunner
https://github.com/f-bader/TokenTacticsV2
https://attack.mitre.org/software/S0677/
https://attack.mitre.org/software/S0684/
https://github.com/dafthack/GraphRunner
https://github.com/f-bader/TokenTacticsV2
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Token Replay Attack – Replay AT

29

AADInternals

ROADTools

Graph Runner

TokenTactics v2

ref: https://www.youtube.com/watch?v=o29jzC3deS0

https://attack.mitre.org/software/S0677/
https://attack.mitre.org/software/S0684/
https://github.com/dafthack/GraphRunner
https://github.com/f-bader/TokenTacticsV2
https://www.youtube.com/watch?v=o29jzC3deS0


Azure to On-Prem

30
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Secure synchronization settings

31

On-Prem 
Accounts

Entra ID 
Accounts

Privileged 
Accounts

Synced 
Accounts

Use cloud-only accounts for 
Entra ID privileged roles.

!
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Microsoft Intune

32

Endpoint Management Solution
Windows, macOS, Android, iOS …

Simplify app management
app management

Automates policy deployment
Device configuration
Compliance
Conditional access
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Execute Scripts on Endpoint Device

33
Death from Above: Lateral Movement from Azure to On-Prem AD

Prerequisites 
Windows 10/11 devices or macOS 12.0 or later
Entra ID-joined or Hybrid-joined
Microsoft Intune Plan

https://posts.specterops.io/death-from-above-lateral-movement-from-azure-to-on-prem-ad-d18cb3959d4d
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Required roles or permission

34

Entra ID Role Action
microsoft.intune/allEntities/allTasks
(Could Not be assigned to the Custom roles)

Entra ID Built-in Roles
Global Administrator
Intune Service Administrator

Microsoft Graph permission
DeviceManagementConfiguration.ReadWrite.All
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Detection

35

Intune admin center
Script Evidence 

Could be Removed

Audit logs
Lack of detail

Host Forensics
Logfile

Script Content

Registry
Execute Result

Death from Above: Lateral Movement from Azure to On-Prem AD

https://posts.specterops.io/death-from-above-lateral-movement-from-azure-to-on-prem-ad-d18cb3959d4d
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Hybrid Connection

Pivoting from Azure Relay Hybrid Connections protocolMicrosoft Cloud to On-Premise Machines

https://whiteknightlabs.com/2024/02/21/pivoting-from-microsoft-cloud-to-on-premise-machines/
https://learn.microsoft.com/en-us/azure/azure-relay/relay-hybrid-connections-protocol
https://whiteknightlabs.com/2024/02/21/pivoting-from-microsoft-cloud-to-on-premise-machines/
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Cloud penetration Situation 

37
Pivoting from Microsoft Cloud to On-Premise Machines

https://whiteknightlabs.com/2024/02/21/pivoting-from-microsoft-cloud-to-on-premise-machines/
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Azure Resource

38

Function Apps (Lambda in AWS) are 
serverless computing services provided by Azure Cloud.

Kudu is the engine behind some features of some 
Computing Services.
Kudu gives you information about your App Service app, such as:
Environment variables & Run commands in the Kudu console
Need to be Owner or Contributor to access
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Attacker Service 
Principal

Win11
(Running Hybrid connection 

manager)

Hybrid 
connection 

Function 
App

WinRMattached 

Kudu 
Service

Management
 console 

(SCM Portal)

View Source Code & 
Environment variable

Execute Command

Server

lateral 
movement

(local admin)

Contributor Privileges on-premises AD domain

1

2

3

4
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Manage local admin group on 
Entra joined devices

During the device registration 
as Entra-joined these 
Identities are added to the 
local admin group by default:

Global Administrator
Microsoft Entra Joined Device 
Local Administrator
The user performing the 
Microsoft Entra join
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Manage Additional local administrators 
on all Microsoft Entra joined devices

41

How it Works:
Assign User Microsoft Entra 
Joined Device Local 
Administrator Role
Should this be free?

The Microsoft Document
is out of date 



CyCraft Proprietary and Confidential Information

Prerequisites
Attacker Get Access to an 
endpoint Server
Most Entra joined Devices 
are in the same intranet 

Attacker Required roles:
Global Administrator
Microsoft Entra Joined 
Device Local Administrator

Attack Scenario

42

Windows Endpoint
(Hybrid connection manager)

Hybrid 
connection 

Windows 
Server

Windows 
Server

lateral movement
with local admin Account
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Local Administrator Password Solution

Legacy Microsoft LAPS
solution to manage the local Administrator account passwords on 
domain-joined computers
Back up local administrator account passwords to Windows AD
Mitigate any lateral traversal attacks

Windows LAPS vs. legacy Microsoft LAPS
Back up local administrator account passwords to Entra ID for 
Entra-joined & Hybrid-joined devices
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Obtain Password from Entra ID

44

Prerequisites 
Windows 10/11 devices
Entra joined / Hybrid-joined

The preferred deployment 
policy is to use  Intune with the 
Windows LAPS CSP.

Step-by-Step Guide: Enabling Windows LAPS in Entra ID (Azure Active Directory) 

https://www.recastsoftware.com/resources/how-to-enable-windows-laps-in-entra-id/


CyCraft Proprietary and Confidential Information

Required roles or permission

45

Entra ID Role Action
microsoft.directory/deviceLocalCredentials/password/read
(Could be assigned to the Custom roles)

Entra ID Built-in Roles
Global Administrator
Intune Service Administrator
Cloud Device Administrator

Microsoft Graph permission
DeviceLocalCredential.Read.All
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Detection

46
Enable Windows LAPS with Azure AD

https://4sysops.com/archives/enable-windows-laps-with-azure-ad/
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What’s the difference

47
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Cloud Kerberos Trust 

In Hybrid-joined using Windows Hello (for Business)
Cloud Kerberos Trust is setup by default

on-premises / Cloud SSO for Passwordless authentication 
without PKI
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Passwordless Authentication 

49

Entra ID

AD

WorkstationUser

Face/Fingerprint/Pin
(WHFB /  FIDO2 )

OAuth /
PRT

Kerberos
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Passwordless Authentication 流程

Cloud

On-prem

Entra ID
(Kerberos Server) Entra ID User Info

Microsoft Entra 
Cloud Sync1

Sign-in to Device
with FIDO Key

2

Verify user info3

PRT + Partial TGT4

Partial TGT

TGS-REQ5 Partial TGT

TGS-REQ6 Full TGT

Client AD
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攻擊者視角

雲端

地端

Entra ID
(Kerberos Server) Entra ID User Info

Microsoft Entra 
Cloud Sync1

Sign-in to Device
with FIDO Key

2

驗證使用者資訊3

PRT + Partial TGT4

Partial TGT

TGS-REQ5 Partial TGT

TGS-REQ6 Full TGT

Client AD
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Syncing between On-Prem / Cloud

52

雲端地端

sourceAnchor

ObjectSID

sAMAccountName onPremisesSAM

onPremisesSID

ObjectSID

sAMAccountName
Obtain Partial TGT

Global Admin
Hybrid Identity Admin
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Violate Cloud Kerberos Trust

On-Prem 
Accounts

Entra ID 
Accounts

Synced 
Accounts

Trust Zone

1

3

Sign-in with the Victim’s Identity 

Obtain Target’s 
Partial TGT 

Modify an existing Accounts SID and samAccountName 

2

Deny
List
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Entra ID Kerberos Server
Password Replication Policy

54

Allow:
Domain User

Deny: (優先)
Domain Admins
Schema Admins
Enterprise Admins
Account Operators
…

What’s missing?

The AAD connect service 
account (MSOL_XXXXXX) 
with DCSYNC privileges 
(always there)
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Abuse of Cloud Kerberos Trust

55

Prerequisites 
Windows Hello For Business
Hybrid-joined

On-prem
Hybrid (Sync) account which we 
can modify & authenticate

Entra ID Roles
Global Admin
Hybrid Identity Admin

Target
On-Prem Account that is in the 
Allow List, but not in the 
Deny List.
Hybrid (Sync) accounts could be 
the targets

onPremisesSID, onPremisesSAM
cannot be the same, so attackers 
need to change them first
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Notes

56

To allow local services that do not support Kerberos to use 
FIDO2, support a field with long-term secrets (NTLM) in the 
Kerberos Extended Protocol. Attackers can extract NTLM 
from Full-TGT after acquiring it, which can be used to 
increase the durability of the attack.

Reference:
The Kerberos Key List Attack: The return of the Read Only Domain 
Controllers

https://www.secureauth.com/blog/the-kerberos-key-list-attack-the-return-of-the-read-only-domain-controllers/
https://www.secureauth.com/blog/the-kerberos-key-list-attack-the-return-of-the-read-only-domain-controllers/
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Detection

57

Bad News
You won't see 
onPremisesSID,onPremises
SAM changed, you'll only 
see the abnormal 
synchronization time.

Good News
Synchronization is not 
normally performed by 
normal users, but by a 
dedicated synchronization 
account, Sync_XXXXX.

Obtaining Domain Admin from Azure AD by abusing Cloud Kerberos Trust

https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/


CyCraft Proprietary and Confidential Information

Prevention

58

It's not enough to put 
MSOL_XXXX into the DENY LIST.

Based on our experience the 
number of unintended 
administrators is 5.8 times the 
number of administrators, 
unless these accounts are put 
on the DENY LIST or the control 
relationship is eliminated, this 
attack can be eliminated!

Obtaining Domain Admin from Azure AD by abusing Cloud Kerberos Trust

https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/
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Prerequisites Must been
in intranet

Entra ID 
Role

Azure 
Role

Obtain
Content

Windows 
LAPS

Entra-joined
Hybrid-joined

✓ Global Admin
Intune Admin

 local system 
administrator

password
Microsoft 

Intune
  Global Admin

Intune Admin
Cloud Device 

Admin

 Execute scripts 
with system 

privileges

Cloud 
Kerberos Trust

Hybrid-joined
WHFB

✓ Global Admin
Hybrid Identity 

Admin

 User Plain text 
Password

Hybrid 
Connection

  Global Admin Owner
contributor

Cloud to Intranet 
Direct 

Connection

Manage local 
admin group

Entra-joined ✓ Global Admin
Microsoft Entra 
Joined Device 
Local Admin

 local system 
administrator

password
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Ignore
Windows
Security

Focus
on Azure
Security

Both
Platforms
Insecure

Both
Platforms
Insecure
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Ignore
Windows
Security

Focus
on Azure
Security

Both
Platforms
Insecure

Both
Platforms
Insecure

Both Insecure
Platforms
Are Connect
to Each Other



Action
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Thanks!
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