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Goals of the Car Security Quarter (CSQ)
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A quick recap on Bench 2
● We chose to build test bench 2 with the following critical components to build upon: Central Gateway module, 

Infotainment Unit, and Telematics

● We improvised and added a few more items – Cluster Meter and DDE

● The bench contains 3 different layers to simulate the vehicle’s architecture
1 2 3

Layer 1 Layer 2 Layer 3



Updates on Bench 2
● We were able to connect to the central gateway module (ZGW) and identified that it uses a combination of 

Ethernet and CAN bus. We were also able to locate the internal IP addresses (160.48.XX.XX and 
160.48.XX.XX) through the webpage of the gateway (port 80) and validated that the ZGW communicates 
with the internal server periodically.

● Through our testing observations, the vehicle will log our IP address once we are connected to it. The web 
page has quite a few interesting tabs such as testing of Diagnostics functionality.  
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Journey of Bench 3 – Inspirations
• Test bench 3 was inspired by 360 Group findings announced in RSA/Black Hat U.S.A 2020.
• As we do not have the budget and it is dangerous to perform security testing on actual vehicles, we chose to 

build a test bench to simulate the attacks
• Bench 3 was completed in Nov 2020
• Since there were already known findings, we wanted to utilize the existing research to enhance our learnings 
● Similar to test bench 2, the central gateway (EIS Gateway) contains most of the CAN protocols: CAN-HMI 

(infotainment CAN bus), CAN-D (Diagnostics CAN bus), CAN B (Body CAN Bus)
*

Head unit 
NTG5.5

CAN-B

Hermes (TCB)
CAN-D

Instrument 
Cluster

CAN-HMI

EIS Gateway

Source: https://skygo.360.cn/archive/Security-Research-Report-on-Mercedes-Benz-Cars-en.pdf



Component introductions (1)

Infotainment System 
The infotainment system (NTG5.5) contains the RTOS ECU to 
power up the infotainment in the vehicle. It is running on 
WinCE 7 Automotive ARM OS.

Instrument Cluster
The instrument cluster displays the speedometer and 
infotainment screen together. It also allows wifi connectivity 
and is connected to the infotainment system.



Component introductions (2)
Telematics (TCU)
The telematics module (HERMES) provides LTE network 
connectivity to your cell phone and provides the infotainment 
with internet connectivity

EIS (Electronic Ignition Switch) Gateway
Acts as the firewall to filter CAN messages and supports keyless 
functions

USB hub
Provides connectivity for external USB devices and also
installation of GPS Maps

Source: https://keenlab.tencent.com/en/whitepapers/Mercedes_Benz_Security_Research_Report_Final.pdf



Bench 3 vehicular protocol introductions
● There are different protocols within the vehicle’s central gateway (EIS) 
● There are also different variations of CAN bus that controls different functions within the vehicle:
§ CAN-B: interior can bus that connects to climate control etc.
§ CAN-D: diagnostics CAN bus that has connectivity to OBD-II etc.
§ CAN-HMI: Infotainment CAN bus that displays information to the cluster meter etc.

Head unit NTG5.5

CAN-B

Hermes (TCB)
CAN-D

Instrument Cluster

CAN-HMI

EIS Gateway



Process of assembling Bench 3

Bench 3 Raw

Bench 3Assembly process
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CAN Bus wake up signal
● Similar to bench 2, we had to simulate the CAN bus wake up signals in order to power on the test bench 
● The following was retrieved from the vehicle to simulate the CAN bus wake up signal:

CAN Messages CAN Wake up signals
0x25E 64 64 64 00 03 00 00 00 

0x2F7 C2 50 10 57 12 5D 5F 53 

0x020 39 C9 41 1C C0 00 00 C0 



Anti-theft challenges
● Apart from can bus wake up signals, we also had anti-theft challenges

● There are three levels of anti-theft in the head unit: Level A, Level B, Level C

● However, we were lucky that the anti theft messages that we got were level A, so it was easy to fix

● Level A involves turning on and off the ignition to remove the anti-theft messages

● Level B requires developer’s assistance to remove it due to a VIN mismatch

● Level C requires developer’s assistance to remove it (this can be activated if we replayed CAN messages)

Level A Level B Level C



Identify the attack chain through the test bench
Infotainment 
Browser

Infotainment Planting backdoor in 
infotainment system

CAN Bus Network

Ac
tiv

iti
es

1 2 3 4

• Attack vector 
through 
infotainment 
browser

• Achieve RCE 
through browser 
vulnerability to 
compromise the 
infotainment 
system

• Plant backdoor 
in infotainment 
system for 
future testing

• Perform 
lateral 
movement 
towards 
controlling 
vehicular 
components
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Physical Comparison of Bench 2 and 3

CSQ Bench 2 CSQ Bench 3 



Baseline on Bench 2 and 3 vehicle architectures (1)
Observations

1) Through hands-on research on these two test benches, it is evident 
that both vehicles have the following components:

a)   Central Gateway (ZGW) Bench 2 / EIS Gateway Bench 3 (connects 
various CAN bus connections to the vehicle (i.e. Diagnostics, 
Powertrain, Head Unit CAN bus etc.)
b)   Head Unit running on both WiFi and have the capability to perform 
OTA (Bench 2/Bench 3)

There are no stark architectural differences in these vehicles, 
except for the naming conventions, and technology used

Source: https://keenlab.tencent.com/en/whitepapers/Mercedes_Benz_Security_Research_Report_Final.pdf



Baseline on Bench 2 and 3 vehicle architectures (2)
Observations

c) Telematics Communication Box (Bench 2)/T-Box (Hermes) 
[Bench 3] that connects to the head unit which enables 4G LTE 
connection

d) d. Ethernet Switch (Bench 2)/ Ethernet (Bench 3) that connects 
the head unit to the instrument cluster 

e) e. CAN-bus messages filtration is done at the central/EIS 
gateway 

There are no stark architectural differences in these vehicles, 
except for the naming conventions, and technology used

Source: https://keenlab.tencent.com/en/whitepapers/Mercedes_Benz_Security_Research_Report_Final.pdf
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Bench 3 – Learnings and Challenges (1)
● Through bench 2, it was evident that there are no message signing properties to prevent attacks on the CAN bus 

such as masquerading as another ECU to send CAN messages

● However, message signing properties are expensive to implement

● with the central gateway, most of the unwanted CAN messages can be filtered away

● In our case with bench 3, for can bus replay attacks, the anti-theft function activates on the infotainment system



Bench 3 – Learnings and Challenges (2)
● Implementation of Anti-theft makes it challenging to build the bench and permanent removal is difficult unless a 

reflash of a nand chip is done to remove anti-theft – However, this may potentially spoil the board

● Unless root access is gained on the infotainment system and the firmware can be patched – as seen on keen labs 
research document

● It is important to continuously simulate the ignition signals to remove Level A anti-theft messages



Next Steps
● As we beef up CSQ’s continuous efforts to build and understand more Connected Vehicles architectures, we are 

also in the midst of performing more tests on our three five benches!

● Tests can include telematics, Remote attacks, key fob/infotainment/ECU testing, and side channel attacks

● We are also looking into electric vehicles and autonomous vehicles

CSQ Bench 1 CSQ Bench 2 CSQ Bench 3 CSQ Bench 5 CSQ Bench 4 
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