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OSIF

OPENSOURCE INTELLIGENCE FRAMEWORK

OSIF is an open-source
framework dedicated to
OSINT. For the ease of use,
the interface has a layout
that looks like Metasploit.

Project was initiated by laet4x,
it was started on year 2022.
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[!] There are some issues ; use "show issues’ to see more details
osif > use dns/dns_records
osif dns(dns_records) > show options

Module options

Name Value Required Description

DOMAIN google.com Y Provide your target Domain

osif dns{dns_records) >



Open Source Intelligence Framework

Attack Surface
Blockchain

Email
Geolocation

Host Enumeration
loC

Mobile

Social Media
Web Enumeration

https://github.com/frAnclstein/osint-framework



Email Hunter

0sifT > use emall/hunter_email
osif email(

osif email( ) > run

Analyzing 'google.com'...

Extracted Emails::

) > set DOMAIN google.com

rgoogle. com
Email

First Name

Last Name

Position

Linkedin

Twitter

)@google. com
joogle.com
J@google.com
)gle.com
:in@google.com
igoogle.com
J@google. com
yogle.com
2r@google. com
yogle.com
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None
None
None
None
None
None
None
None
None
None

None
None
None
None
None
None
None
None
None
None

None
None
None
None
None
None
None
None
None
None

osif email( ) > i




GeoWifi

0siT g )
[+] WIRELESS_SSID => PLDT!

osif geolocation( ) > show options

Required Description

WIRELESS_SSID PLDTHOMEFIBR5G6t76c Y

osif geolocation( ) > run
Searching...

SSID: PLDTHOMEFIBR5G6t76¢C
Last Update MAC

Enter exact

Wifi SSID

2022-08-31T707:00:00.000Z FC:1B:D1:35:01:20 None General Santos Soccsksargen, PH

osif geolocation(

6.13504601 , 125.16501617



Shodan Attack Surface

0s1T > use attack-surtace/shodan_searc
osif attack-surface( ) > set HOST_IP 18.205.222.128

osif attack-surface( ) > run

Analyzing '18.205.222.128"'...

rSHODAN
HOST

18.205.222.128

ASN
HOSTNAME
ORG

ISP
PORTS
SERVICES

AS14618
backerkit.com,ec2-18-205-222-128. compute-1.amazonaws.com

Amazon Technologies Inc.
Amazon.com, Inc.

80,443

http, https

osif attack-surface( ) > |}




Bitcoin Balance

osif blockchain(

-BALANCE

) > run

ADDRESS

bclgktj7rdvczswrmwlqz6ktfrwd9csdfczjs4e85u

address

received

sent

balance

tx_count

unconfirmed _tx_count
unconfirmed_received
unconfirmed_sent
unspent_tx_count
first tx

last_tx

bclgktj7rdvczswrmwlqz6ktfrwd9csdfczjs4e85u
0.39656787

0.0

0.39656787

2

1

105001

39656787

0

osif blockchain(




Installation - Docker

git clone https://github.com/fridnclstein/osint-framework osif

cd osif
docker-compose up -d

docker exec -ti osif bash

./osif



Installation

git clone https://github.com/fridnclstein/osint-framework osif

cd osif

pip3 install -r requirements. txt



Roadmap

Adding more modules:

- Attack Surface (censys)
- Emall (snhov.io)
- Repositories (searchcode)



How to contribute

There are many ways to contribute to the OSIF project. This overview summarizes the most important steps to get you started as a
contributor.

Report bugs to the OSIF issue tracker.

Make suggestions for changes, updates, or new features to the OSIF issue tracker.
Contribute bug fixes, example code, documentation, or tutorials to OSIF.
Contribute new features to OSIF.

Contribute new modules

Fork it!

Create your feature/module branch: git checkout -b my-new-module
Commit your changes: git commit -am 'Add some module’

Push to the branch: git push origin my-new-module

Submit a pull request



How to contribute

Vv osint-framework from M import *
> banners import requests
> commands
v modules dnsRecords(Module):
> attack-surface """ This module find DNS information
v blockchain Author: Tlaet4x
@ bitcoin.py : Version: 1.0
@ ethereum.py e
> email config = E\QVQ/'E\}\Q({
> host_enum Option
> ioc ‘DOMAIN',
> social “"Provide your target Domain“,
> web_enum ’
env : str("laetd4x.com"),
.gitignore
CONTRIBUTING.md

& docker-compose.yaml run(self):

& Dockerfile domain = self.config.option('DOMAIN').value

f LICENSE.md print("\n"" Analyzing '%s'..." % (domain))

& osif request = requests.get("https://api.hackertarget.com/dnslookup/?g=" + domain)
5 README.md res = request.text

print(“\n", res)

= requirements.txt
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