
Blue Team Tricks - An overview of 
Automotive Defensive Engineering



Who Am I?

https://docs.google.com/file/d/1553EQ8cTnPX8JpkVb2EjtQ5SaRBMmM43/preview






https://www.facebook.com/suntzupage/

"If you know the enemy and 
know yourself, you need not 
fear the result of a hundred 
battles. If you know yourself 
but not the enemy, for every 
victory gained you will also 
suffer a defeat. If you know 
neither the enemy nor 
yourself, you will succumb in 
every battle.” 

Sun Tzu said:





Defensive Security Overview

ECUs

Vehicle 
Networks 



Evolution of Vehicle Architecture https://www.aptiv.com/en/insights/article/evoluti
on-of-vehicle-architecture

https://www.aptiv.com/en/insights/article/evolution-of-vehicle-architecture
https://www.aptiv.com/en/insights/article/evolution-of-vehicle-architecture


Functional 
Domains and 
Vehicle 
Architecture



Q - How do we secure a modern        
__  connected vehicle?





What’s the risk and how much 
money do I have?





9 Categories
55 Items of Interest
Not enough time to go over them all!



● Rich OS
● Operating 

System and 
Application 
Layer Security

● Automotive 
Ethernet

● AUTOSAR 
Based

● Lower Level 
Security 
Controls

● CAN Network



Blue Team Intentions:
-Increased time and effort for Reverse Engineering
-More $$ and experts to hack a system



Blue Team Objections:
“That is just security through obscurity.”

Blue Team Intentions:
-More $$ and experts to hack a system



https://www.infineon.com/cms/media/eLearning/Automotive/aurix-hardware-security/presentation_html5.html?lms=1



https://www.infineon.com/cms/media/eLearning/Automotive/aurix-hardware-security/presentation_html5.html?lms=1

Blue Team Intentions:
-Architecturally separate host 
applications from security critical 
processing





Blue Team Intentions:
-Stop backdoored firmware from being accepted by update process



Blue Team Intentions:
-Catch malicious firmware modifications at boot time
-Ensure firmware integrity



https://www.youtube.com/watch?v=U7VwtOrwceo&list=LL&ab_channel=PlatformSecuritySummit

Blue Team Intentions:
-Frustrate attackers by patching firmware they may have spent a lot of time 
developing an exploit for



● Restricting access to the resources an 
application has access to

● If you find a vulnerability in an application, you 
still need to elevate privileges 



https://en.wikipedia.org/wiki/Merkle_tree#/media/File:Hash_Tree.svg







https://ansibytecode.com/jwt-peek-into-the-jargon-java-web-token/



https://github.com/IAmMorrow/grpc-pubsub-broker



● Shadow Stacks
● Lock Step Execution
● Stack Canaries
● Control flow graph 

execution monitoring



https://www.autosar.org/fileadmin/standards/R20-11/FO/AUTOSAR_PRS_IntrusionDetectionSystem.pdf



https://www.autosar.org/fileadmin/standards/R4-3/CP/AUTOSAR_SWS_SecureOnboardCommunication.pdf





● Service 29 Based Authentication with asymmetric 
crypto authentication

● Service 27 with asymmetric crypto authentication
● No more weak XOR or addition!



● Service 23 - Read Memory By Address
● Service 3D - Write Memory By Address
● Service 35 - Request Upload

https://www.vector.com/int/en/know-how/autosar/autosar-classic/





https://www.geeksforgeeks.org/gate-gate-it-2006-question-19/#



In Summary

Hardened ECUs

Hardened Vehicle Networks 



Thank you - Any Questions?



Thank you to my Filipino and 
Singaporean friends at the Car 
Hacking Village in ROOTCON! 


