
HACKING 101
by Ariz Soriano



Whoami
Introduction

• Infosec guy for six years and counting
• Manager - Red Team Operations @ THEOS

• Blue Team Content Engineer @ TryHackMe (Part-time)
• Check out some of the TryHackMe rooms created by ar33zy

• Head of the Red Teaming Village @ ROOTCON
• Visit our booth! 



How to be a HACKERIST
Introduction



Disclaimer
Introduction

https://www.officialgazette.gov.ph/2012/09/12/republic-act-no-10175/



Disclaimer
Introduction



Setting Expectations
Introduction



Guess the HACKER
Wanna get a Red Teaming Village shirt?
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Guess the HACKER
Wanna get a Red Teaming Village shirt?

Xiao Tian

• Leader of the Chinese Hacker 
Group – China Girl Security Team
• Over 2,200 female hackers

• Responsible for numerous 
defacements



Guess the HACKER
Wanna get a Red Teaming Village shirt?



Guess the HACKER
Wanna get a Red Teaming Village shirt?

Adeanna Cooke

• Former playboy model

• Famous for ethical hacking skills, 
also known as Hacker Fairy

• Hacked back a site with an 
unauthorized nude image of her



Guess the HACKER
Wanna get a Red Teaming Village shirt?



Guess the HACKER
Wanna get a Red Teaming Village shirt?

Jayson Zabate

• Infamous Ashley Madison Hack
• Responsible Disclosure

• More than $69k bounty earnings

• Hall of fame on Oracle, Slack, 
Microsoft, Atlassian, etc.



“Person who uses their technical skills and knowledge to  gain 
unauthorized access to computer systems, networks, or digital devices 
with the intent to explore, manipulate, or exploit them.”

What really is a HACKER?
Defining the word “hacker”



• Individuals who possess advanced technical skills and expertise in a 
particular field

• Mindset – Challenging the traditional norms or pushing the 
boundaries of creativity

What really is a HACKER?
Defining the word “hacker”



Mindset of a Hacker
What do you see?
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What do you see?



• Thinking all the possibilities in any situation

• Abusing things that are not expected

• BREAK IT!

Mindset of a Hacker
Building the right mindset



Hacking without JAIL TIME
Ethical Hacking 101

• Simplest way to say that hacking is an act of breaking something 
(computers).

• Ethical Hacking == HACK LEGALLY/WITH CONSENT

• PLAY STUPID GAMES, WIN STUPID PRIZES!



Hacking without JAIL TIME
Ethical Hacking 101



Hacking Life
Build the right mindset for every scenario

• Wireless / Radio Frequency Networks

• Is it possible to sniff and see the text 
messages of other people?

• Is it possible to disconnect everyone and get 
all the traffic bandwidth?



Hacking Life
Build the right mindset for every scenario

• Web Applications

• Is it possible to see the chat messages of my 
boyfriend?

• Is it possible to get money from another bank 
account and transfer it on my own?



Hacking Life
Build the right mindset for every scenario

• External Services

• Is it possible to login and 
guess the password of the 
remote desktop? 



Hacking Life
Build the right mindset for every scenario

• Security Tools

• Is it possible to bypass the 
detection mechanism of the 
product?

• Is it possible to blind the logging 
functionality of the product?



Why become a hacker?
WHY NOT?



Why become a hacker?
MONEYYY



Why become a hacker?
BRAGGING RIGHTS



Why become a hacker?
ALWAYS FUN, NEVER BORING!



How to get things started
HACKER TRAINING ARC



How to get things started
Upskilling, Upskilling, Upskilling

• Skills needed

• Coding / Programming skills



How to get things started
Why Programming?
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How to get things started
Upskilling, Upskilling, Upskilling

• Skills needed

• Coding / Programming skills

• Computer Networks



How to get things started
Why Networking?



How to get things started
Upskilling, Upskilling, Upskilling

• Skills needed

• Coding / Programming skills

• Computer Networks

• System Administration



How to get things started
Why System Administration?



How to get things started
Online Penetration Testing Labs

• TryHackMe
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How to get things started
Online Penetration Testing Labs

• TryHackMe

• HackTheBox

• Proving Grounds

• CTFs



How to get things started
University Programs

• De La Salle University – Master in 
Information Security

https://www.dlsu.edu.ph/colleges/ccs/graduate-degree-
programs/master-in-information-security-minfsec/



How to get things started
University Programs

• De La Salle-College of Saint 
Benilde – BS in Cybersecurity

https://www.benilde.edu.ph/undergraduate-cybersecurity/



How to get things started
University Programs

• Holy Angel University – BS in 
Cybersecurity

https://www.hau.edu.ph/programs/school-of-computing/78



How to get things started
University Programs

• AMA – BS in Cybersecurity

https://www.ama.edu.ph/college-of-computer-studies/



How to get things started
Online Trainings w/ Bootcamps

• GuideM – Vulnerability Assessment 
and Penetration Testing

https://www.facebook.com/guidemtraining



How to get things started
Certifications



How to get things started
Certifications



Career Paths
Bug Bounty Hunter



Career Paths
Penetration Tester / Red Teamer



Career Paths
Build your own consulting firm



Career Paths
Management 



HOW TO GET GOOD?
Practice, practice, practice.



Q & A

• END OF PRESENTATION. ANY QUESTIONS? J


