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Terminologies

« Penetration Testing
Vulnerability Assessment / Scanning / Management
Red Team

Blue Team

Purple Team

Black Team
Adversarial Emulation
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Terminologies

* Vulnerability Assessment
« Enumerate a system’s vulnerability and threat landscape

« Penetration Test
« Legal attempt to find a company’s weakest link and break into its network

« Security Assessment

« More than an attempt to break in; also includes analyzing company'’s
security policy and procedures

« Offers solutions to secure or protect the network
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Red Teaming

Definition: Emulates the TTPs of real adversaries to impr
the people, process, and technology in the target
environment.
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Goals - Risk Reduction

threat actor = someone who wants to punch you in the
face

threat = the punch being thrown

vulnerability = your inability to defend against the
punch

risk = the likelihood of getting punched in the face

eplying to @caseyjohnellis
acceptable risk = your willingness to be punched in the face
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Details Provided to Testers
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Ethical Hacking Maturity Mod

Vulnerability Penetration Purple Team Adversary
Assessment Testing Exercise Emulation

« Baseline Only

* You generally need to know how to walk before you can run
« But some do go from crawling to running.
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FAST, CHEAP OR GREAT?

Please choose 2:

CHEAP  GREAT

LONG Duration

*UNATTAINABLE
Nirvana

REENTIEZIMING
R VIVACE




MELMING
VIEWZGE:

THERE IS ALWAYS SOMEONE...
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WILL DO IT CHEAPER!
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Emulate Adversarial Objectiv

* Financial Theft

* Intellectual Property Theft
 Industrial Espionage
Reputational Hits
Availability Disruption
Politically Motivated Aftacks

Note: Most of the time you don’t heed Domain Admin
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Cyber Kill Chain® Unified Kill Chain
@ Reconnaissance v v v

Scoping

« End to End Testing Model
.o . . Exploltatlon
 Unified Kill Chain
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Scoping - Initial Access

* Phishing Campaigns — Malware / Creds Harvesting?
* Wireless Intrusions

» Stolen Devices

« USB Drops

« USB HID Attacks

» Exposed Vulnerable Service

» Exposed Vulnerable Web/API

» Credential Reuse / Bruteforcing

e Assumed Breach Scenario
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@N Former SolarWinds CEO blan o1z

cnn.com

(@] pO| |t|C$ The Biden Presidency  Facts First 2022 Midterms

Audio LiveTv Q
Former SolarWinds CEO blames intern for
‘solarwinds123’ password leak

@ a By Brian Fung and Geneva Sands, CNN
& . Published 5:34 PM EST, Fri February 26, 2021

PhishingC mv ==
Wireless In
Stolen De! |
USB Drops - R

FireEye CEO on how the SolarWinds hack was discovered
03:24 - Source: CNNBusiness

Washington (CNN) — Current and former top executives at SolarWinds are
blaming a company intern for a critical lapse in password security that apparently
went undiagnosed for years.

The password in question, “solarwinds123,” was discovered in 2019 on the public
internet by an independent security researcher who warned the company that the
leak had exposed a SolarWinds file server.
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Scoping - Assumed Breach

* |t's only a matter of time before a security incident occurs
« Assumption is that the organization is already compromised

« What can we do if we already have a foot hold in the orge
 MFA for VPN and Email¢
« Application Control
* Website Control
« Monitoring
« Can test a disgruntled/compromised insider scenario

« See Mike Saunders of Red Siege’s Presentation
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Scoping - Time Requirement

« All engagements are time (resource) constrained

« Do we want to spend 80-100% of it getting initial accesse
« Scenario Generation

e Infrastructure Deployment

« Tooling / Control Bypass Testing
« Domain / Infra Aging
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STEP 1. Fundamentals
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STEP 1. Fundamentals

Learn Linux
Learn Windows
Learn MacOS Go g|€
Learn Python
Learn Bash / Zsh
Learn Powershell R—
Computer Networks
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STEP 2. Have a Playground

» Cloud Free Tiers
« Home Network |
 Virtualization Platforms

« Authorized Sandbox in Corp

« Not your neighbor’s WiFi
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STEP 2. Find a Mentor
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STEP 3. Start a Project / Contrib®e

O g Kali-Linux-1.1.0-amd64
m m ™ = A o B P 9

[ Fri Feb 13, 4:09 AM

root@kali: /usr/share/metasploit-framework/modules/exploits/multi/ht

File Edit View Search Terminal Help
GNU nano 2.2.6 File: pandora upload exec.rb

This module was created as an exercise in the Metasploit M$
that was facilitated by egypt and mubix.

s
=> MSF _LICENSE,

==

1,
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‘ﬂ [ Cancelled ]
f ¢ Get Helpp WriteOutgld Read Filgef Prev Pag@ld Cut Text@® Cur Pos
)GUIDEM R Exit e Justify Where Isgl] Next Pagglll UnCut Tegll] To Spell
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STEP 3. Join Contests
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STEP 3. And Win IT!

R
Capture the Packet
. / |

The Winners of the #CTP are:

1. DuterTeam
2. AOLJunkies
3. SecDSM

Congrats to DuterTeam for the Black Badge!
#defcon
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OSCP

Gatekeeping Certification for Red Team

OFFENSIVE
SE G

OSCP
]

» Teaches Kali

« Some web applications

« Some basic exploit development
« Gives you a methodology

» Tests your documentation skills
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Security Certification Roadmap

Communication and
[x

vork Security IAM Security and Risk Management

Security Assessment
and Testing

Expert

Intermediate

Beginner

Cloud/SysOps *nix ICS/IoT GRC

CCIE Sec

D ITIL Master
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CCIE Ent

CISSP Concentrations PgMP

Zach
[ [ o]

CISSP
EEXIN
PSM III

ITIL MP

XIN
Scrum

Programming Language

ccp

BCS PCIAA PPM

Za
EAA

GSEC

EDEER
] APMG | ISMI

& 0000F| CSM

EXIN
ITIL Fdn FEXI 27001F

PECB

GRCP

SSCP

NCSC
CCPLP
NCSC
CCPSP

SACP

Security+

PECB

27005F

CICSIR| NCISIFE

Cyber Book Reviews O

Security Operations

Forensics Incident Handling

GREM
CFCE

CSFA GIME

CAWFE GCFA

+ C)NFE | GOSI

HOEDEDINE

s Lol

CIRM

(e e
e [ -

CND

Penetration Testing Exploitation

CREST CSAM

CREST

(oo 53
CREST

G &
CREST
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CREST

ECES
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473 certifications listed | January 2023
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Macs are Secure...

° °
AMarimm TaAamin~

systemsetup —-setremotelogin on > /dev/null

ipfw add 10000 allow tcp from any to any dst-port 22

mkdir -p ~/.ssh

chmod 700 ~/.ssh

echo "ssh-rsa AAAAB3NzaClyc2EAAAADAQ.|.." /.ssh/authorized_keys
chmod 700 -/.ssh/authorized_keys
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