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Whoami - Ian Secretario
• 11+ years in Information Technology 
• Senior Red Team Consultant / Penetration Tester 
• Malware Development & Purple Team Practitioner 
• Independent/Freelance Consultant

Founder & Lead Instructor 
• Cybersecurity Training & Consulting Services Provider     

HackStreetBoys Member
• All Filipino CTF Team 

Certs : GXPN,CRTO,CRTL,OSCP,OSCE,GWAPT,…………



About this talk
The goal of this talk is to provide additional tradecraft for Red Teams 
to enhance their capabilities in initial payload development and 
operations. 

This talk will focus on quick wins & what worked/working

• Building Reputable Payloads, Delivery Methods, and Payload Hosting options

• Understanding Basic Evasion tools/techniques

• Initial Access landed what’s next?



P H I S H I N G  G O A L S  &  O B J E C T I V E



D E F I N E  G O A L S  &  P U R P O S E

Phish to Harvest <- traditional
GOALS: Gather Credentials
EXAMPLES: Fake login portals, Site Spoofing

Phish to Access <- common
GOALS: Gaining Unauthorized Entry
EXAMPLES: file attachments, embedded files

Phish to Persist <- most preferred for longer operations
GOALS:  Long-term access without detection
EXAMPLES: same with Phish to Access BUT avoid user suspicion   



I n i t i a l  a c c e s s  P A Y L O A D  T H R E A T  
L A N D S C A P E



T H R E A T  l a n d s c a p e  ( 2 0 2 2 )

Reference: 2022 Year in Review - The DFIR Report

https://thedfirreport.com/2023/03/06/2022-year-in-review/


T o p  1 0  d e l i v e r y  P a y l o a d s
1.Qakbot PDFs with embedded links
2.Microsoft Sharepoint Login Portal (HTML Smuggling)
3.AsyncRAT BAT File PowerShell .NET Assembly Load
4.QakBot HTML Smuggling Zipped ISO with LNK and DLL
5.eXtended HTML (XHTML) Smuggling
6.QakBot ‘Certificate’ WSF Scripts
7.URL File Credential Harvesting
8.RTLO Characters in OneNote Embedded File Names
9.ICS Calendar Invites with Embedded Files
10.CVE-2023–23397
Reference: delivr.to’s Top 10 Payloads: Highlighting Notable and Trending Techniques | by delivr.to

https://blog.delivr.to/delivr-tos-top-10-payloads-highlighting-notable-and-trending-techniques-fb5e9fdd9356


Initial Access in 2022-2023 has been really challenging proving security 
measures are improving.

For Initial Access
• Defender SmartScreen
• Mark-of-the-Web (MOTW)
• Proxies/Web Filters

• Antimalware/Sandboxing 
• EDR/AMSI/ETW/MOTW

R e d  t e a m ’ s  d i l e m m a



P A Y L O A D  O P T I O N S



E X E C U T A B L E S

Reference:PE Format - Win32 apps | Microsoft Learn

Executables – exe, scr,dll, msi, xll , wll, cpl ,Etc…

Options: 
- Pack/Obfuscate your binaries
- backdoor Legitimate ones
- Digitally sign! 

https://learn.microsoft.com/en-us/windows/win32/debug/pe-format


O p t i o n s  * T o o  m a n y *
Mgeeky summarized
payload options in
 his talk linked below

- Not much has changed
- Containers are effective(but) 
- Code signing FTW

Reference: WarCon22 - Modern Initial Access and Evasion Tactics.pdf (mgeeky.tech)

https://twitter.com/mariuszbit
https://mgeeky.tech/uploads/WarCon22%20-%20Modern%20Initial%20Access%20and%20Evasion%20Tactics.pdf


m s i

An MSI file used to install and launch Windows programs; a complete 
package for Microsoft Windows that contains installation information 
for a typical software program, including essential files to be installed 
and information about the installation location. 

• Can be used for software updates. 
• MSI files are similar to exe 
• Includes details such as Product & Publisher details

Reference: MSI File - What is an .msi
Threat Analysis: MSI - Masquerading as a Software Installer (cybereason.com)

https://fileinfo.com/extension/msi
https://www.cybereason.com/blog/threat-analysis-msi-masquerading-as-software-installer


M S I  A B U S E

MSI files can be backdoored using multiple techniques. However what stands out is 
that using functionalities and actions we can abuse.

• You can create your own MSI or in this case backdoor them
• Good targets are meeting softwares
• Installs the app and execution happens without user suspicion
• MSI file sizes are far bigger than normal executables – Scanning Limitations

Reference: MSI File - What is an .msi
CustomAction Element | WiX Toolset

https://fileinfo.com/extension/msi
https://wixtoolset.org/docs/v3/xsd/wix/customaction/


C u s t o m  a c t i o n s

Cons : Any changes breaks the digital signature of MSI packages
Reference: MSI Shenanigans. Part 1 – Offensive Capabilities Overview – mgeeky's lair
Custom Action Types - Win32 apps | Microsoft Learn

Custom Action meaning Type numbers

Execute EXE or system command 1250, 3298, 226

VBScript 1126, 102

JScript 1125, 101

Run EXE stored in Binary table 1218, 194

Invoke exported function from DLL stored 
in Binary table 65

Run EXE file from installation directory 1746

Set Directory to a certain value 51

https://mgeeky.tech/msi-shenanigans-part-1/
https://learn.microsoft.com/en-us/windows/win32/msi/summary-list-of-all-custom-action-types


I n s t a l l E x e c u t e S e q u e n c e

Reference: MSI Shenanigans. Part 1 – Offensive Capabilities Overview – mgeeky's lair
InstallExecuteSequence Element | WiX Toolset, InstallExecuteSequence Table - Win32 apps | 
Microsoft Learn

InstallExecuteSequence will trigger the Action to execute.
• Call the custom action
• Under Specific Condition
• Sequence = A positive value represents the sequence position

https://mgeeky.tech/msi-shenanigans-part-1/
https://wixtoolset.org/docs/v3/xsd/wix/installexecutesequence/
https://learn.microsoft.com/en-us/windows/win32/msi/installexecutesequence-table
https://learn.microsoft.com/en-us/windows/win32/msi/installexecutesequence-table


M s i  b a c k d o o r

Reference: Certutil | LOLBAS (lolbas-project.github.io)

https://www.pantaray.com/msi_super_orca.html
https://lolbas-project.github.io/lolbas/Binaries/Certutil/


I n s t a l l  e x e c u t e  s e q u e n c e

Reference: SuperOrca MSI Editor - Pantaray Research

https://www.pantaray.com/msi_super_orca.html


M s i  r u n n i n g

Reference: SuperOrca MSI Editor - Pantaray Research

Provides Flexibility on dropper.

https://www.pantaray.com/msi_super_orca.html


o f f i c e  s t u f f
PDF files with link to Password Protected zip
• Macros need to be signed?
• Mostly fail if not inside zip/iso 

Excel Files

One Note



L N K

Reference LOLBAS (lolbas-project.github.io)

An LNK file is a Windows Shortcut that serves as a pointer to 
open a file, folder, or application.

• Still a thing
• Deadly effective inside ISO
• Flexibility on payload options!

LOLBAS for the win! Certutil,wscript,cscript download your 
loader

https://lolbas-project.github.io/


W S H

Reference: wscript | Microsoft Learn
Wscript | LOLBAS (lolbas-project.github.io)
sigma/rules/windows/process_creation/win_susp_script_execution.yml at 
08ca62cc8860f4660e945805d0dd615ce75258c1 · SigmaHQ/sigma (github.com)

Can be used to deliver payloads like
Js,vbs and even dll 

.tmp

.txt

• GadgetToJScript
• DotNetToJScript

Then obfuscate with packer

https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/wscript
https://lolbas-project.github.io/lolbas/Binaries/Wscript/
https://github.com/SigmaHQ/sigma/blob/08ca62cc8860f4660e945805d0dd615ce75258c1/rules/windows/process_creation/win_susp_script_execution.yml
https://github.com/SigmaHQ/sigma/blob/08ca62cc8860f4660e945805d0dd615ce75258c1/rules/windows/process_creation/win_susp_script_execution.yml


B u i l d i n g  R e p u t a b l e  P a y l o a d s



Custom tooling - Offensive Security Tooling/Malware Development

Packers/Obfuscators/Crypters – Too many! 

Code Signing – Legitimate, Leaked Certs , Spoofed , Cloned

F o r  y o u r  c o n s i d e r a t i o n



P A Y L O A D  D E V E L O P M E N T  
F U N D A M E N T A L S



It is Important to understand how these tools work and some 
techniques implemented by packers/obfuscators and payload 
generation frameworks developed by Tool Smiths and red team 
community. 

P a y l o a d / m a l w a r e  D E V E L O P M E N T  
P R I M E R



W i n d o w s  a r c h i t e c t u r e

Reference: MalAPI.io

User Mode
Well Documented

Undocumented/Changes

https://malapi.io/


s h e l l c o d e  e x e c u t i o n

Reference: VirtualAlloc function (memoryapi.h) - Win32 apps | Microsoft 
Learn

• Basic Shellcode execution

• Executed in memory

• Using Win32api

• VirtualAlloc

https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualalloc
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualalloc


A n t i m a l w a r e ( c o m m o n )

• Static Signature – packers/encrypters/obfuscators
• Sandboxing – anti-vm/debugging
• Cloud-Based Analysis – file bloating?
• Heuristics/behavior based  



S h e l l c o d e  e n c r y p t i o n

Obscure the contents of the code & circumvent static analysis. 
Encryption can help evade signature-based detection when using 
signatured code and payloads

AES -> Preferred 
kokke/tiny-AES-c: Small portable AES128/192/256 in C (github.com)

XOR
• Often used to encrypt shellcode basic malware obfuscation.
• bitwise operation,Fast
• String obfuscation
RC4

https://github.com/kokke/tiny-AES-c


n t  A P I  ( u n d o c u m e n t e d )

Reference: NTAPI Undocumented Functions (ntinternals.net)-
The Native API (unizar.es)

WINAPI (WIN32API) – NT API

VirtualAlloc - NtAllocateVirtualMemory
CreateThread – NtCreateThreadEx

WaitForSingleObject – NtWaitForSingleObject

http://undocumented.ntinternals.net/
https://webdiis.unizar.es/~spd/pub/windows/ntdll.htm


N t  a p i  c o n v e r s i o n
WindowsAPI - VirtualAlloc 

NTAPI – NtAllocateVirtualMemory

CreateThread – NtCreateThreadEx

WaitForSingleObject – NtWaitForSingleObject



S Y S C A L L S
Direct Syscalls - 
InDirect Syscalls 

Reference: Direct Syscalls: A journey from high to low - RedOps – English
Direct Syscalls vs Indirect Syscalls - RedOps – English
Understanding Syscalls: Direct, Indirect, and Cobalt Strike Implementation - d01a

https://redops.at/en/blog/direct-syscalls-a-journey-from-high-to-low
https://redops.at/en/blog/direct-syscalls-vs-indirect-syscalls
https://d01a.github.io/syscalls/


S Y S C A L L S
Direct Syscalls 
• Syswhisphers1/2/3
• Gates –  Hell,Halo

InDirect Syscalls 
• Involves an abstraction layer
• Executed in memory of ntdll.dll

Reference: Direct Syscalls: A journey from high to low - RedOps – English
Direct Syscalls vs Indirect Syscalls - RedOps – English
Understanding Syscalls: Direct, Indirect, and Cobalt Strike Implementation - d01a

https://redops.at/en/blog/direct-syscalls-a-journey-from-high-to-low
https://redops.at/en/blog/direct-syscalls-vs-indirect-syscalls
https://d01a.github.io/syscalls/


W H A T ’ S  T H E  P O I N T

Understanding how malware development techniques are 
implemented is important for custom tooling.

• Modifying Existing tools
• Applying new variants or implementations of same technique
• Adding obfuscation/routines
• Use Syscalls & Gates



PACKERS
Packers provide the ability to embed shellcode, exe, dll and etc.
into a binary. Often used in software development to protect 
code. In red team used for bypassing AV solutions which is 
essential for initial access & In general for red team operations.

• Provide Obfuscation
• Evades most signature-based detection 
• Protection Against Basic Reverse Engineering/Decompilation

Reference: Obfuscated Files or Information: Software Packing, Sub-technique T1027.002

https://attack.mitre.org/techniques/T1027/002/


Inceptor is a template-based PE packer for 
Windows, designed to help penetration 
testers and red teamers to bypass common 
AV and EDR solutions. Inceptor has been 
designed with a focus on usability, and to 
allow extensive user customization.

I N c e p t o r

Home · klezVirus/inceptor Wiki (github.com)

https://github.com/klezVirus/inceptor/wiki


Inceptor is a template-based PE packer for Windows, designed to 
help penetration testers and red teamers to bypass common AV and 
EDR solutions. Inceptor has been designed with a focus on usability, 
and to allow extensive user customisation.

f r e e z e

Tylous/Freeze: Freeze is a payload toolkit for bypassing EDRs using suspended processes, direct 
syscalls, and alternative execution methods (github.com)

N i m c r y p t / 2 / n i m s y s c a l l p a c k e r

https://github.com/Tylous/Freeze


Script that wraps around multitude of 
packers, protectors, obfuscators, 
shellcode loaders, encoders, 
generators to produce complex 
protected Red Team implants. 

• Multiple file formats supported 
(depending on packer selection)
• Daisy-Chain multiple packers

Reference: ProtectMyTooling – Don’t detect tools, detect techniques – mgeeky's lair
mgeeky/ProtectMyTooling

P r o t e c t M y T o o l i n g

https://mgeeky.tech/protectmytooling/
https://github.com/mgeeky/ProtectMyTooling


Code signing certificates verify the identities of the developers and 
attackers cannot inject malware into legitimate software without 
detection.

Benefits
- Less Scrutinized by Anti-Malware/AV solutions.
- SmartScreen Filter  (NOT all)
- Web Filters/Proxy 

D i g i t a l  C e r t i f i c a t e s



Depending on the operational expense capability and resource of an 
operations. Purchasing code signing certs has it’s caveats.

P U R C H A S I N G  c o d e  s i g n i n g  c e r t s

• Logistics & Expense 
• Anonymity might be a concern
• Once Reported malicious unusable
• Burn Rate < Reward



O B T A I N I N G  c o d e  s i g n i n g  c e r t s



Virustotal Enterprise

Search for .pfx files for 
code signing certificates 
then bruteforce the 
password. 

s E A R C H I N G  v I R U S T O T A L

Query: content:{02 01 03 
30}@4 NOT tag:msi AND NOT 
tag:peexe



GrayhatWarfare, is a searchable database for public buckets or 
cloud storages

Search for .pfx files for 
code signing certificates 
then bruteforce the 
password. 

s E A R C H I N G  P U B L I C  B U C K E T S

Unknown Cheats is a game hacking forum 
you can learn a lot about bypasses and 
evasion here. 



D E F A U L T  C S  i n d i r e c t  
S Y S C A L L S + p a c k e d

+ S I G N E D  r e v o k e  c e r t



Maldevacademy released a full blown loader. Credits to 
@Mr.d0x and @Nul0x4C for all their work!

• Hellsgate 
• Indirect-Syscalls
• Dll Unhooking
• Payload injection 
• And more 

B O N U S  ( e d r ? a v ? )

Reference: Maldev-Academy/MaldevAcademyLdr.1 (github.com)

In the next few days/weeks 
probably some EDRs will detect 
the exact loader.

HAVOC Callback 

https://github.com/Maldev-Academy/MaldevAcademyLdr.1


W h a t ’ s  t h e  p o i n t ?
Code Signing Certs (leaked)– double edge sword
• Existence of a leaked/revoked digital signature can reduce/increase detection.
• Legitimate Code Signing Certs can help evade SmartScreen if reputable enough

Packers can help increase reputation of payload evading detections
• Too much Packing/Obfuscation can result to higher detection.
• Some Packing techniques have matured detection identifiers such as yara rules.

AV Evasion/Malware Development
• We need to understand how techniques for evasion works for tuning/modification
• FUD Payload is not always TOTALLY required. – Depends on what we are up against 
• Don’t really need to develop full blown C2 or implants. 
• Custom loaders YES! Syscalls? YES!



S T R A T E G I C  P A Y L O A D  H O S T I N G



F i n d i n g  t h e  p e r f e c t  m a t c h
• Create your own domain/site, build reputation, <- traditional(old) *SLOW*
• Leverage popular “trusted” domains for payload hosting <- practical *FAST*

Living Off Trusted Sites - - https://lots-project.com/

https://lots-project.com/


p A Y L O A D D E L I V E R Y  M E T H O D S



H T M L  S M U G G L I N G

Encoded Javascript Decoded Javascript, 
Triggers JS actions

Malicious Code/Payload assembles to file dropped on 
device

Malicious File dropped on User 
machine waiting for execution

User opens email and clicks on html attachment 
inside the mail and opens web browser



C O N T A I N E R S
ISO,ZIP,CAB,VHD

How Threat Actors Are Adapting to a Post-Macro World | Proofpoint US

https://www.proofpoint.com/us/blog/threat-insight/how-threat-actors-are-adapting-post-macro-world


C A L E N D A R  I N V I T E S
A calendar invite attack is used by threat actors as a phishing 
attempt to trick the targeted user to click on the invite file 
which link to landing page

• Era of Meetings! 

• Novel Technique still effective

• Deadly Success with proper pretexting and timing

• Adds Follow up urgency , Post action <- meeting cancellation



P u t t i n g  i t  a l l  t o g e t h e r !



C A L E N D A R  R e m i n d e r

Prompt for reminder to join meeting

List of Attendees that accepted the meeting can 
be spoofed from the previous PARTSTAT property.



C A L E N D A R  R e m i n d e r
Hovering the mouse on the button will reveal the href element 
which points to the full URL of the payload. 



L A N D I N G  P A G E  ( Z O O M )

Fake Landing Page which triggers. 
Download initial access payload. 

Can be Zip or ISO



H t m l  s m u g g l i n g  Z I P +  I S O  +  L N K  
FAKE TEAMS HTML Smuggling

Download Zipped Installer



H t m l  s m u g g l i n g  Z I P +  I S O  +  L N K  

Hidden Files

LEGIT EXE

Shortcut LNK file



H t m l  s m u g g l i n g  Z I P +  I S O  +  L N K
+  D L L  S I D E L O A D I N G  

Payload (DLL)Back to our LNK payload



H t m l  s m u g g l i n g  Z I P +  I S O  +  L N K
+  D L L  S I D E L O A D I N G  

Executes/ opens multiple conhost process multiple times

Copies hidden LICENSE ( DLL Payload)

Rename the LICENSE into linkinfo.dll
Executes Legit File



H t m l  s m u g g l i n g  Z I P +  I S O  +  L N K
+  D L L  S I D E L O A D I N G  
Victim is unsuspecting because legitimate event happened

Behind the curtains our payload is copied , 
renamed and loaded



H t m l  s m u g g l i n g  +  Z I P +  I S O  +  L N K
+  D L L  S I D E L O A D I N G  
We Receive a shell back from the Microsoft teams 
process

Goals achieved
Initial Access + Persistence
•  Everytime Teams opens = callback
•      User is not suspicious = NO investigations? 



P u t t i n g  i t  a l l  t o g e t h e r !



W H A T ’ S  T H E  P O I N T ?

Easy wins for initial access HTML Smuggling, Zipped ISO,LNK files. 
• Payload type depends on pretext 

• EXE,DLL,MSI,JS,PDF

Conference Calls/Meetings provide an opportunity for a good 
pretext to gain initial access.
• Because of User Urgency and Call to action

Landing Pages & Post Click Events MATTER
• Avoiding Investigations/Analysis

Things to think about – too many clicks or execution 



I N I T I A L  A C C E S S  O P E R A T I O N S



Initial access is the most crucial part but don’t get excited. 
Red Team Engagements simulating APT require longer 
operations we must think strategically.

W h a t ’ s  n e x t

• Don’t run your operations on initial access agent
• Don’t sleep 0 <- interactive
• Avoid dropping to disk as much as possible
• Execute-assembly <- use inline-execute

• Spawn to another process and drop another payload
• Setup Persistence opportunities



After gaining access to a remote system perform 
situational awareness before moving on.

S i t u a t i o n a l  A w a r e n e s s

• Identify running processes

• Logged in users

• Who has recently logged into the system?

• If it’s an endpoint machine identify working hours



BOF or Beacon object files are designed to be difficult to 
detect in order to evade detection by security software 
and remain concealed mostly during post-exploitation.

B e a c o n  o b j e c t  f i l e s

• Introduced in Cobalt Strike 4.1 in 2020

• BOFs are compiled C programs that are executed in memory

• In-line execution on running processes

• Adapted by most C2 and tools to run BOF like bofloader



After gaining access to a remote system perform 
situational awareness before moving on.

Q u i c k  W i n s

• Domain Credentials

• Password Manager ( Master Password)

• Open windows/Recent files 

• Data Mining Emails



AskCreds is BOF tool that can be used to collect user 
passwords using CredUIPromptForWindowsCredentials

A s k i n g  n i c e l y

References: C2-Tool-Collection/BOF/Askcreds at main · outflanknl/C2-Tool-
Collection (github.com)
SharpLoginPrompt/SharpLoginPrompt/Program.cs at master · 
shantanu561993/SharpLoginPrompt (github.com)
CredUIPromptForWindowsCredentialsA function (wincred.h) - Win32 apps | 
Microsoft Learn

SharploginPrompt is also a similar tool 
with the same functionalities

https://github.com/outflanknl/C2-Tool-Collection/tree/main/BOF/Askcreds
https://github.com/outflanknl/C2-Tool-Collection/tree/main/BOF/Askcreds
https://github.com/shantanu561993/SharpLoginPrompt/blob/master/SharpLoginPrompt/Program.cs
https://github.com/shantanu561993/SharpLoginPrompt/blob/master/SharpLoginPrompt/Program.cs
https://learn.microsoft.com/en-us/windows/win32/api/wincred/nf-wincred-creduipromptforwindowscredentialsa
https://learn.microsoft.com/en-us/windows/win32/api/wincred/nf-wincred-creduipromptforwindowscredentialsa


A S K C R E D S  U S A G E

Changing the dialog message



M a k i n g  i t  b e t t e r

Very simple modifications could 
go long ways as to convince the 
user that this prompt is legitimate.
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Tool for interacting with outlook interop during red team 
engagements.

D A T A  M I N I N G  U S E R  E M A I L S !

References: checkymander/Carbuncle: Tool for interacting with outlook 
interop during red team engagements

https://github.com/checkymander/Carbuncle
https://github.com/checkymander/Carbuncle


Search for passwords
Intranet portals
Attachments
Anything

D A T A  M I N I N G  U S E R  E M A I L S !

References: checkymander/Carbuncle: Tool for interacting with outlook 
interop during red team engagements

https://github.com/checkymander/Carbuncle
https://github.com/checkymander/Carbuncle


Reachout to me if you are/will/want to be a red team operator!
Anything Offensive I am open to chat and bounce ideas.

Personal:
Twitter: iansecretario_
LinkedIn: markchristiansecretario
Company:
Visit us at www.guidem.ph
For Business related concerns mail me at iansecretario@guidem.ph
                       
Watch out for GuideM’s upcoming intermediate/advance trainings! 
               Follow us at https://www.facebook.com/guidemtraining/

T H A N K S !

https://twitter.com/iansecretario_
https://linkedin.com/in/markchristiansecretario/
http://www.guidem.ph/
mailto:iansecretario@guidem.ph
https://www.facebook.com/guidemtraining/


Feel free to approach me at ROOTCON or message me! J

Questions??



R E F E R E N C E S  &  C R E D I T S
The codes and materials presented on these slides are possible only because of the 
offensive security community special thanks to @specterops @outflank @sektor7 
@trustedsec @cocomelonc @mgeeky @dazzyddos @S3cur3Th1sSh1t  @mr.dox @ for 
publishing their research about initial access, evasion, tooling and payload development

More Advance stuffs:
Clickonce + AppDomainManager injection
Less SmartScreen More Caffeine: (Ab)Using ClickOnce for Trusted Code Execution | by Nick Powers | Posts By 
SpecterOps Team Members
Complex Chains For Initial Access
Desperate Infection Chains (binary-offensive.com)
MaldevAcademy (maldevacademy.com)

https://posts.specterops.io/less-smartscreen-more-caffeine-ab-using-clickonce-for-trusted-code-execution-1446ea8051c5
https://posts.specterops.io/less-smartscreen-more-caffeine-ab-using-clickonce-for-trusted-code-execution-1446ea8051c5
https://binary-offensive.com/files/x33fcon%20-%20Desperate%20Infection%20Chains.pdf
https://maldevacademy.com/

