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https://docs.google.com/file/d/1553EQ8cTnPX8JpkVb2EjtQ5SaRBMmM43/preview




CYBERNSECURITY /.}SRE!.:-I!IgTIEIE

DESIGN, IMPLEMENT, VERIFY




Sun Tzu said:

"If you know the enemy and
know yourself, you need not
fear the result of a hundred
battles. If you know yourself
but not the enemy, for every
victory gained you will also
suffer a defeat. If you know
neither the enemy nor
yourself, you will succumb in
every battle.”

https://www.facebook.com/suntzupage/






Defensive Security Overview

Vehicle
Networks
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https://www.aptiv.com/en/insights/article/evoluti

Evolution of Vehicle Architecture . .. ccoarchiecire
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https://www.aptiv.com/en/insights/article/evolution-of-vehicle-architecture
https://www.aptiv.com/en/insights/article/evolution-of-vehicle-architecture

Functional
Domains and
Vehicle
Architecture




Q - How do we secure a modern
connected vehicle?
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Future: Post Quantum J

9 Categories

55 Items of Interest
Not enough time to go over them all!

amper Sensors Static ARP Tables

SoC Voltage Monitoring
Glitching Monitoring
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Hardware
Defenses
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Memory space config and
flash passwords

Hardware Security M

Trusted Execution
Environment (TEE)
OTP Memory / EFuses




Hardware
Defenses

PCB Layout - BGA chips,
buried traces, test point
randomization

SoC Internal Memory

Debug Interface Lockouts
(JTAG, UART, etc.)

Memory space config and
flash passwords

SoC Voltage Monitoring /
Glitching Monitoring
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Firmware
Defenses
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gt 0x80010000 DE AD BE EF
8B AD FO 0D

CAFEDO 0D

End 0x8001FFFF C000 10 FF

Address

Input
Data

-

Firmware Signing Service

Signature
SJonale  0x80020000 —

Output
Signature

=

Hash Function
SHA 256

:L,> ‘

Digital Signature
(256 Bytes or 2048
Bits)

32 Byte (256 bit)
Hash Value

&

=

RSA 2048

¥

~

RSA
Private
Key

/




Firmware
Defenses




Firmware
Defenses




Firmware
Defenses




Operating System
Defenses

DAC Access Control e Restricting access to the resources an
application has access to

e If you find a vulnerability in an application, you

ASLR still need to elevate privileges

MAC (AppArmor/SELinux)

Kernel Hardening

Control Flow Integrity

Secure Logging

Endpoint IDS

Static ARP Tables




Filesystem
Defenses

Read Only FS Mount

Merkle File System Integrity
(dm-verity)
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https://en.wikipedia.org/wiki/Merkle_tree#/media/File:Hash_Tree.svg
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Middleware

Defenses

@ Header BZVIEEGEES Signature
mTLS Auth
AFL AU JSON Web Token

{ Connection Limits J

https://ansibytecode.com/jwt-peek-into-the-jargon-java-web-token/



Middleware
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mTLS Auth

API| Auth

Connection Limits

Pub/Sub
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https://github.com/IAmMorrow/grpc-pubsub-broker
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Shadow Stacks
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Stack Canaries
Control flow graph
execution monitoring
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https://www.autosar.org/fileadmin/standards/R20-11/FO/AUTOSAR_PRS_IntrusionDetectionSystem.pdf
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Figure 3: Message Authentication and Freshness Verification

API| Auth

https://www.autosar.org/fileadmin/standards/R4-3/CP/AUTOSAR_SWS_SecureOnboardCommunication.pdf
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Diagnostic

& Calibration e Service 29 Based Authentication with asymmetric
Defenses crypto authentication
e Service 27 with asymmetric crypto authentication

o
UDS Strong Security Auth e No more weak XOR or addition!

UDS Access Control Roles

S
UDS Service Removal
(unsafe SIDs)

Removing XCP/CCP
Support in Prod

CAL File Integrity/Auth




Diagnostic e Service 23 - Read Memory By Address
& Calibration

e Service 3D - Write Memory By Address
e Service 35 - Request Upload
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Application Layer API Auth SecOC

Network .
Defenses ‘ [

Presentation Layer

VPN Tunnel
Session Layer ( L
mTLS Connections k mTLS Authentication /
Transport Layer
MACSec or IPSec
IPS
Network IDS Network Layer | \ ec
i 2
ARP Restrictions unless in Data Link Layer e
learning mode |

Network Segmentation /

Gateway Module Physical Layer




Network
Defenses

ETHERNET FRAME FORMAT:

VPN Tunnel
8 octets 6 octets 6 octets 2 octets 46-1500 octets 4 octets

Destination Source MAC
MAC Address Address | . Data CRC
mTLS Connections |

MACSec or IPSec

IP Datagram
Network IDS TCP Appllcatlon Data

ARP Restrictions unless in
learning mode

https://www.geeksforgeeks.org/gate-gate-it-2006-question-19/#

Network Segmentation /
Gateway Module




In Summary

Hardened ECUs

Hardened Vehicle Networks




Thank you - Any Questions?
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Operating System Defenses Filesystem Defenses Middleware Defenses
Hardware Defenses Crypto Defenses
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