Safe Manipulation
aka Safe Cracking
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Part 1

Understanding how a Group 2 lock works






. Methods of Entry
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il. How to dial in a

14-R35 12 [
Check code 2.

Turn dial .

combination?

ldentity Authentication
w Code Entry

~ Venty Code

Grant Access
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Code entry

Verify Code

Grant Access
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lii. Parts of a 3-wheel safe

lever nose cam gate

wheel 3
combination
gate

lock

relocker
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Fence / nose

Source: Safecracking for the computer scientist, Matt Blaze

Fence and wheel
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IV. Vulnerabilities
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100 x 100 x 100 ?
Keyspace = 1,000,000

+/ ()75
67 x67 x67 =300 763

=1 75
40 x 40 x 40 = 64,000

Forbidden Zdne on W3

- 10 nu‘mbers

242 406 combinations

51,200 combinations
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Source: Safecracking for the computer scientist, Matt Blaze
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v. Exploitation



The Contact Points

Source: Safecracking for the computer scientist, Matt Blaze
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The Flrst Algorlthm

1. AWL — All Wheels Left
> Dialto0/25/5/ 5 /

3. Take C ontact rea,;1':,/:“155‘f,} -

4. Graph .
5. Rinse and Repeat
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I. The other Algorithms

@Amphﬁcaﬁon .
©High Low Test
®Graph ond number

®Brute Forcmg the 3rd number
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High Low Test
*AWL 1indicate at 384

W1 W2 W3 Left Right Right - Left
Contact Contact

@ s 84 79 915 @@

34 94 34 275 9125 11.5
34 34 94 79.25 91.5 12.25

17



Graphing the 2"® Number

®Depends on Wh1ch Wheel indicated first.
®'To be d1scussed 1n the v111age

7 BN
N
W)

/.



. Other Epr0|ts

®Radiographic (X Ray)

¢Drilling (Destructlve) ] Crescope

@Exploswes (Destructwe) .

@Thermlc Lance (Destructwe)
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