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Before we start

§ No new fancy techniques
§ Use the tool at your own expense
§ Main objective: To learn process injection 

Setting Expectations…



Agenda

§ Process Injection Primer
§ Injection Techniques Revisited
§ Windows API Calls
§ Evasion 101
§ Nimjector – Process Injection Framework
§ Development Plans



Process Injection Primer
Not your fancy new exploit yet still effective



Process Injection

§ Method of executing arbitrary code in the address space of a separate 
process
§ Shellcode for c2 callback



Process Injection

§ Method of executing arbitrary code in the address space of a separate 
process
§ Shellcode for c2 callback

§ Adds stealth, executing under the context of a legitimate process
§ a.exe vs explorer.exe



Process Injection

§ Injection techniques tend to have a typical structure
§ Allocate

§ Write

§ Execute

a.exe explorer.exe

Process Injection 101



Process Injection

§ Injection techniques tend to have a typical structure
§ Allocate

§ VirtualAllocEx

§ Write

§ Execute

a.exe explorer.exe

Process Injection 101

Memory Space
Allocate writable 
memory space



Process Injection

§ Injection techniques tend to have a typical structure
§ Allocate

§ Write

§ WriteProcessMemory

§ Execute

a.exe explorer.exe

Process Injection 101

Shellcode
Write shellcode



Process Injection

§ Injection techniques tend to have a typical structure
§ Allocate

§ Write

§ Execute

§ CreateRemoteThread

a.exe explorer.exe

Process Injection 101

Shellcode
Execute shellcode



Injection Techniques Revisited
Vanilla baby steps



Process Injection Techniques

§ A LOT of existing techniques for process injection
§ https://www.ired.team/offensive-security/code-injection-process-injection



Process Injection Techniques

§ CreateRemoteThread
§ Process Hollowing
§ Early-bird APC Queue



Process Injection Techniques

§ CreateRemoteThread
§ One of the oldest method of process injection
§ Easily detectable
§ Builds your foundations for process injection

§ The simplest example for process injection structure



Process Injection Techniques

§ OpenProcess
§ Open the target process – explorer.exe

CreateRemoteThread



Process Injection Techniques

§ VirtualAllocEx
§ Allocate memory on the target process – stores allocated memory address on rPtr

CreateRemoteThread



Process Injection Techniques

§ WriteProcessMemory
§ Write shellcode on allocated memory – writes shellcode on rPtr

CreateRemoteThread



Process Injection Techniques

§ CreateRemoteThread
§ Execute shellcode on allocated memory – create a remote thread  shellcode on rPtr

CreateRemoteThread



Process Injection Techniques

§ Creates a process in a suspended state
§ Unmaps the memory (hollowing)
§ Overwrites unmapped memory with shellcode
§ Resumes suspended thread

Process Hollowing



Process Injection Techniques

§ CreateProcess
§ Creates a suspended process –

explorer.exe

Process Hollowing



Process Injection Techniques

§ ZwQueryInformationProcess & 
ReadProcessMemory
§ Basically, computes the target 

address block to be unmapped 
(hollowed)

Process Hollowing



Process Injection Techniques

§ WriteProcessMemory
§ Writes shellcode on the hollowed 

block

Process Hollowing



Process Injection Techniques

§ ResumeThread
§ Resumes the suspended thread, 

which then executes the stored 
shellcode

Process Hollowing



Process Injection Techniques

§ Creates a process in a suspended state
§ Allocates a space in the new process for the shellcode
§ Shellcode is written to the allocated memory
§ Asynchronous Procedure Call routine points to the shellcode
§ APC is queued to the main thread of the remote process while in 

suspended state
§ Resumes thread

Early-bird APC Queue



Process Injection Techniques

§ CreateProcess
§ Creates a suspended process –

explorer.exe

Early-bird APC Queue



Process Injection Techniques

§ VirtualAllocEx
§ Allocates memory for shellcode in 

the suspended process

Early-bird APC Queue



Process Injection Techniques

§ WriteProcessMemory
§ Allocates memory for shellcode in 

the suspended process

Early-bird APC Queue



Process Injection Techniques

§ QueueUserAPC
§ APC routine is pointed to the 

shellcode and queues APC to the 
main thread

Early-bird APC Queue



Process Injection Techniques

§ ResumeThread
§ Resumes the suspended thread 

and shellcode executes due to the 
queued APC routine

Early-bird APC Queue



Process Injection Techniques

§ So, what’s my point?
§ The structure exists on all techniques
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§ So, what’s my point?
§ The structure exists on all techniques
§ Coding different techniques is gruesome



Process Injection Techniques

§ So, what’s my point?
§ The structure exists on all techniques
§ Coding different techniques is gruesome
§ Understanding Windows API calls is very important



Windows API Calls
Microsoft Docs is your best friend, sometimes not.



Windows API Calls

§ Utilizing existing functions on DLL to execute process injection
§ Different ways to execute API calls

§ Kernel32 calls
§ Ntdll calls
§ Syscalls
§ GetSyscallStub



Windows API Calls

§ Kernel32
§ Calling functions residing in kernel32.dll

§ https://docs.microsoft.com/en-us/windows/win32/api/

§ Just fire up the page and you’re ready to go



Windows API Calls

§ Ntdll – Windows Native API
§ Calling functions residing in ntdll.dll

§ Undocumented functions



Windows API Calls

§ Ntdll
§ Good samaritans

§ http://undocumented.ntinternals.net/

§ https://www.codewarrior.cn/ntdoc/winnt/mm/NtWriteVirtualMemory.htm

§ http://pinvoke.net/default.aspx/ntdll/NtWriteVirtualMemory.html



Windows API Calls

§ Syscalls
§ Uses Nt functions

§ Invoking NT API functions without directly calling functions from ntdll

§ CAVEAT: Syscalls vary per windows version

§ SysWhisphers
§ https://github.com/jthuraisamy/SysWhispers

§ NimlineWhisphers
§ https://github.com/ajpc500/NimlineWhispers



Windows API Calls

§ SysWhisphers
§ Generates ASM files that can be imported to make direct system calls

§ NimlineWhisphers
§ Nim implementation of SysWhisphers



Windows API Calls

§ GetSyscallStub
§ Uses Nt functions

§ Dynamically retrieving NTDLL syscall
stubs at runtime

§ Defeats the caveats of hardcoded 
syscalls

§ NimGetSyscallStub
§ https://github.com/S3cur3Th1sSh1t/

NimGetSyscallStub

§ Sample image from the repository



Information OVERLOAD



Nimjector
Process Injection Framework



Nimjector

§ A process injection framework written in NIM

§ Inspired by nim github repositories such as OffensiveNim, NimHollow and Nimcrypt2

§ Eases payload creation of different process injection techniques

§ Template-based / modular framework

§ Introduces learning while using the tool

§ Not just for RED teamers, but for BLUE team as well



Why nim?

§ I’m a python kid
§ Easy coding due to its syntax



Why nim?

§ Cross-compilation (Windows / Linux / OSx)



Why nim?

§ Public repositories for Nim
Offensive Tooling
§ Winim
§ NimlineWhisphers2
§ NimGetSyscallStub
§ OffensiveNim



Modular Framework

§ Configurations / Models written in YaML



Modular Framework

§ API calls for source code written in .nim files



Modular Framework

§ Reusability of definitions
§ Defined API calls can be used in compiling 

techniques and detecting

§ If you know what API calls are used in the 
technique, you can also somehow detect it



Modular Framework

§ Reusability of definitions
§ Defined kernel32 API calls can be translated into its 

NT API counterparts



Modular Framework

§ API Call code snippets
§ Each API call is written as a code snippet, ready for compilation to build the technique



Modular Framework

§ Customization of API call 
arguments
§ Not all API calls use the same 

arguments, it may vary per technique 
used



Learn API calls 

§ Introduces learning while 
compiling / detecting process 
injection
§ Information about API calls used 

during payload creation or detected are 
being printed by the tool.



Nimjector – Functionalities (Red)

§ Payload creation - different technique options
§ CreateRemoteThread, Process Hollowing, APCQueue, etc.

§ Callback Functions

§ Mix and match of different API call variations
§ API call variations (Kernel32, Ntdll, Syscalls, GetSyscallStub)

§ Optional shellcode encryption and DLL patching for evasion



Nimjector – Benefits (Red)

§ Eases out creation of process 
injection payloads
§ Provides multiple process injection 

techniques

§ Easy payload creation and 
modification 



Nimjector – Benefits (Red)

§ Introduces each call used per technique



Nimjector – Benefits (Red)

§ Mix and match of different API calls
§ API call variations (Kernel32, Ntdll, Syscalls, GetSyscallStub)



Nimjector – Functionalities (Blue)

§ String based detection
§ Kernel32 or Ntdll calls 

§ CAVEAT: String obfuscation



Nimjector – Functionalities (Blue)

§ Syscall Detection
§ Hex encoded syscalls

§ CAVEAT: Limited to syscalls of Windows 10



Nimjector – Benefits (Blue)

§ Quick analysis via API call strings or syscalls detection
§ Heuristic scoring based on API call weight

§ Some API calls are more significant based on the technique



Nimjector – Benefits (Blue)

§ Payload creation for AV / EDR 
testing
§ Payload compilation is not just for popping 

callbacks



Nimjector – Development Plans

§ Randomization of API calls per variant

§ Evasion Techniques (Red Team)
§ In addition to API call variants

§ Weight / Heuristic scoring optimization (Blue Team)

§ Dynamic API Hooking (Blue Team)



DEMO
Nimjector in ACTION



Questions?
Hit me up at THEOS booth or anywhere here @ ROOTCON

Twitter: @_ar33zy
LinkedIn: Ariz Soriano
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