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What is Shift 
Left? 

        Bringing something close to 
the source



Considerable 
rise in the final 

resultant
 



Security concerns are taken into consideration 
during the whole application development, 

rather than at the end of the process.



Security shouldn’t be treated as an 
after-thought. 



Cost of Security increases 
rapidly as it moves away 

from the source



Scanning every single 
code change

AWS Codepipeline







This webhooks 
configured URL is 
the heart of our 
“Continuous Code 
Hacking”



Add as many build 
security steps as you 
want



How Buildspec 
Setup
Looks like

Pre_Build
● Setup dependencies
● Pull scanners

Build
● Run scanners and scripts
● Parse result

Post_Build
● Call lambda
● Push results



Eg. Git Secret 
buildspec.yml



1. SAST — Scanning source code for vulnerabilities.

2. DAST — Performing Dynamic Application Security Testing.

3. Dependency Scanning — Analyze external dependencies for known vulnerabilities.

4. Secret Detection — Detecting secrets in the PR. 

5. Additional Capabilities — Dockerfile linter, Check whitelist of base images. 

Continuous code hacking capabilities:



AWS DevSecOps Pipeline Architecture



Secret Scanning 
         Result



Dependency Checker
         Result



 Docker Linter 
       Result



Static Code Scanning 
         Result



DAST Scanning 
         Result



1. Reporting — Sharing reports and status over slack and mailbox.

2. Alerting — Alerts for build success and failure.

3. Vulnerability Management — All findings are managed over AWS Security Hub.

Other Continuous code hacking capabilities:



Reporting Over 
Slack channels



Build Status Over 
        Mailbox



Vulnerability 
Managment
Over
AWS Security Hub

Vulnerability 
Management Over 
AWS Security Hub



1. Real time Checks — Real time changes to the code triggers security checks

2. Reporting — Result and status can be shared across different communication channels.

3. Highly Flexible — Modularity with standardized interfaces.

4. Completely Automated — Automation is the key here.

5. Vulnerability Management — Manage vulnerabilities at single place.

 Benefits:



SHORT DEMO



http://www.youtube.com/watch?v=PYf3GTN3_U8


Thank You!
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