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Disclaimer

This presentation is for informational and educational purpose only. All demonstrations/videos 
shown in here were done only on personal vehicles, or with explicit permission from the owner. 
You shall not misuse the information to gain unauthorized access. This disclaimer may 
amended, updated or otherwise changed, at any time and without prior notice.


Most techniques used here are already known for years and can be readily found on the 
internet.


Everything will be available on my GitHub repository / Website shortly after the presentation. 
Some files have been altered to prevent misuse.


No key fobs were harmed in the making of this presentation.



Story time…

ECE 488, Prof. Hong Liu, University of Massachusetts Dartmouth



CVE on a car?!







Media



Keyless Entry Systems 

Keyless entry in 
vehicles after 

2019

91%

Keyless entry in 
vehicles after 

2014

72%

Equipped with Keyless Entry
Not equipped

Source : CNBC & Edmunds



Remote Keyless Entry(RKE)
• First introduced in 1982 on a Renault Fuego


• Operates at either 315, 433 or 868MHz 



Modulation



Static vs. rolling keys



Tools

• FCCID.IO


• RF transceiver ( HackRF, , USRP N210, Flipper Zero, Yard Stick One…)


• GQRX / AirSpy SDR


• Universal Radio Hacker


• GNURadio



FCCID.IO
FCC ID : KRV52X



RF Transceivers

• HackRF


• Flipper Zero


• Yard Stick One


•  USRP N210



GQRX



AirSpy SDR



Universal Radio Hacker (URH)



GNURadio Capture



GNURadio Transmit



Gone in 50 seconds



My favorite…



Credit : CBS News



Digging Deeper





Logic Analysis



What do these numbers mean?
“It’s in the data sheet!” - Dr. Viall



MISO: 0b  1000   0100  FC1L  01h F1C7 F1C6 F1C5 F1C4 
F1C3 F1C2 F1C1 F1C0

433657070Hz 


MISO: 0b  1011  0001 FC2L  03h F2C7 F2C6 F2C5 F2C4 
F2C3 F2C2 F2C1 F2C0 434176948Hz

MISO: 0b  0001  0100  FCON  09h FSK7 FSK6 FSK5 FSK4 
FSK3 FSK2 FSK1 FSK0 	 
 FSK modulation, with deviation =+- 15968Hz

MISO: 0b  0011  0011   BDSEL DIV_bd=51 , Baud rate= CLK/(2*(DIV_bd+1)= 15380 s /sec

Extracting  useful information 



Calculating Manchester bit rate 



Manchester Bit Rate =
1 second

Shortest duration

2
=

1000000 μS
62.81 μS

2
=

15,921.032
2

= 7960.516 ≈ 7961 Kilobytes per second .



Decoding Manchester



Adding support for our cyber-dolphin friend : Flipper Zero

Captured using QFlipper App





Flipper Zero Demo



"Civic with a laptop. The most feared thing in the car community"

Hint: Google the title!



The Ultimate Wardriving Setup
"Civic with a laptop, and a HackRF One”



Solution?



Rolling codes, they’re safer...right?





Rolling Codes pwned too?!

https://twitter.com/i/status/1546171686675955712



Rolling Pwn Demo

Video Credits: @Kevin2600









Gone in 4 minutes









What Next?
Join us on this journey!

• Help us create a list of every vulnerable vehicle! Sign up at https://forms.gle/
duNtw2UcmPgTdRPM9 or by scanning the QR code below!


• Flipper Zero Custom Firmware is available on GitHub or through Unofficial firmware!

https://forms.gle/duNtw2UcmPgTdRPM9
https://forms.gle/duNtw2UcmPgTdRPM9
https://forms.gle/duNtw2UcmPgTdRPM9
https://forms.gle/duNtw2UcmPgTdRPM9


Thank you!
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