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AGENDA

. Bypassing security products is a notorious malware trend
i = Microsoft Defender is the key target of cyber criminals i

= Kernel-mode threats are still the most risky

= Microsoft Defender Internals: Signature Detection

= Windows OS Internals: Mandatory Integrity Control

= New kernel attack disables Microsoft Defender

= MemoryRanger defends Microsoft Defender
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Microsoft Defender is under attacks
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Attackers App Defender
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Microsoft Defender is under attacks

Attackers App

User-mode attacks on
Windows Defender

Microsoft
Defender
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Driver-based attacks can disable Microsoft Defender

Microsoft
Attackers App Defender
Install a Driver
4. Kernel-mode attacks on
- Windows Defender ¢
Microsoft
CA™A Defender Kernel
Attackers Driver Structures




MICROSOFT DEFENDER IS UNDER ATTACKS
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Microsoft Defender is running on over PCs

Windows Defender is protecting more than

of the Windows ecosystem, so we're a ,
and everyone wants to evade us to get the

Tanmay Ganacharya

Partner Director for Security Research

@ Microsoft Defender for Endpoint

* Top Microsoft Defender expert: These are the threats security hasn't yet solved, ZDNet, 2019
https://www.zdnet.com/article/top-windows-defender-expert-these-are-the-threats-security-hasnt-yet-solved
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TWEETS ABOUT DISABLING MICROSOFT DEFENDER

@joehelle

Let's bypass Windows Defender using reflection in

Powershell.


https://twitter.com/joehelle/status/1455939119742345218

TWEETS ABOUT DISABLING MICROSOFT DEFENDER

Qutaiba | "‘_f’_"’ﬁ
@QutaibaMO

A simple python packer to easily bypass Windows
Defender

Unknow101/
FuckThatPacker



https://twitter.com/joehelle/status/1455939119742345218
https://twitter.com/QutaibaM0/status/1506598126714503175

TWEETS ABOUT DISABLING MICROSOFT DEFENDER

) Benjamin Delpy &

@gentilkiwi

#trollday : epic Windows Defender bypass...

before running #mimikatz : $mimikatz = 'C:\Users
\Gentil Kiwi\Desktop\mimikatz.exe' ; Add-
MpPreference -ExclusionPath $mimikatz
-AttackSurfaceReductionOnlyExclusions $mimikatz

23


https://twitter.com/gentilkiwi/status/1262120028062826497
https://twitter.com/joehelle/status/1455939119742345218
https://twitter.com/QutaibaM0/status/1506598126714503175

TWEETS ABOUT DISABLING MICROSOFT DEFENDER

last
@lastOx00

I've published on @APTortellini's Github page a little
project of mine called DefenderSwitch. It's a C++
program that can be used to disable/enable Windows
Defender without interacting with the GUI by abusing
TrustedInstaller. Admin privs needed.

APTortellini/
DefenderSwitch @

Stop Windows Defender using the Win32 API


https://twitter.com/gentilkiwi/status/1262120028062826497
https://twitter.com/QutaibaM0/status/1506598126714503175
https://twitter.com/joehelle/status/1455939119742345218
https://twitter.com/last0x00/status/1485968574233645064

TWEETS ABOUT DISABLING MICROSOFT DEFENDER

= Joe Helle, Mayor of Hacktown, First of His Name
@joehelle

Let's bypass Windows Defender using reflection in

Powershell. themayor.notion.site/53512dc072¢c241..

Qutaiba | q.m.o"‘_f‘_""{
@QutaibaMO

A simple python packer to easily bypass Windows
Defender

Unknow101/
FuckThatPacker

3 @ Benjamin Delpy &
@gentilkiwi

#trollday : epic Windows Defender bypass...

before running #mimikatz : $mimikatz = 'C:\Users
\Gentil Kiwi\Desktop\mimikatz.exe' ; Add-
MpPreference -ExclusionPath $mimikatz
-AttackSurfaceReductionOnlyExclusions $mimikatz

last
7  @lastOx00

I've published on @APTortellini's Github page a little
project of mine called DefenderSwitch. It's a C++
program that can be used to disable/enable Windows
Defender without interacting with the GUI by abusing
TrustedInstaller. Admin privs needed.

APTortellini/
DefenderSwitch @

Stop Windows Defender using the Win32 API
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MALWARE ATTACKS MICROSOFT DEFENDER
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Zloader Banking Trojan

Kraken Botnet
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MALWARE ATTACKS MICROSOFT DEFENDER

O

2020

Ragnarok Ransomware
disables the Microsoft

Defender via a reqgistry entry

O
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Zloader Banking Trojan

disables Microsoft Defender via
reconfiguring “Set-MpPreference”
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Kraken Botnet

28




MALWARE ATTACKS MICROSOFT DEFENDER

O

2020

Ragnarok Ransomware
disables the Microsoft

Defender via a reqgistry entry

O

2021

Zloader Banking Trojan

disables Microsoft Defender via
reconfiguring “Set-MpPreference”

O >
2022

Kraken Botnet
bypasses Microsoft Defender via

adding exclusions permission
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MALWARE ATTACKS MICROSOFT DEFENDER

O

2020

disables the Microsoft
Defender via a reqgistry entry

O

2021

O

Microsoft's Windows Defender has become a solid
antivirus program and we are finding that malware

disables Microsoft Defender via
reconfiguring “Set-MpPreference”

O

2022

Denis Wilson
@dwpia

bypasses Microsoft Defender via
adding exclusions permission

programs are attempting to disable or bypass it. We
have seen GootKit, TrickBot, and the Novter infections

all utilizing some sort of Windows Defender bypass.
buff.ly/38L3bTZ



https://twitter.com/dwpia/status/1222678378416869376

ACADEMIC PAPERS AND BLOGS ABOUT
ATTACKS ON MICROSOFT DEFENDER

. s driver. Mimids e PROCESS HERPADERPING -
Using Mimikatz’ driver, Mimidrv, to disable WINDOWS DEFENDER EVASION

Windows Defender in Windows

Bram Blaauwendraad Thomas Ouddeken Supervisor Posted on January 19, 2021 by Administrator

University of Amsterdam r of Amsterdam Cedric van Bockhaven
Amsterdam, The Netherlands Ams! The Netherlands loitte
bram.blaauwendraad @os3.nl thomas.ouddeken@os3.nl Amsterdam, The Netherlands

Evading Windows Defender
with 1 Byte Change

Journal of ~
Cybersecurity S
ﬂ and Privacy MDPI

= BYPASSING WINDOWS DEFENDER

An Empirical Assessment of Endpoint Detection and Response

Systems against Advanced Persistent Threats Attack Vectors
RUNTIME SCANNING

George Karantzas ! and Constantinos Patsakis '**

Charalampos Billinis, 1 May 2020

Evading Security Products for Credential . X
Dumping Through Exploiting Vulnerable Driver Win d OWSs Offe n d er:
Reverse Engineering

in Windows Operating Systems
Windows Defender's
Antivirus Emulator

-Da am!, al ouyen®®) Mai Viet Tiep’ LS . ]
Huu-Danh Pham', Vu Thanh Nguyen , Mai Viet Tiep f\lltl\-" iruses UH(,.ICI thC h-"’[l(‘l'()ﬁ('()l_)(‘-:

Phu Phuoc Huy’, and Pham Thi Vuon

A Hands-On Perspective Alexei Bulazel
@0xAlexei

Marcus Botacin Felipe Duarte Domingunes? Fabricio Ceschin!
Marco Antonio Zanata Alves! Paulo Licio de

Black Hat 2018


https://link.springer.com/chapter/10.1007/978-981-16-8062-5_36
https://www.semanticscholar.org/paper/Using-Mimikatz%E2%80%99-driver%2C-Mimidrv%2C-to-disable-Windows-Blaauwendraad-Ouddeken/1873071ed04b5e598a34ce18506409e1c7c25700
https://www.sciencedirect.com/science/article/pii/S0167404821003242?via%3Dihub
https://www.mdpi.com/2624-800X/1/3/21
https://www.blackhat.com/us-18/briefings/schedule/index.html#windows-offender-reverse-engineering-windows-defenders-antivirus-emulator-9981
https://pentestlaboratories.com/2021/01/18/process-herpaderping-windows-defender-evasion/
https://labs.f-secure.com/blog/bypassing-windows-defender-runtime-scanning/
https://www.ired.team/offensive-security/defense-evasion/evading-windows-defender-using-classic-c-shellcode-launcher-with-1-byte-change

ATTACK VECTORS ON MICROSOFT DEFENDER
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User-mode attacks

Attack Vectors on
Windows Defender

Kernel-mode attacks
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User-mode attacks

Attack Vectors on
Windows Defender

Kernel-mode attacks

Microsoft Defender

components

User-mode
modules

Kernel-mode
modules
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User-mode attacks

Microsoft Defender
Reconfigure and stop Windows Defender components
-
.
Attack Vectors on ||
Windows Defender — - I !
e o
e User-mode
modules
" |

AN

d
>- Kernel-mode

modules




User-mode attacks

Attack Vectors on
Windows Defender

—>

Reconfigure and stop Windows Defender

—>

—>

—>

Code Injection into the Whitelisted Apps

- Microsoft Defender

AN

components

User-mode
modules

Kernel-mode
modules
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User-mode attacks

Attack Vectors on
Windows Defender

Microsoft Defender
components

-

— Reconfigure and stop Windows Defender

—| Code Injection into the Whitelisted Apps

- | Process Herpaderping

Process Herpaderping is a method of obscuring

the intentions of a process by modifying the
content on disk after the image has been mapped.
This results in curious behavior by security
products and the OS itself.

31


https://jxy-s.github.io/herpaderping/

User-mode attacks

- Microsoft Defender
—{ Reconfigure and stop Windows Defender components

— Code Injection into the Whitelisted Apps

—| Process Herpaderping

Attack Vectors on
Windows Defender

e User-mode
modules

AN

l
>- Kernel-mode

modules




User-mode attacks

- Microsoft Defender
| Reconfigure and stop Windows Defender components
— Code Injection into the Whitelisted Apps
— Process Herpaderping
Attack Vectors on
Windows Defender| — Obfuscation, Encryption, Sandbox Evasion >-
Abuse NT symbolic links ]
| > User-mode
modules
. |

Killing Defender through NT symbolic links redirection while keeping it unbothered

Aug 21, 2021 « last



https://aptw.tf/2021/08/21/killing-defender.html

User-mode attacks

- Microsoft Defender
| Reconfigure and stop Windows Defender components
— Code Injection into the Whitelisted Apps
—| Process Herpaderping
Attack Vectors on
Windows Defender| —| Obfuscation, Encryption, Sandbox Evasion >-
| Abuse NT symbolic links d
I Bypass Kernel Callbacks User-mode
modules
|, |

o
>- Kernel-mode

modules




User-mode attacks

Attack Vectors on
Windows Defender

modules

Kernel-mode
modules
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https://elastic.github.io/security-research/whitepapers/2022/02/02.sandboxing-antimalware-products-for-fun-and-profit/article/

User-mode attacks

Attack Vectors on
Windows Defender

Reconfigure and stop Windows Defender

Code Injection into the Whitelisted Apps

Process Herpaderping

Obfuscation, Encryption, Sandbox Evasion

—>

Abuse NT symbolic links

-

Bypass Kernel Callbacks

Prevented by
-’X— ‘trust labels’ R

Modify
Integrity Level and
Token Privileges

-

AN

Microsoft Defender

components

User-mode
modules

Kernel-mode
modules
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User-mode attacks

Attack Vectors on
Windows Defender

Reconfigure and stop Windows Defender

Code Injection into the Whitelisted Apps

Process Herpaderping

Obfuscation, Encryption, Sandbox Evasion

Abuse NT symbolic links

-

Bypass Kernel Callbacks

_»x_ Prevented by

————— Modity

‘trust labels’

Kernel-mode attacks |

Integrity Level ana
Token Privileges

-

-

Microsoft Defender

components

User-mode
modules

Kernel-mode
modules
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User-mode atta 0

Attack Vectors on
Windows Defender

black hat

— Reconfigure] =UROPE 2021
X X novernber 10-1, 2021
—{ Code Injectic -
— Process Herp = =
Veni, ' © Vidi,
> Obfuscation, Attacks on Blind
— Abuse NT sy
—| Bypass Kerne Claudiu Teodorescu

Igor Korkin

Andrey Golchikov

Kernel-mode attacks Token Privileges

.

-

.

Disabling ETW logger sessions ol

>- Kernel-mode

modules
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https://www.blackhat.com/eu-21/briefings/schedule/#veni-no-vidi-no-vici-attacks-on-etw-blind-edr-sensors-24842

User-mode attack )i TEXAS CYBER SUMMIT 485

Attack Vectors on
Windows Defender

O / CYBER SECURITY CONFERENCE \w ﬁi
— Reconfigure a NG 202
TEXASCYBER.com

— Code Injection

—{ Obfuscation, E MemoryRanger Fills the Gap Again

— Abuse NT sym

—| Bypass Kernel Igor Korkin
Independent Researcher
2021
Kernel-mode attacks Token Privileges
Disabling ETW logger sessions -
Disabling PPL to stop Windows Defender Kernel-mode
modules

. |
L

~{ Processerpad - Protected Process Light will be Protected -
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https://igorkorkin.blogspot.com/2021/10/protected-process-light-will-be.html

User-mode attacks

Attack Vectors on
Windows Defender

Reconfigure and stop Windows Defender

Code Injection into the Whitelisted Apps

Process Herpaderping

Obfuscation, Encryption, Sandbox Evasion

Abuse NT symbolic links

Bypass Kernel Callbacks

> Modify
Integrity Level and

Kernel-mode attacks

Token Privileges

~

Disabling ETW logger sessions

~

Ly

Disabling PPL to stop Windows Defender

Disable Kernel Callbacks

-

AN

Microsoft Defender

components

User-mode
modules

Kernel-mode
modules
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User-mode attacks

- Microsoft Defender
— Reconfigure and stop Windows Defender components
— Code Injection into the Whitelisted Apps
— Process Herpaderping
Attack Vectors on
Windows Defender| —{ Obfuscation, Encryption, Sandbox Evasion >- !
— Abuse NT symbolic links l
- Bypass Kernel Callbacks User-mode
modules
> Modify
Integrity Level and | =
—1 Kernel-mode attacks Token Privileges
=~ Disabling ETW logger sessions l
= Disabling PPL to stop Windows Defender >- Kernel-mode
. modules
+~ Disable Kernel Callbacks -
Close handles to terminate Windows Defender

All the details of these attacks are in the research paper



Attack Vectors on
Windows Defender

Modify

Integrity Level ana
Token Privileges

Kernel-mode attacks '—@b
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TRENDS OF KERNEL ATTACKS IN 2021-2022
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Driver-Based Attacks* in 2021-2022 J

—  Bring Your Own Vulnerable Driver (BYOVD)

30



Driver-Based Attacks* in 2021-2022 J

Year Malware 3*d party driver
2022 | HermeticWiper EaseUS
Iron Tiger CPUID CPU-Z
2021 GhostEmperor CheatEngine
ZINC eXplorer
TunnelSnake VirtualBox
5020 RobbinHood Gigabyte
Trickbot RWEverything

—  Bring Your Own Vulnerable Driver (BYOVD)
|:. HermeticWiper abuses EaseUS driver (2022)

eRapid7 experts gave 30 malware examples that use buggy signed drivers

N

More than malware
examples that abuse
vulnerable signed

drivers )



Driver-Based Attacks* in 2021-2022 J

— Malware Drivers signed with leaked certificates + WHQL Scandal

Y4



Driver-Based Attacks* in 2021-2022 J

Lapsuss hack leaves NVIDIA
In a tight spot

The hackers have leaked NVIDIA's official
code signing certificates.

BY AKASHDEEP ARUL

2022

33

March 1


https://analyticsindiamag.com/lapsus-hack-leaves-nvidia-in-a-tight-spot/

Driver-Based Attacks* in 2021-2022 J

ITPro. Q

Nvidia confirms data breach as hackers
make additional demands

I_ansuss nac Nvidia has confirmed a rumoured hack on its systems for

the first time as the first part of the alleged 1TB of company

u o
In a tlgnt sn | secretsis made available to download

The hackers have leaked NVIDI
code signing certificates.

Connor Jones

BY AKASHDEEP ARUL

March 1 Maxrch 2

2022

94


https://analyticsindiamag.com/lapsus-hack-leaves-nvidia-in-a-tight-spot/
https://www.itpro.co.uk/security/hacking/364068/nvidia-confirms-data-breach-lapsus-leak

Driver-Based Attacks* in 2021-2022 J

NVIDIA's Stolen Code-Signing
Certs Used to Sign Malware

Nvidia confir

.o N NVIDIA certificates are being used to sign malware,
make additio : enabling malicious programs to pose as legitimate

and slide past security safequards on Windows

lﬂnsuss nac Nvidia has confirng ™
Lisa Vaas machines.

the firsttime as t

| ||
In a tlgnt sn | secretsis made ave

The hackers have leaked NVIDI
code signing certificates.

Connor Jones

BY AKASHDEEP ARUL

l 2022

March 1 March 2 March 7 99



https://analyticsindiamag.com/lapsus-hack-leaves-nvidia-in-a-tight-spot/
https://www.itpro.co.uk/security/hacking/364068/nvidia-confirms-data-breach-lapsus-leak

Driver-Based Attacks* in 2021-2022

VENAFI

Dark Web Research: lllicit Code Signing

Certificates More Valuable Than Passports
and Handguns

The certificates, available for prices ranging from $299 to 51,599, are being issued
by reputable companies such as Symantec, Comodo, and Thawte, and are proving
very effective at malware obfuscation, Recorded Future said in a report this week.



https://www.businesswire.com/news/home/20171031005140/en/Dark-Web-Research-Illicit-Code-Signing-Certificates-More-Valuable-Than-Passports-and-Handguns
https://www.darkreading.com/vulnerabilities-threats/criminals-obtain-code-signing-certificates-using-stolen-corporate-ids

Driver-Based Attacks* in 2021-2022 J

— Malware Drivers signed with leaked certificates A WHQL Scandal

o1



Driver-Based Attacks* in 2021-2022 J

Windows 10 Windows 11

Compatible

Compatible

— Malware Drivers signed with leaked certificates | WHQL Scandal

Microsoft creates Windows Hardware Quality Labs
(WHOQL) to test drivers and award a digital signature
when all requirements are fulfilled.

38



Driver-Based Attacks* in 2021-2022 J

m [ Find products, advice, tech news

Microsoft Confirms it Signed
Malicious ‘Netfilter’ Drivers

Windows 10 Windows 11

Compatible

Compatible

Microsoft says the Netfilter drivers used to distribute rootkit
malware were signed as part of the Windows Hardware
Compatibility Program.

By Nathaniel Mott

27 Jun 2021, 3:07 p.m.

2021

39

June


https://uk.pcmag.com/security/134155/microsoft-confirms-it-signed-malicious-netfilter-drivers

Driver-Based Attacks* in 2021-2022 J

Windows 10 Windows 11

Compatible

Find products, advice, tech news ] CDI'I'lPaﬁHe

1:) Neowin

Microsoft Confirms it Signed
Malicious ‘Netfilter’ Drivers

Microsoft WHQL-signed FiveSys

Microsoft says the Netfilter drivers used to distribute rootkit
malware were signed as part of the Windows Hardware

driver was actually malware in
disguise

Compatibility Program.

By Nathaniel Mott

27 Jun 2021, 3:07 p.m.

2021
e ————————)>

June October o0



https://uk.pcmag.com/security/134155/microsoft-confirms-it-signed-malicious-netfilter-drivers

Driver-Based Attacks* in 2021-2022

—  UEFI Security Threats

61



Driver

BLEEPINGCOMPUTER =

HP patches 16 UEFI firmware bugs
allowing stealthy malware infections

‘ OFFENSIVE
By Bill Toulas

. ALEX ERMOLOV, ALEX MATROSOV AND YEGOR
VASTLENKO

—  UEFI Security Threats

i:.UEFI rootkit named MoonBounce can install a malicious driver (2022)
eBinarly experts found 20 UEFI bugs that impacted millions of devices (2022)

: 62
*More Examples are in the conference paper


https://www.bleepingcomputer.com/news/security/hp-patches-16-uefi-firmware-bugs-allowing-stealthy-malware-infections/

Driver-Based Attacks* in 2021-2022 J

Bring Your Own Vulnerable Driver (BYOVD)
|:o HermeticWiper abuses EaseUS driver (2022)

eRapid7 experts gave 30 malware examples that use buggy signed drivers

Malware Drivers signed with leaked certificates + WHQL Scandal

|:oStoIen Nvidia certificates used to sign malware (2022)
eMicrosoft admits to signing rootkit named Netfilter (2021)

UEFI Security Threats

|:0UEFI rootkit named MoonBounce can install a malicious driver (2022)

eBinarly experts found 20 UEFI bugs that impacted millions of devices (2022)
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*More Examples are in the conference paper



MICROSOFT DEFENDER: INTRO




MICROSOFT DEFENDER: INTRO

= 2005 - the first release as a free anti-spyware program

)
54 Windows Defender

Sy ) =i b= =

g No unwanted or harmful software detected.

Your computer is running normally.




MICROSOFT DEFENDER: INTRO

= 2005 - the first release as a free anti-spyware program

= 2019 — Gartner: Microsoft Defender is the Leader in the Endpoint
Protection Platforms (EPP) Magic Quadrant.

J Microsoft Defender Preview

.
%% Windows Defender

|||||||||||||

Welcome to
PESRRESSNNIESE  Microsoft Defender Preview!

Simple, seamless, and personalized
protection, so you and your family can
enjoy peace of mind.

d-rhln unwanted or harmful soft

Your computer is running normally



MICROSOFT DEFENDER: COMPONENTS




MICROSOFT DEFENDER: ABOUT 10 APPS + 6 DRIVERS
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MICROSOFT DEFENDER: ABOUT 10 APPS + 6 DRIVERS

F__—_—__—_—__—_—___—_—_—_—__—_—_—_—_—_—_—_—_

‘ MsMpEng ‘WinDefend‘ ‘MsSense‘ ‘NisSrv.exe‘WdNisSvc‘

!

l
l
l
l
l
" | MsMpEngCP |
:
l
l

‘ MpCopyAccelerator ‘

‘ SecurityHealthService ‘

| wscsvc | | MPSSVC |

User-mode Processes and Services

| WdFilter (file-filter) | | WdDevFlt (device-filter) | | MpsDrv (firewall) ‘

| WdBoot (ELAM) || WdNisDrv (NDIS WFP) | | MpKSLDrv (update)‘

Kernel-mode Drivers

» % ProgramData%\Microsoft\Microsoft Defender\Platform * %Windir%\System32\drivers\wd




MICROSOET DEFENDER ABOUT 10 APP§ + 6 DRIVERS

| WdFilter (file-filter) |-

» % ProgramData%\Microsoft\Microsoft Defender\Platform * %Windir%\System32\drivers\wd 0



MICROSOFT DEFENDER: INTERNALS




MICROSOFT DEFENDER: INTERNALS

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Inspects the newly
created files to
remove malicious

\J
Ees on the d@




MICROSOFT DEFENDER: INTERNALS

Inspects the n |
created process Newly |[[1
to block malicious ;

.| created
processes
|
| |
Usermode A
Kernel-mode

Inspects the newly
created files to
remove malicious

Y
Ees on the d@
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MICROSOFT DEFENDER: INTERNALS

core of AV

ection includes
5,000+ functions

- User-mode

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

~ Kernel-mode | o |
. nspects the new y
WdFilter <—>\ created files to

(file-filter) remove malicious

Y
Eles on the d@
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MICROSOFT DEFENDER: INTERNALS

MsMpEng.exe

Newly |I
-— .| created
processes

W(dFilter
(file-filter)

\J
Ees on the d@




MANDATORY INTEGRITY CONTROL: INTRO
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Open a file on the disk

MsMpEng App:

E

File on disk

11



- | | ‘
Open a file on the disk

MsMpEng App: File on disk

Access
check

Security
Reference
Monitor
(SRM)

\ L

X Access is blocked [\/Access is allowed ]
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- | | ‘
Open a file on the disk

MsMpEng App: File on disk

Access
check

Security
Reference

Monitor
(SRM) Discretionary

Access Control
(DAC)

\ {

X Access is blocked [\/Access is allowed ]
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Security
Reference
Monitor
(SRM)

Open a file on the disk

E
-

MsMpEng App:

Access
check

File on disk

Mandatory
Integrity
Check (MIC)

Discretionary
Access Control
(DAC)

X Access is blocked

¥

{

[\/Access is allowed J

80



- | | ‘
Open a file on the disk

MsMpEng App: File on disk

Access
check

Mandatory
. Integrity
Security | check (MIC)
Reference
Monitor

(SRM) Discretionary
Access Control
(DAC)

X Access is blocked [\/Access is allowed ] "




- | | ‘
Open a file on the disk

MsMpEng Appv File on disk
Access
check
Mandatory ( )
. Integrity
Security | check (MIC)
Reference
Monitor Process Object
(SRM) Discretionary Access Security
Access Control Token | Descriptor |
(DACQ)

X Access is blocked [\/Access is allowed ] "
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Open a file on the disk

MsMpEng Appv File on disk
Access
check
Nllra:::lgartif;y Integrity Integrity
- Level Level
Security | check (MIC)
Reference
Monitor Process Object
(SRM) | Discretionary Access Security
Access Control Token _Descriptor |
(DAC)
X Access is blocked [\/Access is allowed ] "




DEFENDER TRIES TO OPEN A FILE

n a file on the disk

MsMpEng App

E
-

File on disk

Nllra:::lgartif;y Integrity Integrity

- Level Level

Security | check (MIC)

Reference

Monitor Process Object
(SRM) Discretionary Access Security

Access Control Token | Descriptor |
(DAC)

X Access is blocked [\/Access is allowed ]
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DEFENDER TRIES TO OPEN A FILE

Security
Reference
Monitor
(SRM)

Open a file on the disk

E
-

(DAC)

MsMpEng App File on disk
Access
check
Mandat.ory Integrity Integrity
Integrity Level Level
Check (MIC) X
Process Object
Discretionary Access Security
Access Control Token )

\/ | Descriptor

X Access is blocked

[\/Access is allowed ]
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DEFENDER TRIES TO OPEN A FILE

Security
Reference
Monitor
(SRM)

ile on the disk

E
-

(DAC)

MsMpEng App File on disk
Access
check
Mandat.ory Integrity Integrity
Integrity Level Level
Check (MIC) X
Process Object
Discretionary Access Security
Access Control Token | Descriptor |

X Access is blocked

[\/Access is allowed ]
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DEFENDER FAILS TO OPEN A FILE

Open a file on the disk

E
-

4 b MsMpEng App File on disk
*@ Access
check
_______ A };‘
Mandat.ory Integrity Integrity
Security CfllntT(g(rIGI)I/C) Level r Level
ec
Reference X \/
Monitor Process Object
(SRM) Discretionary Access Security
Access Control Token | Descriptor |
(DAC) X Vv

X Access is blocked [\/Access is allowed ]
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MIC: Integrity Levels

Integrity Levels

Examples

Low

Untrusted

Medium

High

System
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MIC: Integrity Levels

Integrity Levels Examples

Low

Untrusted

Medium

High

System
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MIC: Integrity Levels

Integrity Levels Examples
Low ~ . 6
Untrusted ’
Medium . w3 iJ
High

System
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MIC: Integrity Levels

Integrity Levels Examples
Low
Untrusted 5 @
Medium

System

User Account Control

Do you want to
changes to you

E,':f Registry Ed

Verified publisher: M

Shmwary mnmra mn L—b*zr C
) W More detwalis
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MIC: Integrity Levels

Integrity Levels Examples
Low PN
® 0 o
Untrusted
Medium
) ¢
High s
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MIC

= [P xplorer.exe
* SecurityHealthSystray . exe
—I = msedge.exe
< msedge. exe
< msedge.exe
< msedge.exe
< msedge. exe
—| (¥ procexp.exe
. procexpb4.exe

= Motepad.exe

Integrity

Medium
Medium
Medium
Low
Medium
Untrusted
High
High
Medium

Integrity Levels of files and folders

Folder Integrity level

=} - T\, High
SRecycle Bin Low

SWinREAgent Medium

adfsl| 2022 Medium

7-Zip Medium

mimik atz Medium

mimik atz . zip Medium

% | mimikatz_extract_and_check bat Vedium

B8 Procmon exe Medium

-
I

Documents and Settings Medium
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* MicEnum — www.elevenpaths.com/innovation-labs/technologies/micenum



http://www.elevenpaths.com/innovation-labs/technologies/micenum

MIC 1s based on Bell-LaPadula Model (BLP)

File

App

App tries to overwrite a file




MIC 1s based on Bell-LaPadula Model (BLP)

File

App

D App tries to overwrite a file .
A [
[ILAPPJ k ILFILE
Access is Access is

blocked allowed "



MIC 1s hased on Bell-LaPadula Model (BLP)

F|Ie

App tries to overwrite a file

[ILAPPJ I LFILE

if ULypp = ILp; ) — access is allowed

else —
\ J

| |

Access is Access is
blocked allowed




MIC 1s based on Bell-LaPadula Model (BLP)

File

App

App tries to overwrite a file

@ow Il} I [ ILpLE ]

if (ILypp = ILp;p) — access is allowed
else —

| |

Apps with Low IL cannot get write access to the most OS objects
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MIC INTERNALS: TOKEN STRUCTURE
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MIC INTERNI{LS TOKEN STRUCTURE
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MIC INTERNRLS TOKEN STRUCTURE

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

] Kernel-mode

EPROCESS structure

ImageName

ProcessID

— Token —

void¥* Object+

TOKEN structure
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MIC INTERNALS: TOKEN AND INDEX

TOKEN structure
SID AND ATTRIBUTES *

UserAndGroups
SID AND ATTRIBUTES
UserAndGroups [0 ]




MIC INTERNALS: TOKEN AND INDEX

TOKEN structure

SID AND ATTRIBUTES *
UserAndGroups

ULONG IntegritylLevelIndex

SID AND ATTRIBUTES

ULONG Attributes |[|VOID* Sid

UserAndGroups [0 ]

UserAndGroups
[IntegrityLevelIndex]
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MIC INTERNALS: TOKEN AND INDEX

TOKEN structure

SID AND ATTRIBUTES *
UserAndGroups

ULONG IntegritylLevelIndex

SID AND ATTRIBUTES

Integrity level SID

ULONG Attributes |[|VOID* Sid

SID value |TRtegrity
Level

S-1-16-8192 Medium

S-1-16-12288| High

S—-1-16-16384

System
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@indows 05 gets Integrity I@
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MIC: Get Integrity Level

some App

GetTokenInformation(TokenIntegrityLevel)

>

MsMpEng
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MIC: Get Integrity Level

some App

GetTokenInformation (TokenIntegrityLevel)

|

GetTokenInformation

|

NtQueryInformationToken

|

NtQueryInformationToken

v

SepCopyTokenIntegrity

v

SepLocateTokenIntegrity

» MsMpkng
kernelbase
ntdll

nt
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MIC: Get Integrity Level

some App

GetTokenInformation (TokenIntegrityLevel)

|

GetTokenInformation

|

NtQueryInformationToken

|

NtQueryInformationToken

v

SepCopyTokenIntegrity

SepLocateTokenIntegrity

>

MsMpEng

kernelbase

ntdll

nt
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PSID AND ATTRIBUTES SeplLocateTokenIntegrity(IN PTOKEN Token)

{
PSID AND ATTRIBUTES TokenIntegrity = 0;

ULONG64 index = Token->Integritylevellndex;

if (index == -1)
{
TokenIntegrity = 0;
}
else
{
TokenIntegrity = Token->UserAndGroups|[index];
}

return TokenIntegrity;

112



PSID AND ATTRIBUTES SeplLocateTokenIntegrity(IN PTOKEN Token)

{
PSID AND ATTRIBUTES TokenIntegrity = 0;

ULONG64 index = Token->Integritylevellndex;

if (index == -1)
{
TokenIntegrity = 0;
}
else
{
TokenIntegrity = Token->UserAndGroups|[index];
}

return TokenIntegrity;
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PSID AND ATTRIBUTES SeplLocateTokenIntegrity(IN PTOKEN Token)

{
PSID AND ATTRIBUTES TokenIntegrity = 0;

ULONG64 index = Token->Integritylevellndex;

if (index == -1)
{
TokenIntegrity = 0;
}
else
{
TokenIntegrity = Token->UserAndGroups|[index];
}

return TokenIntegrity;
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PSID AND ATTRIBUTES SeplLocateTokenIntegrity(IN PTOKEN Token)

{
PSID AND ATTRIBUTES TokenIntegrity = 0;

ULONG64 index = Token->Integritylevellndex;

if (index == -1)
{
TokenIntegrity = 0;
}
else
{
TokenIntegrity = Token->UserAndGroups|[index];
}

return TokenIntegrity;
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MIC: Get Integrity Level

some App

GetTokenInformation (TokenIntegrityLevel)

|

GetTokenInformation

|

NtQueryInformationToken

|

NtQueryInformationToken

SepCopyTokenIntegrity

SepLocateTokenIntegrity

>

MsMpEng

kernelbase

ntdll

nt
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ULONG SepCopyTokenIntegrity(
IN PTOKEN Token,

OUT PSID AND ATTRIBUTES Output)

PSID AND ATTRIBUTES TokenIntegrity = 0O;

TokenIntegrity = SeplocateTokenIntegrity(Token);
if (TokenIntegrity)

{
Output->Sid = TokenIntegrity->Sid,;
Output->Attributes = TokenIntegrity->Attributes;
}
else
{
Output->Sid = SeUntrustedMandatorySid;
Output->Attributes = 0x60;
}

return Output->Attributes;
111
}



ULONG SepCopyTokenIntegrity(
IN PTOKEN Token,

OUT PSID AND ATTRIBUTES Output)

PSID AND ATTRIBUTES TokenIntegrity = 0O;

TokenIntegrity = SeplocateTokenIntegrity(Token);
if (TokenIntegrity)

{
Output->Sid = TokenIntegrity->Sid,;
Output->Attributes = TokenIntegrity->Attributes;
}
else
{
Output->Sid = SeUntrustedMandatorySid;
Output->Attributes = 0x60;
}

return Output->Attributes;
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ULONG SepCopyTokenIntegrity(
IN PTOKEN Token,

OUT PSID AND ATTRIBUTES Output)

PSID AND ATTRIBUTES TokenIntegrity = 0O;

TokenIntegrity = SeplocateTokenIntegrity(Token);
if (TokenIntegrity)

{
Output->Sid = TokenIntegrity->Sid,;
Output->Attributes = TokenIntegrity->Attributes;
}
else
{
Output->Sid = SeUntrustedMandatorySid;
Output->Attributes = 0x60;
}

return Output->Attributes;
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ULONG SepCopyTokenIntegrity(
IN PTOKEN Token,

OUT PSID AND ATTRIBUTES Output)

PSID AND ATTRIBUTES TokenIntegrity = 0O;

TokenIntegrity = SeplocateTokenIntegrity(Token);
if (TokenIntegrity)

{
Output->Sid = TokenIntegrity->Sid,;
Output->Attributes = TokenIntegrity->Attributes;
}
else
{
Output->Sid = SeUntrustedMandatorySid;
Output->Attributes = 0x60;
}

return Output->Attributes;
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ULONG SepCopyTokenIntegrity(
IN PTOKEN Token,
OUT PSID AND ATTRIBUTES

if (TokenIntegrity)
{

ULONG64 index = Token->Integritylevellndex;
if (index == -1)

{

TokenIntegrity = 0;

) AND ATTRIBUTES TokenIntegrity = 0O;
TokenIntegrity = SeplocateTokenIntegrity(Token);

Output->Sid = TokenIntegrity->Sid,;
Output->Attributes = TokenIntegrity->Attributes;

¥

else

{

Output->Sid = SeUntrustedMandatorySid;
Output->Attributes = 0x60;

}

return Output->Attributes;
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ATTACK ON MIC: SCHEME

4 b
-o‘@\>

Attackers App




ATTACK ON MIC: SCHEME

4ap .
-o‘@v
Attackers App Microsoft

Defender

1) Use a kernel driver to
attack Microsoft Defender

.

Attackers Driver
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ATTACK ON MIC: SCHEME

W o
q@v
Attackers App Microsoft
Defender
1) Use a kernel driver to
attack Microsoft Defender
ol Token
1) Overwrites InteqgrityLevellndex by OxFFFFFFFF
4@b ) < M IntegrityLevellndex
A
Attackers Driver




ATTACK ON MIC: SCHEME

-o@V 2) Extract and

execute malware

Attackers App Microsoft
Defender
Malware
1) Use a kernel driver to
attack Microsoft Defender
ol Token
4 /.S i) Overwrites IntegrityLevellndex by OxFFFFFFFF

@ IntegrityLevellndex
A .

Attackers Driver
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ATTACK ON MIC: SQEME

i) Detect malware

@ file on the disk
2 o

'0@\’ 2) Extract and

execute malware

Attackers App Microsoft
Defender
Malware
1) Use a kernel driver to
attack Microsoft Defender
ol Token
4 /.S i) Overwrites IntegrityLevellndex by OxFFFFFFFF

@ IntegrityLevellndex
A .

Attackers Driver
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ATTACK ON MIC: SQEME

i) Detect malware

@ file on the disk
a o

'0@\’ 2) Extract and

i) Detect malware

execute malware :
Attackers App . @‘ app In memory Microsoft
Defender
Malware
1) Use a kernel driver to
attack Microsoft Defender
ol Token
1) Overwrites IntegrityLevellndex by OxFFFFFFFF
d@b ) Overwn TS 2y IntegrityLevellndex
A
Attackers Driver




ATTACK ON MIC: SCHEME

4 b
@ 2) Extract and
v » execute malware
Attackers App

Malware




CMD.exe

a zip password-
protected archive

Mimikatz App
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a zip password-
protected archive

CMD.exe

Mimikatz App

clear_extract_and check.bat:
rmdir mimikatz /S/Q

7z.exe X "mimikatz.zip" -aos —-o"mimikatz" -pinfected
dir "mimikatz\mimikatz trunk\x64"

start "mimikatz\mimikatz trunk\x64\mimikatz.exe" a1



ATTACK ON MIC: DEMO

The online version is here —
https://www.youtube.com/embed/AJV4UVaw8kg?vg=hd1440

132


https://www.youtube.com/embed/AJV4UVaw8kg?vq=hd1440
file:///K:/Dropbox/_Pubs&Confs/22/ADFSL_2022/demos/mp4/demo1_ppl_disabling.bat

i) Detect malware|] %

o
-
-
-
-
-

file on the disk | sy s
(failed) -

ii) Detect malware

app in memory Microsoft

Defender
T

Malware
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SUMMARY

= Microsoft Defender app removes malware files via call:

FILE DISPOSITION INFORMATION file info;
file info.DeleteFile = TRUE;
NtSetInformationFile(mlwr handle, &file info);

= CMD fails to launch mimikatz with
STATUS_VIRUS_INFECTED (0xC0000906)

that is returned by AV to block running malware app
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SUMMARY

= Microsoft Defender app removes malware files via call:

FILE DISPOSITION INFORMATION file info;
file info.DeleteFile = TRUE;
NtSetInformationFile(mlwr handle, &file info);

= CMD fails to launch mimikatz with
STATUS_VIRUS_INFECTED (0xC0000906)

that is returned by AV to block running malware app

<Which driver returns this @




MICROSOFT DEFENDER: INTERNALS

MsMpEng.exe Inspects the newly i
MpEngine.dI| created processes | Newly |
—) _ to block malicious | eated
m. processes
e o " | '
o® 0, |
® @
® O
o - ®
o | WdFilter | Inspects the newly
® | (file-filter) |q created files to
" ® remove malicious
o

®e0 ;
' Ees on the d@
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WDFilter

= It register a mini-filter via FltRegisterFilter()

= It prevents launching a malware via post-create callback

FLT POSTOP CALLBACK STATUS WdFilterPostCreate(...)
{
if (infected) {
FltCancelFileOpen(Instance, FileObject);
IoStatus.Status = STATUS VIRUS INFECTED;
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WDFilter

= It register a mini-filter via FltRegisterFilter()

= It prevents launching a malware via post-create callback

FLT POSTOP CALLBACK STATUS WdFilterPostCreate(...)
{

if (infected) {
FltCancelFileOpen(Instance, FileObject);
IoStatus.Status = STATUS VIRUS INFECTED;

}
, |~ Defenderis still able to
ws\apps memory. But how?




How can Microsoft Defender i
get access to apps memory:

A~ —




DEFENDER OPENS A PROCESS

. >
Open a process
—

MsMpEng App CMD.exe




DEFENDER OPENS A PROCESS
- Open a process

MsMpEng App CMD.exe

Security
Reference
Monitor (SRM)

[ Access is blocked ] [\/ Access is allowed J ”




DEFENDER OPENS A PROCESS
- Open a process

MsMpEng App CMD.exe

Security W Access Token
Ref
v SUEErE Object Security
onitor (SRM) V4 Descriptor

[ Access is blocked ] L\/ Access is allowed J 19




DEBUG PRIVILEGE ALLOWS T0 GET ACCESS TO ALL APPS MEMORY
- Open a process

MsMpEng App CMD.exe

— — . g . S —
| — u, [ - —
o o I o

:m | MsMpEng.exe NT AUTHORITY\SYSTEM
cmd.exe DESKTOP-2FNCGCH\Igork

To open a process running on another user account
MsMpEng has “SeDebugPrivilege” privilege
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DEFENDER OPENS A PROCESS

MsMpEng App

Open a process

CMD.exe

Security 1 Access Token

Reference Privilege
Monitor (SRM) | SeDebugPrivilege

@

Object Security

Descriptor

[ Access is blocked ] [\/Access is allowed J
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DEFENDER OPENS A PROCESS
- Open a process

MsMpEng App CMD.exe

.
#  Access Token

Object Security
Descriptor

Security
Reference Privilege
Monitor (SRM) | SeDebugbriviiege

4.6 |

-o@v . . .
Attacker's [ Access is blocked ] [\/ Access is allowed J 5

Driver




TOKEN PRIVILEGES

typedef struct SEP TOKEN PRIVILEGES

{

UINT64 Present;

UINT64 Enabled;
UINT64 EnabledByDefault;

} SEP_TOKEN_PRIVILEGES, *PSEP_TOKEN PRIVILEGES;

e

.

Research results:

revoking “SeDebugPrivilege” from “Enabled”

~

1s enough to prevent Defender from inspecting

the apps memory.

Y
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Attack on MIC and Token Privilege
can disable Microsoft Defender

without terminating its apps

==
A
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ATTACK ON MIC + TOKEN PRIVILEGE: SCHEME

4 b
-o‘@\>

Attackers App Microsoft




ATTACK ON MIC + TOKEN PRIVILEGE: SCHEME

i) Detect malware

4 s @ file on the disk -
@ 2) Extract and .
v v execute malware ) Zeteci:;c‘ r:mnaelynvzre
Attackers App PP y Microsoft
Defender
Malware
J 1) Use a kernel driver to
attack Microsoft Defender
‘ Token
4/ /X i) Overwrites IntegrityLevellndex by OxFFFFFFFF IntegrityLevellndex
q‘@v i) Remove SeDebugPrivilege from Privileges o
Attackers Driver rviieges
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ATTACK ON MIC + TOKEN PRIVILEGE: SCHEME

'0@» 2) Extract and

execute malware
Attackers App

i) Detect malware

@ file on the disk

i) Detect malware

-

Malware

@ app in memory Microsoft
Defender

1) Use a kernel driver to
attack Microsoft Defender

40 b i) Overwrites IntegrityLevellndex by OxFFFFFFFF

q‘@v ii) Remove SeDebugPrivilege from Privileges

Attackers Driver

‘ Token
IntegrityLevellndex

Privileges
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ATTACK ON MIC + TOKEN PRIVILEGE: SCHEME

i) Detect malware

4 s @ file on the disk -
o@ 2) Extract and .
v v execute malware ) Zeteci:;c‘ r:mnaelynvzre
Attackers App PP y Microsoft
Defender
Malware
1) Use a kernel driver to
attack Microsoft Defender
‘ Token
4/ /X i) Overwrites IntegrityLevellndex by OxFFFFFFFF IntegrityLevellndex
q‘@v i) Remove SeDebugPrivilege from Privileges o
Attackers Driver rviieges
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ATTACK ON MIC + TOKEN PRIVILEGE: SCHEME

i) Detect malware

@ file on the disk -

i) Detect malware

'o@» 2) Extract and

execute malware
Attackers App

J)@ app in memory Microsoft
Defender
Malware

1) Use a kernel driver to
attack Microsoft Defender

/ ‘ Token

40 b i) Overwrites IntegrityLevellndex by OxFFFFFFFF

= IntegrityLevellndex
q@v i) Remove SeDebugPrivilege from Privileges .
Privileges

Attackers Driver
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ATTACK ON MIC + TOKEN PRIVILEGE: DEMO

The online version is here —
https://www.youtube.com/embed/ihhUUd9q]TY?vg=hd 1440



https://www.youtube.com/embed/ihhUUd9qJTY?vq=hd1440
file:///K:/Dropbox/_Pubs&Confs/22/ADFSL_2022/demos/mp4/demo2_patch_integrity_revoke_privs.bat

.ender fails to stop ..

i) Detect malware
— file on the disk :

—”—”‘\
| ] _ \
» (failed)
\ -
\ -

) Detect malware
app in memory

-
-
-
-
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—_. 1ald L0 SIUP Iliea. .

i) Detect malware
file on the disk

i) Detect malware
. app in memory

-
-
-
-
-
Pt s
-

(failed)

-
-
-
-
-

e
-
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@
Sandboxed Microsoft Defender fails to stop malware

q@» 2) Extract and

execute malware

Attackers App
Y EWEIE
1) Use a kernel driver to
attack Microsoft Defender
Token
i) Overwrites IntegrityLevellndex by OxFFFFFFFF
4/ e ) — 4 IntegrityLevellndex
q‘@v i) Remove SeDebugPrivilege from Privileges .
: Privileges
Attackers Driver
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This attack can blind Microsoft Defender.
What about other AVs?




MIC-BASED ATTACK BLINDS TOP AV SOLUTIONS

AV Name

AV ability to detect
malicious files

AV ability to detect
malicious processes

" Microsoft Defender

Malwarebytes
M avast
25 AVG
kaspersky Enabled
Enabled, but
0 TREND. AV cannot remove

malware files

Disclaimer: The purpose is to provide technical review only. This analysis is not designed to promote any solutions. 158
We do respect all antiviruses and endpoint security solutions.




MemoryRanger
Defends
Microsoft Defender

)\




MemoryRanger: Intro

Driver A —»|Data A

Driver B

Driver C —{Data C
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Memor

Driver A

IDETEWAN

Driver C ﬁData C

illegal access

anger: Intro
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MemoryRanger:

&

tro

Driver A

Data A

Driver A —>[Data A
Driver B
Driver C Data C

illegal access

MemoryRanger’s Hypervisor
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MemoryRanger: Intro

Driver A —>[Data A
Driver B
Driver C Data C

illegal access

Driver A (>

Data A

—————————

—————————

Driver B

MemoryRanger’s Hypervisor
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MemoryRanger: Intro

Driver A —>[Data A

Driver B

Driver C Data C

illegal access

Driver A (—+{Data A
i b}IGe}'é”.
' ]—D};v_e—r_é—. (Data C!

-—eean an a» e o

Driver C

Data C

MemoryRanger’s Hypervisor
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MemoryRanger: Intro

illegal access is trapped
and redirected to the
fake data

Driver A

Data A

Driver A —>[Data A
Driver B
Driver C Data C

-—e— es e e e - - -— s e e e P

-—ar aor eor o> o> a» o -— e an a» - o

Driver Al / FAKE @}:&&'A‘. Data &

' ' Driver C, | FAKE Driver C (—+|Data C

MemoryRanger’s Hypervisor

illegal access
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MemoryRanger: Features

= Components:
= user-mode control app
= kernel-mode driver to register OS callbacks
= hypervisor based dispatcher based on Intel VI-x and EPT technologies

= The key features:
= Runs kernel-mode drivers into isolated memory enclaves
= Allows different memory access configuration for each memory enclave
= Number of enclaves can be increased in runtime (while VBS has fixed 2 enclaves)

= Technical features:
= Hooks kernel API routines
= Redirects illegal access to the sensitive data to the fake content
= Supports newest Windows 11 x64 and it is open-source

github.com/IgorKorkin/MemoryRanger 166



https://github.com/igorKorkin/MemoryRanger

MemoryRanger was in US, UK, and Asia and twice at BlackHat

bibekhat

EUROFRE 2018

blg-(’:k hat
EURDPE 2018

DECEMBER 3-5, 2018

DIVIDE ET IMPERE:
MEMORY RANGER RUNS DRIVERS IN
ISOLATED KERNEL SPACES

- ~Igor Korkin, Ph.D :

' Kernel Hijacking Is Not an Option:

MemoryRanger Comes to the Rescue Again

Igor Korkin
Independent Researcher

LOCK BOWN

2020

EMBRY-RIDDLE

rrrrrrrrrrrrrrrrrrr

blgt’zk hat

EURORPE 2021

P 5
leckhat’

EURORPE 2021

sssssssss

Veni, Vidi, Vici:
Attacks on Blind Sensors

Claudiu Teodorescu
Igor Korkin
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MemoryRanger Customization protects Microsoft Defender
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MemoryRanger Defends Microsoft Defender: Demo

The online version is here —
https://www.youtube.com/embed/Ohghg50wVjI?vag=hd 1440

170


https://www.youtube.com/embed/Ohqhq50wVjI?vq=hd1440
file:///K:/Dropbox/_Pubs&Confs/22/ADFSL_2022/demos/mp4/demo3_memoryranger.bat

Microsoft
2) Unpack Defender fails

& launch a to remove the
malware Ji? ) malware

[1) Disable Microsoft]

Defender

o
l @ EPROCESS for
Defender

Ny
Ry —->[ Token structure ]
OS code ~

\A 1)
é )
MDnver \
Drivers N
Loaded _>[[ Non-sensitive ]

Earlier data

1711



2) Unpack

& launch a
malware dﬁ? 9

Microsoft
Defender fails
to remove the

malware

Defender

[1) Disable Microsoft]

5
App
1
®
l @ EPROCESS for
Defender

ay __,[
OS code

Token structure ]

0

\
4 .
MDnver

Y

Drivers \
Loaded —b[[

Earlier

Non-sensitive
data

|

w

MemoryRanger

w

172




Microsoft
2) Unpack Defender fails

& launch a to remove the
malware di? ) malware

[1) Disable Microsoft]

Defender The Default Enclave

-‘*_, R Microsoft
PP Defender
I
o
l @ EPROCESS for g# " EPROCESS for
Defender Defender
Ny
Ay —->[ Token structure ] —>[ Token structure ]
OS code P OS code a
1] o

\
é 0
MDnver \
Drivers 3 Drivers T
Loaded Non-sensitive Loaded Non-sensitive
Earlier data Earlier data

Yor MemoryRanger o7

113



Microsoft

2) Unpack Defender fails
& launch a to remove the
malware <\, malware
1) Disable Microsoft The Enclave for Attacker’s Driver
[ Defender ] The Default Enclave
L 4
4 LA ! Microsoft
4@ App ! App : Defender
L ] T ‘
l g EPROCESS for #@» EPROCESS for g#» EPROCESS for
Defender Defender Defender
| [ f
Ky —->[ Token structure ] —>[ Token structure ] —>)( Token structure ]
OS code A OS code a OS code + fa
o a Y )

4 .
MDnver

4

\ ;@Driver
Drivers 3 Drivers T
Loaded Non-sensitive Loaded Non-sensitive
Earlier data Earlier data

\
d .
;@Dnver

Drivers —
Loaded Non-sensitive
Earlier d‘a_:ca

Yor MemoryRanger or

114



Microsoft

2) Unpack Defender fails
& launch a to remove the
malware <\, malware
1) Disable Microsoft The Enclave for Attacker’s Driver
[ Defender ] The Default Enclave
A e —— b
[ 4g LA : Microsoft 4 | Microsoft !
4@ App ! App : Defender 4@ App : Defender !
® T ‘
l g EPROCESS for #@» EPROCESS for g#» EPROCESS for
Defender Defender o0 Defender
~ » , ®
ol —->[ Token structure ] —>[ Token structure ] KAy )(Tobn structure ]
OS code r.u OS code rh OS cod )

Y
4 . 3 .
\ MDnver ;@Dnver
Drivers 2 Drivers — Drivers —
Loaded Non-sensitive Loaded | Non-sensitive Loaded Non-sensitive
Earlier data Earlier data Earlier data

\
d .
;@Dnver

Yor MemoryRanger or

115



Microsoft

2) Unpack Defender fails
& launch a > to rerrliove the The malware 1) Fails to disable Defender
malware M malware has been 2) Unpack & launch a malware
removed
1) Disable Microsoft The Enclave for Attacker’s Driver
[ Defender ] The Default Enclave
T e e b
49 LA : Microsoft 4 | Microsoft |
App ! App : Defender App i_ Defender i
® T ‘
l gy EPROCESS for g EPROCESS for g EPROCESS for
Defender Defender Defender
" (
l’g —-»[ Token structure ] —>[ Token structure ] —>)( Token structure ]
OS code A OS code a OS code ) fa
i i -+

y

4 ) 3 .
\ MDnver ;@Dnver
Drivers . Drivers — Drivers —
Loaded | Non-sensitive Loaded Non-sensitive Loaded Non-sensitive
Earlier data Earlier data Earlier data

\
4 .
MDnver

Yor MemoryRanger or

116



CONCLUSION

1. Kernel-mode threats are very dangerous even for Windows 11 x64

2. The global malware trend is to bypass or disable security products without

terminating the AV/EDR apps

3. Microsoft Defender is the most desired goal for attackers

4. Mandatory Integrity Control (MIC) is designed to sandbox untrusted apps,

but attackers can abuse MIC to sandbox Microsoft Defender and other AVs.
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Thank you!

Denis Pogonin  denpog00@gmail.com
Igor Korkin igor.korkin@gmail.com

All the details are here igorkorkin.blogspot.com
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