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AGENDA

▪ Bypassing security products is a notorious malware trend

▪ Microsoft Defender is the key target of cyber criminals

▪ Kernel-mode threats are still the most risky

▪ Microsoft Defender Internals: Signature Detection

▪ Windows OS Internals: Mandatory Integrity Control

▪ New kernel attack disables Microsoft Defender

▪ MemoryRanger defends Microsoft Defender
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Kernel-mode attacks on 
Windows Defender

Attackers Driver
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Defender Kernel 

Structures  

Install a Driver
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Driver-based attacks can disable Microsoft Defender



MICROSOFT DEFENDER IS UNDER ATTACKS



Microsoft Defender is running on over 500 000 000 PCs

Tanmay Ganacharya

Partner Director for Security Research 

@ Microsoft Defender for Endpoint

Microsoft Defender is protecting more than 50%

of the Windows ecosystem, so we’re a big target,
and everyone wants to evade us to get the

maximum number of victims

* Top Microsoft Defender expert: These are the threats security hasn't yet solved, ZDNet, 2019

https://www.zdnet.com/article/top-windows-defender-expert-these-are-the-threats-security-hasnt-yet-solved
19

https://www.zdnet.com/article/top-windows-defender-expert-these-are-the-threats-security-hasnt-yet-solved
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TWEETS ABOUT DISABLING MICROSOFT DEFENDER

https://twitter.com/joehelle/status/1455939119742345218
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TWEETS ABOUT DISABLING MICROSOFT DEFENDER

https://twitter.com/gentilkiwi/status/1262120028062826497
https://twitter.com/joehelle/status/1455939119742345218
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https://twitter.com/QutaibaM0/status/1506598126714503175
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MALWARE ATTACKS MICROSOFT DEFENDER

Ragnarok Ransomware 

disables the Microsoft 

Defender via a registry entry

Zloader Banking Trojan

disables Microsoft Defender via 

reconfiguring “Set-MpPreference”

2022 2020 2021 

Kraken Botnet

bypasses Microsoft Defender via 

adding exclusions permission
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MALWARE ATTACKS MICROSOFT DEFENDER

Ragnarok Ransomware 

disables the Microsoft 

Defender via a registry entry

Zloader Banking Trojan

disables Microsoft Defender via 

reconfiguring “Set-MpPreference”

2022 2020 2021 

Kraken Botnet

bypasses Microsoft Defender via 

adding exclusions permission

https://twitter.com/dwpia/status/1222678378416869376
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ACADEMIC PAPERS AND BLOGS ABOUT 
ATTACKS ON MICROSOFT DEFENDER

https://link.springer.com/chapter/10.1007/978-981-16-8062-5_36
https://www.semanticscholar.org/paper/Using-Mimikatz%E2%80%99-driver%2C-Mimidrv%2C-to-disable-Windows-Blaauwendraad-Ouddeken/1873071ed04b5e598a34ce18506409e1c7c25700
https://www.sciencedirect.com/science/article/pii/S0167404821003242?via%3Dihub
https://www.mdpi.com/2624-800X/1/3/21
https://www.blackhat.com/us-18/briefings/schedule/index.html#windows-offender-reverse-engineering-windows-defenders-antivirus-emulator-9981
https://pentestlaboratories.com/2021/01/18/process-herpaderping-windows-defender-evasion/
https://labs.f-secure.com/blog/bypassing-windows-defender-runtime-scanning/
https://www.ired.team/offensive-security/defense-evasion/evading-windows-defender-using-classic-c-shellcode-launcher-with-1-byte-change
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ATTACK VECTORS ON MICROSOFT DEFENDER
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https://aptw.tf/2021/08/21/killing-defender.html


User-mode attacks

Code Injection into the Whitelisted Apps

Reconfigure and stop Windows Defender 

Abuse NT symbolic links

Obfuscation, Encryption, Sandbox Evasion

Bypass Kernel Callbacks

Process Herpaderping

Text

Text

Kernel-mode attacks

Attack Vectors on 

Windows Defender

Microsoft Defender 
components

User-mode 
modules

Kernel-mode 
modules

40



User-mode attacks

Code Injection into the Whitelisted Apps

Reconfigure and stop Windows Defender 

Abuse NT symbolic links

Obfuscation, Encryption, Sandbox Evasion

Bypass Kernel Callbacks

Process Herpaderping

Text

Text

Kernel-mode attacks

Modify 

Integrity Level and 

Token Privileges

Attack Vectors on 

Windows Defender

Microsoft Defender 
components

User-mode 
modules

Kernel-mode 
modules

41

2022-02-02 

https://elastic.github.io/security-research/whitepapers/2022/02/02.sandboxing-antimalware-products-for-fun-and-profit/article/
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https://www.blackhat.com/eu-21/briefings/schedule/#veni-no-vidi-no-vici-attacks-on-etw-blind-edr-sensors-24842
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TRENDS OF KERNEL ATTACKS IN 2021-2022



Bring Your Own Vulnerable Driver (BYOVD)

Malware Drivers signed with leaked certificates + WHQL Scandal

• Rapid7 experts gave 30 malware examples that use buggy signed drivers 

• HermeticWiper abuses EaseUS driver (2022)

• Stolen Nvidia certificates used to sign malware (2022)

• Microsoft admits to signing rootkit named Netfilter (2021)

UEFI Security Threats

• UEFI rootkit named MoonBounce can install a malicious driver (2022)

• Binarly experts found 20 UEFI bugs that impacted millions of devices (2022)

*More Examples are in the conference paper

Driver-Based Attacks* in 2021-2022Driver-Based Attacks* in 2021-2022
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Year Malware 3rd party driver

2022 HermeticWiper EaseUS

2021

Iron Tiger CPUID CPU-Z

GhostEmperor CheatEngine

ZINC eXplorer

TunnelSnake VirtualBox

2020
RobbinHood Gigabyte

Trickbot RWEverything
. . . 

More than 30 malware 

examples that abuse 

vulnerable signed 

drivers 
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Bring Your Own Vulnerable Driver (BYOVD)

Malware Drivers signed with leaked certificates + WHQL Scandal

• Rapid7 experts gave 30 malware examples that use buggy signed drivers 

• HermeticWiper abuses EaseUS driver (2022)

• Stolen Nvidia certificates used to sign malware (2022)

• Microsoft admits to signing rootkit named Netfilter (2021)

UEFI Security Threats

• UEFI rootkit named MoonBounce can install a malicious driver (2022)

• Binarly experts found 20 UEFI bugs that impacted millions of devices (2022)

*More Examples are in the conference paper

Driver-Based Attacks* in 2021-2022Driver-Based Attacks* in 2021-2022

March 1 March 2 March 7

2022 

55

https://analyticsindiamag.com/lapsus-hack-leaves-nvidia-in-a-tight-spot/
https://www.itpro.co.uk/security/hacking/364068/nvidia-confirms-data-breach-lapsus-leak


56

Bring Your Own Vulnerable Driver (BYOVD)

Malware Drivers signed with leaked certificates + WHQL Scandal

• Rapid7 experts gave 30 malware examples that use buggy signed drivers 

• HermeticWiper abuses EaseUS driver (2022)

• Stolen Nvidia certificates used to sign malware (2022)

• Microsoft admits to signing rootkit named Netfilter (2021)

UEFI Security Threats

• UEFI rootkit named MoonBounce can install a malicious driver (2022)

• Binarly experts found 20 UEFI bugs that impacted millions of devices (2022)

*More Examples are in the conference paper

Driver-Based Attacks* in 2021-2022Driver-Based Attacks* in 2021-2022

https://www.businesswire.com/news/home/20171031005140/en/Dark-Web-Research-Illicit-Code-Signing-Certificates-More-Valuable-Than-Passports-and-Handguns
https://www.darkreading.com/vulnerabilities-threats/criminals-obtain-code-signing-certificates-using-stolen-corporate-ids
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Microsoft creates Windows Hardware Quality Labs

(WHQL) to test drivers and award a digital signature

when all requirements are fulfilled.
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https://www.bleepingcomputer.com/news/security/hp-patches-16-uefi-firmware-bugs-allowing-stealthy-malware-infections/
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MICROSOFT DEFENDER: INTRO
▪ 2005 – the first release as a free anti-spyware program
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MICROSOFT DEFENDER: INTRO
▪ 2005 – the first release as a free anti-spyware program

▪ 2019 – Gartner: Microsoft Defender is the Leader in the Endpoint 

Protection Platforms (EPP) Magic Quadrant.
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MICROSOFT DEFENDER: COMPONENTS  



User-mode Processes and Services 

Kernel-mode Drivers

MICROSOFT DEFENDER: ABOUT 10 APPS + 6 DRIVERS
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User-mode Processes and Services 

Kernel-mode Drivers

MICROSOFT DEFENDER: ABOUT 10 APPS + 6 DRIVERS

MsMpEng WinDefend

WSCSVC

WdNisSvc

SecurityHealthService

NisSrv.exe

WdFilter (file-filter)

WdBoot (ELAM) WdNisDrv (NDIS WFP)

MpsDrv (firewall)

MpKSLDrv (update)

WdDevFlt (device-filter)

MpCopyAcceleratorMsMpEngCP

• %ProgramData%\Microsoft\Microsoft Defender\Platform • %Windir%\System32\drivers\wd

MsSense

MPSSVC
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MICROSOFT DEFENDER: ABOUT 10 APPS + 6 DRIVERS

MsMpEng

WdFilter (file-filter)

• %ProgramData%\Microsoft\Microsoft Defender\Platform • %Windir%\System32\drivers\wd
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MICROSOFT DEFENDER: INTERNALS

User-mode

Kernel-mode

MsMpEng.exe
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MICROSOFT DEFENDER: INTERNALS

User-mode

Kernel-mode

Inspects the newly 
created files to 

remove malicious

WdFilter

(file-filter)

MsMpEng.exe

Files on the disk
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The core of AV 
detection includes
45,000+ functions

MsMpEng.exe

MpEngine.dll
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process
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MICROSOFT DEFENDER: INTERNALS
MsMpEng.exe

Files on the disk

Newly 

created 

processes

WdFilter

(file-filter)
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MANDATORY INTEGRITY CONTROL: INTRO



Open a file on the disk

MsMpEng App File on disk
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Open a file on the disk

MsMpEng App File on disk

Access is allowed Access is blocked 
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Reference 

Monitor 

(SRM)

Access 
check
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Discretionary 

Access Control 

(DAC)

Mandatory 

Integrity 

Check (MIC)

Open a file on the disk

MsMpEng App File on disk

Access is allowed Access is blocked 

Security 

Reference 

Monitor 

(SRM)

Access 
check
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Discretionary 

Access Control 
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Open a file on the disk

MsMpEng App File on disk
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Reference 

Monitor 

(SRM)

Access 
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DEFENDER TRIES TO OPEN A FILE
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DEFENDER TRIES TO OPEN A FILE
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DEFENDER TRIES TO OPEN A FILE
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DEFENDER FAILS TO OPEN A FILE
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MIC: INTEGRITY LEVELS



89

Integrity Levels Examples
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Untrusted
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MIC: Integrity Levels
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Integrity Levels Examples
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Integrity Levels Examples

Low

Untrusted
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High

System

MIC: Integrity Levels



* MicEnum – www.elevenpaths.com/innovation-labs/technologies/micenum
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MIC: Integrity Levels of files and folders

http://www.elevenpaths.com/innovation-labs/technologies/micenum


MIC is based on Bell-LaPadula Model (BLP)
App File
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App tries to overwrite a file



𝐼𝐿𝐴𝑃𝑃 𝐼𝐿𝐹𝐼𝐿𝐸

MIC is based on Bell-LaPadula Model (BLP)
App File

Access 
check

Access is 
blocked

Access is 
allowed

App tries to overwrite a file
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𝐼𝐿𝐴𝑃𝑃 𝐼𝐿𝐹𝐼𝐿𝐸

MIC is based on Bell-LaPadula Model (BLP)
App File

Access 
check

Access is 
blocked

Access is 
allowed

𝑖𝑓 𝐼𝐿𝐴𝑃𝑃 ≥ 𝐼𝐿𝐹𝐼𝐿𝐸 → 𝑎𝑐𝑐𝑒𝑠𝑠 𝑖𝑠 𝑎𝑙𝑙𝑜𝑤𝑒𝑑
𝑒𝑙𝑠𝑒 → 𝑎𝑐𝑐𝑒𝑠𝑠 𝑖𝑠 𝑏𝑙𝑜𝑐𝑘𝑒𝑑
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App tries to overwrite a file



𝐿𝑜𝑤 𝐼𝐿 𝐼𝐿𝐹𝐼𝐿𝐸

MIC is based on Bell-LaPadula Model (BLP)
App File

Access 
check

Access is 
blocked

Access is 
allowed

𝑖𝑓 𝐼𝐿𝐴𝑃𝑃 ≥ 𝐼𝐿𝐹𝐼𝐿𝐸 → 𝑎𝑐𝑐𝑒𝑠𝑠 𝑖𝑠 𝑎𝑙𝑙𝑜𝑤𝑒𝑑
𝑒𝑙𝑠𝑒 → 𝑎𝑐𝑐𝑒𝑠𝑠 𝑖𝑠 𝑏𝑙𝑜𝑐𝑘𝑒𝑑

98Apps with Low IL cannot get write access to the most OS objects

App tries to overwrite a file

98



99

HOW INTEGRITY LEVEL ARE STORED 
IN WINDOWS?



EPROCESS structure
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MIC INTERNALS: TOKEN STRUCTURE

APP

User-mode

Kernel-mode



EPROCESS structure
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MIC INTERNALS: TOKEN STRUCTURE

APPsAPP
User-mode

Kernel-mode
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MIC INTERNALS: TOKEN STRUCTURE

APPsAPPsAPPs

EPROCESS structure

User-mode

Kernel-mode
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MIC INTERNALS: TOKEN STRUCTURE

APPsAPPsAPPs

EPROCESS structure

ImageName

ProcessID

Token

User-mode

Kernel-mode
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MIC INTERNALS: TOKEN STRUCTURE

APPsAPPsAPPs

EPROCESS structure

TOKEN structure

ImageName

ProcessID

void* Object

Token

User-mode

Kernel-mode



MIC INTERNALS: TOKEN AND INDEX

SID_AND_ATTRIBUTES *

UserAndGroups

SID_AND_ATTRIBUTES

TOKEN structure
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UserAndGroups[0] 



MIC INTERNALS: TOKEN AND INDEX

ULONG IntegrityLevelIndex

SID_AND_ATTRIBUTES *

UserAndGroups

SID_AND_ATTRIBUTES

VOID* SidULONG Attributes

TOKEN structure

UserAndGroups[0] 

UserAndGroups

[IntegrityLevelIndex]
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MIC INTERNALS: TOKEN AND INDEX

ULONG IntegrityLevelIndex

SID_AND_ATTRIBUTES *

UserAndGroups

SID_AND_ATTRIBUTES

VOID* SidULONG Attributes

TOKEN structure

SID value
Integrity 

Level

S-1-16-8192 Medium 

S-1-16-12288 High 

S-1-16-16384 System 

Integrity level SID
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How Windows OS gets Integrity Levels?



MIC: Get Integrity Level 

Some App
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GetTokenInformation(TokenIntegrityLevel)
MsMpEng



nt

ntdll

MIC: Get Integrity Level 
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SepCopyTokenIntegrity

NtQueryInformationToken

NtQueryInformationToken

kernelbaseGetTokenInformation

SepLocateTokenIntegrity

Some App
GetTokenInformation(TokenIntegrityLevel)

MsMpEng



nt

ntdll

MIC: Get Integrity Level 
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SepCopyTokenIntegrity

NtQueryInformationToken

NtQueryInformationToken

kernelbaseGetTokenInformation

SepLocateTokenIntegrity

Some App
GetTokenInformation(TokenIntegrityLevel)

MsMpEng
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nt

ntdll

MIC: Get Integrity Level 
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NtQueryInformationToken

NtQueryInformationToken

kernelbaseGetTokenInformation

SepLocateTokenIntegrity

SepCopyTokenIntegrity

Some App
GetTokenInformation(TokenIntegrityLevel)

MsMpEng
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Attack on MIC



ATTACK ON MIC: SCHEME

Attackers App Microsoft 

Defender
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Attackers App

Attackers Driver

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 

Defender

ATTACK ON MIC: SCHEME
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Attackers App

i) Overwrites IntegrityLevelIndex by 0xFFFFFFFF

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 

Defender

ATTACK ON MIC: SCHEME
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Attackers App

2) Extract and 
execute malware

Malware

i) Overwrites IntegrityLevelIndex by 0xFFFFFFFF

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 

Defender

ATTACK ON MIC: SCHEME
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Attackers App

2) Extract and 
execute malware

Malware

i) Overwrites IntegrityLevelIndex by 0xFFFFFFFF

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 

Defender

i) Detect malware
    file on the disk

ATTACK ON MIC: SCHEME
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Attackers App

2) Extract and 
execute malware

Malware

i) Overwrites IntegrityLevelIndex by 0xFFFFFFFF

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 

Defender

i) Detect malware
    file on the disk

ii) Detect malware
     app in memory

ATTACK ON MIC: SCHEME
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ATTACK ON MIC: SCHEME

129

Attackers App

2) Extract and 
execute malware

Malware



a zip password-
protected archive

Mimikatz App

CMD.exe
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clear_extract_and_check.bat:

131

a zip password-
protected archive

Mimikatz App

CMD.exe



ATTACK ON MIC: DEMO

The online version is here –

https://www.youtube.com/embed/AJV4UVaw8kg?vq=hd1440
132

https://www.youtube.com/embed/AJV4UVaw8kg?vq=hd1440
file:///K:/Dropbox/_Pubs&Confs/22/ADFSL_2022/demos/mp4/demo1_ppl_disabling.bat


Attackers App

2) Extract and 
execute malware

Malware

i) Overwrites IntegrityLevelIndex by 0xFFFFFFFF

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 

Defender

i) Detect malware
    file on the disk

ii) Detect malware
     app in memory Microsoft 

Defender

(failed)

(succeed)
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▪ Microsoft Defender app removes malware files via call:

▪ CMD fails to launch mimikatz with 

STATUS_VIRUS_INFECTED (0xC0000906)

that is returned by AV to block running malware app

SUMMARY 
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▪ Microsoft Defender app removes malware files via call:

▪ CMD fails to launch mimikatz with 

STATUS_VIRUS_INFECTED (0xC0000906)

that is returned by AV to block running malware app

SUMMARY 

Which driver returns this status?
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Newly 

created 

process
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MICROSOFT DEFENDER: INTERNALS
MsMpEng.exe

MpEngine.dll

Files on the disk

Newly 

created 

processes

Inspects the newly 
created processes 
to block malicious

Inspects the newly 
created files to 

remove malicious

WdFilter

(file-filter)



▪ It register a mini-filter via FltRegisterFilter()

▪ It prevents launching a malware via post-create callback 

WDFilter

137



▪ It register a mini-filter via FltRegisterFilter()

▪ It prevents launching a malware via post-create callback 

WDFilter

Defender is still able to 

access apps memory. But how?
138



139

How can Microsoft Defender 
get access to apps memory?



DEFENDER OPENS A PROCESS

Open a process 

MsMpEng App CMD.exe
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Security 

Reference 

Monitor (SRM) ?

Open a process 

MsMpEng App

Access is blocked Access is allowed

  

 

CMD.exe
Access 
check
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DEFENDER OPENS A PROCESS



Security 

Reference 

Monitor (SRM)
Object Security 

Descriptor
?

Open a process 

MsMpEng App

Access is blocked Access is allowed

  

 

Access Token

CMD.exe
Access 
check
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DEFENDER OPENS A PROCESS



Open a process 

MsMpEng App CMD.exe

DEBUG PRIVILEGE ALLOWS TO GET ACCESS TO ALL APPS MEMORY

To open a process running on another user account 

MsMpEng has “SeDebugPrivilege” privilege 
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Security 

Reference 

Monitor (SRM)
Object Security 

Descriptor
?

Open a process 

MsMpEng App

Access is blocked Access is allowed

  

 

Access Token

Privilege

CMD.exe

SeDebugPrivilege

Access 
check

DEFENDER OPENS A PROCESS
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Security 

Reference 

Monitor (SRM)
Object Security 

Descriptor
?

Open a process 

MsMpEng App

Access is blocked Access is allowed

  

 

Access Token

Privilege

CMD.exe

SeDebugPrivilege

Access 
check

Attacker`s 
Driver
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DEFENDER OPENS A PROCESS
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TOKEN PRIVILEGES

Research results: 

revoking “SeDebugPrivilege” from “Enabled” 

is enough to prevent Defender from inspecting 

the apps memory. 
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Attack on MIC and Token Privilege
can disable Microsoft Defender 
without terminating its apps



Attackers App Microsoft 

Defender

ATTACK ON MIC + TOKEN PRIVILEGE: SCHEME
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ATTACK ON MIC + TOKEN PRIVILEGE: SCHEME

Attackers App

2) Extract and 
execute malware

Malware

i) Overwrites IntegrityLevelIndex by 0xFFFFFFFF

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 

Defender

i) Detect malware
    file on the disk

ii) Detect malware
     app in memory

Privileges
ii) Remove SeDebugPrivilege from Privileges
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ATTACK ON MIC + TOKEN PRIVILEGE: SCHEME

Attackers App

2) Extract and 
execute malware

Malware

i) Overwrites IntegrityLevelIndex by 0xFFFFFFFF

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 

Defender

i) Detect malware
    file on the disk

ii) Detect malware
     app in memory

Privileges
ii) Remove SeDebugPrivilege from Privileges
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ATTACK ON MIC + TOKEN PRIVILEGE: SCHEME

Attackers App

2) Extract and 
execute malware

Malware

i) Overwrites IntegrityLevelIndex by 0xFFFFFFFF

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 

Defender

i) Detect malware
    file on the disk

ii) Detect malware
     app in memory

Privileges
ii) Remove SeDebugPrivilege from Privileges
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ATTACK ON MIC + TOKEN PRIVILEGE: SCHEME

Attackers App

2) Extract and 
execute malware

Malware

i) Overwrites IntegrityLevelIndex by 0xFFFFFFFF

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 

Defender

i) Detect malware
    file on the disk

ii) Detect malware
     app in memory

Privileges
ii) Remove SeDebugPrivilege from Privileges

152



ATTACK ON MIC + TOKEN PRIVILEGE: DEMO

The online version is here –

https://www.youtube.com/embed/ihhUUd9qJTY?vq=hd1440
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https://www.youtube.com/embed/ihhUUd9qJTY?vq=hd1440
file:///K:/Dropbox/_Pubs&Confs/22/ADFSL_2022/demos/mp4/demo2_patch_integrity_revoke_privs.bat


Attackers App

2) Extract and 
execute malware

Malware

i) Overwrites IntegrityLevelIndex by 0xFFFFFFFF

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 

Defender

i) Detect malware
    file on the disk

ii) Detect malware
     app in memory

Privileges
ii) Remove SeDebugPrivilege from Privileges

Microsoft 

Defender

(failed)

(failed)

Sandboxed Microsoft Defender fails to stop malware
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Attackers App

2) Extract and 
execute malware

Malware

i) Overwrites IntegrityLevelIndex by 0xFFFFFFFF

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender
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ii) Detect malware
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Sandboxed Microsoft Defender fails to stop malware



Attackers App

2) Extract and 
execute malware

Malware

i) Overwrites IntegrityLevelIndex by 0xFFFFFFFF

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 

Defender

i) Detect malware
    file on the disk

ii) Detect malware
     app in memory

Privileges
ii) Remove SeDebugPrivilege from Privileges

Microsoft 

Defender
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Sandboxed Microsoft Defender fails to stop malware



157

This attack can blind Microsoft Defender.
What about other AVs?



MIC-BASED ATTACK BLINDS TOP AV SOLUTIONS
AV Name 

AV ability to detect 

malicious files

AV ability to detect 

malicious processes

Microsoft Defender Disabled Disabled

McAfee Disabled Disabled

Malwarebytes Disabled Disabled

Avast Disabled Disabled

AVG Disabled Disabled

Kaspersky Disabled Enabled
Enabled, but 

AV cannot remove 
malware files

Disabled

Disclaimer: The purpose is to provide technical review only. This analysis is not designed to promote any solutions.

We do respect all antiviruses and endpoint security solutions.
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MemoryRanger 
Defends 

Microsoft Defender 
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MemoryRanger: Intro

Driver A

Driver B

Driver C

Data A

Data C
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MemoryRanger: Intro

Driver A

Driver B

Driver C

Data A

Data C

illegal access
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MemoryRanger: Intro

Driver A

Driver B

MemoryRanger s Hypervisor

Driver A

Driver C

Data A

Data C

Data A

illegal access



Driver A

Driver B

MemoryRanger s Hypervisor

Driver A

Driver B

Driver C

Driver B

Driver AData A

Data C

Data A

illegal access
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MemoryRanger: Intro
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MemoryRanger: Intro

Driver A

Driver B

MemoryRanger s Hypervisor

Driver A

Driver B

Driver C Driver C

Driver B

Driver A

Driver C

Data A

Data C

Data A

Data C

Driver B

Driver A Data A

Driver C Data C

illegal access

Data A

Data C



Driver A

Driver B

MemoryRanger s Hypervisor

Driver A

Driver B

Driver C Driver C

Driver B

Driver A

Driver C

Data A

Data C

Data A

Data C FAKE

Driver B

Driver A Data A

Driver C Data C

illegal access

illegal access is trapped 
and redirected to the 

fake data

FAKE
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MemoryRanger: Intro



▪ Components:

▪ user-mode control app

▪ kernel-mode driver to register OS callbacks

▪ hypervisor based dispatcher based on Intel VT-x and EPT technologies

▪ The key features:

▪ Runs kernel-mode drivers into isolated memory enclaves

▪ Allows different memory access configuration for each memory enclave

▪ Number of enclaves can be increased in runtime (while VBS has fixed 2 enclaves)

▪ Technical features:

▪ Hooks kernel API routines

▪ Redirects illegal access to the sensitive data to the fake content

▪ Supports newest Windows 11 x64 and it is open-source

MemoryRanger: Features

github.com/IgorKorkin/MemoryRanger 166

https://github.com/igorKorkin/MemoryRanger


MemoryRanger was in US, UK, and Asia and twice at BlackHat

2018 2019 2020 2021 2022
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Attackers App

i) Overwrites Index

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 
Defender

Privileges
ii) Remove Privilege

168

MemoryRanger Customization protects Microsoft Defender



Attackers App

i) Overwrites Index

Attackers Driver

Token

IntegrityLevelIndex

1) Use a kernel driver to 
attack Microsoft Defender

Microsoft 
Defender

Privileges
ii) Remove Privilege

MemoryRanger s Hypervisor
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MemoryRanger Customization protects Microsoft Defender



MemoryRanger Defends Microsoft Defender: Demo

The online version is here –

https://www.youtube.com/embed/Ohqhq50wVjI?vq=hd1440
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https://www.youtube.com/embed/Ohqhq50wVjI?vq=hd1440
file:///K:/Dropbox/_Pubs&Confs/22/ADFSL_2022/demos/mp4/demo3_memoryranger.bat
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1. Kernel-mode threats are very dangerous even for Windows 11 x64

2. The global malware trend is to bypass or disable security products without 

terminating the AV/EDR apps

3. Microsoft Defender is the most desired goal for attackers

4. Mandatory Integrity Control (MIC) is designed to sandbox untrusted apps, 

but attackers can abuse MIC to sandbox Microsoft Defender and other AVs.

5. MemoryRanger blocks attacks on kernel data including attacks on MIC
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CONCLUSION



Thank you!

Denis Pogonin denpog00@gmail.com

Igor Korkin igor.korkin@gmail.com 

All the details are here igorkorkin.blogspot.com

https://igorkorkin.blogspot.com/

