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AGENDA

ÁBypassing security products is a notorious malware trend

ÁMicrosoft Defender is the key target of cyber criminals

ÁKernel-mode threats are still the most risky

ÁMicrosoft Defender Internals: Signature Detection

ÁWindows OS Internals: Mandatory Integrity Control

ÁNew kernel attack disables Microsoft Defender

ÁMemoryRanger defends Microsoft Defender
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Kernel-mode attacks on 
Windows Defender

Attackers Driver
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Structures  

Install a Driver
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Driver-based attacks can disable Microsoft Defender



MICROSOFT DEFENDER IS UNDER ATTACKS



Microsoft Defender is running on over 500 000 000 PCs

Tanmay Ganacharya

Partner Director for Security Research 

@ Microsoft Defender for Endpoint

Microsoft Defender is protecting more than 50%

of the Windows ecosystem, so weɅrea big target ,

and everyone wants to evade us to get the

maximum number of victims

* Top Microsoft Defender expert: These are the threats security hasn't yet solved, ZDNet, 2019

https://www.zdnet.com/article/top -windows -defender -expert -these-are-the-threats-security -hasnt-yet-solved
19
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TWEETS ABOUT DISABLING MICROSOFT DEFENDER

https://twitter.com/joehelle/status/1455939119742345218
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MALWARE ATTACKS MICROSOFT DEFENDER
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disables Microsoft Defender via 
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MALWARE ATTACKS MICROSOFT DEFENDER

Ragnarok Ransomware 

disables the Microsoft 

Defender via a registry entry

Zloader Banking Trojan

disables Microsoft Defender via 

reconfiguring òSet-MpPreference ó

2022 2020 2021 

Kraken Botnet

bypasses Microsoft Defender via 

adding exclusions permission

https://twitter.com/dwpia/status/1222678378416869376
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ACADEMIC PAPERS AND BLOGS ABOUT 
ATTACKS ON MICROSOFT DEFENDER

https://link.springer.com/chapter/10.1007/978-981-16-8062-5_36
https://www.semanticscholar.org/paper/Using-Mimikatz%E2%80%99-driver%2C-Mimidrv%2C-to-disable-Windows-Blaauwendraad-Ouddeken/1873071ed04b5e598a34ce18506409e1c7c25700
https://www.sciencedirect.com/science/article/pii/S0167404821003242?via%3Dihub
https://www.mdpi.com/2624-800X/1/3/21
https://www.blackhat.com/us-18/briefings/schedule/index.html#windows-offender-reverse-engineering-windows-defenders-antivirus-emulator-9981
https://pentestlaboratories.com/2021/01/18/process-herpaderping-windows-defender-evasion/
https://labs.f-secure.com/blog/bypassing-windows-defender-runtime-scanning/
https://www.ired.team/offensive-security/defense-evasion/evading-windows-defender-using-classic-c-shellcode-launcher-with-1-byte-change
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ATTACK VECTORS ON MICROSOFT DEFENDER
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https://www.blackhat.com/eu-21/briefings/schedule/#veni-no-vidi-no-vici-attacks-on-etw-blind-edr-sensors-24842
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TRENDS OF KERNEL ATTACKS IN 2021-2022



Bring Your Own Vulnerable Driver (BYOVD)

Malware Drivers signed with leaked certificates + WHQL Scandal

¶ Rapid7 experts gave 30 malware examples that use buggy signed drivers 

¶ HermeticWiper abuses EaseUS driver (2022)

¶ Stolen Nvidia certificates used to sign malware (2022)

¶ Microsoft admits to signing rootkit named Netfilter (2021)

UEFI Security Threats

¶ UEFI rootkit named MoonBounce can install a malicious driver (2022)

¶ Binarly experts found 20 UEFI bugs that impacted millions of devices (2022)

*More Examples are in the conference paper

Driver-Based Attacks* in 2021-2022Driver-Based Attacks* in 2021-2022
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Year Malware 3rd party driver

2022 HermeticWiper EaseUS

2021

Iron Tiger CPUID CPU-Z

GhostEmperor CheatEngine

ZINC eXplorer

TunnelSnake VirtualBox

2020
RobbinHood Gigabyte

Trickbot RWEverything
. . . 

More than 30 malware 

examples that abuse 

vulnerable signed 

drivers 
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https://www.darkreading.com/vulnerabilities-threats/criminals-obtain-code-signing-certificates-using-stolen-corporate-ids
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Microsoft creates Windows Hardware Quality Labs

(WHQL) to test drivers and award a digital signature

when all requirements are fulfilled .
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MICROSOFT DEFENDER: INTRO
Á2005 ðthe first release as a free anti -spyware program
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MICROSOFT DEFENDER: INTRO
Á2005 ðthe first release as a free anti -spyware program

Á2019 ðGartner: Microsoft Defender is the Leader in the Endpoint 

Protection Platforms (EPP) Magic Quadrant.
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MICROSOFT DEFENDER: COMPONENTS  



User-mode Processes and Services 

Kernel-mode Drivers

MICROSOFT DEFENDER: ABOUT 10 APPS + 6 DRIVERS
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User-mode Processes and Services 

Kernel-mode Drivers

MICROSOFT DEFENDER: ABOUT 10 APPS + 6 DRIVERS

MsMpEng WinDefend

WSCSVC

WdNisSvc

SecurityHealthService

NisSrv.exe

WdFilter (file -filter)

WdBoot (ELAM) WdNisDrv (NDIS WFP)

MpsDrv (firewall)

MpKSLDrv (update)

WdDevFlt (device-filter)

MpCopyAcceleratorMsMpEngCP

Å %ProgramData %\ Microsoft \ Microsoft Defender \ Platform Å %Windir %\ System32\ drivers \ wd

MsSense

MPSSVC

69



MICROSOFT DEFENDER: ABOUT 10 APPS + 6 DRIVERS

MsMpEng

WdFilter (file -filter)

Å %ProgramData %\ Microsoft \ Microsoft Defender \ Platform Å %Windir %\ System32\ drivers \ wd
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MICROSOFT DEFENDER: INTERNALS
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* MicEnum ðwww.elevenpaths.com/innovation -labs/technologies/micenum
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MIC: Integrity Levels of files and folders

http://www.elevenpaths.com/innovation-labs/technologies/micenum


MIC is based on Bell-LaPadulaModel (BLP)
App File
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App tries to overwrite a file
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HOW INTEGRITY LEVEL ARE STORED 
IN WINDOWS?
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