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AGENDA

* Fuzzing and classification of fuzzers

* The main fuzzing strategy

* Fuzzing with AFL. The problem of analyzing identical
code sections

* The proposed tool. The algorithm and details of the
work

» Execution traces registration

* Test results

* Future plans




WHAT IS FUZZING?

* Fuzzing is a technique of automated testing
when a program receives specially modified,
incorrect data.
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FUZZING STRATEGY
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EXECUTION TRACE
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EXECUTION TRACE DETECTION

ojojo] ... [1]/0]0

tuple = (prev >>1) @ curr

Prev — previous base block label;
Cur — current base block label.



EXECUTION TRACE DETECTION

}

*virgin &= ~*current;

}

current++;
virgin++;

}

s32 fd;
fd = open(out_file, |

*f = fdopen(fd, "w");
- (U321 =0; 1< ; W+){
Lf (trace bits[i] != 0) fprintf(f,"
}

fclose(f);

, 0600);

5L, trace bitsii]):
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REPORT TABLE

R e +------ R e R $-mmm - - -
| object | qrun | qcov | part_execs | part_cov | now exec | src |
e $------- +------ e $ommmm - Fommm - $--mmm - +
| 1d:000002 | | 1 | | | + | orig |
| id:000004 | 1 | 1 | 0) | 0) | - | 000000 |
| 1d:000005 | 1 | 1 | 0) | 0) | - | 000001 |
Fommm e m e e R Fommmm - $ommm - e +
0 --- Exit

1 --- Continue

2 --- Change flow in format: "2->id"

Enter command > 2->000004
<flow changed> | now_exec -> 1d:000004
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FUZZING RESULTS
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FUTURE PLANS

* To consider the scheme of using the proposed solution with static
analyzers

* To add visualization module
* Machine learning elements usage

* To consider the approach in schemes based on other fuzzing tools
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