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• Fuzzing and classification of fuzzers
• The main fuzzing strategy
• Fuzzing with AFL. The problem of analyzing identical 

code sections
• The proposed tool. The algorithm and details of the 

work
• Execution traces registration
• Test results
• Future plans
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AFL – PROCESS STANDARD CYCLE



EXECUTION TRACE



10



Classic AFL scheme Proposed fuzzing system scheme
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trace_bits trace_bits + tuple

tuple = (prev >>1) ⊕ curr

Prev – previous base block label;
Cur – current base block label.

EXECUTION TRACE DETECTION



EXECUTION TRACE DETECTION



REPORT TABLE



FUZZING RESULTS

𝑇!" = 30 𝑚𝑖𝑛
𝑇# = 12 ℎ



FUTURE PLANS

• To consider the scheme of using the proposed solution with static 
analyzers

• To add  visualization module

• Machine learning elements usage 

• To consider the approach in schemes based on other fuzzing tools




