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Phishing & Education
Applying security principles during the pandemic

Tuesday, October 12, 2021

“The fear of the Lord is the beginning of wisdom and the 
knowledge of the Holy One is understanding.”

– Proverbs 9:10

Isaiah James D. Puzon
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┌──(isaiah.puzon@cogia.edu.ph)-[~]
└─# whoami

Employment

▪ Senior Offensive Security Engineer @ Deltek Systems (Philippines), Ltd. (Current)

▪ Global Security Professional @ CMA-CGM (Same as CEVA, now resigned)

▪ Senior Information Security Analyst @ CEVA Logistics (Same as CMA-CGM, now resigned)

Affiliations

▪ Red Team Member @ Synack Red Team

▪ CTF Team Member @ [hsb] hackstreetboys & [TMHC] TheManyHatsClub

▪ Sleepy Admin @ [PITSF] Philippine IT Security Forums

▪ Volunteer @ Covenant of Grace Integrated Academy, Inc.

Educational Background

▪ BS Computer Engineering Alumni @ FEU Institute of Technology

▪ OSWE, OSCP, CCNA Cyber Ops, Security+, Linux+, CCNA R&S Me as Derp
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Current Situation

• Ordinary people are victims of Phishing

• Criminals steal the hard-earned money
of working individuals within minutes

• This situation encompasses all industries:
Healthcare, Education, Manufacturing,
BPO, Banking, Finance, Logistics,
Shipping, Military,Government, IT, etc.
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The ORDINARY PERSON is under 
ATTACK

What can WE do?

How can we PROTECT them?
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Complexity of Phishing

Disclaimer:
1. Express written 

approval has 

been given by 

the recipient of 
phishing to show 

the following 
slides

2. This is just 
gathering of 

facts of what 
happened 

during that 

specific day
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Complexity of Phishing – The malicious email
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Complexity of Phishing – The malicious email
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Complexity of Phishing – Email Body Analysis

Mail appears to have been

sent by a university student

Mail was received on

Friday, August 28, 2020 at 6:35 AM UTC+8
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Complexity of Phishing – Email Body Analysis

With a clear intent to deceive
by impersonating Metrobank
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Complexity of Phishing – Email Body Analysis

And concealing a malicious link
(Phishing Page)
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Complexity of Phishing – Summary of Findings (Email Body Analysis)

Facts

1. The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8

2. The received mail is malicious in nature

▪ It intends to deceive recipients that the email came from Metrobank

▪ It entices the recipients to click on “VERIFY MY ACCOUNT” which contains

a concealed malicious link

Presumptions

1. The mail was allegedly sent by a student of ****** ***** University

▪ The mail is sent from r.e**********@*******.***.edu.ph

▪ The Disclaimer is automatically generated to notify recipients that its

contents do not reflect the views of ****** ***** University and its officials

Timeline of Events

1. 08-28-2020 at 6:35 AM UTC +8 (Malicious mail delivered)
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Complexity of Phishing – Phishing Link Analysis

Copy obtained malicious link and 

open in a web browser

Inspect the phishing page

(Unfortunately, it was already taken
down at the time of inspection)

Time of Inspection: 

~3:45 PM UTC+8 onwards of August 28, 2020
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Complexity of Phishing – Phishing Link Analysis

Traverse through the URL path

and observe the results
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Complexity of Phishing – Phishing Link Analysis

Traverse through the URL path

and observe the results

Sometimes it’s possible to 

find & download the phish kit used
(Unfortunately, the phish kit 

has already been removed)
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Complexity of Phishing – Phishing Link Analysis

In many cases, Directory Listing is
enabled on compromised servers 

used in phishing campaigns

If the phish kit were not removed, it

would probably be found in this 
location or some place else within the server
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Complexity of Phishing – Phishing Link Analysis

The path to /Administrator/js/
was last modified on (Server Time):

Friday, August 28, 2020 at 12:03 AM UTC+0
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Complexity of Phishing – Phishing Link Analysis

Possible point of entry:
Exploitation of obsolete and vulnerable software
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Complexity of Phishing – Phishing Link Analysis

Possible exploit used:

CVE-2010-2333 
(https://www.exploit-db.com/exploits/13850)
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Complexity of Phishing – Phishing Link Analysis

Traverse through the URL path

and observe the results

Found Admin Panel on 
/Administrator/

Possible point of entry:
Login with Administrator

or Default credentials
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Complexity of Phishing – Phishing Link Analysis

Default page of the site itself

Presumptions

A threat actor:
1. Knowingly obtained Unauthorized Access on this web page

2. Uploaded a malicious phishing page / phish kit

3. Leveraged their access in this server on a phishing campaign
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Complexity of Phishing – Phishing Link Analysis
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Complexity of Phishing – Phishing Link Analysis
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Complexity of Phishing – Phishing Link Analysis
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Complexity of Phishing – Phishing Link Analysis

A change was made to /Administrator/js/ on

Philippine Time:

Friday, August 28, 2020 at 8:03 AM UTC+8
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Complexity of Phishing – Summary of Findings (Email Body Analysis)

Facts

1. The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8

2. The received mail is malicious in nature

▪ It intends to deceive recipients that the email came from Metrobank

▪ It entices the recipients to click on “VERIFY MY ACCOUNT” which contains

a concealed malicious link

3. The domain donewellinsurance.com was used in this phishing campaign

4. A change was made to the directory

https://donewellinsurance.com/Administrator/js/ on Friday, August 28, 2020 at 8:03

AM UTC+8

Presumptions

1. The mail was allegedly sent by a student of ****** ***** University

▪ The mail is sent from r.e**********@*******.***.edu.ph

▪ The Disclaimer is automatically generated to notify recipients that its

contents do not reflect the views of ****** ***** University and its officials

2. A threat actor compromised the domain donewellinsurance.com

3. Possible point of entry / mode of compromise

▪ Exploitation of a remote information disclosure vulnerability (CVE-2010-2333)

▪ Identified Administrator / Default Credentials

▪ Login through the Admin Panel as Administrator

Timeline of Events

1. 08-28-2020 at 6:35 AM UTC +8 (Malicious mail delivered)

2. 08-28-2020 at 8:03 AM UTC +8 (Modification on 
https://donewellinsurance.com/Administrator/js/)
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Complexity of Phishing – Email Header Analysis
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Complexity of Phishing – Email Header Analysis
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Complexity of Phishing – Email Header Analysis
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Complexity of Phishing – Email Header Analysis

Copy Internet 
headers

to Notepad
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Complexity of Phishing – Email Header Analysis

X-Forefront-A ntispam-Report:

C IP:255.255.255.255;C TRY:;LA NG:en;SCL:1;SRV:;IPV:

NLI;SFV:NSPM;H:HK0PR02MB2865.apcprd02.prod.outlo

ok.com;PTR:;C AT:NONE;SFS:(346002)(366004)(376002

)(396003)(136003)(39850400004)(6486002)(7116003)(

316002)(786003)(8676002)(6916009)(9686003)(15974

865002)(83080400001)(8936002)(15650500001)(5660

300002)(66574015)(83380400001)(33656002)(180740

04)(2906002)(66946007)(186003)(16526019)(166002)(

26005)(3480700007)(86362001)(478600001)(3396400

4)(52116002)(956004)(52536014)(6496006)(66476007

)(66556008)(57042006);DIR:O UT;SFP:1102;

X-MS-Exchange-A ntiSpam-MessageData:

y O p3S1/opc+LZ787KIy zKGQVsuaasyORuywt

rNy zPfQ8EXTL98dBtGzbt2xiO C7BDZ9khpi99R/r2iv Q680Z

eV TsVy14yviDoxI/aRV2KjCi/3KHv6yDrr3vnDRX4Ydtjm6l

Ky gIuiB59jOfQcUvkvfekQdAYvB1VGwqnP6mqZkhYR3Hi

YY/51C aYw7EPEp17ol695upv RKWYFgsjBvXLefZlxhO M1a

pHahhM6lV eBkOfkl2sBRZB4CVDYKGT8DQej5eok1SGP+

RLKJl0RHEQ xrek4h+JJClDt8M2tX41v qi2nXC d7+86WpuN

46A M+Wev nrR67B4DGwF8AqhwP80+vQfLfkkQwYNS83

k+hRO IlZYzmx7S1fQHdN6pNtbvRaiZ0Vj0Wxv SkZQ+7r6

N4V 3tfjAteO8v7vRfoHoOkv1iJu+G9GeoZHz0BBKrsUdJZA

V y iGlYCa0HyShsX7IDGVCZJNHH98bC3PWdL/y 1A Gur0Mr

RC gKudZzEJh8g0WboC vwkYA1jTGQ3VkYQ0ZYPSxyOk2f

C y 0ocF shiBgTrPyQkifDIVFhJe19hyAVsI6Tcq52QKpBwgC

y rlbN3NOoFJIrgoovfFdZ32qhuKfx+iR3v 8NHH+EytTF3py

uhp5/cA PZo0UTUdeLMufQKfhsO4s5X9A==

X-O riginatorO rg: *******.***.edu.ph

X-MS-Exchange-C rossTenant-Network-Message-Id: 

fbf2ca38-fd55-436b-d4d9-08d84ad978d7

X-MS-Exchange-C rossTenant-A uthSource: 

HK0PR02MB2865.apcprd02.prod.outlook.com

X-MS-Exchange-C rossTenant-A uthA s: Internal

X-MS-Exchange-C rossTenant-O riginalA rriv alTime: 27 

A ug 2020 22:35:17.2632

(UTC )

X-MS-Exchange-C rossTenant-F romEntity Header: Hosted

X-MS-Exchange-C rossTenant-Id: bebf77b2-2746-4203-

96d7-17f29e16cb16

X-MS-Exchange-C rossTenant-MailboxTy pe: HO STED

X-MS-Exchange-C rossTenant-UserPrincipalName: 

SbWDtj/YNwqtPcqv np7ry6eQvmqlOFW7coJ7JFyItrNY6M

NEbV ezfa4vJ+BFzxlyoxVGzNxa+pI+GPLMH+mfa+F2hor

I9D3V m+mQNNQWBFpCoLW8JpJ9d0Z2A O NrPtoF

X-MS-Exchange-Transport-

C rossTenantHeadersStamped: HK0PR02MB3057

C ontent-Length: 19551

F rom: "MetroBank" <r.e**********@*******.***.edu.ph>

To: m**************@yahoo.com

Date: 27 A ug 2020 22:35:16 +0000

Subject: New  Sy stem Update

C ontent-Ty pe: multipart/alternativ e;

boundary =--boundary _5207_32343822-bb55-489c-a2f2-

1cb55229337b

X-C lientProxiedBy : 

MN2PR12CA0021.namprd12.prod.outlook.com

(2603:10b6:208:a8::34) To 

HK0PR02MB2865.apcprd02.prod.outlook.com

(2603:1096:203:37::22)

Message-ID:

<HK0PR02MB2865CA6172E4053B117B1CB493550@HK0PR02

MB2865.apcprd02.prod.outlook.com>

MIME-Version: 1.0

X-MS-Exchange-MessageSentRepresentingTy pe: 1

Receiv ed: from EC 2A MAZ-59M1G4T (54.89.76.235) by  

MN2PR12CA0021.namprd12.prod.outlook.com 

(2603:10b6:208:a8::34) w ith Microsoft SMTP Server 

(v ersion=TLS1_0, 

cipher=TLS_EC DHE_RSA_WITH_AES_256_CBC_SHA) id 

15.20.3326.19 v ia F rontend Transport; Thu, 27 A ug 2020 

22:35:16 +0000

X-O riginating-IP: [54.89.76.235]

X-MS-PublicTrafficTy pe: Email

X-MS-O ffice365-F iltering-C orrelation-Id: fbf2ca38-fd55-436b-

d4d9-08d84ad978d7

X-MS-TrafficTy peDiagnostic: HK0PR02MB3057:

X-Microsoft-A ntispam-PRV S:

<HK0PR02MB3057814CAF98268E3FB77DE493550

@HK0PR02MB3057.apcprd02.prod.outlook.com>

X-MS-O ob-TLC -OOBClassifiers: O LM:7691;

X-MS-Exchange-SenderA DCheck: 1

X-Microsoft-A ntispam: BC L:0;

X-Microsoft-A ntispam-Message-Info:

wIih2oxFV x0uqxy CdFtPBRJ5i7Jq4eN4PBfv4X/hXfBx

u9kv am7EUuuDXhXwB/II1+sRwTO9UP2M7dPMU6XzuEO/Ux61

oXL4t3v bay 5nSA XKXmAX0LeRes9T5I81pn4nD6i8itPwKmm3I8g

v Q 8HmbZ+kuM3xDp69QaFY++Mt0tCfPcrRCFpE3W7D/LSI8P/8

V 7SfmwDF8dDjonYfUgoYhZOchogy YO2teKE+Q5eNczcTOpeS+/

o/mhXYq1GQ lPT1BnYwEz1IfpG4vmEmemxVhEtza3s0c6HhcVZa

k2EiY9h52wngO LZr7epas02O cf2d4BPNQAZuJEfIqGDb7DWLb/x

Zsm1wc+FGrLpeDO5Jm476e9tDGodP3/ABRei3II+AY0SQuEr4R

D8Uc7A vmmuhzvh63kwyAQnAwVHb4DUIeGLV PEDCDFrG9lk1G

TEA 74Aeja6zmnWIgjMlLU6ynDTPRrItGg9yw9/yKS4gxY1pOD7D

X7Jn5k0bzYrkauKsGp5ruD68O KM1QYCRadRbyvFK1Q==

ARC-Message-Signature: i=1; a=rsa-sha256; 
c=relaxed/relaxed; d=microsoft.com;
s=arcselector9901;
h=From:Date:Subject:Message-ID:Content-Type:MIME-
Version:X-MS-Exchange-SenderADCheck;
bh=YpPL3OO1iR7SNx01kr1nY1txa5GzdSefOocWpSxOFpw=;

b=H5WdTRdULUMRgE5Ru+/VeE24Oc3pAl16B4sqApCu2IEsc9
U8lJf+ZCvFCm122xhLphpoETtDUkNaD/haByLV0kGqENPI6tUg
crpF5kDQmuUzAQOl1t+ns/1g/Y7y7ZxGN9epYHP3KWAL4MZU
AWURVu913Pnfy+vY5JZXXrA7V03gwkQ4TNUMdW+CcgFToRs
b251TycHT2dex5tZ/h/5eGcGMD9bIH5t0igxSf/ytA8+yX9egTnX
nrdKZ497UBPlnnMQBSBgCe9aj5tjpuK9voRZxJ/bxG85Dhe/IVgh
lOfbxhH7WFx032NfMA6LKjd7QeBqxMpHmv2C4BgFFlfuz6Q==
ARC-Authentication-Results: i=1; mx.microsoft.com 1; 
spf=pass
smtp.mailfrom=*******.***.edu.ph; dmarc=pass 
action=none
header.from=*******.***.edu.ph; dkim=pass 
header.d=*******.***.edu.ph;
arc=none
DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=***eduph.onmicrosoft.com; s=selector2-***eduph-
onmicrosoft-com;
h=From:Date:Subject:Message-ID:Content-Type:MIME-
Version:X-MS-Exchange-SenderADCheck;
bh=YpPL3OO1iR7SNx01kr1nY1txa5GzdSefOocWpSxOFpw=;

b=RzyjYmSZt1SYeb+wRfAJL+ubrD6K8DUneT8uwwrxSIQgPoX
jEDe0AxL1qSeywVlvrh61YXR7k5psNLmkCB3XV2qCBghv089Ky
vO8m0BgY4cvXPg3Q8TxYVIEIDPOEi+LctCUybO3fXArUE42E1
BTTD9lkP89WSCb9N597rcIQj4=
Received: from HK0PR02MB2865.apcprd02.prod.outlook.com 
(2603:1096:203:37::22)
by HK0PR02MB3057.apcprd02.prod.outlook.com 
(2603:1096:203:60::15) with
Microsoft SMTP Server (version=TLS1_2,
cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 
15.20.3326.23; Thu, 27 Aug
2020 22:35:17 +0000
Received: from HK0PR02MB2865.apcprd02.prod.outlook.com
([fe80::2804:771c:f26c:f551]) by 
HK0PR02MB2865.apcprd02.prod.outlook.com
([fe80::2804:771c:f26c:f551%3]) with mapi id 
15.20.3326.019; Thu, 27 Aug 2020
22:35:17 +0000

Receiv ed: from 10.253.62.152

by  atlas106.free.mail.gq1.y ahoo.com w ith HTTP; Thu, 27 A ug 2020 22:35:20 

+0000

Return-Path: < r.e**********@*******.***.edu.ph>

Receiv ed: from 40.107.131.129 (EHLO  A PC01-SG2-

obe.outbound.protection.outlook.com)

by  10.253.62.152 w ith SMTPs; Thu, 27 A ug 2020 22:35:20 +0000

X-O riginating-Ip: [40.107.131.129]

Receiv ed-SPF: pass (domain of *******.***.edu.ph designates 

40.107.131.129 as permitted sender)

A uthentication-Results: atlas106.free.mail.gq1.y ahoo.com;

dkim=pass header.i=@***eduph.onmicrosoft.com header.s=selector2-

***eduph-onmicrosoft-com;

spf=pass smtp.mailfrom=*******.***.edu.ph;

dmarc=unknown

X-A pparently -To: m**************@yahoo.com; Thu, 27 A ug 2020 

22:35:20 +0000

X-YMailISG: dZoO SYgWLDuaGRLRXoLzv xN0nyD7V93x.f9wvz8loG5khl8P

X.Q 5jcDXsUsQ hUKCySYGNL9VQMDhNEUUDUyACaFxaaIyMUr6nrhqwWl0wzGe

aO bMqBkff95PDbcPtj_n5FEKKI4K7O5Vz_qJCYFlTT3gp36_G14AWfqIBY1Y

o5wRC SSsTHmccHsSq4IuZqJfe_t9WQ 6RvA6i56D1Qeple777E.C11LtfI1f9

A nSwQY8kvI6VHCYT1vwKa86sWqxQ _IA5_I5OxJ_BppCffrDC288md.or7jO_

MizbrxNV 4S7vMOtxbs53BUoywC9VXDNiuYCcPzvpCqBhs8Wrlwazt0W9djQC

xMC 9sPPFknCR7Jn_e2NRBeCi7kz9AsgPLOI.U28EVGGp3EtHQ1_IU2UPcC_a

5ZA x_WGWr54XhNDRPO x3hY9uC MCkxi8wv7hwzzmkC80rVQWArI.OXqPKRKzy

Sv zPh2hi5Q 1G3RlhbSAOe0nAYNsG2jAMBjP_RAC7cpoghtCVcBb1TEdE.Jwc

XTwYN1T7LMRLMbyIq2tPbK2nSdy7fghMjfINzykIMrZEytcFOnF07JMd9jYZ

.3qihbg_EfuuLlFqn5tfdSrbO O v juJm7QglFiYqQ26uUAHI94m6tM27jWSPL

8anwRmA _4RAwPqth6R2BYP3xBJvY8O9se2vsKojzViJfQEHTErZOAyUg91bB

8h3SJ39.JdV GOIR7rlNICze9BbC6UT9AK8a22huBH90xWBrI1NB6FXIYZcZF

v Q ldVk5VFndz2pg1YZMXhC7_nXpHC 9oPQByRpJ6Gj.9DAs_8Fa9IsHYH3iPg

faKePbXO LgbmkDQXNT0VbiPhfXxkGzfpFbYtjHhaJvuFqUqmb1OqWMXNfhrl

h_O y 5rgxmkc23h7ktNJDYOWjKAAgAwjoVOfKsLsYGIuzGQoJDfpwiOHxfeA .

owu4n6NDDqLcMRGmRdyzBDV_EtNGvFWYz8zuTSPXe1Rf28Q 957VEzQ8alfnx

TrA bZN50WuwuQ uDfgJTHpKQOXfXA f2KwDqsKAVfqDF7Y7z1p2btD.ZFSBSYb

4a5V uty F4jUrZVxIvouA2a0OGYBdRau7pFSna0A1uTnZXmDcb.dX7wbmBF1M

EsKQ ukb.ivdievgn6kr_kkaw4tFZ3GuVKcF9ge1gBPUv0JKRl_OCiXY.QlFr

JZWl2JsFU0iwMblfYYkdc4rr5TWWms7BH2HEJRfCkt2cF27dM5r7

A RC -Seal: i=1; a=rsa-sha256; s=arcselector9901; d=microsoft.com; 

cv =none;

b=RRMeC 660NNWqY/ypinRsh6ZV gXg3/pTP24fYCYHOI9fd0Lb9y s6NUEl9/WU6

NUbV 0Uis2zDKE3QkE7Rro/WO 08wniQ911RCCR+drFZVdb84B2HcWOs4Qx7a1

u7IMO y09AIfvV3wjT1TmOgqJRF8A0beTOzKjxT5vZH9Q4+XpXqkOOgePete57

SGBmVbzHxQNONInz9QoVB0RG/n2wu4a+DwQHxf/f/1IMPTwd1u6j9K7Sm8Mi

O 1ssN0g0k82mcncV fO sQIPauL3ly 7rG42n8z0NuO6Pm9ziC6byBHMvl6biKIrneiF

A Q rTY+Vf/IGHm5SBgPUawtE+Fl2y+cVHUxO g==
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Complexity of Phishing – Email Header Analysis

X-Forefront-A ntispam-Report:

C IP:255.255.255.255;C TRY:;LA NG:en;SCL:1;SRV:;IPV:

NLI;SFV:NSPM;H:HK0PR02MB2865.apcprd02.prod.outlo

ok.com;PTR:;C AT:NONE;SFS:(346002)(366004)(376002

)(396003)(136003)(39850400004)(6486002)(7116003)(

316002)(786003)(8676002)(6916009)(9686003)(15974

865002)(83080400001)(8936002)(15650500001)(5660

300002)(66574015)(83380400001)(33656002)(180740

04)(2906002)(66946007)(186003)(16526019)(166002)(

26005)(3480700007)(86362001)(478600001)(3396400

4)(52116002)(956004)(52536014)(6496006)(66476007

)(66556008)(57042006);DIR:O UT;SFP:1102;

X-MS-Exchange-A ntiSpam-MessageData:

y O p3S1/opc+LZ787KIy zKGQVsuaasyORuywt

rNy zPfQ8EXTL98dBtGzbt2xiO C7BDZ9khpi99R/r2iv Q680Z

eV TsVy14yviDoxI/aRV2KjCi/3KHv6yDrr3vnDRX4Ydtjm6l

Ky gIuiB59jOfQcUvkvfekQdAYvB1VGwqnP6mqZkhYR3Hi

YY/51C aYw7EPEp17ol695upv RKWYFgsjBvXLefZlxhO M1a

pHahhM6lV eBkOfkl2sBRZB4CVDYKGT8DQej5eok1SGP+

RLKJl0RHEQ xrek4h+JJClDt8M2tX41v qi2nXC d7+86WpuN

46A M+Wev nrR67B4DGwF8AqhwP80+vQfLfkkQwYNS83

k+hRO IlZYzmx7S1fQHdN6pNtbvRaiZ0Vj0Wxv SkZQ+7r6

N4V 3tfjAteO8v7vRfoHoOkv1iJu+G9GeoZHz0BBKrsUdJZA

V y iGlYCa0HyShsX7IDGVCZJNHH98bC3PWdL/y 1A Gur0Mr

RC gKudZzEJh8g0WboC vwkYA1jTGQ3VkYQ0ZYPSxyOk2f

C y 0ocF shiBgTrPyQkifDIVFhJe19hyAVsI6Tcq52QKpBwgC

y rlbN3NOoFJIrgoovfFdZ32qhuKfx+iR3v 8NHH+EytTF3py

uhp5/cA PZo0UTUdeLMufQKfhsO4s5X9A==

X-O riginatorO rg: *******.***.edu.ph

X-MS-Exchange-C rossTenant-Network-Message-Id: 

fbf2ca38-fd55-436b-d4d9-08d84ad978d7

X-MS-Exchange-C rossTenant-A uthSource: 

HK0PR02MB2865.apcprd02.prod.outlook.com

X-MS-Exchange-C rossTenant-A uthA s: Internal

X-MS-Exchange-C rossTenant-O riginalA rriv alTime: 27 

A ug 2020 22:35:17.2632

(UTC )

X-MS-Exchange-C rossTenant-F romEntity Header: Hosted

X-MS-Exchange-C rossTenant-Id: bebf77b2-2746-4203-

96d7-17f29e16cb16

X-MS-Exchange-C rossTenant-MailboxTy pe: HO STED

X-MS-Exchange-C rossTenant-UserPrincipalName: 

SbWDtj/YNwqtPcqv np7ry6eQvmqlOFW7coJ7JFyItrNY6M

NEbV ezfa4vJ+BFzxlyoxVGzNxa+pI+GPLMH+mfa+F2hor

I9D3V m+mQNNQWBFpCoLW8JpJ9d0Z2A O NrPtoF

X-MS-Exchange-Transport-

C rossTenantHeadersStamped: HK0PR02MB3057

C ontent-Length: 19551

F rom: "MetroBank" <r.e**********@*******.***.edu.ph>

To: m**************@yahoo.com

Date: 27 A ug 2020 22:35:16 +0000

Subject: New  Sy stem Update

C ontent-Ty pe: multipart/alternativ e;

boundary =--boundary _5207_32343822-bb55-489c-a2f2-

1cb55229337b

X-C lientProxiedBy : 

MN2PR12CA0021.namprd12.prod.outlook.com

(2603:10b6:208:a8::34) To 

HK0PR02MB2865.apcprd02.prod.outlook.com

(2603:1096:203:37::22)

Message-ID:

<HK0PR02MB2865CA6172E4053B117B1CB493550@HK0PR02

MB2865.apcprd02.prod.outlook.com>

MIME-Version: 1.0

X-MS-Exchange-MessageSentRepresentingTy pe: 1

Receiv ed: from EC 2A MAZ-59M1G4T (54.89.76.235) by  

MN2PR12CA0021.namprd12.prod.outlook.com 

(2603:10b6:208:a8::34) w ith Microsoft SMTP Server 

(v ersion=TLS1_0, 

cipher=TLS_EC DHE_RSA_WITH_AES_256_CBC_SHA) id 

15.20.3326.19 v ia F rontend Transport; Thu, 27 A ug 2020 

22:35:16 +0000

X-O riginating-IP: [54.89.76.235]

X-MS-PublicTrafficTy pe: Email

X-MS-O ffice365-F iltering-C orrelation-Id: fbf2ca38-fd55-436b-

d4d9-08d84ad978d7

X-MS-TrafficTy peDiagnostic: HK0PR02MB3057:

X-Microsoft-A ntispam-PRV S:

<HK0PR02MB3057814CAF98268E3FB77DE493550

@HK0PR02MB3057.apcprd02.prod.outlook.com>

X-MS-O ob-TLC -OOBClassifiers: O LM:7691;

X-MS-Exchange-SenderA DCheck: 1

X-Microsoft-A ntispam: BC L:0;

X-Microsoft-A ntispam-Message-Info:

wIih2oxFV x0uqxy CdFtPBRJ5i7Jq4eN4PBfv4X/hXfBx

u9kv am7EUuuDXhXwB/II1+sRwTO9UP2M7dPMU6XzuEO/Ux61

oXL4t3v bay 5nSA XKXmAX0LeRes9T5I81pn4nD6i8itPwKmm3I8g

v Q 8HmbZ+kuM3xDp69QaFY++Mt0tCfPcrRCFpE3W7D/LSI8P/8

V 7SfmwDF8dDjonYfUgoYhZOchogy YO2teKE+Q5eNczcTOpeS+/

o/mhXYq1GQ lPT1BnYwEz1IfpG4vmEmemxVhEtza3s0c6HhcVZa

k2EiY9h52wngO LZr7epas02O cf2d4BPNQAZuJEfIqGDb7DWLb/x

Zsm1wc+FGrLpeDO5Jm476e9tDGodP3/ABRei3II+AY0SQuEr4R

D8Uc7A vmmuhzvh63kwyAQnAwVHb4DUIeGLV PEDCDFrG9lk1G

TEA 74Aeja6zmnWIgjMlLU6ynDTPRrItGg9yw9/yKS4gxY1pOD7D

X7Jn5k0bzYrkauKsGp5ruD68O KM1QYCRadRbyvFK1Q==

ARC-Message-Signature: i=1; a=rsa-sha256; 
c=relaxed/relaxed; d=microsoft.com;
s=arcselector9901;
h=From:Date:Subject:Message-ID:Content-Type:MIME-
Version:X-MS-Exchange-SenderADCheck;
bh=YpPL3OO1iR7SNx01kr1nY1txa5GzdSefOocWpSxOFpw=;

b=H5WdTRdULUMRgE5Ru+/VeE24Oc3pAl16B4sqApCu2IEsc9
U8lJf+ZCvFCm122xhLphpoETtDUkNaD/haByLV0kGqENPI6tUg
crpF5kDQmuUzAQOl1t+ns/1g/Y7y7ZxGN9epYHP3KWAL4MZU
AWURVu913Pnfy+vY5JZXXrA7V03gwkQ4TNUMdW+CcgFToRs
b251TycHT2dex5tZ/h/5eGcGMD9bIH5t0igxSf/ytA8+yX9egTnX
nrdKZ497UBPlnnMQBSBgCe9aj5tjpuK9voRZxJ/bxG85Dhe/IVgh
lOfbxhH7WFx032NfMA6LKjd7QeBqxMpHmv2C4BgFFlfuz6Q==
ARC-Authentication-Results: i=1; mx.microsoft.com 1; 
spf=pass
smtp.mailfrom=*******.***.edu.ph; dmarc=pass 
action=none
header.from=*******.***.edu.ph; dkim=pass 
header.d=*******.***.edu.ph;
arc=none
DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=***eduph.onmicrosoft.com; s=selector2-***eduph-
onmicrosoft-com;
h=From:Date:Subject:Message-ID:Content-Type:MIME-
Version:X-MS-Exchange-SenderADCheck;
bh=YpPL3OO1iR7SNx01kr1nY1txa5GzdSefOocWpSxOFpw=;

b=RzyjYmSZt1SYeb+wRfAJL+ubrD6K8DUneT8uwwrxSIQgPoX
jEDe0AxL1qSeywVlvrh61YXR7k5psNLmkCB3XV2qCBghv089Ky
vO8m0BgY4cvXPg3Q8TxYVIEIDPOEi+LctCUybO3fXArUE42E1
BTTD9lkP89WSCb9N597rcIQj4=
Received: from HK0PR02MB2865.apcprd02.prod.outlook.com 
(2603:1096:203:37::22)
by HK0PR02MB3057.apcprd02.prod.outlook.com 
(2603:1096:203:60::15) with
Microsoft SMTP Server (version=TLS1_2,
cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 
15.20.3326.23; Thu, 27 Aug
2020 22:35:17 +0000
Received: from HK0PR02MB2865.apcprd02.prod.outlook.com
([fe80::2804:771c:f26c:f551]) by 
HK0PR02MB2865.apcprd02.prod.outlook.com
([fe80::2804:771c:f26c:f551%3]) with mapi id 
15.20.3326.019; Thu, 27 Aug 2020
22:35:17 +0000

Receiv ed: from 10.253.62.152

by  atlas106.free.mail.gq1.y ahoo.com w ith HTTP; Thu, 27 A ug 2020 22:35:20 

+0000

Return-Path: < r.e**********@*******.***.edu.ph>

Receiv ed: from 40.107.131.129 (EHLO  A PC01-SG2-

obe.outbound.protection.outlook.com)

by  10.253.62.152 w ith SMTPs; Thu, 27 A ug 2020 22:35:20 +0000

X-O riginating-Ip: [40.107.131.129]

Receiv ed-SPF: pass (domain of *******.***.edu.ph designates 

40.107.131.129 as permitted sender)

A uthentication-Results: atlas106.free.mail.gq1.y ahoo.com;

dkim=pass header.i=@***eduph.onmicrosoft.com header.s=selector2-

***eduph-onmicrosoft-com;

spf=pass smtp.mailfrom=*******.***.edu.ph;

dmarc=unknown

X-A pparently -To: m**************@yahoo.com; Thu, 27 A ug 2020 

22:35:20 +0000

X-YMailISG: dZoO SYgWLDuaGRLRXoLzv xN0nyD7V93x.f9wvz8loG5khl8P

X.Q 5jcDXsUsQ hUKCySYGNL9VQMDhNEUUDUyACaFxaaIyMUr6nrhqwWl0wzGe

aO bMqBkff95PDbcPtj_n5FEKKI4K7O5Vz_qJCYFlTT3gp36_G14AWfqIBY1Y

o5wRC SSsTHmccHsSq4IuZqJfe_t9WQ 6RvA6i56D1Qeple777E.C11LtfI1f9

A nSwQY8kvI6VHCYT1vwKa86sWqxQ _IA5_I5OxJ_BppCffrDC288md.or7jO_

MizbrxNV 4S7vMOtxbs53BUoywC9VXDNiuYCcPzvpCqBhs8Wrlwazt0W9djQC

xMC 9sPPFknCR7Jn_e2NRBeCi7kz9AsgPLOI.U28EVGGp3EtHQ1_IU2UPcC_a

5ZA x_WGWr54XhNDRPO x3hY9uC MCkxi8wv7hwzzmkC80rVQWArI.OXqPKRKzy

Sv zPh2hi5Q 1G3RlhbSAOe0nAYNsG2jAMBjP_RAC7cpoghtCVcBb1TEdE.Jwc

XTwYN1T7LMRLMbyIq2tPbK2nSdy7fghMjfINzykIMrZEytcFOnF07JMd9jYZ

.3qihbg_EfuuLlFqn5tfdSrbO O v juJm7QglFiYqQ26uUAHI94m6tM27jWSPL

8anwRmA _4RAwPqth6R2BYP3xBJvY8O9se2vsKojzViJfQEHTErZOAyUg91bB

8h3SJ39.JdV GOIR7rlNICze9BbC6UT9AK8a22huBH90xWBrI1NB6FXIYZcZF

v Q ldVk5VFndz2pg1YZMXhC7_nXpHC 9oPQByRpJ6Gj.9DAs_8Fa9IsHYH3iPg

faKePbXO LgbmkDQXNT0VbiPhfXxkGzfpFbYtjHhaJvuFqUqmb1OqWMXNfhrl

h_O y 5rgxmkc23h7ktNJDYOWjKAAgAwjoVOfKsLsYGIuzGQoJDfpwiOHxfeA .

owu4n6NDDqLcMRGmRdyzBDV_EtNGvFWYz8zuTSPXe1Rf28Q 957VEzQ8alfnx

TrA bZN50WuwuQ uDfgJTHpKQOXfXA f2KwDqsKAVfqDF7Y7z1p2btD.ZFSBSYb

4a5V uty F4jUrZVxIvouA2a0OGYBdRau7pFSna0A1uTnZXmDcb.dX7wbmBF1M

EsKQ ukb.ivdievgn6kr_kkaw4tFZ3GuVKcF9ge1gBPUv0JKRl_OCiXY.QlFr

JZWl2JsFU0iwMblfYYkdc4rr5TWWms7BH2HEJRfCkt2cF27dM5r7

A RC -Seal: i=1; a=rsa-sha256; s=arcselector9901; d=microsoft.com; 

cv =none;

b=RRMeC 660NNWqY/ypinRsh6ZV gXg3/pTP24fYCYHOI9fd0Lb9y s6NUEl9/WU6

NUbV 0Uis2zDKE3QkE7Rro/WO 08wniQ911RCCR+drFZVdb84B2HcWOs4Qx7a1

u7IMO y09AIfvV3wjT1TmOgqJRF8A0beTOzKjxT5vZH9Q4+XpXqkOOgePete57

SGBmVbzHxQNONInz9QoVB0RG/n2wu4a+DwQHxf/f/1IMPTwd1u6j9K7Sm8Mi

O 1ssN0g0k82mcncV fO sQIPauL3ly 7rG42n8z0NuO6Pm9ziC6byBHMvl6biKIrneiF

A Q rTY+Vf/IGHm5SBgPUawtE+Fl2y+cVHUxO g==
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Complexity of Phishing – Email Header Analysis

References:
- https://twitter.com/vysecurity/status/1435673942589521922
- https://github.com/cyberdefenders/email-header-analyzer
- https://mha.azurewebsites.net/

https://twitter.com/vysecurity/status/1435673942589521922
https://github.com/cyberdefenders/email-header-analyzer
https://mha.azurewebsites.net/
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Complexity of Phishing – Email Header Analysis

Easiest way to analyze is by reading the headers bottom-up

PRE-ANALYSIS NOTES
Mail Headers can contain non-standard headers 

which vary depending on the mail server & mail 

client that the mail passed through
▪ An email from Gmail to Yahoo will have different 

headers than an email from Outlook to Gmail

▪ Consider the mail client & mail server that was used 
during analysis

▪ In case an unfamiliar mail header is encountered, use 
Google to understand what it does

▪ Headers that begin with X-* are added by software 

(e.g.: Mail Gateway, Mail Client, Mail Server, etc.)
▪ ALWAYS consider and understand the CONTEXT
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Complexity of Phishing – Email Header Analysis

Easiest way to analyze is by reading the headers bottom-up

PRE-ANALYSIS NOTES
Mail Headers can contain non-standard headers 

which vary depending on the mail server & mail 

client that the mail passed through
▪ An email from Gmail to Yahoo will have different 

headers than an email from Outlook to Gmail

▪ Consider the mail client & mail server that was used 
during analysis

▪ In case an unfamiliar mail header is encountered, use 
Google to understand what it does

▪ Headers that begin with X-* are added by software 

(e.g.: Mail Gateway, Mail Client, Mail Server, etc.)
▪ ALWAYS consider and understand the CONTEXT

OBSERVATIONS
X-MS-Exchange-CrossTenant-*

▪ Mail headers primarily used by Office 365

X-OriginatorOrg

▪ *******.***.edu.ph

X-Originating-IP

▪ 54.89.76.235
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Complexity of Phishing – Email Header Analysis

Easiest way to analyze is by reading the headers bottom-up

PRE-ANALYSIS NOTES
Mail Headers can contain non-standard headers 

which vary depending on the mail server & mail 

client that the mail passed through
▪ An email from Gmail to Yahoo will have different 

headers than an email from Outlook to Gmail

▪ Consider the mail client & mail server that was used 
during analysis

▪ In case an unfamiliar mail header is encountered, use 
Google to understand what it does

▪ Headers that begin with X-* are added by software 

(e.g.: Mail Gateway, Mail Client, Mail Server, etc.)
▪ ALWAYS consider and understand the CONTEXT

OBSERVATIONS
X-MS-Exchange-CrossTenant-*

▪ Mail headers primarily used by Office 365

X-OriginatorOrg

▪ *******.***.edu.ph

X-Originating-IP

▪ 54.89.76.235

X-Forefront-Antispam-Report:
▪ CIP: 255.255.255.255

▪ H: HK0PR02MB2865.apcprd02.prod.outlook.com

▪ PTR: NULL

▪ CAT: NONE

CIP:   Connecting IP Address
H:      HELO/EHLO string of the connecting mail server

PTR:   Reverse DNS lookup of the connecting IP Address
CAT:  Category applied to the Message
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Complexity of Phishing – Email Header Analysis

Easiest way to analyze is by reading the headers bottom-up

OBSERVATIONS
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Complexity of Phishing – Email Header Analysis

Easiest way to analyze is by reading the headers bottom-up

OBSERVATIONS
Received

▪ from EC2AMAZ-59M1G4T (54.89.76.235)

▪ Thu, 27 Aug 2020 22:35:16 +0000

From

▪ Name: “MetroBank”

▪ Email: <r************@*******.***.edu.ph>

To

▪ m*************@yahoo.com

Date

▪ 27 Aug 2020 22:35:16 +0000

Subject

▪ New System Update
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Complexity of Phishing – Email Header Analysis

Easiest way to analyze is by reading the headers bottom-up

OBSERVATIONS
Received

▪ from EC2AMAZ-59M1G4T (54.89.76.235)

▪ Thu, 27 Aug 2020 22:35:16 +0000

From

▪ Name: “MetroBank”

▪ Email: <r************@*******.***.edu.ph>

To

▪ m*************@yahoo.com

Date

▪ 27 Aug 2020 22:35:16 +0000

Subject

▪ New System Update
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Complexity of Phishing – Summary of Findings (Email Header Analysis)

Facts

1. The malicious mail came from an Office 365 tenant

2. The originating host is *******.***.edu.ph

3. The originating IP address is 54.89.76.235

4. The malicious mail was NOT categorized by Office 365

5. The malicious mail was delivered to the recipient at exactly 27 Aug 2020 22:35:16

+0000

Presumptions

1. N/A

Timeline of Events

1. 08-28-2020 at 6:35 AM UTC +8 (Malicious mail delivered)
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Complexity of Phishing – Email Header Analysis

Easiest way to analyze is by reading the headers bottom-up

OBSERVATIONS
ARC-Authentication-Results
▪ smtp.mailfrom=*******.***.edu.ph

▪ dmarc=pass action=none
▪ header.from=*******.***.edu.ph

▪ dkim=pass header.d=*******.***.edu.ph
▪ arc=none

DKIM-Signature
▪ d=***eduph.onmicrosoft.com

▪ s=selector2-***eduph.onmicrosoft.com



Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 51

Complexity of Phishing – Email Header Analysis

Easiest way to analyze is by reading the headers bottom-up

OBSERVATIONS
ARC-Authentication-Results
▪ smtp.mailfrom=*******.***.edu.ph

▪ dmarc=pass action=none
▪ header.from=*******.***.edu.ph

▪ dkim=pass header.d=*******.***.edu.ph
▪ arc=none

DKIM-Signature
▪ d=***eduph.onmicrosoft.com

▪ s=selector2-***eduph.onmicrosoft.com



Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 52

Complexity of Phishing – Email Header Analysis

Easiest way to analyze is by reading the headers bottom-up

OBSERVATIONS
ARC-Authentication-Results
▪ smtp.mailfrom=*******.***.edu.ph

▪ dmarc=pass action=none
▪ header.from=*******.***.edu.ph

▪ dkim=pass header.d=*******.***.edu.ph
▪ arc=none

DKIM-Signature
▪ d=***eduph.onmicrosoft.com

▪ s=selector2-***eduph.onmicrosoft.com

X-Apparently-To

▪ m*************@yahoo.com

Authentication-Results
▪ dkim=pass
▪ spf=pass

▪ dmarc=unknown

Received-SPF
▪ Pass (*******.***.edu.ph designates 40.107.131.129 as 

permitted sender)

X-Originating-Ip

▪ 40.107.131.129

Reply-To

▪ r************@*******.***.edu.ph
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Complexity of Phishing – Email Header Analysis

Reference: https://www.endpoint.com/blog/2014/04/15/spf-dkim-and-dmarc-brief-explanation

https://www.endpoint.com/blog/2014/04/15/spf-dkim-and-dmarc-brief-explanation
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Complexity of Phishing – Summary of Findings (Email Header Analysis)

Facts

1. The malicious mail came from an Office 365 tenant

2. The originating host is *******.***.edu.ph

3. The originating IP address is 54.89.76.235

4. The malicious mail was NOT categorized by Office 365

5. The malicious mail was delivered to the recipient at exactly 27 Aug 2020 22:35:16

+0000

6. The malicious mail passed all 3 standard security protocol checks (SPF, DKIM,

DMARC)

7. The malicious mail came from r************@*******.***.edu.ph who is a

user from *******.***.edu.ph

Presumptions

1. N/A

Timeline of Events

1. 08-28-2020 at 6:35 AM UTC +8 (Malicious mail delivered)
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Complexity of Phishing – Mail Flow

EC2AMAZ-59M1G4T (54.89.76.235)

MN2PR12CA0021.namprd12.prod.outlook.com 
(2603:10b6:208:a8::34)

APC01-SG2-obe.outbound.protection.outlook.com
(40.107.131.129)

atlas106.free.mail.gq1.yahoo.com

Complainant’s Mailbox

Amazon EC2 Server
(Phishing Server / Mailer)

Microsoft Office 365
(*******.***.edu.ph)

Yahoo Mail
(yahoo.com)

Complainant’s Mailbox
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Complexity of Phishing – Summary of Findings (Email Content Analysis)

Facts

1. The malicious mail came from r************@*******.***.edu.ph who is a

user from *******.***.edu.ph

2. The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8

3. The received mail is malicious in nature

▪ It intends to deceive recipients that the email came from Metrobank

▪ It entices the recipients to click on “VERIFY MY ACCOUNT” which contains

a concealed malicious link

4. The domain donewellinsurance.com was used in this phishing campaign

5. A change was made to the directory 

https://donewellinsurance.com/Administrator/js/ on Friday, August 28, 2020 at 8:03 

AM UTC+8

Presumptions

1. A threat actor compromised the domain donewellinsurance.com

2. Possible point of entry / mode of compromise

▪ Exploitation of a remote information disclosure vulnerability (CVE-2010-2333)

▪ Identified Administrator / Default Credentials

▪ Login through the Admin Panel as Administrator

Timeline of Events

1. 08-28-2020 at 6:35 AM UTC +8 (Malicious mail delivered)

2. 08-28-2020 at 8:03 AM UTC +8 (Modification on 
https://donewellinsurance.com/Administrator/js/)
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Complexity of Phishing – Social Media Analysis
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Complexity of Phishing – Summary of Findings (Email Content & Social Media Analysis)

Facts

1. The malicious mail came from r************@*******.***.edu.ph who is a

user from *******.***.edu.ph

2. The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8

3. The received mail is malicious in nature

▪ It intends to deceive recipients that the email came from Metrobank

▪ It entices the recipients to click on “VERIFY MY ACCOUNT” which contains

a concealed malicious link

4. The domain donewellinsurance.com was used in this phishing campaign

5. A change was made to the directory 

https://donewellinsurance.com/Administrator/js/ on Friday, August 28, 2020 at 8:03 

AM UTC+8

Presumptions

1. A threat actor compromised the domain donewellinsurance.com

2. Possible point of entry / mode of compromise

▪ Exploitation of a remote information disclosure vulnerability (CVE-2010-2333)

▪ Identified Administrator / Default Credentials

▪ Login through the Admin Panel as Administrator

Timeline of Events

1. 08-28-2020 at ~3:00 AM UTC +8 (The defendant checked their student mail)

2. 08-28-2020 at 6:35 AM UTC+8 (Malicious mail delivered to complainant)

3. 08-28-2020 at 8:03 AM UTC +8 (Modification on 

https://donewellinsurance.com/Administrator/js/)

4. 08-28-2020 at 1:50 PM UTC+8 (Facebook post by the defendant)
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Complexity of Phishing – Social Media Analysis
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Complexity of Phishing – Social Media Analysis
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Complexity of Phishing – Summary of Findings (Email Content & Social Media Analysis)

Facts

1. The malicious mail came from r************@*******.***.edu.ph who is a

user from *******.***.edu.ph

2. The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8

3. The received mail is malicious in nature

▪ It intends to deceive recipients that the email came from Metrobank

▪ It entices the recipients to click on “VERIFY MY ACCOUNT” which contains

a concealed malicious link

4. The domain donewellinsurance.com was used in this phishing campaign

5. A change was made to the directory 

https://donewellinsurance.com/Administrator/js/ on Friday, August 28, 2020 at 8:03 

AM UTC+8

Presumptions

1. A threat actor compromised the domain donewellinsurance.com

2. Possible point of entry / mode of compromise

▪ Exploitation of a remote information disclosure vulnerability (CVE-2010-2333)

▪ Identified Administrator / Default Credentials

▪ Login through the Admin Panel as Administrator

Timeline of Events

1. 08-27-2020 at 7:31 PM UTC +8 (Phishing Email sent to multiple recipients)

2. 08-28-2020 at 2:59 AM UTC +8 (Phishing Email sent to “sarahbeth_c@yahoo.com”)

3. 08-28-2020 at ~3:00 AM UTC +8 (The defendant checked their student mail)

4. 08-28-2020 at 6:35 AM UTC+8 (Malicious mail delivered to complainant)

5. 08-28-2020 at 8:03 AM UTC +8 (Modification on 
https://donewellinsurance.com/Administrator/js/)

6. 08-28-2020 at 1:50 PM UTC+8 (Facebook post by the defendant)



Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 65

Complexity of Phishing – Social Media Analysis
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Complexity of Phishing – Summary of Findings (Email Content & Social Media Analysis)

Facts

1. The malicious mail came from r************@*******.***.edu.ph who is a

user from *******.***.edu.ph

2. The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8

3. The received mail is malicious in nature

▪ It intends to deceive recipients that the email came from Metrobank

▪ It entices the recipients to click on “VERIFY MY ACCOUNT” which contains

a concealed malicious link

4. The domain donewellinsurance.com was used in this phishing campaign

5. A change was made to the directory 

https://donewellinsurance.com/Administrator/js/ on Friday, August 28, 2020 at 8:03 

AM UTC+8

Presumptions

1. A threat actor compromised the domain donewellinsurance.com

2. Possible point of entry / mode of compromise

▪ Exploitation of a remote information disclosure vulnerability (CVE-2010-2333)

▪ Identified Administrator / Default Credentials

▪ Login through the Admin Panel as Administrator

Timeline of Events

1. 08-27-2020 at 7:31 PM UTC +8 (Phishing Email sent to multiple recipients)

2. 08-27-2020 at 9:50 PM UTC +8 (Suspicious login to defendant’s student email from Brazil)

3. 08-27-2020 at 9:56 PM UTC +8 (Suspicious login to defendant’s student email from France)

4. 08-28-2020 at 2:09 AM UTC +8 (Suspicious login to defendant’s student email from Egypt)

5. 08-28-2020 at 2:59 AM UTC +8 (Phishing Email sent to “sarahbeth_c@yahoo.com”)

6. 08-28-2020 at ~3:00 AM UTC +8 (The defendant checked their student mail)

7. 08-28-2020 at 3:24 AM UTC +8 (Suspicious login to defendant’s student email from Albania)

8. 08-28-2020 at 4:24 AM UTC +8 (Suspicious login to defendant’s student email from Russia)

9. 08-28-2020 at 6:35 AM UTC +8 UTC+8 (Malicious mail delivered to complainant)

10. 08-28-2020 at 8:03 AM UTC +8 (Modification on 
https://donewellinsurance.com/Administrator/js/)

11. 08-28-2020 at 9:45 AM UTC +8 (Suspicious login to defendant’s student email from Vietnam)

12. 08-28-2020 at 1:50 PM UTC+8 (Facebook post by the defendant)
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Complexity of Phishing – Social Media Analysis
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Complexity of Phishing – Social Media Analysis
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Complexity of Phishing – Summary of Findings (Email Content & Social Media Analysis)

Facts

1. The malicious mail came from r************@*******.***.edu.ph who is a

user from *******.***.edu.ph

2. The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8

3. The received mail is malicious in nature

▪ It intends to deceive recipients that the email came from Metrobank

▪ It entices the recipients to click on “VERIFY MY ACCOUNT” which contains

a concealed malicious link

4. The domain donewellinsurance.com was used in this phishing campaign

5. A change was made to the directory 

https://donewellinsurance.com/Administrator/js/ on Friday, August 28, 2020 at 8:03 

AM UTC+8

Presumptions

1. A threat actor compromised the domain donewellinsurance.com

2. Possible point of entry / mode of compromise

▪ Exploitation of a remote information disclosure vulnerability (CVE-2010-2333)

▪ Identified Administrator / Default Credentials

▪ Login through the Admin Panel as Administrator

Timeline of Events

1. 08-27-2020 at 7:31 PM UTC +8 (Phishing Email sent to multiple recipients)

2. 08-27-2020 at 9:50 PM UTC +8 (Suspicious login to defendant’s student email from Brazil)

3. 08-27-2020 at 9:56 PM UTC +8 (Suspicious login to defendant’s student email from France)

4. 08-28-2020 at 2:09 AM UTC +8 (Suspicious login to defendant’s student email from Egypt)

5. 08-28-2020 at 2:59 AM UTC +8 (Phishing Email sent to “sarahbeth_c@yahoo.com”)

6. 08-28-2020 at ~3:00 AM UTC +8 (The defendant checked their student mail)

7. 08-28-2020 at 3:24 AM UTC +8 (Suspicious login to defendant’s student email from Albania)

8. 08-28-2020 at 4:24 AM UTC +8 (Suspicious login to defendant’s student email from Russia)

9. 08-28-2020 at 6:35 AM UTC+8 (Malicious mail delivered to complainant)

10. 08-28-2020 at 8:03 AM UTC +8 (Modification on 
https://donewellinsurance.com/Administrator/js/)

11. 08-28-2020 at 9:45 AM UTC +8 (Suspicious login to defendant’s student email from Vietnam)

12. 08-28-2020 at 12:00 NN UTC +8 (Login to defendant’s student email from Philippines)

13. 08-28-2020 at 1:19 PM UTC +8 (Facebook comment by the defendant to complainant’s post)

14. 08-28-2020 at 1:50 PM UTC+8 (Facebook post by the defendant)
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Complexity of Phishing – Social Media Analysis
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Complexity of Phishing – Social Media Analysis
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Complexity of Phishing – Summary of Findings (Email Content & Social Media Analysis)

Facts

1. The malicious mail came from r************@*******.***.edu.ph who is a

user from *******.***.edu.ph

2. The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8

3. The received mail is malicious in nature

▪ It intends to deceive recipients that the email came from Metrobank

▪ It entices the recipients to click on “VERIFY MY ACCOUNT” which contains

a concealed malicious link

4. The domain donewellinsurance.com was used in this phishing campaign

5. A change was made to the directory 

https://donewellinsurance.com/Administrator/js/ on Friday, August 28, 2020 at 8:03 

AM UTC+8

Presumptions

1. A threat actor compromised the domain donewellinsurance.com

2. Possible point of entry / mode of compromise

▪ Exploitation of a remote information disclosure vulnerability (CVE-2010-2333)

▪ Identified Administrator / Default Credentials

▪ Login through the Admin Panel as Administrator

Timeline of Events

1. 08-27-2020 at 7:31 PM UTC +8 (Phishing Email sent to multiple recipients)

2. 08-27-2020 at 9:50 PM UTC +8 (Suspicious login to defendant’s student email from Brazil)

3. 08-27-2020 at 9:56 PM UTC +8 (Suspicious login to defendant’s student email from France)

4. 08-28-2020 at 2:09 AM UTC +8 (Suspicious login to defendant’s student email from Egypt)

5. 08-28-2020 at 2:59 AM UTC +8 (Phishing Email sent to “sarahbeth_c@yahoo.com”)

6. 08-28-2020 at ~3:00 AM UTC +8 (The defendant checked their student mail)

7. 08-28-2020 at 3:24 AM UTC +8 (Suspicious login to defendant’s student email from Albania)

8. 08-28-2020 at 4:24 AM UTC +8 (Suspicious login to defendant’s student email from Russia)

9. 08-28-2020 at 6:35 AM UTC+8 (Malicious mail delivered to complainant)

10. 08-28-2020 at 8:03 AM UTC +8 (Modification on 
https://donewellinsurance.com/Administrator/js/)

11. 08-28-2020 at 9:36 AM UTC +8 (Facebook post by the complainant)

12. 08-28-2020 at 9:45 AM UTC +8 (Suspicious login to defendant’s student email from Vietnam)

13. 08-28-2020 at 12:00 NN UTC +8 (Login to defendant’s student email from Philippines)

14. 08-28-2020 at 1:19 PM UTC +8 (Facebook comment by the defendant to complainant’s post)

15. 08-28-2020 at 1:50 PM UTC+8 (Facebook post by the defendant)
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Complexity of Phishing – Current Status
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Reality of our Current Situation

People

Process

Preparation

Eradication

IdentificationLessons 
Learned

Technology

Endpoint

Threat Intel

NetflowIncident Detection 
/ Management

Formal 
Training

Vendor-Specific

Training

On-The-Job
Experience

Internal 
Training

ContainmentRecovery
Network 

Monitoring
Forensics

Reference: https://sibertor.com/wp-content/uploads/2016/07/building-world-class-security-operations-center-roadmap-35907.pdf

https://sibertor.com/wp-content/uploads/2016/07/building-world-class-security-operations-center-roadmap-35907.pdf
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DISCLAIMER: I will exercise my freedom of speech
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Complexity of Online Security / Safety
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Complexity of Online Security / Safety
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Complexity of Online Security / Safety

Reference:
https://www.google.com/about/appsecurity/reward-program/
https://sites.google.com/site/bughunteruniversity/improve/what-is-an-abuse-risk

https://sites.google.com/site/bughunteruniversity/improve/what-is-an-abuse-risk
https://sites.google.com/site/bughunteruniversity/improve/what-is-an-abuse-risk
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Complexity of Online Security / Safety

Reference:
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https://sites.google.com/site/bughunteruniversity/improve/what-is-an-abuse-risk
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Complexity of Online Security / Safety
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Complexity of Online Security / Safety



Abuse Risk-related Methodology

YouTube Channel Name can be changed to an
existing Channel Name without any Validation



Replication Steps – Web-based through a Browser

#1 – While logged in to YouTube, click your
profile picture and press Your channel #2 – Press CUSTOMISE CHANNEL



Replication Steps – Web-based through a Browser

#3 – Under Channel customization, press
Basic info

#4 – Press the Edit button & change the
Channel name (Note the Channel URL)



Replication Steps – Web-based through a Browser

#5 – Edit Channel name, press PUBLISH
then VIEW CHANNEL

#6 – Channel name has been
changed



Replication Steps – Web-based through a Browser

#7 – Visit the Channel URL from #4 on a
different browser (e.g: Private Browsing)

Key Points:
• This is already being actively abused by

criminals

• It applies to both Web and Mobile
versions of YouTube

• Any YouTube account can perform this
(even newly created ones)

• This can lead to extremely convincing
phishing & social engineering attacks

• Criminals are already profiting from this

• Victims can only go to a corner and cry



Replication Steps – Mobile Application

#1 – Open YouTube Mobile
Application then click your Profile
Photo at the top right

#2 – Click Your Channel #3 – Click EDIT CHANNEL
#4 – Press Edit button &

change the Channel Name



Replication Steps – Mobile Application

#5 – Change Name to an existing
Channel’s Name then press OK

#6 – Press Back
#7 – Observe that the Channel
Name is changed – Navigate
to About tab

#8 – Copy the Channel URL



Replication Steps – Mobile Application

#9 – Access the copied Channel
URL via Private Browsing tab

#10 – Observe the modified

Channel Name
Key Points:
• This is already being actively abused by

criminals

• It applies to both Web and Mobile
versions of YouTube

• Any YouTube account can perform this
(even newly created ones)

• This can lead to extremely convincing
phishing & social engineering attacks

• Criminals are already profiting from this

• Victims can only go to a corner and cry



Use Case: Incident on September 15, 2021

The user “JLTech25” posted a video titled:
“IPAD PRO M1 GIVEAWAY (CLOSED) 2021| BIG
GIVEAWAY | APPLE IPAD GIVEAWAY!!!”

• Link: https://www.youtube.com/watch?v=FJApybbCBe8

• Note:
At 0:20 – 0:25 JLTech25 mentioned: “This giveaway is

international we pay for shipping you don’t have to pay for

anything.”

• Context:
My father (dwinidudes) posted a comment on this video

about a week prior to the phishing attempt / malicious

comment on September 15, 2021

• My father received a notification from “JLTech25” who
apparently replied to his comment saying he is a “Winner”

in this giveaway (see image #1)

• Checked the notification to see the actual comment

which states to contact “Lew” via WhatsApp number
+1(321)3581075 (see image #2)

• Clicking the profile image of the commenter shows:
▪ The channel was created only 2 hours ago

▪ 118 comments were already made by the channel
▪ They also replied to other comments on the video with

the same message (see image 3)

#1 #2 #3

https://www.youtube.com/watch?v=FJApybbCBe8


Use Case: Incident on September 15, 2021

#1 #2 #3
The user “JLTech25” posted a video titled:
“IPAD PRO M1 GIVEAWAY (CLOSED) 2021| BIG
GIVEAWAY | APPLE IPAD GIVEAWAY!!!”

• Link: https://www.youtube.com/watch?v=FJApybbCBe8

• Note:
At 0:20 – 0:25 JLTech25 mentioned: “This giveaway is

international we pay for shipping you don’t have to pay for

anything.”

• Context:
My father (dwinidudes) posted a comment on this video

about a week prior to the phishing attempt / malicious

comment on September 15, 2021

• My father received a notification from “JLTech25” who
apparently replied to his comment saying he is a “Winner”

in this giveaway (see image #1)

• Checked the notification to see the actual comment

which states to contact “Lew” via WhatsApp number
+1(321)3581075 (see image #2)

• Clicking the profile image of the commenter shows:
▪ The channel was created only 2 hours ago

▪ 118 comments were already made by the channel
▪ They also replied to other comments on the video with

the same message (see image 3)

https://www.youtube.com/watch?v=FJApybbCBe8


Use Case: Incident on September 15, 2021

#4 #5 #6
The user “JLTech25” posted a video titled:
“IPAD PRO M1 GIVEAWAY (CLOSED) 2021| BIG
GIVEAWAY | APPLE IPAD GIVEAWAY!!!”

• Link: https://www.youtube.com/watch?v=FJApybbCBe8

• Note:
At 0:20 – 0:25 JLTech25 mentioned: “This giveaway is

international we pay for shipping you don’t have to pay for

anything.”

• Replying to the scammer shows that their name is really
@JLTech25 (see image #4)

• Viewing the home page of the scammer’s channel shows
that it only has 1 subscriber & the account of my father is

not subscribed to it (see image #5)

• Navigating to the about page shows the URL to the

malicious actor’s channel & that their join date is
“September 15, 2021”

▪ URL to the Malicious Channel: 

http://www.youtube.com/channel/UCwqm0K2swVRG

wMuT7o7FU6g

https://www.youtube.com/watch?v=FJApybbCBe8
http://www.youtube.com/channel/UCwqm0K2swVRGwMuT7o7FU6g


Use Case: Incident on September 15, 2021

#7 #8 #9
The user “JLTech25” posted a video titled:
“IPAD PRO M1 GIVEAWAY (CLOSED) 2021| BIG
GIVEAWAY | APPLE IPAD GIVEAWAY!!!”

• Link: https://www.youtube.com/watch?v=FJApybbCBe8

• Note:
At 0:20 – 0:25 JLTech25 mentioned: “This giveaway is

international we pay for shipping you don’t have to pay for

anything.”

• After checking the malicious actor’s page, I navigated to
the original video & saw that my father’s account is

subscribed to the original @JLTech25 (see image #7)

• The home page of @JLTech25 shows that their channel has

multiple v ideos uploaded (see image #8)

• The about page of @JLTech25 shows the original URL to

their channel, their location in the world, a join date of
August 15, 2020 & 174,426 v iews (see image #9

▪ URL to the original @JLTech25 Channel:

http://www.youtube.com/channel/UCd_cVhbwMcTJA

AYZcKjy0fg

https://www.youtube.com/watch?v=FJApybbCBe8
http://www.youtube.com/channel/UCd_cVhbwMcTJAAYZcKjy0fg


Side-by-side comparison of malicious channel & original channel

Use Case: Incident on September 15, 2021



Side-by-side comparison of malicious channel & original channel

Use Case: Incident on September 15, 2021

Malicious
Original



Scammer details obtained during WhatsApp Conversation – They were coercing my
father to send them $140 for “shipping fees” via FedEx



Scammer details obtained during WhatsApp Conversation – They were coercing my
father to send them $140 for “shipping fees” via FedEx

Unfortunately, it seems they were already able to
steal 0.01872224 BTC ($828.71 at the time)

Link:

https://www.blockchain.com/btc/address/1GzqUCuNmKGBNj56UfYXy6LgDb5YDd6Mn2

https://www.blockchain.com/btc/address/1GzqUCuNmKGBNj56UfYXy6LgDb5YDd6Mn2


The End
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Complexity of Online Security / Safety

Solution:
Validate YouTube Channel Name
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Complexity of Online Security / Safety

Solution:
Validate YouTube Channel Name

Google already validates usernames for new email 
registrations, why not apply the same checks to 

YouTube Channels?
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Complexity of Online Security / Safety

Solution:
Validate YouTube Channel Name

Google already validates usernames for new email 
registrations, why not apply the same checks to 

YouTube Channels?

Question:

Why does Google allow impersonation of 
YouTube Channels?
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Google Code of Conduct – 2017
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Google Code of Conduct – 2017
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Google Code of Conduct – 2021
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Google Code of Conduct – 2021
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Complexity of Online Security / Safety



Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 113

Complexity of Online Security / Safety
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Complexity of Online Security / Safety
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See memes happen in real life
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See memes happen in real life
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See memes happen in real life
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See memes happen in real life
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See memes happen in real life
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See memes happen in real life
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Phishing Awareness: Dealing with Phishing as an individual

Personal Opinion:
Words do not really protect people

Action speak louder than words



Scammer details obtained during WhatsApp Conversation – They were coercing my
father to send them $140 for “shipping fees” via FedEx

Unfortunately, it seems they were already able to
steal 0.01872224 BTC ($828.71 at the time)

Link:

https://www.blockchain.com/btc/address/1GzqUCuNmKGBNj56UfYXy6LgDb5YDd6Mn2

https://www.blockchain.com/btc/address/1GzqUCuNmKGBNj56UfYXy6LgDb5YDd6Mn2


Scammer details obtained during WhatsApp Conversation – They were coercing my
father to send them $140 for “shipping fees” via FedEx

Unfortunately, it seems they were already able to
steal 0.01872224 BTC ($828.71 at the time)

Link:

https://www.blockchain.com/btc/address/1GzqUCuNmKGBNj56UfYXy6LgDb5YDd6Mn2

https://www.blockchain.com/btc/address/1GzqUCuNmKGBNj56UfYXy6LgDb5YDd6Mn2
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Phishing Awareness: Dealing with Phishing as an individual

Personal Opinion:

We all use the same technology but come
from different perspectives
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Phishing Awareness: Dealing with Phishing as an individual

From an ordinary person’s perspective:
• Device (Laptop, Mobile, Tablet, etc.)
• Browser (Internet Explorer, Chrome, Firefox, etc.)

• Applications (Facebook, YouTube, Gmail, Outlook, etc.)
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Phishing Awareness: Dealing with Phishing as an individual

From an ordinary person’s perspective:
• Device (Laptop, Mobile, Tablet, etc.)
• Browser (Internet Explorer, Chrome, Firefox, etc.)

• Applications (Facebook, YouTube, Gmail, Outlook, etc.)
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Phishing Awareness: Dealing with Phishing as an individual

From an ordinary person’s perspective:
• Device (Laptop, Mobile, Tablet, etc.)
• Browser (Internet Explorer, Chrome, Firefox, etc.)

• Applications (Facebook, YouTube, Gmail, Outlook, etc.)
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Phishing Awareness: Dealing with Phishing as an individual

From an ordinary person’s perspective:
• Device (Laptop, Mobile, Tablet, etc.)
• Browser (Internet Explorer, Chrome, Firefox, etc.) – This is also an application

• Applications (Facebook, YouTube, Gmail, Outlook, etc.)
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Phishing Awareness: Dealing with Phishing as an individual

Web browser: Firefox

Application: YouTube
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Phishing Awareness: Dealing with Phishing as an individual

Web browser: Firefox

Application: YouTube
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Phishing Awareness: Dealing with Phishing as an individual

Web browser: Firefox

Application: YouTube
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Phishing Awareness: Dealing with Phishing as an individual

Web browser: Firefox

Application: YouTube

URL
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Phishing Awareness: Uniform Resource Locator (URL)

scheme://subdomain.domain.tld:port/over/there/file.php?parameters=value#hehe

RFC 1738 – Uniform Resource Locator Components

FQDN: Fully Qualified Domain Name
(Hostname)

protocol resource path

resource

query

fragment
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Phishing Awareness: Uniform Resource Locator (URL)

https://cogia.edu.ph.cutedalmatianpuppies.ml/e.php?e=admin@cogia.edu.ph

RFC 1738 – Uniform Resource Locator Components

When determining a 
phishing page, always look 

at the portion of the URL
right before the resource 

path SLASH (/)
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Phishing Awareness: Uniform Resource Locator (URL)

Phishing in 2018
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Phishing Awareness: Uniform Resource Locator (URL)

Phishing in 2018
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Phishing Awareness: Uniform Resource Locator (URL)

Phishing in 2018

References:
▪ https://www.wandera.com/punycode-attacks/
▪ https://cybersecurityventures.com/beware-of-lookalike-domains-in-punycode-phishing-attacks/

https://www.wandera.com/punycode-attacks/
https://cybersecurityventures.com/beware-of-lookalike-domains-in-punycode-phishing-attacks/
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Phishing Awareness: Uniform Resource Locator (URL)

Phishing in 2018

References:
▪ https://mobile.twitter.com/MickD/status/965610955366387712 (deleted tweet? Idk)
▪ https://discourse.world/h/2018/01/22/Phishing-with-characters-from-other-layouts-in-the-URL-does-not-go-away

https://mobile.twitter.com/MickD/status/965610955366387712
https://discourse.world/h/2018/01/22/Phishing-with-characters-from-other-layouts-in-the-URL-does-not-go-away
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Phishing Awareness: Uniform Resource Locator (URL)

Phishing in 2018

References:
▪ https://mobile.twitter.com/MickD/status/965610955366387712 (deleted tweet? Idk)
▪ https://discourse.world/h/2018/01/22/Phishing-with-characters-from-other-layouts-in-the-URL-does-not-go-away

https://mobile.twitter.com/MickD/status/965610955366387712
https://discourse.world/h/2018/01/22/Phishing-with-characters-from-other-layouts-in-the-URL-does-not-go-away
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Phishing Awareness: Uniform Resource Locator (URL)

Phishing in 2018

References:
▪ https://mobile.twitter.com/MickD/status/965610955366387712 (deleted tweet? Idk)
▪ https://discourse.world/h/2018/01/22/Phishing-with-characters-from-other-layouts-in-the-URL-does-not-go-away

https://mobile.twitter.com/MickD/status/965610955366387712
https://discourse.world/h/2018/01/22/Phishing-with-characters-from-other-layouts-in-the-URL-does-not-go-away


Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 141

Phishing Awareness: Uniform Resource Locator (URL)

https://cogia.edu.ph.cutedalmatianpuppies.ml/e.php?e=admin@cogia.edu.ph

RFC 1738 – Uniform Resource Locator Components

When determining a 
phishing page, always look 

at the portion of the URL
right before the resource 

path SLASH (/)
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Phishing Awareness: Uniform Resource Locator (URL)

https://cogia.edu.ph.cutedalmatianpuppies.ml/e.php?e=admin@cogia.edu.ph

RFC 1738 – Uniform Resource Locator Components

When determining a 
phishing page, always look 

at the portion of the URL
right before the resource 

path SLASH (/)

Also watch out for intent



Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 143

Phishing Awareness: Dealing with Phishing as an individual

They exploit our vulnerable nature (More brazenly in 2021)

▪ Our lack of

• Awareness
• Knowledge

• Discipline
• Self-control

▪ Our vices
• Greed

• Envy
• Impatience

▪ Etc.

▪ Our natural desires to
• Help others
• Feel good about ourselves

• Be curious
• Be Independent
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021

Reference: https://www.businessinsider.com/elon-musk-bill-gates-twitter-hacked-bitcoin-crypto-giveaway-scam-2020-7

https://www.businessinsider.com/elon-musk-bill-gates-twitter-hacked-bitcoin-crypto-giveaway-scam-2020-7
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Phishing Awareness: Observing Intent

Phishing in 2021

Reference: https://www.businessinsider.com/elon-musk-bill-gates-twitter-hacked-bitcoin-crypto-giveaway-scam-2020-7

https://www.businessinsider.com/elon-musk-bill-gates-twitter-hacked-bitcoin-crypto-giveaway-scam-2020-7
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Phishing Awareness: Dealing with Phishing as an individual

Personal Observation:

Criminals are capitalizing on the fact that most
people are too lazy to read the fine prints
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Phishing Awareness: Observing Intent

Phishing in 2021



Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 150

Phishing Awareness: Observing Intent

Phishing in 2021

Long
Press
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Phishing Awareness: Observing Intent

Phishing in 2021

Long
Press
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Observing Intent

Phishing in 2021
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Phishing Awareness: Old is New again

Phishing in 2021 (and beyond?)

References:
- https://twitter.com/jq0904/status/1436155700212744211

https://twitter.com/jq0904/status/1436155700212744211
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Phishing Awareness: Dealing with Phishing as an individual

They exploit our vulnerable nature (More brazenly in 2021)

▪ Our lack of

• Awareness
• Knowledge

• Discipline
• Self-control

▪ Our vices
• Greed

• Envy
• Impatience

▪ Etc.

▪ Our natural desires to
• Help others
• Feel good about ourselves

• Be curious
• Be Independent
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Phishing Awareness: Dealing with Phishing as an individual

They exploit our vulnerable nature (More brazenly in 2021)

▪ Our lack of

• Awareness
• Knowledge

• Discipline
• Self-control

▪ Our vices
• Greed

• Envy
• Impatience

▪ Etc.

▪ Our natural desires to
• Help others
• Feel good about ourselves

• Be curious
• Be Independent

What is happening

(personal observation)
• Eager blaming of victims

• No action after the fact

• No improvement
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Phishing Awareness: Dealing with Phishing as an Organization

Incident Response Playbooks
▪ https://docs.microsoft.com/en-

us/security/compass/incident-response-playbooks

▪ Phishing
▪ https://docs.microsoft.com/en-

us/security/compass/incident-response-playbook-
phishing

▪ https://www.incidentresponse.com/playbooks/phishing
▪ https://github.com/counteractive/incident-response-

plan-template/blob/master/playbooks/playbook-

phishing.md
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Phishing Awareness: Dealing with Phishing as an Organization

Analyze Email

Inform user:
• Action has already been taken
• Change password If credentials were 

submitted

Query Proxy / Firewall Logs:
• Malicious URL / Domain
• Outbound connections by User

Perform Actions:
• Disable user’s account
• Force reset user’s

password
• Re-enable user’s account

after successful password
reset

Open Incident Ticket & request Email 
Team to:
• Block email sender & reply-to
• Perform Search & Destroy
• Provide List of recipients from 

previous week

Phish

Spam

Legitimate:
Inform user that
• The links & attachments within 

the email are safe
• If mail is not expected, they can 

ignore and delete it

Open Incident Ticket & request Network 
Security Team to:
• Block malicious URLs
• Block malicious IPs

Did the user 
submit his/her 

c redentials?

User reports 
suspicious email

End

Investigate further:
• Other possible 

compromised user/s
• Other possible 

compromised 
machine/s

End

Yes

Yes

Yes

No

No

No

Open Incident Ticket & request Email 
Team to:
• Block email sender & reply-to
• Perform Search & Destroy
• List of recipients from previous week

Inform user that if mail is not 
expected, they can ignore and 
delete it
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Phishing Awareness: Dealing with Phishing as an Organization

Standard Operating Procedure (from personal experience & understanding)
1. Perform Email Content Analysis (Mail Body & Mail Headers)

2. Preserve evidence (.eml/.msg file of report & phishing email, take hashes of both)

3. Block malicious Mail Sender

4. Block malicious URL

5. Check if other users were compromised within the organization
6. Perform forced password-reset & disable account/s of compromised user/s

7. Perform “Search & Destroy” of phishing emails

Dealing with criminal-hosted domains (from personal experience & understanding)
1. Determine WHOIS information (Is the information protected by WHOIS protection or not?)

2. Determine Domain Registrar (Do they require a Subpoena to process legal cases?)

3. Ensure evidence is preserved
4. Request that victim fill-up an incident report

5. Coordinate with Legal Department

6. File a Subpoena
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Phishing Awareness: Dealing with Phishing as an Organization

Standard Operating Procedure (from personal experience & understanding)
1. Perform Email Content Analysis (Mail Body & Mail Headers)

2. Preserve evidence (.eml/.msg file of report & phishing email, take hashes of both)

3. Block malicious Mail Sender

4. Block malicious URL

5. Check if other users were compromised within the organization
6. Perform forced password-reset & disable account/s of compromised user/s

7. Perform “Search & Destroy” of phishing emails

Dealing with criminal-hosted domains (from personal experience & understanding)
1. Determine WHOIS information (Is the information protected by WHOIS protection or not?)

2. Determine Domain Registrar (Do they require a Subpoena to process legal cases?)

3. Ensure evidence is preserved
4. Request that victim fill-up an incident report

5. Coordinate with Legal Department

6. File a Subpoena

7. Go to a corner and cry
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Phishing Awareness: Dealing with Phishing as an Organization

Ensure people are aware of legitimate references

to your brand (organization) – Make them know 
it’s really you!

Ensure people understand how you do business

Transparency is important

Be more proactive in enforcing policies
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Phishing Awareness: Dealing with Phishing as an Organization

GOV = Government, (e.g.: *.gov, *.gov.ph, *.gov.my, *.gov.sg, *.gov.uk,etc.)

EDU = Education, (e.g.: *.edu, *.edu.ph, *.edu.my, *.edu.sg, *.edu.hk, etc.)

COM = Commercial, (e.g.: *.com, *.com.ph, *.com.my,*.com.sg, *.com.hk, etc.)

MIL = Military, (e.g.: *.mil, *.mil.ph, *.mil.my, *.mil.tw, *.mil.uk, etc.)

ORG = Organization, any other domains meeting the second level requirements.

Countries = The English two letter code (alpha-2) identifying a country according to
the ISO Standard for "Codes for the Representation of Names of Countries"

RFC 920 – Domain Requirements – Initial Set of Top Level Domains (1984)



Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 192

Phishing Awareness: Dealing with Phishing as an Organization

Consider the following:

▪ NLRC is currently a subdomain of DOLE – https://nlrc.dole.gov.ph/

▪ The DNS Admin of dole.gov.ph is the only one capable of managing 

nlrc.dole.gov.ph

• Does DOLE & NLRC have an internal process for handling administration of 

nlrc.dole.gov.ph subdomain?

▪ Maybe NLRC can register & setup nlrc.gov.ph for themselves?

• Does NLRC have personnel to manage their own web server / site?

https://nlrc.dole.gov.ph/
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Phishing Awareness: Dealing with Phishing as an Organization

Consider the following:

▪ NLRC is currently a subdomain of DOLE – https://nlrc.dole.gov.ph/

▪ The DNS Admin of dole.gov.ph is the only one capable of managing 

nlrc.dole.gov.ph

• Does DOLE & NLRC have an internal process for handling administration of 

nlrc.dole.gov.ph subdomain?

▪ Maybe NLRC can register & setup nlrc.gov.ph for themselves?

• Does NLRC have personnel to manage their own web server / site?

▪ What about other government agencies with a similar issue?

https://nlrc.dole.gov.ph/
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Phishing Awareness: Dealing with Phishing as an Organization

*.gov.ph?
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Phishing Awareness: Dealing with Phishing as an Organization

References:
• https://dns.gov.ph/
• https://www.facebook.com/nlrc.gov/posts/4249646861722243

https://dns.gov.ph/
https://www.facebook.com/nlrc.gov/posts/4249646861722243
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Phishing Awareness: Dealing with Phishing as an Organization

Consider the following:

▪ NLRC is currently a subdomain of DOLE – https://nlrc.dole.gov.ph/

▪ The DNS Admin of dole.gov.ph is the only one capable of managing 

nlrc.dole.gov.ph

• Does DOLE & NLRC have an internal process for handling administration of 

nlrc.dole.gov.ph subdomain?

▪ Maybe NLRC can register & setup nlrc.gov.ph for themselves?

• Does NLRC have personnel to manage their own web server / site?

▪ What about other government agencies with a similar issue?

▪ What about educational institutions with a similar issue?

https://nlrc.dole.gov.ph/
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Phishing Awareness: Dealing with Phishing as an Organization

References:
• http://services.ph.net/dns/registration.pl

http://services.ph.net/dns/registration.pl
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Phishing Awareness: Dealing with Phishing as an Organization

Consider the following:

▪ NLRC is currently a subdomain of DOLE – https://nlrc.dole.gov.ph/

▪ The DNS Admin of dole.gov.ph is the only one capable of managing 

nlrc.dole.gov.ph

• Does DOLE & NLRC have an internal process for handling administration of 

nlrc.dole.gov.ph subdomain?

▪ Maybe NLRC can register & setup nlrc.gov.ph for themselves?

• Does NLRC have personnel to manage their own web server / site?

▪ What about other government agencies with a similar issue?

▪ What about educational institutions with a similar issue?

▪ What about private entities with a similar issue?

https://nlrc.dole.gov.ph/
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Phishing Awareness: Dealing with Phishing

There will never be a Solution until people 

acknowledge there is a Problem
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Phishing Awareness: Dealing with Phishing

There will never be a Solution until people 

acknowledge there is a Problem

At times people listen not to what is said, 
but on how, when & where it was said
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Phishing Awareness: Eschewing Ambiguity

References:
- https://twitter.com/GossiTheDog/status/1411316938182205441
- https://doublepulsar.com/the-hard-truth-about-ransomware-we-

arent-prepared-it-s-a-battle-with-new-rules-and-it-hasn-t-
a93ad3030a54

https://twitter.com/GossiTheDog/status/1411316938182205441
https://doublepulsar.com/the-hard-truth-about-ransomware-we-arent-prepared-it-s-a-battle-with-new-rules-and-it-hasn-t-a93ad3030a54
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THE SCHOOL RECOGNIZED
P-066 s.2012 / E-070 s.2012
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THE SCHOOL RECOGNIZED
P-066 s.2012 / E-070 s.2012
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OLD WEBSITE OF COGIA
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OLD WEBSITE OF COGIA
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About Covenant of Grace Integrated Academy

▪ A church-ministry founded by my Father and Mother 

▪ Non-stock, Non-profit Corporation

▪ Small school started in 2005

• 38 students for SY 2021 – 2022 (6 students with full scholarship, 4 students with partial scholarship)

• 28 students for SY 2020 – 2021 (Due to pandemic)

• 59 students for SY 2019 – 2020 (Regular number of students has been < 60 since inception in 2005)

• Started with 5 students in SY 2005 – 2006

▪ Traditional school, minimal usage of technology

• Hands-on face-to-face interaction between teachers & students required

▪ Was not involved in the ministry until relatively recently

• Not employed or officially part of the school

RECOGNIZED
P-066 s.2012 / E-070 s.2012

BACKGROUND
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About Covenant of Grace Integrated Academy

▪ A church-ministry founded by my Father and Mother 

▪ Non-stock, Non-profit Corporation – Not a charitable institution, but we do charitable work

▪ Small school started in 2005

• 38 students for SY 2021 – 2022 (6 students with full scholarship, 4 students with partial scholarship)

• 28 students for SY 2020 – 2021 (Due to pandemic)

• 59 students for SY 2019 – 2020 (Regular number of students has been < 60 since inception in 2005)
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ASSUMED RESPONSIBILITIES & OBJECTIVES

▪ Enable Students and Faculty to engage in remote learning

▪ Ensure that Students, Faculty and Parents are well-informed of the requirements for 
remote learning

▪ Ensure that everything is running smoothly

▪ Ensure DUE DILIGENCE is performed for IT

• INFORMATION SECURITY is a BIG PART of DUE DILIGENCE for IT

▪ Protect IMPORTANT DATA of Students, Faculty and Parents

▪ Create well-defined easy to understand/follow policies & procedures

▪ Ensure that IT-related issues are immediately resolved
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APPLYING DUE DILIGENCE: WEBSITE DEVELOPMENT & OPERATIONS
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APPLYING DUE DILIGENCE: WEBSITE DEVELOPMENT & OPERATIONS
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APPLYING DUE DILIGENCE: WEBSITE MAINTENANCE & SECURITY



Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 220
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APPLYING DUE DILIGENCE: WEBSITE MAINTENANCE & SECURITY
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APPLYING DUE DILIGENCE: USER ACCOUNT / EMAIL MAINTENANCE & SECURITY
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Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 227
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APPLYING DUE DILIGENCE: USER ACCOUNT / EMAIL MAINTENANCE & SECURITY



Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 233

APPLYING DUE DILIGENCE: OVERALL ORGANIZATIONAL SECURITY POSTURE
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APPLYING DUE DILIGENCE: OVERALL ORGANIZATIONAL SECURITY POSTURE
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INFORMATION TECHNOLOGY AND SECURITY FOR EDUCATION
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INFORMATION TECHNOLOGY AND SECURITY FOR EDUCATION
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TAKEAWAYS / LESSONS LEARNED

▪ Always understand the business & its processes to make relevant changes

▪ Adoption of New Technologies is inevitable – do it NOW

▪ We all use the very same technology from different perspectives

▪ Information Technology issues should never be a HINDRANCE to PRODUCTIVITY

▪ Due diligence will always start with People

▪ One aspect of due diligence in IT is by integrating security in the design

▪ Another aspect of due diligence is KNOWING YOUR ASSETS

▪ Recognize your limitations & work within your means – but most importantly, START NOW

▪ Admit mistakes & act on it – It’s ok to not know everything, you can ask questions & 
learn

▪ Don’t let your perceived limitations LIMIT you – let it be a CHALLENGE
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TAKEAWAYS / LESSONS LEARNED

▪ It is better to do things RIGHT from the START – resolve problems not related to a LACK 
OF SECURITY

▪ Issues that arise from a LACK OF SECURITY are HARD to resolve – it can be done, it’s not 
impossible, but it is HARD and definitely TIME CONSUMING

▪ DON’T BE SHORT-SIGHTED: Consider the LONG-TERM EFFECTS – always put SECURITY & 
SAFETY into consideration

▪ EVERYONE needs to COOPERATE to make things WORK – PEOPLE, PROCESS & 
TECHNOLOGY (Most importantly: PEOPLE)

▪ The current setup of our school will NOT be SUCCESFUL without the cooperation of 
PARENTS, STUDENTS & most of all, the TEACHERS (Who used to be parents of former & 
current students)

▪ Sometimes, we do not realize what is important to us until they are almost gone
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TAKEAWAYS / LESSONS LEARNED
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SHAMELESS PLUG

Twitter:
https://twitter.com/_hackstreetboys
https://twitter.com/themanyhatsclub

Facebook:
https://www.facebook.com/hackstreetboys

https://www.facebook.com/groups/pitsf

Website:
https://hackstreetboys.ph/

https://ctf.themanyhats.club/

https://twitter.com/_hackstreetboys
https://twitter.com/themanyhatsclub
https://www.facebook.com/hackstreetboys
https://www.facebook.com/groups/pitsf
https://hackstreetboys.ph/
https://ctf.themanyhats.club/
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Facebook:
https://www.facebook.com/COGIA2005/

Website:
https://cogia.edu.ph/

SHAMELESS PLUG

https://www.facebook.com/COGIA2005/
https://cogia.edu.ph/
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Twitter:
https://twitter.com/spieeler
https://twitter.com/ijpuzon

SHAMELESS PLUG

https://twitter.com/spieeler
https://twitter.com/ijpuzon
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Thought provoking question

Is TRUTH

Objective or Subjective

Absolute or Relative

Um9tYW5zIDE6MTgtMzI=
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Another thought provoking question

What standard do you follow 
to say something is:

Right or Wrong

Good or Evil

SXNhaWFoIDU6MjAtMjM=
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Thank you

and

God bless!


