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Employment

= Senior Offensive Security Engineer @ Deltek Systems (Philippines), Lid. (Current)
= Global Security Professional@ CMA-CGM (Same as CEVA, now )
= SeniorInformationSecurity Analyst @ CEVA Logistics (Saome as CMA-CGM, now )

Affiliations
= RedTeam Member@ Synack Red Team

= CTFTeam Member@ [hsb] hackstreetboys & [TMHC] TheManyHatsClub
= Sleepy Admin @ [PITSF] Philippine IT Security Forums Q
= Volunteer@ Covenant of Grace Integrated Academy, Inc.

Educational Background L—/

= BS Computer Engineering Alumni @ FEU Institute of Technology

!

= OSWE, OSCP, CCNA Cyber Ops, Security+, Linux+, CCNA R&S Me as Derp &e <
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Add to VIPs

— Add to contacts

é Copy email address

Dear VALUED CLIENT,

This is to inform you that some data from your
account seems inaaccurate or unverified

For your protection, you have to fill out the form
on the given link below and verify the necessary
fields and also check your information in order to
continue using our service smoothly.

You may also view your latest Statement of

OB You and 176 others

Ok

Q University - Office of Public
Affairs

ADVISORY:

Incan

moration of the Ninoy Aguina Day,
o classes and all offices in the
ill be closed tomarrow, August 21,

UNIVERSITY
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Do you have  safe password?

PYTHON PASSWORD GENERATOR
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4] Progrummer

Credits to General Knowledge
Sender. Abvane Guiterrrez

78 comments 207 shares

N

Ordinary people are victims of Phishing

Criminals steal the hard-earned money
of working individuals within minutes

This situation encompasses all industries:
Healthcare, Education, Manufacturing,
BPO, Banking, Finance, Logistics,
Shipping, Military, Government, IT, efc.
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are punishable un

To All Friends, Let this be a lesso J enders, banking

—— Ly e ek

Reading emnails first thing in a morning is my thing.. 5o when | receive this Metrobank Sys
Update churva on one of my mailing address. | checked the veracity of sender before | send any
personal bank information. Sympre mahirap na.

Oh well just | thought 1sa naman syang phishing email and this time nagiwan pa sya trace,
apparently the alleged student used his school email acct to send this email. Then i tried to search
him sa facebook or in google to check if totong tao nga sya,

5ana gamitin nang mga tao ang karurungan sa computer sa magandang paraan kung nahack
man itong account mo then File and Report mo sa School Mo, While phishing and online scams
are punishable under the Cybercrime Prevention Act of 2012 (Republic Act Mo. 10175).

To All Friends, Let this be a lesson to always scrutinize your emails senders, banking institutions
won't ask for your details via ernail. Get a stricter Passwords for your emails and always protect

your DATA

PYTHON PASSWORD GENERATOR
Dear VALUED CLIENT,

This is to inform you that some data from your
account seems inaaccurate or unverified O o
For your protection, you have to fill out the form @) Progrmma Ako
on the given link below and verify the necessary i
fields and also check your information in order to

continue using our service smoothly.

Credits to General Knowledge
Sender. Abvane Guiterrrez

You may also view your latest Statement of

OB You and 176 others

™

Ordinary people are victims of Phishing

Criminals steal the hard-earned money
of working individuals within minutes

This situation encompasses all industries:
Healthcare, Education, Manufacturing,
BPO, Banking, Finance, Logistics,
Shipping, Military, Government, IT, efc.
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To All Friends, Let t
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Reading emails first thing in a morning is my thing.. 5o when | receive this Metrobank 5

Update churva on one of my mailing address. | checked the veracity of sender before | send any ° ThIS Sl-I-UO-I-Ion encom pcsses a_” |nd US-I-rleS:

personal bank information. Sympre mahirap na.

Oh well just | thought 1sa naman syang phishing email and this time nagiwan pa sya trace, He Olfhccre/ Educahon/ M an UfGCTU”nQ,
apparently the alleged student used his school email acct to send this email. Then i tried to search BPO BOﬂ/(iﬂg FiﬂOﬂCG LOQiSﬁ CS
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man itong account mo then File and Report mo sa School Mo, While phishing and online scams
are punishable under the Cybercrime Prevention Act of 2012 (Republic Act Mo. 10175).

To All Friends, Let this be a lesson to always scrutinize your emails senders, banking institutions

poupa. BN The ORDINARY PERSON is under
PYTHON PASSWORD GENERATOR ATT A C K

Dear VALUED CLIENT,

Q¥
This is to inform you that some data from your £ ke
account seems inaaccurate or unverified O o

For your protection, you have to fill out the form @) Progrmma Ako
on the given link below and verify the necessary e
fields and also check your information in order to

continue using our service smoothly.

Credits to General Knowledge
Sender. Abvane Guiterrrez

You may also view your latest Statement of —
~re =m

OB You and 176 others

78 comments 207 shares
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giwan pa sya trace,
mai en i tried to search

Reading emails first thing in a morning is my thing.. 5o when | receive this Metrobank Systemn

Update churva on one of my mailing address. | checked the veracity of sender before | send any
personal bank information. Sympre mahirap na.

Oh well just | thought 1sa naman syang phishing email and this time nagiwan pa sya trace,
apparently the alleged student used his school email acct to send this email. Then i tried to search
him sa facebook or in google to check if totong tao nga sya,

5ana gamitin nang mga tao ang karurungan sa computer sa magandang paraan kung nahack
man itong account mo then File and Report mo sa School Mo, While phishing and online scams
are punishable under the Cybercrime Prevention Act of 2012 (Republic Act Mo. 10175).

To All Friends, Let this be a lesson to always scrutinize your emails senders, banking institutions
won't ask for your details via ernail. Get a stricter Passwords for your emails and always protect

PYTHON PASSWORD GENERATOR
Dear VALUED CLIENT,

This is to inform you that some data from your
account seems inaaccurate or unverified

For your protection, you have to fill out the form
on the given link below and verify the necessary
fields and also check your information in order to
continue using our service smoothly.

You may also view your latest Statement of

OB You and 176 others

N

Ordinary people are victims of Phishing

Criminals steal the hard-earned money
of working individuals within minutes

This situation encompasses all industries:
Healthcare, Education, Manufacturing,
BPO, Banking, Finance, Logistics,
Shipping, Military, Government, IT, efc.

The ORDINARY PERSON is under
ATTACK

What can WE do?
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/ Current Situation

giwan pa sya trace,
mai en i tried to search

Reading emails first thing in a morning is my thing.. 5o when | receive this Metrobank Systemn

Update churva on one of my mailing address. | checked the veracity of sender before | send any
personal bank information. Sympre mahirap na.

Oh well just | thought 1sa naman syang phishing email and this time nagiwan pa sya trace,
apparently the alleged student used his school email acct to send this email. Then i tried to search
him sa facebook or in google to check if totong tao nga sya,

5ana gamitin nang mga tao ang karurungan sa computer sa magandang paraan kung nahack
man itong account mo then File and Report mo sa School Mo, While phishing and online scams
are punishable under the Cybercrime Prevention Act of 2012 (Republic Act Mo. 10175).

To All Friends, Let this be a lesson to always scrutinize your emails senders, banking institutions
won't ask for your details via ernail. Get a stricter Passwords for your emails and always protect

PYTHON PASSWORD GENERATOR
Dear VALUED CLIENT,

This is to inform you that some data from your
account seems inaaccurate or unverified

For your protection, you have to fill out the form
on the given link below and verify the necessary
fields and also check your information in order to
continue using our service smoothly.

You may also view your latest Statement of

OB You and 176 others

N

Ordinary people are victims of Phishing

Criminals steal the hard-earned money
of working individuals within minutes

This situation encompasses all industries:
Healthcare, Education, Manufacturing,
BPO, Banking, Finance, Logistics,
Shipping, Military, Government, IT, efc.

The ORDINARY PERSON is under
ATTACK

What can WE do?
How can we PROTECT them?
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Complexity of Phishing

.-:M

AcTive now
'R

It's really up to you sir kung paano niyo hahandle yung case, whether you proceed

with NBI or hayaan na lang DiSCIGimer:

: : : : 1. Express written
As for me, nag bigay lang po ako assistance on what you might need in case umabot
po kayo sa court @ ClpprOVC” has

_ _ _ been given by
| contacted my friends sa nbi cybercrime . .
& the recipient of

Sir question lang po — if ever, is it okay for me to use this email on public ph lSh lng TO ShOW
presentations as a use case for phishing? the foll owing
slides

yes sir

-

actually im a mam 2. This is jUST
gathering of

facts of what
Awesome! Thank you po Ma'am & h(]ppened

WEE

Sorry po hahahahaha during that
Sir ako ng sir SpeCiﬁC dCIy

Sorry po &

its okay.. para kasohan nila si Mr. M . hindi si Ms.

S
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/ Complexity of Phishing - The malicious email

] m-
File Home Share View

o Open ~

B cdit
Properties

‘ Mew item ~

i Easy access ~

|
Copy Delete Rename Mew

shortcut to- - folder

opy path

Clipboard
v P .

AppData W Name

Organize Mew Open

This PC Local Disk Users » Administrator » Downloads @ phishing

Date modified

g Application Data . crnd.bet

. hash.bet
a¥ New System Update.eml

EE Contacts
¢ ies
M Desktop

E Documents
File Edit Format View Help
Downloads

P5S C:\Users‘\Administrater\Downloads\phishing> Get-FileHash -Algorithm SHA256 '.‘\New System Update.eml'

Ps Ci:\Usersh\Administrator\Downloads\phishing> cat .\hash.txt

Algorithm Hash

Local Settings

EB Invert selection

Select

79A1BFD5S855EFER966CD22ASEE0BABLESBE1BD1C2444 2381 SEFCA44DCDEB4ABA

Music

My Documents
NetHood

OneD

PS C:\Wsers\Administrator\Downloads\phishing>

Windows (CRLF)

| Out-String -Width 3@@ | Out-File hash.txt

Path

C:\Users\Administrator\Downloads\phishing\New System Update.eml

Ln1, Col1

B Pictures Mj
g PrintHood

File Edit Format Yiew Help

Recent

Algorithm Hash

|~
4] Saved Games
[ 4

| 7]

g Start Menu

. Templates
¢ Videos

Jitemns | 1item selected 27.2 KB |
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Windows (CRLF)

C:\Users\Administrator\Downloads\phishing\New System Update.eml

Ln1, Col1 100%
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Complexity of Phishing - The malicious email

Fri 8/28/2020 06:35
MetroBank <r.e @ .edu.ph>
New System Update

e
To m @yahoo.com s

@ Metrobank

Dear VALUED CLIENT,

This is to inform you that some data from your account seems inaaccurate or unverified.

For your protection, you have to fill out the form on the given link below and verify the necessary fields and also check your information in order to continue using our service smoothly.

You may also view your latest Statement of Account anytime via Metrobank Direct Facility. If you are not yet enrolled in Metrobank Direct. you may visit your Metrobank Branch for assistance and other details.
Thank you for using SOA facility. Please visit our website at www.metrobankcard.com for the terms and conditions and other details.

This is a system-generated email. Please DO NOT REPLY to this. For inquiries and other concerns, you may email us at customerservice@metrobankcard.com

or call our 24-hour Customer Service hotline at §700-700.

RIFY MY ACCOUN

Have a hassle-free experience every time you use your card for your online purchases. To proceed with an internet transaction, you need to either input a One-Time-Password {OTP) which you will receive via SMS or email, or answer a few security questions which will appear on your transaction screen.

Ensure the timely receipt of your OTP via M3 or email by keeping us updated with your mobile number and email address as well as those of your supplementary cardhelders. To update your mebile number or email address on our records, call our 24-hour Custemer Service Hotline at 8-700-700 or 1800-1888-5775.

DISCLAIMER: This message is for the designated recipient only and may contain confidential and/or privileged information. If you have received it in error, please delete it and advise the sender immeadiately. You should not copy or use it for any other purpose, nor disclose its contents to any other person.

DISCLAIMER: This e-mail and any attachments may contain confidential and/or proprietary information intended for the use of the named recipient/s only. If you are not the intended recipient, any unauthorized disclosure, copying, dissemination or use of any of the information is strictly
prohibited. Please notify the sender and immediately delete this e-mail from your system.

Views and opinions expressed in this e-mail are those of the sender. They do not necessarily reflect the views of University and its officials.
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Complexity of Phishing — Email Body Analysis

To

Fri 8/28/2020 0

MetroBank <\ I@ .edu.phlq—

New System Update

Mail appears to have been
sent by a university student

m Eyahoo.com

>
& Metrobank Mail was received on

Dear VALUED CLIENT,

Friday, August 28, 2020 atf 6:35 AM UTC+8

For your protection, you have to fill out the form on the given link below and verify the necessary fields and also check your information in order to continue using our service smoothly.

This is to inform you that some data from your account seems inaaccurate

You may also view your latest Statement of Account anytime via Metrobank Direct Facility. If you are not yet enrolled in Metrobank Direct. you may visit your Metrobank Branch for assistance and other details.
Thank you for using SOA facility. Please visit our website at www.metrobankcard.com for the terms and conditions and other details.
This is a system-generated email. Please DO NOT REPLY to this. For inquiries and other concerns, you may email us at customerservice@metrobankcard.com

or call our 24-hour Customer Service hotline at §700-700.

RIFY MY ACCOUN

Have a hassle-free experience every time you use your card for your online purchases. To proceed with an internet transaction, you need to either input a One-Time-Password {OTP) which you will receivegffa SMS or email, or answer a few security questions which will appear on your transaction screen.

Ensure the timely receipt of your OTP via 3MS or email by keeping us updated with your mobile number and email address as well as those of your supplementary cardhelders. To update your mgi#fle number or email address on our records, call our 24-hour Custemer Service Hotline at 8-700-700 or 1800-1888-5775.

DISCLAIMER: This message is for the designated recipient only and may contain confidential and/or privileged information. If you have received it in error, please delete it and advise thegfnder immeadiately. You should not copy or use it for any other purpose, nor disclose its contents to any other person.

DISCLAIMER: This e-mail and any attachments may contain confidential and/or proprietary information intended for the use of the named recipient/s only. If you are not the intended recipient, any unauthorized disclosure, copying, dissemination or use of any of the information is strictly
prohibited. Please notify the sender and immediately delete this e-mail from your system.

Views and opinions expressed in this e-mail are those of the sender. They do not necessarily reflect the views of University and its officials.
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Complexity of Phishing — Email Body Analysis

Fri 8/28/2020 06:35
MetroBank <r.e @ .edu.ph>
New System Update

To m @yahoo.com ~

@ Metrobank

Dear VALUED CLIENT,

This is to inform you that some data from your account seems inaaccurate or unverified.

For your protection, you have to fill out the form on the given link below and verify the necessary fields and also check your information in order to continue using our service smoothly.

You may also view your latest Statement of Account anytime via Metrobank Direct Facility. If you are not yet enrolled in Metrobank Direct. you may visit your Metrobank Branch for assistance and other details.
Thank you for using SOA facility. Please visit our website at www.metrobankcard.com for the terms and conditions and other details.

This is a system-generated email. Please DO NOT REPLY to this. For inquiries and other concerns, you may email us at customerservice@metrobankcard.com

or call our 24-hour Customer Service hotline at §700-700.

RIFY MY ACCOUN

Have a hassle-free experience every time you use your card for your online purchases. To proceed with an internet transaction, you need to either input a One-Time-Password {OTP) which you will receive via SMS or email, or answer a few security questions which will appear on your transaction screen.

Ensure the timely receipt of your OTP via M3 or email by keeping us updated with your mobile number and email address as well as those of your supplementary cardhelders. To update your mebile number or email address on our records, call our 24-hour Custemer Service Hotline at 8-700-700 or 1800-1888-5775.

DISCLAIMER: This message is for the designated recipient only and may contain confidential and/or privileged information. If you have received it in error, please delete it and advise the sender immeadiately. You should not copy or use it for any other purpose, nor disclose its contents to any other person.

DISCLAIMER: This e-mail and any attachments may contain confidential and/or proprietary information intended for the use of the named recipient/s only. If yO®age not the intended recipient, any unauthorized disclosure, copying, dissemination or use of any of the information is strictly
prohibited. Please notify the sender and immediately delete this e-mail from your system.

Views and opinions expressed in this e-mail are those of the sender. They do not necessarily reflect the views of University and its officials. Wi -I-h O C | e O r i n -I-e n -I- -I-O deceive
by impersonating Metrobank
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Complexity of Phishing — Email Body Analysis

Fri 8/28/2020 06:35
MetroBank <r.e @ .edu.ph>
New System Update

To m | @yahoo.com ~

@ Metrobank

Dear VALUED CLIENT,

This is to inform you that some data from your account seems inaaccurate or unverified.

For your protection, you have to fill out the form on the given link below and verify the necessary fields and also check your information in order to continue using our service smoothly.

You may also view your latest Statement of Account anytime via Metrobank Direct Facility. If you are not yet enrolled in Metrobank Direct. you may visit your Metrobank Branch for assistance and other details.
Thank you for using SOA facility. Please visit our website at www.metrobankcard.com for the terms and conditions and other details.

This is a system-generated email. Please DO NOT REPLY to this. For inquiries and other concerns, you may email us at custome

//donewellinsurance.com/
administrator/js/update/metrobank
Click or tap to follow link.

RIFY MY ACCOUN

or call our 24-hour Customer Service hotline at §700-700.

Have a hassle-free experience every time you use your card for your online purchases. To proceed with an internet transaction, you need to either input a One-Time-Password {OTP) which you will receive via SMS or oMl _or answer a few security questions which will appear on your transaction screen.

all our 24-hour Customer Service Hotline at 8-700-700 or 1800-1888-5775.

Ensure the timely receipt of your OTP via M3 or email by keeping us updated with your mobile number and email address as well as those of your supplementary cardhelders. To update your mebile number or email address on our reco™

DISCLAIMER: This message is for the designated recipient only and may contain confidential and/or privileged information. If you have received it in error, please delete it and advise the sender immeadiately. You should not copy or use it for any other purpo®egg disclose its contents to any other person.

DISCLAIMER: This e-mail and any attachments may contain confidential and/or proprietary information intended for the use of the named recipient/s only. If you are not the intepgad
prohibited. Please notify the sender and immediately delete this e-mail from your system.

Views and opinions expressed in this e-mail are those of the sender. They do not necessarily reflect the views of University and its officials. And Concea’in I O ma'iCio us ’ink

(Phishing Page)
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Complexity of Phishing - Summary of Findings (Email Body Analysis) A

Facts Timeline of Events
1. The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8
1. 08-28-2020 at 6:35 AM UTC +8 (Malicious mail delivered)

2. The received mail is malicious in nature
= It intends to deceive recipients that the email came from Metrobank
= It entices the recipients to click on which contains

a concealed malicious link

Presumptions
1. The mail was allegedly sent by a student of ***#*#* *#xxk njversity

. The mailis sent fromr.e @ ¥, edu.ph
= The Disclaimer is automatically generated to notify recipients that its

contents do not reflect the views of ****** **+** niversity and its officials
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Complexity of Phishing — Phishing Link Analysis

& 404 Not Found X | +

&« C { @& donewellinsurance.com

Copy obtained maliciouslink and
open in a web browser

Inspect the phishing page
NG (Unfortunately, it was already taken
The resource requestg down at the time of inspection)

Proudly powered by LiteSpeed Web Server TI m e Of | n S pe C TI On :
Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has = 3 : 45 PM U TC + 8 O nWO rds Of AU g U ST 28! 2020
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Complexity of Phishing — Phishing Link Analysis A

& 404 Not Found »% +

&« C { @& donewellinsurance.com/A

Traverse through the URL path
and observe the results

Not Found

The resource requested could not be found on this server!

Proudly powered by LiteSpeed Web Server

Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has no control over content found on this site.
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Complexity of Phishing — Phishing Link Analysis

@ Index of [Administrator/js/ x +

C {t & donewellinsurance.com/A

Index of /Administrator/js/

Name Last modified Size Description

2] parent Directory 28-Aug-2020 00:83

Proudly Served by LiteSpeed Web Server at www.donewellinsurance.com Port 443

Traverse through the URL path
and observe the results

Sometimesit's possible to
find & download the phish kit used
(Unfortunately, the phish kit
has already been removed)
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Complexity of Phishing — Phishing Link Analysis

@ Index of [Administrator/js/ x +

C { & donewellinsurance.com

Index of /Administrator/js/

Name Last modified Size Description

2] parent Directory 28-Aug-2020 00:83

Proudly Served by LiteSpeed Web Server at www.donewellinsurance.com Port 443

In many cases, Directory Listing is
enabled on compromised servers
used in phishing campaigns

If the phish kit were not removed, it
would probably be found in this

location or some place else within the server
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/ Complexity of Phishing — Phishing Link Analysis A

@ Index of [Administrator/js/ x +

C {t & donewellinsurance.com/A

Index of /Administrator/js/

Name Last modified Size Description

2] parent Directory 28-Aug-2020 00:83

Proudly Served by LiteSpeed Web Server at www.donewellinsurance.com Port 443

The path to /Administrator/js/

was last modified on (Server Time):.
Friday, August 28, 2020 at 12:03 AM UTC+0
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Complexity of Phishing — Phishing Link Analysis A

@ Index of [Administrator/js/ x +

C { & donewellinsurance.com/Administrat g % Incognito (2)

Index of /Administrator/js/

Name Last modified Size Description

2] parent Directory 28-Aug-2020 00:83

I Proudly Served by LiteSpeed Web Server at www.donewellinsurance.com Port 443 I

Possible point of entry:

Exploitation of obsolete and vulnerable software

«
A 2D
S %
Z 4]
c\ )
& 8

Vep penoS”
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Complexity of Phishing — Phishing Link Analysis

Litespeed Technologies - Web Server Remote Poison Null Byte

8
B EDB-ID: CVE: Author: Type: Platform: Date:
13850 2010-2333 KINGCOPE REMOTE MULTIPLE 2010-06-13
i
EDB Verified: Bploit: # / {} nerable App: B

&
- & &
*

Litespeed Technologies Web Server Remote Poison null byte Zero-Day

discovered and exploited by Kingcope in June 2010
3' google gives me over 9million hits

Example exploit session:

%nc 192.168.2.19 8@
HEAD / HTTP/1.8

HTTP/1.8 200 OK

Server: LiteSpeed <-- consider it @wned

_ Possible exploit used:
Comection: close CVE-2010-2333

ETag: "6ff-4c12e288-alee”

Last-Modified: Sat, 12 Jun 2010 01:27:36 GHT (ths://www.eproit-db.com/exploiis/1 3850)

Content-Type: text/html
Content-Length: 1791
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Complexity of Phishing — Phishing Link Analysis

Example exploit session:

%nc 192.168.2.19 80
HEAD / HTTP/1.@

HTTP/1.8 28@ OK

Date: Sun, 13 Jun 2810 ©@:10:38 GMT

Server: LiteSpeed <-- consider it @wned
Accept-Ranges: bytes

Connection: close

ETag: "6ff-4cl2e288-adee”

Last-Modified: Sat, 12 Jun 2010 @1:27:36 GMT
Content-Type: text/html

Content-Length: 1791

%fetch http://192.168.2.19/config.php

config.php @ B @ Bps

%cat config.php

%/usr/local/bin/perl Litespeed.pl 192.168.2.19 config.php

LiteSpeed Technologies Web Server Remote Source Code Disclosure Exploit
By Kingcope

June 20818

Saving source code of config.php into 192.168.2.19-config.php
Completed.

Operation Completed :>.

%cat 192.168.2.19-config.php

<?php

$db_secret="TOP SECRET PASSWORD";

2>

%

Exploit:

#! fusr/bin/perl POSSib'G eprOii Used:

#

:;{t;ii::plechmologies Web Server Remote Source Code Disclosure zero-day Exploit F CVE_20‘I 0_2333
(https://www.exploit-db.com/exploits/13850)

#Google search: ""Proudly Served by LiteSpeed Web Server
#June 20818

#Thanks to TheDefaced for the idea, http://www.milwl@rm.com/exploits/4556
#
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Complexity of Phishing — Phishing Link Analysis

@ DONEWELL: Admin Pan: x <+

&« C { @& donewellinsurance.com/A trat g % Incognito (2)

Login

Username
Username

Traverse through the URL path
and observe the results

Passwaord

Password

Found Admin Panel on
/Administrator/

Forgot Password?

Possible point of entry:
Login with Administrator
or Default credentials
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Complexity of Phishing — Phishing Link Analysis

@ DONEWELL INSURANCE x | + =

Default page of the site itself

&« C Y & donewellinsurance.com

Presumptions

Kindly note that our offices are open from

0201355751 for all enquiries on claims. Stay 53
A threat actor:

TN CE - [-R:] /- Knowingly obtained Unauthorized Access on this web page
02043 3 2 32 2 024 2. Uploaded a malicious phishing page / phish kit

FCaRe: 3. Leveraged their access in this server on a phishing campaign

directly into our Prudential Bank Account Number

0092906670054

Ring Road Central Branch.

Stay safe and remember "if it must be done, it must be Donewell.”
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Complexity of Phishing — Phishing Link Analysis

Donewell Insurance Company X Q,

Q, Al ) Images @ Maps [ News < Shopping i More Settings  Tools

About 3,560,000 results (0.56 seconds)

www.donewellinsurance.com -

Donewell Insurance

Your one-stop insurance shop - Bond Bonds Donewells Bond covers are: - Bond Electronic
Equipment - Bond Money Insurance - Bond Bonds - Bond Electronic ..
Company Profile - Find Agent or Branch - Branches - Management Team

See photos

www donewellinsurance.com » company-profile -

Company Profile - Donewell Insurance Donewell Insurance Company Limited
DONEWELL INSURANCE COMPANY LIMITED is a private Limited Liability Company, owned by

. I . Website Directions Save
the Methodist church, Institutional Investors, Professional Trade .

4.2 84 GDDQIE reviews
www facebook com » Places » Accra, Ghana - Insurance company in Accra, Ghana

Donewell Insurance - Home | Facebook

_ _ ) Address: Sir Charles Quist 3t, Accra, Ghana
Donewell Insurance Insurance Company in Accra, Ghana - 13, 476 people like this - 13 504
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Complexity of Phishing — Phishing Link Analysis

Donewell Insurance Company X Q,

Q, Al ) Images @ Maps [ News < Shopping i More Settings  Tools

About 3,560,000 results (0.56 seconds)

www.donewellinsurance.com -

Donewell Insurance

Your one-stop insurance shop - Bond Bonds Donewells Bond covers are: - Bond Electronic
Equipment - Bond Money Insurance - Bond Bonds - Bond Electronic ..
Company Profile - Find Agent or Branch - Branches - Management Team

See photos

www donewellinsurance.com » company-profile -

Company Profile - Donewell Insurance Donewell Insurance Company Limited
DONEWELL INSURANCE COMPANY LIMITED is a private Limited Liability Company, owned by

. I . Website Directions Save
the Methodist church, Institutional Investors, Professional Trade .

4.2 84 GDDQIE reviews
www facebook com » Places » Accra, Ghana - Insurance company in Accra, Ghana

Donewell Insurance - Home | Facebook

_ _ ) IAddress: Sir Charles Quist St, Accra, Ghana I
Donewell Insurance Insurance Company in Accra, Ghana - 13, 476 people like this - 13 504
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Complexity of Phishing — Phishing Link Analysis

Time Zone Converter — Time Difference Calculator

Provides time zone conversions taking into account Daylight Saving Time (DST), local time zone and accepts present past, or future

SortBy. | -- Custom —- | W e

- ﬁ?ﬁcﬂi _(;:‘_n:hana Fri, 28 Aug 2020 00:03 @

A mSaTI?LITEiC,_Ehlllpplnes Fri, 28 Aug 2020 08:.03 ©

@ Add another city or time zone...
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Complexity of Phishing — Phishing Link Analysis A

@ Index of [Administrator/js/ x +

C {t & donewellinsurance.com/A

Index of /Administrator/js/

Name Last modified Size Description

2] parent Directory 28-Aug-2020 00:83

Proudly Served by LiteSpeed Web Server at www.donewellinsurance.com Port 443

A change was madeto /Administrator/js/ on

Philippine Time:
Friday, August 28, 2020 at 8:03 AM UTC+8

PRI OF

(3
Z

6
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> N
Complexity of Phishing - Summary of Findings (Email Body Analysis)

Facts Timeline of Events

1. The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8
1. 08-28-2020 at 6:35 AM UTC +8 (Malicious mail deliv ered)

2. The received mail is malicious in nature
2. 08-28-2020 at 8:03 AM UTC +8 (Modificationon
. It intends to deceive recipients that the email came from Metrobank https.//donewelinsurance.com /Administrator/fs/)
= It entices the recipients to click on which contains

a concealed malicious link

3. The domain donewellinsurance.com was used in this phishing campaign

4, A change was made to the directory
https://donewellinsurance.com/Administrator /js/ on Friday, August 28, 2020 at 8:03
AM UTC+8

Presumptions
1. The mail was allegedly sent by a student of *#**#x ****x njversity

= The mailis sent fromr.e @ ¥ edu.ph

" The Disclaimer is automatically generated to notify recipients that its

contents not reflect the views of ****** *¥*** Unjversity and its official.

2, A threat actor compromised the domain donewellinsurance.com
3. Possible point of entry / mode of compromise
= Exploitation of a remote information disclosure v ulnerability (CVE-2010-2333)

= Loginthrough the Admin Panel as Administrator

= |dentified Administrator / Default Credentials - “

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 30



Complexity of Phishing — Email Header Analysis

New System Update - Message (HTML) @ ® ? - m] *

New System Update

H H New System Update - Message (HTML) [Eal - ] x

Message Help Q Tell me what you want to do
~ ~ . 3 P |
- — S Move ta: 7 ¥V L% Mark Unread eh L )]
X0 kkge= S @ 2 A Q

n Categorize -

Delete Archive Reply Reply Forward - Mave =1, Translate Read Zoom P
a ¥ Create New s e B > Follow Up - TR Aowd Encrypt this item
Delete Respond Quick Steps I Move Tags I Editing Speech Zoom - Set up restrictions for this item. For example, you may be able to restrict recipients

Encrypt from forwarding the email ressage to other people.

Fri 8/28/2020 0&:35 -

wetropank < o e I < o>

New System Update 3 Move item to a different folder

To m_ ahoo.com ~ Move or copy this item to a different folder,

Move to Current Folder:  Inbox
Folder -

Message Resend and Recall

Resend this email message or attempt to recall it from recipients,

& Metrobank

Resend or
Dear VALUED CLIENT, Recall -
This is to inform you that some data from your account seems inaaccurate or unverified. .
P Properties
For your protection, you have to fill out the form on the given link below and verify the necessary fields and also check your information in order to continue using our service smoothly. =1 Set and view advanced options and properties for this item.
Properties Size: 34 KB

‘You may also view your latest Statement of Account anytime via Metrobank Direct Facility. If you are not yet enrolled in Metrobank Direct, you may visit your Metrobank Branch for
assistance and other details.

Thank you for using SQA facility. Please visit our website at www.metrobankcard.com for the terms and conditions and other details.
This is a system-generated email. Please DO NOT REPLY to this. For inquiries and other concems. you may email us at customerservice@mefrobankcard. com
or call our 24-hour Custemer Service hotline at 8700-700.

RIFY MY ACCOUN

Have a hassle-free experience every time you use your card for your online purchases. To proceed with n internet transaction, you need to either input a One-Time-Password (OTF) which you wil receive vis SMS or email, or answer =

faw sacurity quastions which will appaar on your transaction screen.

Ensure the timely receipt of your OTP via SMS or email by keeping us updsted with your mobile number and email address as well as thase of your supplementary cardhalders. To update your mabile number or email address on our
records, call our 24-hour Customer Service Hotline 2t 2-700-700 or 1800-1888 5775,

DISCLAIMER: This message is for the designated recipient only and may contsin confidential and/or privileged information. If you have received it in error, please delete it and advise the sender immediately. You should not copy or use
it for any other purposs, nor discloss its contents to any ather person.

Office Account
DISCLAIMER: This e-mail and any attachments may contain confidential and/or proprietary information intended for the use of the named recipient/s only. If you are not the intended
recipient, any unauthorized disclosure, copying, dissemination or use of any of the information is strictly prohibited. Please notify the sender and immediately delete this e-mail from your
system.

Feedback

Views and opinions expressed in this e-mail are those of the sender. They do not necessarily reflect the views Df-Un'IVE!"S\tV and its officials. Options
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Complexity of Phishing — Email Header Analysis

New System Update - Message (HTML) @ ® ? - m] *

New System Update

H H New System Update - Message (HTML) [Eal - ] x

File Message Help Q Tell me what you want to do

x ™ ﬁ—(i (ﬁ—(i ﬁ—_ﬂ B Moveto? o Voo S MarkUnres 5;’; .ov A;) Q

n Categorize -

Delete Archive Reply Reply Forward - Mave =1, Translate Read Zoom P
a ¥ Create New s e B > Follow Up - TR Aowd Encrypt this item
Delete Respond Quick Steps I Move Tags I Editing Speech Zoom - Set up restrictions for this item. For example, you may be able to restrict recipients

Encrypt from forwarding the email ressage to other people.

Fri 8/28/2020 0&:35 -

wetropank < o e I < o>

New System Update 3 Move item to a different folder

To m_ ahoo.com ~ Move or copy this item to a different folder,

Move to Current Folder:  Inbox
Folder -

Message Resend and Recall

Resend this email message or attempt to recall it from recipients,

& Metrobank

Resend or
Dear VALUED CLIENT, Recall -
This is to inform you that some data from your account seems inaaccurate or unverified. .
P Properties
For your protection, you have to fill out the form on the given link below and verify the necessary fields and also check your information in order to continue using our service smoothly. =1 Set and view advanced options and properties for this item.
Properties Size: 34 KB

‘You may also view your latest Statement of Account anytime via Metrobank Direct Facility. If you are not yet enrolled in Metrobank Direct, you may visit your Metrobank Branch for
assistance and other details.

Thank you for using SQA facility. Please visit our website at www.metrobankcard.com for the terms and conditions and other details.
This is a system-generated email. Please DO NOT REPLY to this. For inquiries and other concems. you may email us at customerservice@mefrobankcard. com
or call our 24-hour Custemer Service hotline at 8700-700.

RIFY MY ACCOUN

Have a hassle-free experience every time you use your card for your online purchases. To proceed with n internet transaction, you need to either input a One-Time-Password (OTF) which you wil receive vis SMS or email, or answer =

faw sacurity quastions which will appaar on your transaction screen.

Ensure the timely receipt of your OTP via SMS or email by keeping us updsted with your mobile number and email address as well as thase of your supplementary cardhalders. To update your mabile number or email address on our
records, call our 24-hour Customer Service Hotline 2t 2-700-700 or 1800-1888 5775,

DISCLAIMER: This message is for the designated recipient only and may contsin confidential and/or privileged information. If you have received it in error, please delete it and advise the sender immediately. You should not copy or use
it for any other purposs, nor discloss its contents to any ather person.

Office Account
DISCLAIMER: This e-mail and any attachments may contain confidential and/or proprietary information intended for the use of the named recipient/s only. If you are not the intended
recipient, any unauthorized disclosure, copying, dissemination or use of any of the information is strictly prohibited. Please notify the sender and immediately delete this e-mail from your
system.

Feedback

Views and opinions expressed in this e-mail are those of the sender. They do not necessarily reflect the views Df-Un'IVE!"S\tV and its officials. Options
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Complexity of Phishing — Email Header Analysis

New System Update - Message (HTML) @ ® ? - m] *

New System Update

H H New System Update - Message (HTML) [Eal - ] x

File Message Help Q Tell me what you want to do

x ™ ﬁ—(i (ﬁ—(i ﬁ—_ﬂ B Moveto? o Voo S MarkUnres 5;’; .ov A;) Q

n Categorize -

Delete Archive Reply Reply Forward - Mave =1, Translate Read Zoom P
a ¥ Create New s e B > Follow Up - TR Aowd Encrypt this item
Delete Respond Quick Steps I Move Tags I Editing Speech Zoom - Set up restrictions for this item. For example, you may be able to restrict recipients

Encrypt from forwarding the email ressage to other people.

Fri 8/28/2020 0&:35 -

wetropank < o e I < o>

New System Update 3 Move item to a different folder

To m_ ahoo.com ~ Move or copy this item to a different folder,

Move to Current Folder:  Inbox
Folder -

Message Resend and Recall

Resend this email message or attempt to recall it from recipients,

& Metrobank

Dear VALUED CLIENT,

Resend or
Recall -

This is to inform you that some data from your account seems inaaccurate or unverified. .
Properties

Set and view advanced options and properties for this item.
Size: 34 KB

For your protection, you have 1o fill out the form on the given link below and verify the necessary fields and also check your information in crder to continue using our service smoothly.

Properties

‘You may also view your latest Statement of Account anytime via Metrobank Direct Facility. If you are not yet enrolled in Metrobank Direct, you may visit your Metrobank Branch for
assistance and other details.

Thank you for using SQA facility. Please visit our website at www.metrobankcard.com for the terms and conditions and other details.
This is a system-generated email. Please DO NOT REPLY to this. For inquiries and other concems. you may email us at customerservice@mefrobankcard. com
or call our 24-hour Custemer Service hotline at 8700-700.

RIFY MY ACCOUN

Have a hassle-free experience every time you use your card for your online purchases. To proceed with n internet transaction, you need to either input a One-Time-Password (OTF) which you wil receive vis SMS or email, or answer =

faw sacurity quastions which will appaar on your transaction screen.

Ensure the timely receipt of your OTP via SMS or email by keeping us updsted with your mobile number and email address as well as thase of your supplementary cardhalders. To update your mabile number or email address on our
records, call our 24-hour Customer Service Hotline 2t 2-700-700 or 1800-1888 5775,

DISCLAIMER: This message is for the designated recipient only and may contsin confidential and/or privileged information. If you have received it in error, please delete it and advise the sender immediately. You should not copy or use
it for any other purposs, nor discloss its contents to any ather person.

Office Account
DISCLAIMER: This e-mail and any attachments may contain confidential and/or proprietary information intended for the use of the named recipient/s only. If you are not the intended
recipient, any unauthorized disclosure, copying, dissemination or use of any of the information is strictly prohibited. Please notify the sender and immediately delete this e-mail from your
system.

Feedback

Views and opinions expressed in this e-mail are those of the sender. They do not necessarily reflect the views Df-Un'IVE!"S\tV and its officials. Options
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Complexity of Phishing — Email Header Analysis

H = New System Updat: | = & - Message (HTML) ®® ¢ — m] X
File Message Help Q Tell me what you want to do Message Help Q Tell me what you want to do
—~. . —~. 3 S —~ —. —~ ? = \
Move to: 7 e to: 7 * Mark Unread "4 yel ]
x D t(__ﬂ (ﬁ_(i t_; S x D —é rﬁ—(i ﬁ—_; B Maveto: v lﬂ az:' A]’
i v/ Done - v Dane | Categorize - -
Delete Archive | Reply Reply Forward ¥ Create Mew Delete Archive Reply Reply Forward - Move D‘a - Translate Read Zoom
All Al ¥ Create New - - [* Follow Up ~ - [ Aloud
i fou may be able to restrict recipients
Delete Respand Quick Steps Delete Respond Quick Steps [F] Move Tags 1M Editing Speech Zoom o Jeople v F
Fri 8/28/2020 Fri 8/28/2020 06
Metrosank <r o SN I =
¢ i MetroBank < o O N - h>
New System Update i
d P New System Update
To m_ ahoo.com
o m oo <o Properties X ~
Settings Security
|mportance } Encrypt message contents and attachments
Add digital signature to outgoing message |
&iMetrobank < o
M M et ro ba n Request S/MIME receipt for this message
Dear VALUED CLIENT, [J oo not AutoArchive this item
Dear VALUED CLIENT, Tracking aptions
This is to inform you that some data from your account seems inaaccurate or unverified. i .
Request a delivery receipt for this message
This is to inform you that some data from yo TE i )
For your protection, you have to fill out the form on the given link below and verify the necessar V= Request a read receipt for this message Yor this item.
You may also view your atest Statement of Account anytime via Metrobank Direct Facility. If yc For your protection, you have to fil out the i RCerieEREn: onfinue using our service smoothly
assistance and other details. . -\’"L,w—.‘ R
You may also view your latest Statement of b‘ wigit your Metrobank Branch for
Thank you for using SOQA facility. Please visit our website at www metrobankcard.com for the te assistance and other details L] Expires after iune bl B i >
il i il Contads...
This is a system-generated email. Please DO NOT REPLY jg.thi inguid; Thank you for using SOA facility. Please vis =
’ Categories w MNone ‘
or call our 24-hour Customer Service hotline at 8700-700. ail. Flease D ankcard.com
C opy I niernet ervice hotline| Mtemet headers W peceived: from 10.253.62.152 _
by atlas106.free.mail.gq1.yahoo.com with HTTP; Thu, 27 Aug 2020 22:35:20
+0000
headers e
Received: from 40,107,731, il -SG2-
Have a hassle-free experience every time you use your card for your online obe.outbound protection.outlook.com)
faw security questions which will appear an your transaction screen. 1 by 10.253.62.152 with SMTPs; Thu, 27 Aug 2020 22:35:20 +0000 -
o o e p a & you use your c3 Close [which you will receive viz SMS or email, or answer 3
Ensure the timely receipt of your OTP via SMS or email by keeping us upds b on your transad]
records, czll our 24-hour Customer Service Hotline =t 8-700-700 or 1800-1§
§ R ) iy X . Ensure the timely receipt of your OTF via SMS ar email by keeping us updated with your mobile number and email address as well as those of your supplementzry cardhalders. To updata your mabile number or email address an our
DISCLAIMER: This message is for the designated recipient only and may contain confidentizl and/or privileged informa
i for any other purpose, nar discioss its cantents ta any ather parson. records, c2il cur 26-hour Customer Service Hotline =t 8-700-700 or 1800-1888-5775.
DISCLAIMER: This message iz for the designated recipient only and may contsin confidentizl and/or privileged information. I you have received it in error, pleass delets it and advise the sender immediztely. You should nat copy or use
DISCLAIMER: This e-mail and any attachments may contain confidential and/or proprietary inforr itfor any ather purpose, nor disclose its contents ta any other person.
recipient, any unauthorized disclosure, copying, dissemination or use of any of the information is
system.
DISCLAIMER: This e-mail and any attachments may contain confidential and/or proprietary information intended for the use of the named recipient/s only. If you are not the intended
Views and opinions expressed in this e-mail are those of the sender. They do not necessarily refle  "ECiPIENt, any unauthorized disclosure, copying, disseminatien or use of any of the information is strictly prohibited. Please notify the sender and immediately delete this e-mail from your
system.
r

Views and opinions expressed in this e-mail are those of the sender. They do not necessarily reflect the views of_Un'lversitv and its officials.
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4
/ Complexity of Phishing — Email Header Analysis

X-F orefront-A ntispam-Report:
CIP:255.255.255.255;CTRY ;;LANG:en;SCL:1;SRV:;IPV:
NLI;SFV:NSPM;H:HKOPR02MB2865.apcprd02.prod.outlo
ok.com;PTR:;CAT:NONE;SFS:(346002)(366004)(376002
)(396003)(136003)(398 504000 04) (6486 002)(7116003 )(
316002)(786003)(8676002 )(69 16009 )(9686003 )(15974
865002)(83080400001)(8936002)(156 50500001) (5660
300002)(66574015)(83380400001 )(33656002 )( 180740
04)(2906002)(66946007)(186003) (16526019 )(166002 )(
26005)(3480700007)(86362001)(4786 00001 )(3 396400
4)(52116002)(956004)(525360 14) (6496 006) (664 76007
)(66556008)(57042006);DIR:OUT;SFP:1102;
X-MS-Exchange-A ntiSpam-MessageData:

y O p3S1/opc+1Z787K1y zKGQVsuaasyORuywt
rNy zPfQ8EXT L98dBtG zbt2xiO C7BDZ9khpi99R/r2iv Q6802
eV TsVy14yviDoxI/aRV2KjCi/3KHv6yD rr3vnDRX4Y dtjm6l
Ky gIuiB59j0fQcUvkvfekQdAYvB1VGwgnP6mqgzZkhYR3Hi
YY/51CaYw7EPEp170l695upv RKWY FgsjBvXLefZIxhO M 1a
pHahhM6IV eBkOfkl2sBRZB4CVDYKGT8DQej5eok 1SGP +
RLKJIORHEQ xrek4h+31CIDt8M2tX41v qi2nXC d7+86WpuN
46AM +Wev nrR67B4D GwF8Aghw P80+vQfLfkkQwYNS83
k+hRO I1ZY zmx7S 1fQHdN 6pNtbvRaiZ0VjOWxv SkZQ +7r6
N4V 3tfjAteO8v7vRfoHoOkv 1iJu+G9G eoZHz0BBKrsUdJZA
VyiGlY CaOHyShsX7ID GVCZINHH98bC3PWdL/y 1A GurOMr
RC gKudZzEJh8g0WboC vwkYA1jTGQ3VkYQOZYPS xyOk2f
Cy 0ocF shiBgTrPyQkifDIVFhJe19hyAVsI6Tcq52QKpBwgC
y rIbN 3N OoFJIrgoovfFdZ32ghuKfx+iR3v 8NHH+EytTF3py
uhp5/cAPZo0U TUdelM ufQKfhsO4s5X9A==
X-OriginatorO rg: * * ***¥* *x* edu.ph
X-MS-Exchange-CrossTenant-Netw ork-Message-1d:
fbf2ca38-fd55-436b-d4d9-08d84ad978d 7
X-MS-Exchange-CrossTenant-A uthSource:
HKOPR02MB2865.apcprd02.prod.outlook.com
X-MS-Exchange-CrossTenant-A uthAs: Internal
X-MS-Exchange-CrossTenant-O riginalA rriv alTime: 27
Aug 2020 22:35:17.2632

uTC)
X-MS-Exchange-CrossTenant-F romEntity Header: Hosted
X-MS-Exchange-CrossTenant-1d: bebf77b2-2746-4203-
96d7-17f29e16¢cb16
X-MS-Exchange-C rossTenant-MailboxTy pe: HO STED
X-MS-Exchange-CrossTenant-UserPrincipalName:
SbWDtj/YNw gtPcqv np7ry6eQvmqglOFW7col7]FyItrNY6M
NEbV ezfad4vI+BFzxlyoxVGzNxa+ pI +GPLM H+mfa+F2hor
19D3V m+mQNNQWBFpCoLW81pJ9d0Z2A O NrPtoF
X-MS-Exchange-Transport-
CrossTenantHeadersStamped: HKOPR02MB3057
Content-Length: 19551

From: "MetroBank" <r,e*** ¥k @ik dokokokk **x* edu.ph>
TO: m* 3 K K kK Kok kK k **@yahoo_com
Date: 27 Aug 2020 22:35:16 +0000
Subject: New Sy stem Update
Content-Ty pe: multipart/alternative;
boundary =--boundary _5207_32343822-bb55-489c-a2f2-
1cb55229337b
X-ClientProxiedBy :
MN2PR12CA0021.namprd12.prod.outlook.com
(2603:10b6:208:a8::34) To
HKOPR02MB2865.apcprd02.prod.outlook.com
(2603:1096:203:37::22)
Message-ID:

<HKOPR02MB2865CA6172E4053B117B1CB493550@HKOPR0O2
MB2865.apcprd02.prod.outlook.com>

MIME-Version: 1.0
X-MS-Exchange-MessageSentRepresentingTy pe: 1

Receiv ed: from EC2A MAZ-59M 1G4T (54.89.76.235) by
MN2PR12CA0021.namprd12.prod.outlook.com
(2603:10b6:208:a8::34) with Microsoft SMTP Server
(version=TLS1_0,
cipher=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA)id
15.20.3326.19 via Frontend Transport; Thu, 27 Aug 2020
22:35:16 +0000

X-Originating-IP: [54.89.76.235]

X-MS-PublicTrafficTy pe: Email

X-MS-O ffice365-Filtering-C orrelation-Id: fbf2ca38-fd55-436b-
d4d9-08d84ad978d7

X-MS-TrafficTy peDiagnostic: HKOPR02MB3057:
X-Microsoft-A ntispam-PRV S:

<HKOPR02MB3057814CAF98268E 3FB77DE493550
@HKOPR02MB3057.apcprd02.prod.outlook.com>
X-MS-0 ob-TLC-OOBClassifiers: 0 LM:7691;
X-MS-Exchange-SenderA DCheck: 1
X-Microsoft-A ntispam: BCL:0;

X-Microsoft-A ntispam-Message-Info:

w Iih20xF V xOuqgxy CdFtPBRI5i71g4eN4P Bfv4X/hXfBx
u9kvam7EU uuDXhXw B/II11+sRwTO9UP2M 7dPMU6XzUuEO/Ux61
oXL4t3v bay 5nSA XKXmAX0LeRes9T5I81pn4nD 6i8itPw Kmm318g
v Q8HmbZ+kuM 3xD p69QaFY++MtOtCfPcrRCFpE3W7D/LSI8P/8
V 7Sfmw DF8dDjonY fUgoYhZOchogy YO 2teKE+Q5eNczcTOpeS+/
0o/mhXYq1GQIPT1BnYWEz1IfpG4vmE memxVhEtza3s0c6HhcVZa
k2EiY9h52w ngO LZr7epas020 cf2d4BP NQAZuJEfIqG Db7D WLb/x
Zsm1wc+FGrlpeD05Im476e9tDGodP 3/ABRei3II+AYOSQUEr4R
D8Uc7Avmmuhzvh63kwyAQnAwVHb4DUIeGLV PEDCDFrG9lk1G
TEA74Aeja6zmnWIgjMILU 6ynDTPRrItGg9yw9/yKS4gxY 1pOD7D
X73In5k0bzY rkauKsGp5ruD680 KM 1QYCRadRbyvFK1Q==

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

ARC-Message-Signature: i=1; a=rsa-sha256;
c=relaxed/relaxed; d=microsoft.com;

s=arcselector9901;

h=From:Date: Subject:Message-1D:Content-Type:MIME-
Version:X-MS-Exchange-SenderADCheck;

bh=YpPL300 1iR7SNx01krinY1txa5GzdSefO ocWpSxOFpw=;

b=H5WdTRAULUMRgE5Ru+/VeE240 c3pAl16B4sqApCu2IEsc9
U8I3f+ZCvFCm122xhLphpoETtDUkNaD/haByLVOk GgENPI6tUg
crpF5kDQmMuUZzAQOI1t+ns/1g/Y7y 7ZxGN9epYHP3KWAL4MZU
AWURVU913Pnfy +vY5IZXXrA7V03gwkQ4TNUMdW+CcgFToRs
b251TycHT2dex5tZ/h/5eGcGMD9bIH5t0igxSf/y tA8+y X9egTnX
nrdKZ497UBPInnMQBSBgCe9aj5tpuk9voRZx1/bxG85Dhe/IVgh
10fbxhH7W Fx032NfMA 6LKjd 7QeBgxMpHmv2C4BgF Flfuz6Q ==
ARC-Authentication-Results: i=1; mx.microsoft.com 1;
spf=pass

smtp.mailfrom=******* x*x* ady,ph; dmarc=pass
action=none

header.from=******x* *** edu.ph; dkim=pass
header.d=****¥*x X*x* edu.ph;

arc=none

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=***eduph.onmicrosoft.com; s=selector2-***eduph-
onmicrosoft-com;

h=From:Date: Subject:Message-1D:Content-Type:MIME-
Version: X-MS-Exchange-SenderADCheck;

bh=YpPL300 1iR7SNx01kr1nY1txa5GzdSefOocWpSxOFpw=;

b=RzyjYmSZt1SYeb+wRfAIL+ubrD6K8DUneT8uwwrxSIQgPoX
jEDe0AxL1gSeywVIvrh61YXR7k 5psNLmk CB3XV2qCBghv089Ky
vO8mO0OBgY4cvXPg3Q8TxYVIEIDPOEi+LctCUybO3fXArUE42E1
BTTD9lk P89W SCbION597rcIQj4=

Received: from HKOPR02MB2865.apcprd02.prod.outlook.com
(2603:1096:203:37::22)

by HKOPR02MB3057.apcprd02.prod.outlook.com
(2603:1096:203:60::15) with

Microsoft SMTP Server (version=TLS1_2,
cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id
15.20.3326.23; Thu, 27 Aug

2020 22:35:17 +0000

Received: from HKOPR02MB2865.apcprd02.prod.outlook.com
([fe80::2804:771c:f26c:f551]) by
HKOPR02MB2865.apcprd02.prod.outlook.com
([fe80::2804:771c:f26c:f551%3]) with mapi id
15.20.3326.019; Thu, 27 Aug 2020

22:35:17 +0000

Phishing & Education:

N

Received: from 10.253.62.152

by atlas106.free.mail.gql.y ahoo.com with HTTP; Thu, 27 Aug 2020 22:35:20
+0000

Return-Path: < r.e¥ ¥ ¥ x¥xkkck @ okxxkrck xxk ady,ph>

Received: from 40.107.131.129 (EHLO APC01-SG2-
obe.outbound.protection.outlook.com)

by 10.253.62.152 with SMTPs; Thu, 27 Aug 2020 22:35:20 +0000
X-Originating-Ip: [40.107.131.129]

Received-SPF: pass (domain of ******x x** edu.ph designates
40.107.131.129 as permitted sender)
Authentication-Results: atlas106.free.mail.gql.y ahoo.com;

dkim=pass header.i=@* * * eduph.onmicrosoft.com header.s=selector2-
*** eduph-onmicrosoft-com;

spf=pass smtp.mailfrom=*****x* *xxx ady. ph;

dmarc=unknown
X-A pparently -To: m* * * x ¥¥xkxxx*xxx@yahoo.com; Thu, 27 Aug 2020
22:35:20 +0000
X-YMaillSG: dZoO SYgWLD uaGRLRXoLzv xN OnyD7V93x.f9w vz8loG5khI8P

X.Q 5jcDXsUsQ hUKCySY GNLO9VQMD hNEUUD UyACaFxaalyMUr6nrhqw WIOw zGe
a0 bMqBkff95P DbcPtj_n5FEKKI4K705Vz_gICYFITT3gp36_G14AWfqIBY1Y
05WRC SSsTHmccHsSq4luZqglfe_t9WQ 6RvA6i56D 1Qeple777E.C11LLfI11f9
AnSwQY8kvI6VHCYT1vwKa86sWqgxQ _IA5_I50xJ_BppCffrDC288md.or7jO_
MizbrxNV 4S7vMOtxbs53BU oywCIVXD NiuY CcPzvpCqBhs8Wrlw azt0W9djQC
XM C9sPPFknCR7In_e2NRBeCi7kz9AsgPLOI.U28EVGGp3EtHQ1_IU2UPcC_a

5ZAx_WGWr54XhNDRP O x3hY 9uC MCkxi8w v7hwzzmkC80rVQWATrI.OXqgP KRKzy
SvzPh2hi5Q 1G3RIhbSAOe0nAYNsG 2JAMBjP_RAC7cpoghtCVcBb1TEdE.Jwc
XTwYN1T7LMRLM byIq2tPbK2nSdy 7fghMjfINzyKIMrZEytcFOnF07IM d9jYZ
.3qihbg_E fuullF gn5tfdS rbO O v julm7QgIFiY gQ26uU AHI94m6tM27jWS PL
8anwRmA _4RAwPqth6R2BY P3xBJvY809se2vsKojzViJfQEHTErZOAyUg91bB
8h35339.]JdV GOIR7rINICze9BbC6UT9AK8a22huBHIOXWBII1NB6FXIYZcZF
vQIdVk5VFndz2pg1YZMXhC7_nXpHC 90PQByRpJ6Gj.9DAs_8Fa9IsH YH 3iPg
faKePbXO LgbmkD QXN TOVbiPhfXxk G zfpF bYtjHhaJvuFqUgmb1OgqWM XN fhrl
h_Oy 5rgxmkc23h7ktNIDY OWjKAAgAw]joVOfKsLsY GIuzGQoJDfpwiOHxfeA .
ow u4n6NDDgLcM RGmRdyzBDV_EtNGvFWY z8zuT SPXe1Rf28Q 957VEzQ8alfnx
TrAbZN 50Wuw uQ uDfgJTHpKQOXFXA f2KwD qsKAVfqDF7Y 7z1p2btD .ZFSBSYb
4a5V uty F4jUrZVxIvouA2a00GYBdRau7pFSna0A 1uTnZXmDcb.dX7w bmBF1M
EsKQ ukb.ivdievgnékr_kkaw4tFZ3GuVKcF9ge1gBPUvOIKRI_OCiXY .QIFr
JZWI12]sF U Oiw MblfY Ykdc4rr5TWWms7BH 2HEJRfCkt2cF27dM 5r7

ARC-Seal: i=1; a=rsa-sha256; s=arcselector9901; d=microsoft.com;

cv=none;

b=RRMeC660NNWQqY /ypinRsh6ZV gXg3/pTP 24fYCYHOI9fdOLb9y s6N UEI9/WU 6
NUbV 0Uis2zDKE3QKE 7Rro/WO 08wniQ911RCCR+drF 2Vdb84B2HcWOs4Qx7al

u7IMO y09AIfvV3wjT1TmOgqIRF8AObeTOzKjXT 5vZHIQ4+XpXgkOOgePete57

SGBmVbzHxQNONINz9QoVBORG/n2w u4a+DwQHxf/f/1IIMP Twd1u6j9K7Sm8Mi
0 1ssN0g0k82mcncV fO sQIPaul3ly 7rG42n8z0N uO 6P m9ziC6by BH Mvi6biKIrneiF
AQrTY+Vf/IGHM5SBgPUawtE +FI2y +cVHUXO g==

-
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/ Complexity of Phishing — Email Header Analysis

X-F orefront-A ntispam-Report:
CIP:255.255.255.255;CTRY ;;LANG:en;SCL:1;SRV:;IPV:
NLI;SFV:NSPM;H:HKOPR02MB2865.apcprd02.prod.outlo
ok.com;PTR:;CAT:NONE;SFS:(346002)(366004)(376002
)(396003)(136003)(398 504000 04) (6486 002) (7116003 )(
316002)(786003)(8676002 )(69 16009 )(9686003 )(15974
865002)(83080400001)(8936002)(15650500001) (5660
300002)(66574015)(83380400001 )(33656002 )(180740
04)(2906002)(66946007)(186003) (16526019 )(166002 )(
26005)(3480700007)(86362001)(478600001 )(3396400
4)(52116002)(956004)(525360 14) (6496 006) (664 76007

)(66556008)(57042006);DIR:0 UT;SFP:1102;

y O p3S1/opc+1Z787K1y zKGQVsuaasyORuywt
rNy zPfQ8EXT L98dBtG zbt2xiO C7BDZ9khpi99R/r2iv Q6802
eV TsVy14yviDoxI/aRV2KjCi/3KHv6yD rr3vnDRX4Y dtjm6l
Ky gIuiB59j0fQcUvkvfekQdAYvB1VGwgnP6mqgzZkhYR3Hi
YY/51CaYw7EPEp170l695upv RKWY FgsjBvXLefZIxhO M 1a
pHahhM6IV eBkOfkl2sBRZB4CVDYKGT8DQej5eok 1SGP +
RLKJIORHEQ xrek4h+31CIDt8M2tX41v qi2nXC d7+86WpuN
46AM +Wev nrR67B4D GwF8Aghw P80+vQfLfkkQwYNS83
k+hRO I1ZY zmx7S 1fQHdN 6pNtbvRaiZ0VjOWxv SkZQ +7r6
N4V 3tfjAteO8v7vRfoHoOkv 1iJu+G9G eoZHz0BBKrsUdJZA
VyiGlY CaOHyShsX7ID GVCZINHH98bC3PWdL/y 1A GurOMr
RC gKudZzEJh8g0WboC vwkYA1jTGQ3VkYQOZYPS xyOk2f
Cy 0ocF shiBgTrPyQkifDIVFhJe19hyAVsI6Tcq52QKpBwgC
y rIbN 3N OoFJIrgoovfFdZ32ghuKfx+iR3v 8NHH+EytTF3py

X-OriginatorO rg: * * ***¥* *x* edu.ph
X-MS-Exchange-CrossTenant-Netw ork-Message-1d:
fbf2ca38-fd55-436b-d4d9-08d84ad978d 7
X-MS-Exchange-CrossTenant-A uthSource:
HKOPR02MB2865.apcprd02.prod.outlook.com
X-MS-Exchange-CrossTenant-A uthAs: Internal
X-MS-Exchange-CrossTenant-O riginalA rriv alTime: 27
Aug 2020 22:35:17.2632

uTC)
X-MS-Exchange-CrossTenant-F romEntity Header: Hosted
X-MS-Exchange-CrossTenant-1d: bebf77b2-2746-4203-
96d7-17f29e16¢cb16
X-MS-Exchange-C rossTenant-MailboxTy pe: HO STED
X-MS-Exchange-CrossTenant-UserPrincipalName:
SbWDtj/YNw gtPcqv np7ry6eQvmqglOFW7col7]FyItrNY6M
NEbV ezfad4vI+BFzxlyoxVGzNxa+ pI +GPLM H+mfa+F2hor
19D3V m+mQNNQWBFpCoLW81pJ9d0Z2A O NrPtoF
X-MS-Exchange-Transport-
CrossTenantHeadersStamped: HKOPR02MB3057

From: "MetroBank" <r,e*** ¥k @ik dokokokk **x* edu.ph>
TO: m**************@yahoo_com

Date: 27 Aug 2020 22:35:16 +0000

Subject: New Sy stem Update

boundary =--boundary _5207_32343822-bb55-489c-a2f2-
1cb55229337b
X-ClientProxiedBy :
MN2PR12CA0021.namprd12.prod.outlook.com
(2603:10b6:208:a8::34) To
HKOPR02MB2865.apcprd02.prod.outlook.com
(2603:1096:203:37::22)
Message-ID:

<HKOPR02MB2865CA6172E4053B117B1CB493550@HKOPR0O2
MB2865.apcprd02.prod.outlook.com>
MIME-Version: 1.0

Receiv ed: from EC2A MAZ-59M 1G4T (54.89.76.235) by
MN2PR12CA0021.namprd12.prod.outlook.com
(2603:10b6:208:a8::34) with Microsoft SMTP Server
(version=TLS1_0,
cipher=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA)id
15.20.3326.19 via Frontend Transport; Thu, 27 Aug 2020
22:35:16 +0000
X-Originating-IP: [54.89.76.235]

o = « CTHdI
X-MS-O ffice365-Filtering-C orrelation-Id: fbf2ca38-fd55-436b-
d4d9-08d84ad978d7
X-MS-TrafficTy peDiagnostic: HKOPR02MB3057:
X-Microsoft-A ntispam-PRV S:

<HKOPR02MB3057814CAF98268E 3FB77DE493550

@HKOPR02MB3057.apcprd02.prod.outlook.com>
X-MS-0 ob-TLC-OOBClassifiers: 0 LM:7691;
X-MS-Exchange-SenderA DCheck: 1
X-Microsoft-A ntispam: BCL:0;
X-Microsoft-A ntispam-Message-Info:

w Iih20xF V xOuqgxy CdFtPBRI5i71g4eN4P Bfv4X/hXfBx
u9kvam7EU uuDXhXw B/II11+sRwTO9UP2M 7dPMU6XzUuEO/Ux61
oXL4t3v bay 5nSA XKXmAX0LeRes9T5I81pn4nD 6i8itPw Kmm318g
v Q 8HmbZ+kuM3xD p69QaFY++MtOtCfPcrRCFpE3W7D/LSI8P/8
V 7Sfmw DF8dDjonY fUgoYhZOchogy YO 2teKE+Q5eNczcTOpeS+/
0o/mhXYq1GQIPT1BnYWEz1IfpG4vmE memxVhEtza3s0c6HhcVZa
k2EiY9h52w ngO LZr7epas020 cf2d4BP NQAZuJEfIqG Db7D WLb/x
Zsm1wc+FGrlpeD05Im476e9tDGodP 3/ABRei3II+AYOSQUEr4R
D8Uc7Avmmuhzvh63kwyAQnAwVHb4DUIeGLV PEDCDFrG9lk1G
TEA74Aeja6zmnWIgjMILU 6ynDTPRrItGg9yw9/yKS4gxY 1pOD7D
X73In5k0bzY rkauKsGp5ruD680 KM 1QYCRadRbyvFK1Q==

ARC-Message-Signature: i=1; a=rsa-sha256;
c=relaxed/relaxed; d=microsoft.com;

s=arcselector9901;

h=From:Date: Subject:Message-1D:Content-Type:MIME-
Version:X-MS-Exchange-SenderADCheck;

bh=YpPL300 1iR7SNx01krinY1txa5GzdSefO ocWpSxOFpw=;

b=H5WdTRAULUMRgE5Ru+/VeE240 c3pAl16B4sqApCu2IEsc9
U8If+ZCvFCm122xhLphpoETtDUkNaD/haByLVOk GgENPI6tUg
crpF5kDQmMuUZzAQOI1t+ns/1g/Y7y 7ZxGN9epYHP3KWAL4MZU
AW URVU913Pnfy +vY5JZXXrA7V03gwkQ4TNUMdW+CcgFToRs
b251TycHT2dex5tZ/h/5eGcGMD9IbIH5t0igxSf/y tA8+y X9eg TnX
nrdKZ497UBPInnMQBSBgCe9aj5tjpuK9v oRZxJ/bxG85Dhe/IVgh

ARC-Authentication-Results: i=1; mx.microsoft.com 1;
spf=pass

smtp.mailfrom=******* x*x* ady,ph; dmarc=pass
action=none

header.from=******x* *** edu.ph; dkim=pass
header.d=****¥*x X*x* edu.ph;

arc=none

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=***eduph.onmicrosoft.com; s=selector2-***eduph-
onmicrosoft-com;

h=From:Date: Subject:Message-1D:Content-Type:MIME-
Version: X-MS-Exchange-SenderADCheck;

bh=YpPL300 1iR7SNx01kr1nY1txa5GzdSefOocWpSxOFpw=;

™

Received: from 10.253.62.152

by atlas106.free.mail.gql.y ahoo.com with HTTP; Thu, 27 Aug 2020 22:35:20
+0000

Return-Path: < r.e¥ ¥ ¥ x¥xkkck @ okxxkrck xxk ady,ph>

Received: from 40.107.131.129 (EHLO APC01-SG2-
obe.outbound.protection.outlook.com)

by 10.253.62.152 with SMTPs; Thu, 27 Aug 2020 22:35:20 +0000
X-Originating-Ip: [40.107.131.129]

Received-SPF: pass (domain of ******x x** edu.ph designates
40.107.131.129 as permitted sender)
Authentication-Results: atlas106.free.mail.gql.y ahoo.com;

dkim=pass header.i=@* * * eduph.onmicrosoft.com header.s=selector2-
*** eduph-onmicrosoft-com;

spf=pass smtp.mailfrom=*****x* *xxx ady. ph;

dmarc=unknown
X-A pparently -To: m* * * x ¥¥xkxxx*xxx@yahoo.com; Thu, 27 Aug 2020
22:35:20 +0000
X-YMaillSG: dZoO SYgWLD uaGRLRXoLzv xN OnyD7V93x.f9w vz8loG5khI8P

b=RzyjYmSZt1SYeb+wRfAIL+ubrD6K8DUneT8uwwrxSIQgPoX
jEDe0AxL1gSeywVIvrh61YXR7k 5psNLmk CB3XV2qCBghv089Ky
vO8mO0OBgY4cvXPg3Q8TxYVIEIDPOEi+LctCUybO3fXArUE42E1
BTTD9lk P89W SCbION597rcIQj4=

Received: from HKOPR02MB2865.apcprd02.prod.outlook.com
(2603:1096:203:37::22)

by HKOPR02MB3057.apcprd02.prod.outlook.com
(2603:1096:203:60::15) with

Microsoft SMTP Server (version=TLS1_2,
cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id
15.20.3326.23; Thu, 27 Aug

2020 22:35:17 +0000

Received: from HKOPR02MB2865.apcprd02.prod.outlook.com
([fe80::2804:771c:f26c:f551]) by
HKOPR02MB2865.apcprd02.prod.outlook.com
([fe80::2804:771c:f26c:f551%3]) with mapi id
15.20.3326.019; Thu, 27 Aug 2020

22:35:17 +0000

Phishing & Education:

X.Q 5jcD XsU sQ hUKCySY GNL9VQMD hNEUUD UyACaFxaalyMUr6nrhgw WIOw zGe
a0 bMqBkff95P DbcPtj_n5FEKKI4K705Vz_gICYFITT3gp36_G14AWfqIBY1Y
05WRC SSsTHmccHsSq4luZqglfe_t9WQ 6RvA6i56D 1Qeple777E.C11LLfI11f9
AnSwQY8kvI6VHCYT1vwKa86sWqgxQ _IA5_I50xJ_BppCffrDC288md.or7jO_
MizbrxNV 4S7vMOtxbs53BU oywCIVXD NiuY CcPzvpCqBhs8Wrlw azt0W9djQC
XM C9sPPFknCR7In_e2NRBeCi7kz9AsgPLOI.U28EVGGp3EtHQ1_IU2UPcC_a

5ZAx_WGWr54XhNDRP O x3hY 9uC MCkxi8w v7hwzzmkC80rVQWATrI.OXqgP KRKzy
SvzPh2hi5Q 1G3RIhbSAOe0nAYNsG 2JAMBjP_RAC7cpoghtCVcBb1TEdE.Jwc
XTwYN1T7LMRLM byIq2tPbK2nSdy 7fghMjfINzyKIMrZEytcFOnF07IM d9jYZ
.3qihbg_E fuullF gn5tfdS rbO O v julm7QgIFiY gQ26uU AHI94m6tM27jWS PL
8anwRmA _4RAwPqth6R2BY P3xBJvY809se2vsKojzViJfQEHTErZOAyUg91bB
8h35339.]JdV GOIR7rINICze9BbC6UT9AK8a22huBHIOXWBII1NB6FXIYZcZF
vQIdVk5VFndz2pg1YZMXhC7_nXpHC 90PQByRpJ6Gj.9DAs_8Fa9IsH YH 3iPg
faKePbXO LgbmkD QXN TOVbiPhfXxk G zfpF bYtjHhaJvuFqUgmb1OgqWM XN fhrl
h_Oy 5rgxmkc23h7ktNIDY OWjKAAgAw]joVOfKsLsY GIuzGQoJDfpwiOHxfeA .
ow u4n6NDDgLcMRGmRdyzBDV_EtNGvFWY z8zuT SPXe1Rf28Q 957VEzQ8alfnx
TrAbZN 50Wuw uQ uDfgJTHpKQOXFXA f2KwD qsKAVfqDF7Y 7z1p2btD .ZFSBSYb
4a5V uty F4jUrZVxIvouA2a00GYBdRau7pFSna0A 1uTnZXmDcb.dX7w bmBF1M
EsKQ ukb.ivdievgnékr_kkaw4tFZ3GuVKcF9ge1gBPUvOIKRI_OCiXY .QIFr
JZWI12]sF U Oiw MblfY Ykdc4rr5TWWms7BH 2HEJRfCkt2cF27dM 5r7

ARC-Seal: i=1; a=rsa-sha256; s=arcselector9901; d=microsoft.com;

cv=none;

b=RRMeC660NNWQqY /ypinRsh6ZV gXg3/pTP 24fYCYHOI9fdOLb9y s6N UEI9/WU 6
NUbV 0Uis2zDKE3QKE 7Rro/WO 08wniQ911RCCR+drF 2Vdb84B2HcWOs4Qx7al

u7IMO y09AIfvV3wjT1TmOgqIRF8AObeTOzKjXT 5vZHIQ4+XpXgkOOgePete57

SGBmVbzHxQNONINz9QoVBORG/n2w u4a+DwQHxf/f/1IIMP Twd1u6j9K7Sm8Mi
0 1ssN0g0k82mcncV fO sQIPaul3ly 7rG42n8z0N uO 6P m9ziC6by BH Mvi6biKIrneiF
AQrTY+Vf/IGHM5SBgPUawtE +FI2y +cVHUXO g==

7
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Subject
Message-ID
Creation time (Date)
From "MetroBank" <r.e™™**"*"*@"****"**" edu.ph=

To m"****“@yahoo.com

New System Update

27 Aug 2020 22:35:16 +0000

Total Delay is: 4 sec

<HKOPR02MB2865CA6172E4053B1 1YB1CB493550@HKOPR02MBZE?G5 apcprd02_prod.outlook.. com>

From: 1

R O R T S
Delay in seconds

152 M From: 40.107.131.120 (EHLO
pcprail.From: EC2AMAZ-50M1G4T (54.8...

From: HKOPROZMB2865 apcprdd

/ Complexity of Phishing — Email Header Analysis

_— T

‘ ° Vincent Yiu 9

Red / Blue Team Tip: If you're still reading e-mail
message headers using Notepad, you're doing it wrong.
Check out Message Header Analyzer:

It'll save your eyes 6

EC2AMAZ 59M1G4T (54.89.76.235) = MN2PR12CA0021.namprd12.prod.outlook.com = Microsoft SMTP Server (version=TLS1_0, 08/27/2020 o
(2603:10b6:208:a8::34) cipher=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA) 10:35:16 PM
HKOPR0O2MB2865.apcprd02.prod.outlook.com  HKOPR02MB2865.apcprd02.prod.outiook.com  mapi 08/27/2020 1
([fe80::2804:771c:f26¢:f551]) ([fe80::2804:771c:f26¢:f551%3]) 10:35:17 PM
HKoPR02MB2865.apcprd02.prod.outiook.com  HKOPR02MB3057.apeprd02.prod.outlook.com  Microsoft SMTP Server (version=TLS1_2 08/27/2020 0
(2603:1096:203:37::22) (2603:1096:203:60::15) cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) 10:35:17 PM
40.107.131.129 (EHLO APC01-5G2- 10.253.62.152 SMTPs 08/27/2020 3
obe.outbound.protection.outlook.com) = 10:35:20 PM
5 10.253.62.152 atlas106.free.mail.gg1.yahoo.com HTTP 08/27/2020 *
10:35:20 PM
Security Headers
Received-SPF pass (domain of **********.edu.ph designates 40.107.131.129 as permitted sender)
Authentication-  atlas106.free.mail.gg1.yahoo.com; dkim=pass header.i=@"**eduph.onmicrosoft.com header.s=selector2-***eduph-onmicrosoft-com; spf=pass smtp.mailfrom="""******* edu.pt
Results
ARC- i=1; mx.microsoft.com 1; spf=pass smtp.mailfrom="******"** edu.ph; dmarc=pass action=none header.from=""*"***"**.edu.ph; dkim=pass header.d=""*****"**.edu.ph; arc=none
Authentication-
Results
References:
DKIM- v=1; a=rsa-sha256; c=relaxed/relaxed; d="""eduph.onmicrosoft.com; s=selector2-""*eduph-onmicrosoft-com; h=From:Date:Subject:Message-ID:Content-Type:MIME-Version:X .
Signature bh=YpPL30O1IR7SNx01kr1nY1ixa5GzdSefOocWpSxOF pw= twitter 2 21922
b=RzyjYmSZt1SYeb+wRfAJL+ubrDEK8DUneT8uwwrxSIQgPoXjEDe0AxL1gSeywVivrhe1YXR7k5psNLmkCB3XV2qCBghvo8oKyvO8mOBg Y4cvXPg3Q8TxYVIEIDPOEi+LetC I . Z Z . I Z I [ , I
X- headers
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https://twitter.com/vysecurity/status/1435673942589521922
https://github.com/cyberdefenders/email-header-analyzer
https://mha.azurewebsites.net/

> BN
/ Complexity of Phishing — Email Header Analysis A

L PRE-ANALYSIS NOTES

X-Originating-IP: [54.89.76.235] " Mail Headers can contain non-standard headers

X-MS-PublicTrafficType: Email which var ndin n the mail server & mail
X-MS-0ffice365-Filtering-Correlation-Id: fbf2ca38-fd55-436b-d4d9-08d84ade78d7 c G Ydepe d 99 © ailserver & c

X-MS-TrafficTypeDiagnostic: HK@PRO2MB3@57: client that the mail passed through

X-Microsoft-Antispam-PRVS: ] An email from Gmail to Yahoo will hav e different
<HK@PRO2MB3057814CAF 98268E3FB77DE493556@HKOPROZMB3657 . apcprd@2 . prod. outlook. com> headers than an email from Outlook to Gmail

| X-M5-00b-TLC-00BClassifiers: OLM:7691;

X-MS-Exchange-SenderADChack: 1 L] Consider the mail client & mail serverthat was used

|X-Microsoft-Antispam: BCL:@; during OI’]O|YSIS

X-Microsoft-Antispam-Message-TInfo: | = Incase an unfamiliar mail header is encountered, use
, .

wIih2oxFVxBugxyCdFtPBRI517Iq4eNaPEfvaX/hXfBxuSkvam? EUuuDXhXwB/I11+sRuT0OSUP2M7dPMUSX zuED/ Ux610XLAt3vbay 5nSAXKXmAXBLeRes9TSI81pnanD61 81t PwKnm3 I8gvQ8HMbZ Google to undersfonq what it does

+kuM3xDp69QaFY++MtatCFPcrRCFPE3WTD/ LSI8P/ 8V7SfmwDF 8dDjonYfUgoYhZOchogyYO2teKE+Q5eNczcTOpeS | ] Headers that begin with X-* are added by software

+/0/mhXYq1GQ1PT1BnYwEz1IfpGdvmEmemxVhEtza3s8c6HhcVZak2EiY9h52wngOLZr7epas®20cf2d4BPNQAZUIEFTIQGDb7DWLD/xZsmlwc+FGrLpeD05Imd76e3tDGodP3/ABRei3IT (e.g.: Mail GOfeWGy, Mail Client, Mail Server, efC.)

+AYBSQuEr4RD8Uc7 Avmmuhzvh6e3kwyAQnAwVHbADUTIeGLYPEDCDF rG91k1GTEATAAejab6zmnWIgjMLLUGYnDTPRrItGgSyws/ yKS4gxY1pOD7DX7 In5kBbzYrkauKsGp5ruD6B0KMIQYCRadRbyvFK1Q== .

| x-Forefront-Antispan-Report: ] ALWAYS consider and understand the CONTEXT
CIP:255.255.255.255;CTRY: ; LANG:en;SCL:1;SRV: ; IPV:NLT; SFV:NSPM;H:HKBPRO2MB2865 . apcprdB? . prod.outlook.com;PTR: ; CAT:NONE; SFS: (346002) (366004) (376002 )

| (396003) (136003) (39850400004 ) (6486002 ) (7116003 ) (316002 (786003 ) (8676002 ) (6916009 ) (9686003 ) (15974865002 ) (83080400001 ) (89360082) (15650500001 ) (5660300002 )

(66574015) (83380400001) (33656002) (18074004) (2906002 (66946007 ) (186003 ) (16526019) (166002) (26085 ) (34807600087 ) (86362601 ) (478680001 ) (33564004 ) (52116002) (956084)

(52536014) (6496006 ) (66476087 ) (66556008 ) (57042006) ;DIR: OUT;SFP:1102;

X-MS-Exchange-AntiSpam-MessageData:
yOp351/opc

+LZ787KIyzKGQVsuaasyORuywtrNyzPFQBEXTL98dBtGzbt2xi0C7BDZ9khpig9R/ r2ivQe80ZeVTsVyldyviDoxI/aRV2KJCi/3KHvEYDrr3vnDRX4AYdtjm61KygIuiB59j0fQcUvkyfekQdAYvB1VGWgnP6E

mgZkhYR3HiYY/51CaYw7EPEp1701695upvRKWYFgsjBvXLefZ1lxhOMlapHahhMe1VeBkOfk12sBRZBACVDYKGTBDQej5eok1SGP+RLKI1ORHEQxrek4h+1IC1DtBM2tX41vgqi2nXCd7+86WpuNA6AM

| +WevnrR67B4DGWF 8AqhwP88+vQfL fkkQuYNS83k+hROI1ZYzmx751TQHdNEpNtbvRaiZeVjelxvSkZQ+7r6N4V3tfjAteO8v7vRToHoOkv1idu

+G9GeoZHzOBBKrsUdIZAVy1GlYCaBHyShsX7IDGYCZINHHS8bC3PWdL / y1AGur8MrRCgKudZzETh8g@WboCvwkYALFTGQIVKYQRZYPSxyOk2TCyBocFshiBgTrPyQkifDIVFhIel9hyAVsI6Tcq52QKpBugCy

| r1bN3NOoF1IrgoovfFdZ32ghukKfx+iR3vBNHH+EytTF3pyuhp5/cAPZo8UTUdeLMuTQKThs04s5X9A==

| X-OriginatorOrg: _.edu.ph

| X-MS-Exchange-CrossTenant-Network-Message-Id: fbf2ca38-fd55-436b-d4d9-08d84ad978d7

| X-MS-Exchange-CrossTenant-AuthSource: HK@PRO2ZMB2865. apcprd@2.prod.outlock. com

| X-MS-Exchange-CrossTenant-AuthAs: Internal

!)(—MS—Exchange—CrossTenant—OPiginalAPPivalTime : 27 Aug 2020 22:35:17.2632

(uTc)

| X-MS-Exchange-CrossTenant-FromEntityHeader: Hosted

|X-MS-Exchange-CrossTenant-Id: bebf77b2-2746-4283-96d7-17F2%e16cb16

| X-MS-Exchange-CrossTenant-MailboxType: HOSTED

| X-MS-Exchange-CrossTenant-UserPrincipalMame: SbWDtj/YNwgtPcqvnp7ry6eQvmglOFW7col7IFyItrNY6MNEbYezTadvI+BFzx]lyoxVGzNxa+pI+GPLMH+mTa+F2horI9D3Vm

| +mQNNQWBF pCoLW81pI9deZ 2A0NrPtoF

| X-MS-Exchange-Transport-CrossTenantHeadersStamped: HKOPRO2MB3057

|Content-Length: 19551

Windows (CRLF) Ln 101, Col 1 120%

Easiest way to analyzeis by reading the headers bottom-up
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Ve B NG
/ Complexity of Phishing — Email Header Analysis A

[ &) uniti

L N PRE-ANALYSIS NOTES
|X—Originating—IP: [54.89.76.235] " Mail Headers can contain non-standard headers
)(—MS—Of'FiceBGS—Filte:‘ing—Cor*r“elation—Id: fbf2ca38-fd55-436b-d4d9-08d84ad978d7 which vary dependlng on the mail server & mail

X-MS-TrafficTypeDiagnostic: HK@PRO2MB3@57: | client that the mail passed through

X-Microsoft-Antispam-PRVS: ] An email from Gmail to Yahoo will hav e different
<HK@PR@2ZMB3057814CAF98268C3FB77DE493550@HKOPRO2ZMB3057 . apcprd@2. prod. outlook. com> i i
XS -00b-TLC-00BC1ass ifiers: OLH:7691; headers than an email from Outlook to Gmail

X-MS-Exchange-SenderADChack: 1 L] Consider the mail client & mail serverthat was used

|X-Microsoft-Antispam: BCL:@; during onolysis

X-Microsoft-Antispam-Message-TInfo: | = Incase an unfamiliar mail header is encountered, use
, .

wIih2oxFVxBugxyCdFtPBRI517Iq4eNaPEfvaX/hXfBxuSkvam? EUuuDXhXwB/I11+sRuT0OSUP2M7dPMUSX zuED/ Ux610XLAt3vbay 5nSAXKXmAXBLeRes9TSI81pnanD61 81t PwKnm3 I8gvQ8HMbZ Google to undersfonq what it does

+kuM3xDp69QaFY++MtatCFPcrRCFPE3WTD/ LSI8P/ 8V7SfmwDF 8dDjonYfUgoYhZOchogyYO2teKE+Q5eNczcTOpeS | ] Headers that begin with X-* are added by software

+/0/mhXYq1GQ1PT1BnYwEz1IfpGdvmEmemxVhEtza3s8c6HhcVZak2EiY9h52wngOLZr7epas®20cf2d4BPNQAZUIEFTIQGDb7DWLD/xZsmlwc+FGrLpeD05Imd76e3tDGodP3/ABRei3IT (e g.: Mail GOfeWGy Mail Client, Mail Server, etc )

+AYBSQuEr4RD8Uc7 Avmmuhzvh6e3kwyAQnAwVHbADUTIeGLYPEDCDF rG91k1GTEATAAejab6zmnWIgjMLLUGYnDTPRrItGgSyws/ yKS4gxY1pOD7DX7 In5kBbzYrkauKsGp5ruD6B0KMIQYCRadRbyvFK1Q== = . ’ ! g :

|X-Forefront-Antispam-Report: ] ALWAYS consider and understand the CONTEXT
CIP:255.255.255.255;CTRY: ; LANG:en;SCL:1;SRV: ; IPV:NLT; SFV:NSPM;H:HKBPRO2MB2865 . apcprdB? . prod.outlook.com;PTR: ; CAT:NONE; SFS: (346002) (366004) (376002 )

| (396003) (136003) (39850400004 ) (6486002) (7116003 ) (3160682) (786003 ) (8676002 ) (6916009 ) (9686003 ) (15974865002 ) ( 53080480001 ) (8936002) (15650500001 ) (5660300002

(66574015) (83380400001) (33656002) (18074004) (2906002 (66946007 ) (186003 ) (16526019) (166002) (26085 ) (34807600087 ) (86362601 ) (478680001 ) (33564004 ) (52116002) (956084) OBSERVATIONS
(52536014) (6496006 ) (66476087 ) (66556008 ) (57042006) ;DIR: OUT;SFP:1102;
X-MS-Exchange-AntiSpam-MessageData: X-Ms-Exchqnge-crossTenqnf-*
yOp351/opc . . . .
+LZ787KIyzKGQVsuaasyORuywtrNyzPFQBEXTL98dBtGzbt2xi0C7BDZ9khpig9R/ r2ivQe80ZeVTsVyldyviDoxI/aRV2KJCi/3KHvEYDrr3vnDRX4AYdtjm61KygIuiB59j0fQcUvkyfekQdAYvB1VGWgnP6E " Mail headers prImOrIIy used by Office 365

mgZkhYR3H1YY/51CaYw7EPEp1701695upvRKWYFgsjBvXLefZ1lxhOMlapHahhM61VeBkOTk12sBRZBACVDYKGT8DQej5eok1SGP+RLKI1IBRHEQxrekdh+IIC1Dt8M2tX41vgi2nXCd7+86WpuN46AM
| +WevnrR67B4DGWF 8AqhwP88+vQfL fkkQuYNS83k+hROI1ZYzmx751TQHdNEpNtbvRaiZeVjelxvSkZQ+7r6N4V3tfjAteO8v7vRToHoOkv1idu X-Origi anororg
+G9GeoZHzOBBKrsUdIZAVy1GlYCaBHyShsX7IDGYCZINHHS8bC3PWdL / y1AGur8MrRCgKudZzETh8g@WboCvwkYALFTGQIVKYQRZYPSxyOk2TCyBocFshiBgTrPyQkifDIVFhIel9hyAVsI6Tcq52QKpBugCy
e +EytTF3pyuhp5/cAPZoBUTUdeLMuTQKFhs04s5X9A== ] ook kxx edu.ph

riginatorOr

= - S o - - Soeee e e e .
X-MS-Exchange-CrossTenant-AuthSource: HKBPRB2MB2865.apcprd@?2.prod.outlook.com X-Orlglnaflng-IP
X-MS-Exchange-CrossTenant-AuthAs: Internal . 54.89.76.235
X-MS-Exchange-CrossTenant-OriginalArrivalTime: 27 Aug 2020 22:35:17.2632

(utC)

X-MS-Exchange-CrossTenant-FromEntityHeader: Hosted

X-MS-Exchange-CrossTenant-Id: bebf77b2-2746-42083-96d7-1712%e16cbl6

X-MS-Exchange-CrossTenant-MailboxType: HOSTED

X-MS-Exchange-CrossTenant-UserPrincipallame: SbWDtj/YNwgtPcqvnp7ry6eQumglOFW7col7IFyItrNYeMNEbYeztadv]+BFzxlyoxVGzNxa+pI+GPLMH+mTa+F2horI9D3Vm
+mQNNQWBF pCoLW81pI9dez 2A0NrPtoF

X-MS-Exchange-Transport-CrossTenantHeadersStamped: HKOPRO2MB3857

Windows (CRLF) Ln 101, Col 1 120%

Easiest way to analyzeis by reading the headers bottom-up
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. N
/ Complexity of Phishing — Email Header Analysis

- o
File Edit Format View Help PRE-ANALYSIS NOTES

X-Originating-IP: [54.89.76.235] " Mail Headers can contain non-standard headers
X-MS-PublicTrafficType: Email H H H H
X-MS-0ffice365-Filtering-Correlation-Id: fbf2ca38-fds55-436b-d4d9-08d84ad978d7 W_hICh vary depen_dlng on the mail server & mail
X-MS-TrafficTypeDiagnostic: HK@PRO2MB3@57: client that the mail passed through
X-Microsoft-Antispam-PRVS: ] An email from Gmail to Yahoo will hav e different

<HK@PR@2MB3057814CAF98268E3FB77DE493550@HKOPRO2MB3057 . apcprdO2. prod. outlook. com>

XS -00b-TLC-00BC1ass ifiers: OLH:7691; headers than an email from Outlook to Gmail

X-MS-Exchange-SenderADChack: 1 L] Consider the mail client & mail serverthat was used

|X-Microsoft-Antispam: BCL:@; during OI’]O|YSIS

X-Microsoft-Antispam-Message-TInfo: | = Incase an unfamiliar mail header is encountered, use
| .

wIih2oxFVxBugxyCdFtPBRI517Iq4eNaPEfvaX/hXfBxuSkvam? EUuuDXhXwB/I11+sRuT0OSUP2M7dPMUSX zuED/ Ux610XLAt3vbay 5nSAXKXmAXBLeRes9TSI81pnanD61 81t PwKnm3 I8gvQ8HMbZ Google to undersfonq what it does

+kuM3xDp69QaFY++MtatCFPcrRCFPE3WTD/ LSI8P/ 8V7SfmwDF 8dDjonYfUgoYhZOchogyYO2teKE+Q5eNczcTOpeS | ] Headers that begin with X-* are added by software

+/o/mh)(Yq1GQlPTanYwElepr4vamemehEtzaBs@c&HthZak2E1Y9h52wngOLZr?epas@EchZdABPNQAZu] E'FIqGDb?DWLb/xZ5m1wc+FGr‘LpeDOSJm476e9tDGodP3/ABRelBII (e g. Mail GOfeWGy Mail Client, Mail Server, etc )

= ALWAYS consider and understand the CONTEXT

X- FOPefPont Antlspam Repor“t
CIP:255.255.255.255;CTRY: ; LANG:en;SCL:1;SRV: ; IPV:NLT; SFV:NSPM;H:HKBPRO2MB2865 . apcprdB? . prod.outlook.com;PTR: ; CAT:NONE; SFS: (346002) (366004) (376002 )
(396003) (136003 ) (39850400004 ) (6486002) (7116003 ) (316002 ) (786003 ) (8676002 (6916009) (9686003 ) (15974865002 ) ( 83080400001 ) (8936002 ) (15650500001 ) (5660300002

(66574015) (83380400001) (33656002) (18074004 (2906002 ) (66946087 ) (186003 ) (16526019) (166002 ) (26085 ) (34807000087 (86362001 ) (4786800081) (33964004 ) (52116002) (956004) OBSERVATIONS
(52536914)(6496966)(664?6@67)(66556698)(5?6426@6) DIR:0UT;SFP:1182;

p X-MS-Exchange-CrossTenant-*

y0p351 opc . . . .
+LZ787KIyzKGQVsuaasyORuywtrNyzPFQBEXTL98dBtGzbt2xi0C7BDZ9khpig9R/ r2ivQe80ZeVTsVyldyviDoxI/aRV2KJCi/3KHvEYDrr3vnDRX4AYdtjm61KygIuiB59j0fQcUvkyfekQdAYvB1VGWgnP6E " Mail headers prImOrIIy used by Office 365
mgZkhYR3HiYY/51CaYw7EPEp1701695upvRKWYFgsjBvXLefZ1lxhOMlapHahhMe1VeBkOfk12sBRZBACVDYKGTBDQej5eok1SGP+RLKI1ORHEQxrek4h+1IC1DtBM2tX41vgqi2nXCd7+86WpuNA6AM |

| +WevnrR67B4DGWF 8AqhwP88+vQfL fkkQuYNS83k+hROI1ZYzmx751TQHdNEpNtbvRaiZeVjelxvSkZQ+7r6N4V3tfjAteO8v7vRToHoOkv1idu X-Origincﬂ'orOrg
+G9GeoZHzOBBKrsUdIZAVy1GlYCaBHyShsX7IDGYCZINHHS8bC3PWdL / y1AGur8MrRCgKudZzETh8g@WboCvwkYALFTGQIVKYQRZYPSxyOk2TCyBocFshiBgTrPyQkifDIVFhIel9hyAVsI6Tcq52QKpBugCy

| r1bN3NOOF ITrgoovFFdZ32ghukfx+iR3vENHH+Eyt TF 3pyuhpS / cAPZo@UTUdeLMuTOK Fhs04s5X9A== ] ook kxx edu.ph
| X-OriginatorOrg: _.edu.ph

| X-MS-Exchange-CrossTenant-Network-Message-Id: fbf2ca38-fd55-436b-d4d9-08d84ad978d7

;X—MS— Exchange-CrossTenant-AuthSource: HK@PRB2MB2865.apcprd®2.prod.outlook.com X-Ori glnah ng -IP
iX—MS—Exchange—Cr‘ossTenant—Aui.:h.l.\s: Int?r*nal. . o . 54.89.76.235
|X-MS-Exchange-CrossTenant-OriginalArrivalTime: 27 Aug 2820 22:35:17.2632

(utC)

| X-MS-Exchange-CrossTenant-FromEntityHeader: Hosted

|X-MS-Exchange-CrossTenant-Id: bebf77b2-2746-4283-96d7-17F2%e16cb16

| X-MS-Exchange-CrossTenant-MailboxType: HOSTED

| X-MS-Exchange-CrossTenant-UserPrincipalMame: SbWDtj/YNwgtPcqvnp7ry6eQvmglOFW7col7IFyItrNY6MNEbYezTadvI+BFzx]lyoxVGzNxa+pI+GPLMH+mTa+F2horI9D3Vm
| +mQNNQWBF pCoLW81pI9deZ 2A0NrPtoF

| X-MS-Exchange-Transport-CrossTenantHeadersStamped: HKOPRO2MB3057

|Content-Length: 19551

Windows (CRLF) Ln 101, Col 1 120%

Easiest way to analyzeis by reading the headers bottom-up
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DTES

[ ] L ] [ ]
Anti-spam message headers in Microsoft 365 ricin nonstondard heoders
= I g on the mail server & mail
v : g -
01/22/2021 = 11 minutes to read - 4 E +15 passed through
fesiere @ ) ﬁ ﬁ ail to Yahoo will hav e different
Email from Outlookto Gmail
client & mail serverthat was used
@ Impartant liar mail header is encountered, use
Tonq what it does
The improved Microsoft 365 security center ' is now available in public preview. This new experience brings Defender for in withX-* are added by soffware
. . . . . . ay, Mail Client, MailServer, etc.)
Endpoint, Defender for Office, 365 Microsoft 365 Defender, and more into the Microsoft 365 security center. Learn what's new. and understand the CONTEXT

This topic might apply to both Microsoft Defender for Office 365 and Microsoft 365 Defender. Refer to the Applies To section

and look for specific call outs in this article where there might be differences. sTenant-*

marily used by Office 365

In all Microsoft 365 organizations, Exchange Online Protection (EOP) scans all incoming messages for spam, malware, and other

threats. The results of these scans are added to the following header fields in messages:
¢ X-Forefront-Antispam-Report: Contains information about the message and about how it was processed.
¢ X-Microsoft-Antispam: Contains additional information about bulk mail and phishing.

¢ Authentication-results: Contains information about SPF, DKIM, and DMARC (email authentication) results.
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DTES

[ ] L ] [ ]
Anti-spam message headers in Microsoft 365 ricin nonstondard heoders
= I g on the mail server & mail
v : g -
01/22/2021 = 11 minutes to read - 4 E +15 passed through
fesiere 9 ) ﬁ @ ail to Yahoo will hav e different
Email from Outlookto Gmail
client & mail serverthat was used
@ Important liar mail header is encountered, use
Tonq what it does
The improved Microsoft 365 security center ' is now available in public preview. This new experience brings Defender for in withX-* are added by soffware
. . . . . . ay, Mail Client, MailServer, etc.)
Endpoint, Defender for Office, 365 Microsoft 365 Defender, and more into the Microsoft 365 security center. Learn what's new. and understand the CONTEXT

This topic might apply to both Microsoft Defender for Office 365 and Microsoft 365 Defender. Refer to the Applies To section

and look for specific call outs in this article where there might be differences. sTenant-*

marily used by Office 365

In all Microsoft 365 organizations, Exchange Online Protection (EOP) scans all incoming messages for spam, malware, and other

threats. The results of these scans are added to the following header fields in messages:
¢ X-Forefront-Antispam-Report: Contains information about the message and about how it was processed.
¢ X-Microsoft-Antispam: Contains additional information about bulk mail and phishing.

¢ Authentication-results: Contains information about SPF, DKIM, and DMARC (email authentication) results.
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-

Complexﬂy of Phlshlng Email Header Analysis

DTES

| Antl -Spam message headers N M|Crosoft 365 pntcin non-standard headers
e X-Forefront-Antispam-Report message header fields

01/22/2021 »

@® Important After you have the message header information, find the X-Forefront-Antispam-Report header. There will be multiple field and value

pairs in this header separated by semicolons (;). For example:
The improved Microsoft

Endpoint, Defender for ¢ - - LCTRY:;LANG:hr;SCL:1;SRV: ;IPV:NLI;SFV:NSPM;PTR: ;CAT:NONE;SFTY:;
This topic might apply tc

e The individual fields and values are described in the following table.
and look for specific call

Note
In all Microsoft 365 organi:z ®

threats. The results of these  The X-Forefront-Antispam-Report header contains many different fields and values. Fields that aren't described in the table are

. used exclusively by the Microsoft anti-spam team for diagnostic purposes.
¢ X-Forefront-Antispan

¢ X-Microsoft-Antispam: Contains additional information about bulk mail and phishing.

¢ Authentication-results: Contains information about SPF, DKIM, and DMARC (email authentication) results.

Easiest way to analyzeis by reading the headers bottom-up
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lard headers
The category of protection policy, applied to the message: oo 2ol
® [BULK: Bulk

DIMP: Domain Impersonation

GIMP: Mailbox intelligence based impersonation
® Import: HPHSH or HPHISH : High confidence phishing ld and value

) HSPM: High confidence spam

The impror MALW: Malware
Endpoint, | PHSH: Phishing
This topic | SPM: Spam
and look f¢ B Spocfing
UIMP: User Impersonation
AMP: Anti-malware
SAP: S5afe attachments

0SPM: Outbound spam

In all Microsc

threats. The r table are
An inbound message may be flagged by multiple forms of protection and multiple detection scans. Policies have different

* X-Foref priorities, and the policy with the highest priority is applied first. For more information, see What policy applies when

multiple protection methods and detection scans run on your email.

e X-Micre

e Authen CIP:[IP address] The connecting IP address. You can use this IP address in the IP Allow List or the IP Block List. For more information, see

The source country as determined by the connecting IP address, which may not be the same as the originating sending
IP address.

ﬁ
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/ Complexity of Phishing — Email Header Analysis

[ &) uniti

File Edit Format View Help

X-Originating-IP: [54.89.76.235]

X-MS-PublicTrafficType: Email

X-MS-0ffice365-Filtering-Correlation-Id: fbf2ca38-fd55-436b-d4d9-08d84ade78d7

X-MS-TrafficTypeDiagnostic: HKBPRO2ZMB3857:

X-Microsoft-Antispam-PRVS:
<HK@PR@2MB3057814CAF98268E3FB77DE493550@HKOPRO2MB3057 . apcprdO2. prod. outlook. com>

| X-M5-00b-TLC-00BClassifiers: OLM:7691;

X-MS-Exchange-SenderADCheck: 1

|X-Microsoft-Antispam: BCL:@;

X-Microsoft-Antispam-Message-Info:

wIih2o0xFVxBugxyCdFtPBRI517J1q4eNAPBfvaAX/ hXfBxuSkvam7EUuuDXhXwB/II1+sRwTOSUP2M7 dPMUEXzuEQ/ Ux610XLAt3vbayS5nSAXKXmAXOLeRes9T5181pnd4nD61i81tPwKmm3I8gvQ8HmbZ
+kuM3xDp6oQaF Y ++MtOtCfPcrRCFpE3W7D/LSIBP/8V7STmwDF8dDjonYfUgoYhZOchogyY02teKE+Q5eNczc TOpeS
+/o/thYq1GQlPTanYwElepr4vmEmemehEtzaBs@c&HthZak2E1Y9h52wngOLZP?epas@EchZdABPNQAZu]EfIqGDb?DWLb/stmlwc+FGPLpeDOSJm476e9tDGodP3/ABRelBII

X- FOPefPOnt Antlspam Repovt
CIP:255.255.255.255;CTRY: ; LANG:en;SCL:1;SRV: ; IPV:NLT; SFV:NSPM;H:HKBPRO2MB2865 . apcprdB? . prod.outlook.com;PTR: ; CAT:NONE; SFS: (346002) (366004) (376002 )
(396003) (136003 ) (39850400004 ) (6486002) (7116003 ) (316002 ) (786003 ) (8676002 (6916009) (9686003 ) (15974865002 ) ( 83080400001 ) (8936002 ) (15650500001 ) (5660300002

(66574015) (83380400001) (33656002) (18074004 (2906002 ) (66946087 ) (186003 ) (16526019) (166002 ) (26085 ) (34807000087 (86362001 ) (4786800081) (33964004 ) (52116002) (956004)
(52536914)(6496966)(664?6@67)(66556698)(5?6426@6) DIR:0UT;SFP:1182;

yOpBSl!opc

+LZ787KIyzKGQVsuaasyORuywtrNyzPFQBEXTL98dBtGzbt2xi0C7BDZ9khpig9R/ r2ivQe80ZeVTsVyldyviDoxI/aRV2KJCi/3KHvEYDrr3vnDRX4AYdtjm61KygIuiB59j0fQcUvkyfekQdAYvB1VGWgnP6E
mgZkhYR3HiYY/51CaYw7EPEp1701695upvRKWYFgsjBvXLefZ1lxhOMlapHahhMe1VeBkOfk12sBRZBACVDYKGTBDQej5eok1SGP+RLKI1ORHEQxrek4h+1IC1DtBM2tX41vgqi2nXCd7+86WpuNA6AM
| +WevnrR67B4DGWF 8AqhwP88+vQfL fkkQuYNS83k+hROI1ZYzmx751TQHdNEpNtbvRaiZeVjelxvSkZQ+7r6N4V3tfjAteO8v7vRToHoOkv1idu
+G9GeoZHzOBBKrsUdIZAVy1GlYCaBHyShsX7IDGYCZINHHS8bC3PWdL / y1AGur8MrRCgKudZzETh8g@WboCvwkYALFTGQIVKYQRZYPSxyOk2TCyBocFshiBgTrPyQkifDIVFhIel9hyAVsI6Tcq52QKpBugCy
'FleBNOoF]IPgoovadZquhqux+iR3v8NHH+EytTFpruhpS/cAPZoBUTUdeLMquthsO4sSX9A::
| X-OriginatorOrg: _.edu.ph
| X-MS-Exchange-CrossTenant-Network-Message-Id: fbf2ca38-fd55-436b-d4d9-08d84ad978d7
| X-MS-Exchange-CrossTenant-AuthSource: HK@PRO2ZMB2865. apcprd@2.prod.outlock. com
| X-MS-Exchange-CrossTenant-AuthAs: Internal
!)(—MS—Exchange—CrossTenant—OPiginalAPPivalTime : 27 Aug 2020 22:35:17.2632

(uTc)
| X-MS-Exchange-CrossTenant-FromEntityHeader: Hosted
|X-MS-Exchange-CrossTenant-Id: bebf77b2-2746-4283-96d7-17F2%e16cb16
| X-MS-Exchange-CrossTenant-MailboxType: HOSTED
| X-MS-Exchange-CrossTenant-UserPrincipalMame: SbWDtj/YNwgtPcqvnp7ry6eQvmglOFW7col7IFyItrNY6MNEbYezTadvI+BFzx]lyoxVGzNxa+pI+GPLMH+mTa+F2horI9D3Vm
| +mQNNQWBF pCoLW81pI9deZ 2A0NrPtoF
| X-MS-Exchange-Transport-CrossTenantHeadersStamped: HKOPRO2MB3057
|Content-Length: 19551

Windows (CRLF) Ln 101, Col 1 120%

Easiest way to analyzeis by reading the headers bottom-up

N

PRE-ANALYSIS NOTES

Mail Headers can contain non-standard headers

which vary depending on the mail server & mail

client that the mail passed through

= An email from Gmail to Yahoo will hav e different
headers than an email from Outlook to Gmail

= Consider the mail client & mail server that was used
during analysis

] In case an unfamiliar mail header is encountered, use
Google tounderstand what it does

" Headers that begin with X-* are added by software
(e.g.: Mail Gateway, Mail Client, Mail Server, etc.)

= ALWAYS consider and understand the CONTEXT

OBSERVATIONS

X-MS-Exchange-CrossTenant-*
. Mail headers primarily used by Office 365

X-OriginatorOrg
n *******'***‘edu'ph

X-Originating-IP
= 54.89.76.235

X-Forefront-Antispam-Report:

= CIP: 255.255.255.255

= H: HKOPRO2MB2865.apcprd02.prod.outlook.com
= PTR: NULL

. CAT: NONE

CIP: Connecting IP Address

H:  HELO/EHLO string of the connecting mail server
PTR: Reverse DNS lookup of the connectingIP Address
CAT: Category applied to the Message

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.
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/ Complexity of Phishing — Email Header Analysis

) Untited - Notepad - B OBSERVATIONS

File Edit Format View Help
bh=YpPL3001iR7SNx81krlnY1ltxa5GzdSefOockpSxOFpw=; "
b=HS5WdTRAULUMRgESRu+/VeE240c3pAl16B4sgApCu2IEsc9U8LIF+ZCvFCm122xhLphpoETtDUkNaD/haByLVOkGqENPIG6tUgcrpFSkDOmuUzAQOL1t
+ns/1g/Y7y7ZxGN3epYHP3KWALAMZUAWURVUS13Pnfy+vY5IZXXrATVO3gwkQATNUMAW
+CcgFToRsb251TycHT 2dex5tZ /h/5eGcGMDIbIHSt@1igxS T/ ytAB+yXGegTnXnrdKZ497UBP1nnMQBSBegCe%aj5tjpukSvoRZx]/bxG850he / IVeh10fbxhH7WFx@32NTMAGLKjd7QeBgxMpHmv2C4BgFF1fu
z6Q==
ARC-Authentication-Results: i=1; mx.microsoft.com 1; spf=pass
smtp.mailfr‘om:_.edu.ph; dmarc=pass action=none
header‘.fr‘om:_.edu.ph; dkim=pass header‘.d:_.edu.ph;
arc=none
DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=tsueduph.onmicrosoft.com; s=selector2-tsueduph-onmicrosoft-com;
h=From:Date:Subject:Message-ID:Content-Type:MIME-Version:X-MS-Exchange-SenderADCheck;
bh=YpPL3001iR7SNx81krlnY1ltxa5GzdSefOockpSxOFpw=;
b=Rzyj¥mSZt1SYeb+wRTAIL+ubrDEKE8DUNeT8uwwrxSIQgPoXjEDeBAxL1gSeywVlvrh61YXR7k5psNLmkCB3XV2qCBghve89Kyv08meBgYAcvXPg3Q8TxYVIEIDPOEL
+LetCUybO3FXArUE42E1BTTDILKP8SWSCHONSG7rcIQ 4=
Received: from HK@PR@2MB2865.apcprd@2.prod.outlook.com (2603:1096:203:37::22)
by HKOPRB2MB3857.apcprdd?2.prod.outlook.com (2683:1096:2083:60::15) with
Microsoft SMTP Server (version=TLS1 2,
cipher=TLS_ECDHE_RSA_WITH_AES_ 256 GCM_SHA384) id 15.208.3326.23; Thu, 27 Aug
2020 22:35:17 +0eee
Received: from HK@PRE@2MB2865.apcprdd2.prod.outlock.com
([feB0::2804:771c:f26c:f551]) by HKE@PRB2MB2865.apcprdd2.prod.outlock.com
([fe88::2804:771c:f26c:f551%3]) with mapi id 15.206.3326.019; Thu, 27 Aug 2020
22:35:17 +0000
From: "MetroBank" <P************@_.edu.ph>
To: m¥¥¥**EXX¥EX¥%@yuahoo. com
Date: 27 Aug 2020 22:35:16 +0000
Subject: MNew System Update
Content-Type: multipart/alternative;
boundary=--boundary_5287_32343822-bb55-489c-a2f2-1cb55229337b
X-ClientProxiedBy: MN2PR12CAB821.namprdl2.prod.outlook.com
(2603:18b6:208:a8::34) To HKOPRO2MB2865.apcprdd2.prod.outlook.com
(2603:1096:2083:37::22)
Message-ID:
<HK@PRO2MB2B65CA6172E4053B117B1CB493550@HKOPRE2MB2865 . apcprd@2. prod.outlock. com>
MIME-Version: 1.@
X-MS-Exchange-MessageSentRepresentingType: 1
Received: from EC2AMAZ-59M1GA4T (54.89.76.235) by MN2PR12CA@©21.namprdl2.prod.outlook.com (2603:10b6:208:a8::34) with Microsoft SMTP Server (version=TLS1 @,
cipher=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA) id 15.20.3326.19 via Frontend Transport; Thu, 27 Aug 2020 22:35:16 +08060
X-Originating-IP: [54.89.76.235]
X-MS-PublicTrafficType: Email
X-MS-0ffice365-Filtering-Correlation-Id: fbf2ca38-fd55-436b-d4d9-88d84ad978d7 v
Windows (CRLF) Ln1, Col 1 120%

Easiest way to analyzeis by reading the headers bottom-up
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/ Complexity of Phishing — Email Header Analysis

File Edit Format View Help
bh=YpPL3001iR7SNx81krlnY1ltxa5GzdSefOockpSxOFpw=;
b=HS5WdTRAULUMRgESRu+/VeE240c3pAl16B4sgApCu2IEsc9U8LIF+ZCvFCm122xhLphpoETtDUkNaD/haByLVOkGqENPIG6tUgcrpFSkDOmuUzAQOL1t
+ns/1g/Y7y7ZxGN3epYHP3KWALAMZUAWURVUS13Pnfy+vY5IZXXrATVO3gwkQATNUMAW
+CcgFToRsb251TycHT 2dex5tZ /h/5eGcGMDIbIHSt@1igxS T/ ytAB+yXGegTnXnrdKZ497UBP1nnMQBSBegCe%aj5tjpukSvoRZx]/bxG850he / IVeh10fbxhH7WFx@32NTMAGLKjd7QeBgxMpHmv2C4BgFF1fu
z6Q==
ARC-Authentication-Results: i=1; mx.microsoft.com 1; spf=pass
smtp.mailfrom= .edu.ph; dmarc=pass action=none
header .'Fr'om:_.edu.ph; dkim=pass header‘.d:_. edu.ph;
arc=none
DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=tsueduph.onmicrosoft.com; s=selector2-tsueduph-onmicrosoft-com;
h=From:Date:Subject:Message-ID:Content-Type:MIME-Version:X-MS-Exchange-SenderADCheck;
bh=YpPL3001iR7SNx81krlnY1ltxa5GzdSefOockpSxOFpw=;
b=Rzyj¥mSZt1SYeb+wRTAIL+ubrDEKE8DUNeT8uwwrxSIQgPoXjEDeBAxL1gSeywVlvrh61YXR7k5psNLmkCB3XV2qCBghve89Kyv08meBgYAcvXPg3Q8TxYVIEIDPOEL
+LetCUybO3FXArUE42E1BTTDILKP8SWSCHONSG7rcIQ 4=
Received: from HK@PR@2MB2865.apcprd@2.prod.outlook.com (2603:1096:203:37::22)
by HKOPRB2MB3857.apcprdd?2.prod.outlook.com (2683:1096:2083:60::15) with
Microsoft SMTP Server (version=TLS1 2,
cipher=TLS_ECDHE_RSA_WITH_AES_ 256 GCM_SHA384) id 15.208.3326.23; Thu, 27 Aug
2020 22:35:17 +0eee
Received: from HK@PRE@2MB2865.apcprdd2.prod.outlock.com
([feB0::2804:771c:f26c:f551]) by HKE@PRB2MB2865.apcprdd2.prod.outlock.com
([fe88::2804:771c:f26c:f551%3]) with mapi id 15.206.3326.019; Thu, 27 Aug 2020
_—
From: "MetroBank" <P************@_.edu.ph>
To: m¥¥¥**EXX¥EX¥%@yuahoo. com
Date: 27 Aug 2020 22:35:16 +0000
Subject: MNew System Update

" —
boundary=--boundary_5287_32343822-bb55-489c-a2f2-1cb55229337b

X-ClientProxiedBy: MN2PR12CAB821.namprdl2.prod.outlook.com
(2603:18b6:208:a8::34) To HKOPRO2MB2865.apcprdd2.prod.outlook.com
(2603:1096:2083:37::22)

Message-ID:
<HKBPR@2MB2865CA6172E4853B117B1CB493550@HKBPRO2MB2865 . apcprd@2. prod. outlook. com>

MIME-Version: 1.@

e e ik

Nj Untitled - Notepad - m} X

Received: from EC2AMAZ-59M1GA4T (54.89.76.235) by MN2PR12CA@©21.namprdl2.prod.outlook.com (2603:10b6:208:a8::34) with Microsoft SMTP Server (version=TLS1 @,
cipher=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA) id 15.20.3326.19 via Frontend Transport; Thu, 27 Aug 2020 22:35:16 +08060
X-Originating-IP: [54.89.76.235]

A e e g el o
X-MS-0ffice365-Filtering-Correlation-Id: fbf2ca38-fd55-436b-d4d9-88d84ad978d7

Windows (CRLF) Ln1, Col1 120%

Easiest way to analyzeis by reading the headers bottom-up

nt of Grace Integrated Academy, Inc.

OBSERVATIONS

Received

] from EC2AMAZ-59M1GA4T (54.89.76.235)
] Thu, 27 Aug 2020 22:35:16 +0000

From
= Name: “MetroBank”

To

Date
. 27 Aug 2020 22:35:16 +0000

Subject
= New System Update
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Complexity of Phishing — Email Header Analysis

H Untitled - Notepad _ [m] e
File Edit Format View Help OBS.ERVATIONS
bh=YpPL3001iR7SNx81kr1nY1txa5GzdSefOochpSxOFpw=; " Received
b=HS5WdTRAULUMRgESRu+/VeE240c3pAl16B4sghApCu2 IEscSU81 IT+ZCvFCm122xhLphpoETtDUkNaD/haByLV@kGqENPI6tUgcrpF5kDmulzAQOL1t - from FC2AMAZ-59 M1 GA4T {548976235)
+ns/1g/Y7y7ZIxGN9epY

e Time Zone Converter — Time Difference Calculator

ARC-Authentication-
smtp.mailfrom=

header. fron- Provides time zone conversions taking info account Daylight Saving Time (DST), local time zone and accepts present, past, or future dates.

arc=none
DKIM-Signature: wv=1 ph>

d=tsueduph.onmicre

h=From:Date:Subjec Sort EY: -— Custom -- | W o
bh=YpPL30011iR7SNxE

b=Rzyj¥YmSZt1SYeb+u

+LctCUybO3TXArUEA2E

Received: from HK@P 3

by HKBPRO2MB3657. 2 UTC T|me ZDnE 22.35
Microsoft SMTP Ser . Thu 2? Aug 2020 -
cipher=TLS_ECDHE_R (UTC +0) !

2020 22:35:17 +@0€ ' : * delete
Received: from HK@P

([feB0::2804:771c:
([feB0::2804:771c:

From: "MetroBank" < ’ Manlla, Phlllpplnes

To: m¥¥EFFEFRELRERG (T -8
Date: 27 Aug 2020 2 PRHST (UTC +8)

Subject: Mew Systen

Fri, 28 Aug 2020 06:35 @

|

boundary=--boundar
X-ClientProxiedBy:
(2683:10b6:208: a8:

veseagetoy @ Add another city or time zone...

<HK@PR®2MB2865CA61
MIME-Version: 1.0

Received: from EC2A
cipher=TLS_ECDHE_RS
X-Originating-IP: [
e

X-MS5-0ffice365-Filt

Windows (CRLF) Ln1, Col1 120% r

Easiest way to analyzeis by reading the headers bottom-up
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4
/ Complexity of Phishing - Summary of Findings (Email Header Analysis)

Facts Timeline of Events
1. The malicious mail came from an Office 365 tenant
1. 08-28-2020 at 6:35 AM UTC +8 (Malicious mail delivered)

2. The originating host is ¥****** *** edu.ph

3. The originating IP address is 54.89.76.235

4, The malicious mail was NOT categorized by Office 365

5. The malicious mail was delivered to the recipient at exactly 27 Aug 2020 22:35:16
+0000

Presumptions
1. N/A
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/ Complexity of Phishing — Email Header Analysis A

) Untited - Notepad - B OBSERVATIONS

File Edit Format View Help

bh=YpPL3001iR7SNx81kr1nY1txa5GzdSefOocWpSxOFpw=; ~ ARC-Authentication-Resulis
b=H5WdTRAULUMRgESRu+/VeE240c3pAl16B4sgApCu2IEsc9U81 IT+ZCvFCm122xhLphpoETtDUkNaD/haByLVekGgENPI6tUgcrpF5kDOmuUzAQOL1t " smtp.mailfrom=***xx** *%x adu.ph
+ns/lg/Y?yTZxGN9epYHPBKWAL4MZUANURVU913PH‘F¥+VY5]ZXXPA?V@ngkQﬁlTNUMdW ) ) ) - dmOFC=pOSS OCTiOh=none
+CcgFToRsb251TycHT 2dex5tZ /h/5eGcGMDIbIHSt@1igxS T/ ytAB+yXGegTnXnrdKZ497UBP1nnMQBSBegCe%aj5tjpukSvoRZx]/bxG850he / IVeh10fbxhH7WFx@32NTMAGLKjd7QeBgxMpHmv2C4BgFF1fu kR sk kR KRR

260 = header.from= F** edu.ph
ARC-Authentication-Results: i=1; mx.microsoft.com 1; spf=pass u dkimzposs heoder.d=*******.***.edu.ph
smtp.mallfr‘om:_.edu.ph; c:lmar*c:pass action=none n arc=none

header‘.fr‘om:_.edu.ph; dkim=pass header‘.d:_.edu.ph;

arc=none

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; DKIM-SignOtUl’e

d=tsueduph.onmicrosoft.com; s=selector2-tsueduph-onmicrosoft-com; n d:***eduph_onmicrosoﬁ_Com
h=From:Date:Subject:Message-ID:Content-Type:MIME-Version:X-MS-Exchange-SenderADCheck; . =sel tor2-**eduph . ft
bh=YpPL3001iR7SNx81krlnY1ltxa5GzdSefOockpSxOFpw=; s=selecror edupn.onmicrosorr.com
b=Rzyj¥mSZt1SYeb+wRTAIL+ubrDEKE8DUNeT8uwwrxSIQgPoXjEDeBAxL1gSeywVlvrh61YXR7k5psNLmkCB3XV2qCBghve89Kyv08meBgYAcvXPg3Q8TxYVIEIDPOEL

+LetCUybO3FXArUE42E1BTTDILKP8SWSCHONSG7rcIQ 4=

o ' " ' ———
by HKOPRB2MB3857.apcprdd?2.prod.outlook.com (2683:1096:2083:60::15) with
Microsoft SMTP Server (version=TLS1 2,
cipher=TLS_ECDHE_RSA_WITH_AES_ 256 GCM_SHA384) id 15.208.3326.23; Thu, 27 Aug
2020 22:35:17 +0eee

Received: from HK@PRE@2MB2865.apcprdd2.prod.outlock.com
([feB0::2804:771c:f26c:f551]) by HKE@PRB2MB2865.apcprdd2.prod.outlock.com
([fe88::2804:771c:f26c:f551%3]) with mapi id 15.206.3326.019; Thu, 27 Aug 2020
22:35:17 +0000

From: "MetroBank" <P************@_.edu.ph>

To: m¥¥¥**EXX¥EX¥%@yuahoo. com

Date: 27 Aug 2020 22:35:16 +0000

Subject: MNew System Update

Content-Type: multipart/alternative;
boundary=--boundary_5287_32343822-bb55-489c-a2f2-1cb55229337b

X-ClientProxiedBy: MN2PR12CAB821.namprdl2.prod.outlook.com
(2603:18b6:208:a8::34) To HKOPRO2MB2865.apcprdd2.prod.outlook.com
(2603:1096:2083:37::22)

Message-ID:
<HK@PR@2MB2865CA6172E4053B117B1CB493550@HKOPRO2MB2865 . apcprd@2. prod.outlook. com>

MIME-Version: 1.@

X-MS-Exchange-MessageSentRepresentingType: 1

Received: from EC2AMAZ-59M1GA4T (54.89.76.235) by MN2PR12CA@©21.namprdl2.prod.outlook.com (2603:10b6:208:a8::34) with Microsoft SMTP Server (version=TLS1 @,

cipher=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA) id 15.20.3326.19 via Frontend Transport; Thu, 27 Aug 2020 22:35:16 +08060

X-Originating-IP: [54.89.76.235]

X-MS-PublicTrafficType: Email

X-MS-0ffice365-Filtering-Correlation-Id: fbf2ca38-fd55-436b-d4d9-88d84ad978d7 v

Windows (CRLF) Ln1, Col1 120%

Easiest way to analyzeis by reading the headers bottom-up
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>
/ Complexity of Phishing — Email Header Analysis A

Nj Untitled - Notepad - m} X

File Edit me: View Help OBSERVATIONS

bheve o ARC-Authentication-Results

b=H5h  Internset Engineesring Task Force (IETF) K. Andersen 1t . smtp.mailfrom=********* edu.ph
+ns/1g - . : n = i =

+CegFT REqUESt for ':Dml'l-‘ler'l't s: 8617 LinkedIn (OFbxhH7WFx@32NfMAB LK jd7QeBgxMpHmv2CABgFF1fu dmarc pass O*C*ngkg* QS*ne
S60eer LCategory: Experimental B. Long, Ed. s " header.from= J**edu.ph
ARC-Au  ISSM: 2@878-1721 Google = dkim=pass header.d=********** edu.ph
- s. Blank, Ed. *  arc=none

heade ! N

arc=n Valimail

DKTHM-S M. Kucherawy, Ed. DKIM-Signature

d=tsu TOP = d=***eduph.onmicrosoft.com
h=Frc _ Sk .
bh=Yp July 2019 . s=selector2-***eduph.onmicrosoft.com
b=Rzy 13Q8TXYVIEIDPOE

+LctCL
S —

by HK The Authenticated Received Chain (ARC) Protocol

Micre

ciphe

2020 Abstract

Receiv

%ii The Authenticated Received Chain (ARC) protocol provides an

22:35 authenticated "chain of custody" for & message, allowing each entity

i@mﬂ that handles the message to see what entities handled it before and

D:&T what the message's suthentication assessment was at sach step in the

Subjec handling.

Conten

bound . .

xclid ARC allows Intermet Mail Handlers to attach assertions of message

(2603 authentication assessment to individusl messages. As messages

Miiz traverse ARC-snabled Internst Mail Handlers, additional ARC

<HKOF assertions can be attached to messages to form ordered sets of ARC

MIME-V assertions that represent the authentication assessment at each step

X-MS-E _ . -

Receiv of the mEs=age- hand llﬂg pnth = ith Microsoft SMTP Server (version=TLS1 @,

cipher ]

X-Orig ARC-enabled Imternet Mail Handlers can process sets of ARC assertions

g to inform message disposition decisions, identify Internet Mail

X-Ns-C
S Handlers that might break existing authentication mechanisms, and
convey original authentication assessments across trust boundaries. r

120%
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/ Complexity of Phishing — Email Header Analysis

Nj Untitled - Notepad
— = =
Received: from 16.253.62.152
by atlasl@6.free.mail.gql.yahoo.com with HTTP; Thu, 27 Aug 2828 22:35:20 +0000
Return-Path: gprisisimsooxg Ledu.ph>
Received: from 40.167.131.129 (EHLO APC@1-SG2-obe.outbound.protection.outlook.com)
by 10.253.62.152 with SMTPs; Thu, 27 Aug 2020 22:35:20 +0000
X-Originating-Ip: [40.187.131.129]
Received-SPF: pass (domain of .edu.ph designates 40.187.131.129 as permitted sender)
Authentication-Results: atlas186.free.mail.gql.yahoo.com;
dkim=pass header.i= duph.onmicrosoft.com header. s=selectoPZ—-eduph—onmicr‘osoft—com;
spf=pass smtp. mailfrom:_.edu.phj
dmarc=unknown
X-Apparently-To: mi¥didicoekmyahoo.com; Thu, 27 Aug 2620 22:35:20 +0060

X.Q5jcDXsUsQhUKCySYGNLVOMDhNEUUDUYAC aFxaalyMUrénrhquilewzGe
a0bMgBkff95PDbecPtj_n5SFEKKI4AK705Vz_glCYF1TT3gp36_Gl4AWfgIBY1Y

o5wWRCSSsTHmecHsSg4TuZglfe tOWQERVAGi1S6D1Qeple?77E.C11LEFILIFY

AnSwQY8kvI6GVHCYT1vwKaB6shgxQ TAS5_TI50xJ_BppCtfrDC288md.or7j0_
MizbrxNV457vMOtxbs53BUoywCOVXDNiuYCcPzvpCqBhs8WrlwaztOWadjQC

*xMC9sPPFknCR7In_e2NRBeCi7kz9AsgPLOT .U2BEVGGp3EtHQ1_TU2UPcC_a
S5ZAx_WGWr54XhNDRPOx3hY9uCMCkxiB8wv7hwzzmkCE8rVQWArI . 0XgPKRKzy

SvzPh2hi5Q1G3R1hbSAOeBNAYNSG2AMEjP_RAC7 cpoghtCVcBb1TEdE . Jwc

XTwYN1T7LMRLMby Iq2tPbK2nSdy7fghMifINzykIMrZEytcFOnF@7IMd95YZ
.3gihbg_EfuulLlFgn5tfdSrb00Ovjulm7QglFiYqQ26uUAHISAMEtM27 WSPL
BanwRmA_4RAwWPqtheR2BYP3xBIvY809se2vsKojzViITQEHTErZ0AyUg91bB

8h35339. 1dVGOIR7r1NICze9BbCEUTIAKB8222huBHIOxWBrIINB6FXIYZCZF
vQ1ldVkSVFndz2pglYZMXhC7_nXpHC9oPQByRpJI6G] . SDAs_8Fa9IsHYH31Pg
TaKePbXOLgbmkDQXNTE@VbiPhfXxkGzfpFbYtjHhalvuFgUgmblOgWMXNThrl
h_OySrgxmkc23h7ktNIDYOW]KAAgAWwIoVOTKsLsYGTuzGQoIDFpwiOHxfeh.
owudn&NDDgLcMRGmRdyzBDV_EtNGvFWYz8zuTSPXelRT28Q957VEzQ8alfnx

TrAbZN58WuwuQuDFg] THpKQOXFXAF2KuwDqsKAVFqDF7Y7z1p2btD . ZFSBSYb
AaSVutyFA4jUrZVxIvouA2aB0GYBdRau7pFSnaBAluTnZXmDcb . dX7wbmBF 1M

EsKQukb.ivdievgnékr_ kkawdtFZ3GuVKcF9gelgBPUv@IKR1_OCiXY.QlFr

JZW123sFUBiwMblfYYkdcArrSTWWms 7BH2ZHEIRFCkt2cF27dM5r7

ARC-Seal: i=1; a=rsa-sha256; s=arcselector990l; d=microsoft.com; cv=none;
b=RRMeC&60@NNWqY/ypinRsh6ZVgXg3/pTP24fYCYHOISTdOLb9ys6NUELS /WUBNUbVEUis2zDKE3QkE7Rro/WOB8wniQ911RCCR
+drFZVdb84B2HcWOs4Qx7alu7IMOy@9ATIfvW3wjT1TmOgqIRF8ABbeTOzK jxT5vZHIQ4+XpXqk00gePete575GBmVbzHxQNONINz9QoVBORG/n2wuda
+DwQHxt /T /1IMPTwd1u6j9K7Sm8Mi01ssNBgBkB82mencVFOsQIPaul 31y7rG42n8z8Nu06PmSziCobyBHMv16biKIrnei FAQrTY+VT/IGHM5SBgPUawtE+F12y+cVHUxOg==
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=microsoft.com;

s=arcselector99e1;

h=From:Date:Subject:Message-ID:Content-Type:MIME-Version:X-MS-Exchange-SenderADCheck;
bh=YpPL3001iR7SNx81krlnY1ltxa5GzdSefOockpSxOFpw=;
b=HS5WdTRAULUMRgESRu+/VeE240c3pAl16B4sgApCu2IEsc9U8LIF+ZCvFCm122xhLphpoETtDUkNaD/haByLVOkGqENPIG6tUgcrpFSkDOmuUzAQOL1t

Windows (CRLF) Ln 59, Col 20 120%

OBSERVATIONS

~ ARC-Authentication-Resulis

] smtp.mailfrom=***xx** *%x adu.ph

= dmarc=pass action=none

] header.from=******* **x adu.ph

] dkim=pass header.d=******* *** adu.ph
" arc=none

DKIM-Signature
= d=***eduph.onmicrosoft.com
] s=selector2-**eduph.onmicrosoft.com

X-Apparently-To
. ¥ * * Rk R @y 0 0.COM

Authentication-Results
= dkim=pass

= spf=pass

= dmarc=unknown

Received-SPF
= Pass (******* *** edu.ph designates 40.107.131.129 as
permittedsender)

X-Originating-Ip
" 40.107.131.129

Reply-To

n r************@*******.***.edu'ph

Easiest way to analyzeis by reading the headers bottom-up
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Complexity of Phishing — Email Header Analysis
_
| Anti-spam message headers in Microsoft 365 sl

01/22/2021 » 11 minutes to read - (@) " 7) @ & & e or 5oty ph
r.g=*rEees s edu.ph

(D Important

crosoft.com

The improved Microsoft 365 security center &2 is now available in public preview. This new experience brings Defender for uph.onmicrosoff.com

Endpoint, Defender for Office, 365 Microsoft 365 Defender, and more into the Microsoft 365 security center. Learn what's new.  hoo.com

This topic might apply to both Microsoft Defender for Office 365 and Microsoft 365 Defender. Refer to the Applies To section

and look for specific call outs in this article where there might be differences.

In all Microsoft 365 organizations, Exchange Online Protection (EOP) scans all incoming messages for spam, malware, and other

. : c du.phdesighates 40.107.131.129 as
threats. The results of these scans are added to the following header fields in messages: ) P °

¢ X-Forefront-Antispam-Report: Contains information about the message and about how it was processed.
¢ X-Microsoft-Antispam: Contains additional information about bulk mail and phishing.

¢ Authentication-results: Contains information about SPF, DKIM, and DMARC (email authentication) results.

bh=Y# = - _ - R ——
b=H5WdTRAULUMRgE5Ru+,/VeE240c3 16B4sc u?2 GQENPIGtUgcrpF5kDOm QOl1t

F) Ln 59, Col 20
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Complexity of Phishing — Email Header Analysis

SENDER

RECEIVER

Standard | Retreve N Retrieve
Validation & Verified DKIM “Envelope From”
Tests Domains via SPF

Apply Appropriate
DMARC Policy

Standard . | | Update the periodic ™\
Processing ~ Quaranting Dy Aggregate Raport
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https://www.endpoint.com/blog/2014/04/15/spf-dkim-and-dmarc-brief-explanation
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/ Complexity of Phishing — Email Header Analysis

Nj Untitled - Notepad
— = =
Received: from 16.253.62.152
by atlasl@6.free.mail.gql.yahoo.com with HTTP; Thu, 27 Aug 2828 22:35:20 +0000
Return-Path: gprisisimsooxg Ledu.ph>
Received: from 40.167.131.129 (EHLO APC@1-SG2-obe.outbound.protection.outlook.com)
by 10.253.62.152 with SMTPs; Thu, 27 Aug 2020 22:35:20 +0000
X-Originating-Ip: [40.187.131.129]
Received-SPF: pass (domain of .edu.ph designates 40.187.131.129 as permitted sender)
Authentication-Results: atlas186.free.mail.gql.yahoo.com;
dkim=pass header.i= duph.onmicrosoft.com header. s=selectoPZ—-eduph—onmicr‘osoft—com;
spf=pass smtp. mailfrom:_.edu.phj
dmarc=unknown
X-Apparently-To: mi¥didicoekmyahoo.com; Thu, 27 Aug 2620 22:35:20 +0060

X.Q5jcDXsUsQhUKCySYGNLVOMDhNEUUDUYAC aFxaalyMUrénrhquilewzGe
a0bMgBkff95PDbecPtj_n5SFEKKI4AK705Vz_glCYF1TT3gp36_Gl4AWfgIBY1Y

o5wWRCSSsTHmecHsSg4TuZglfe tOWQERVAGi1S6D1Qeple?77E.C11LEFILIFY

AnSwQY8kvI6GVHCYT1vwKaB6shgxQ TAS5_TI50xJ_BppCtfrDC288md.or7j0_
MizbrxNV457vMOtxbs53BUoywCOVXDNiuYCcPzvpCqBhs8WrlwaztOWadjQC

*xMC9sPPFknCR7In_e2NRBeCi7kz9AsgPLOT .U2BEVGGp3EtHQ1_TU2UPcC_a
S5ZAx_WGWr54XhNDRPOx3hY9uCMCkxiB8wv7hwzzmkCE8rVQWArI . 0XgPKRKzy

SvzPh2hi5Q1G3R1hbSAOeBNAYNSG2AMEjP_RAC7 cpoghtCVcBb1TEdE . Jwc

XTwYN1T7LMRLMby Iq2tPbK2nSdy7fghMifINzykIMrZEytcFOnF@7IMd95YZ
.3gihbg_EfuulLlFgn5tfdSrb00Ovjulm7QglFiYqQ26uUAHISAMEtM27 WSPL
BanwRmA_4RAwWPqtheR2BYP3xBIvY809se2vsKojzViITQEHTErZ0AyUg91bB

8h35339. 1dVGOIR7r1NICze9BbCEUTIAKB8222huBHIOxWBrIINB6FXIYZCZF
vQ1ldVkSVFndz2pglYZMXhC7_nXpHC9oPQByRpJI6G] . SDAs_8Fa9IsHYH31Pg
TaKePbXOLgbmkDQXNTE@VbiPhfXxkGzfpFbYtjHhalvuFgUgmblOgWMXNThrl
h_OySrgxmkc23h7ktNIDYOW]KAAgAWwIoVOTKsLsYGTuzGQoIDFpwiOHxfeh.
owudn&NDDgLcMRGmRdyzBDV_EtNGvFWYz8zuTSPXelRT28Q957VEzQ8alfnx

TrAbZN58WuwuQuDFg] THpKQOXFXAF2KuwDqsKAVFqDF7Y7z1p2btD . ZFSBSYb
AaSVutyFA4jUrZVxIvouA2aB0GYBdRau7pFSnaBAluTnZXmDcb . dX7wbmBF 1M

EsKQukb.ivdievgnékr_ kkawdtFZ3GuVKcF9gelgBPUv@IKR1_OCiXY.QlFr

JZW123sFUBiwMblfYYkdcArrSTWWms 7BH2ZHEIRFCkt2cF27dM5r7

ARC-Seal: i=1; a=rsa-sha256; s=arcselector990l; d=microsoft.com; cv=none;
b=RRMeC&60@NNWqY/ypinRsh6ZVgXg3/pTP24fYCYHOISTdOLb9ys6NUELS /WUBNUbVEUis2zDKE3QkE7Rro/WOB8wniQ911RCCR
+drFZVdb84B2HcWOs4Qx7alu7IMOy@9ATIfvW3wjT1TmOgqIRF8ABbeTOzK jxT5vZHIQ4+XpXqk00gePete575GBmVbzHxQNONINz9QoVBORG/n2wuda
+DwQHxt /T /1IMPTwd1u6j9K7Sm8Mi01ssNBgBkB82mencVFOsQIPaul 31y7rG42n8z8Nu06PmSziCobyBHMv16biKIrnei FAQrTY+VT/IGHM5SBgPUawtE+F12y+cVHUxOg==
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=microsoft.com;

s=arcselector99e1;

h=From:Date:Subject:Message-ID:Content-Type:MIME-Version:X-MS-Exchange-SenderADCheck;
bh=YpPL3001iR7SNx81krlnY1ltxa5GzdSefOockpSxOFpw=;
b=HS5WdTRAULUMRgESRu+/VeE240c3pAl16B4sgApCu2IEsc9U8LIF+ZCvFCm122xhLphpoETtDUkNaD/haByLVOkGqENPIG6tUgcrpFSkDOmuUzAQOL1t

Windows (CRLF) Ln 59, Col 20 120%

OBSERVATIONS

~ ARC-Authentication-Resulis

] smtp.mailfrom=***xx** *%x adu.ph

= dmarc=pass action=none

] header.from=******* **x adu.ph

] dkim=pass header.d=******* *** adu.ph
" arc=none

DKIM-Signature
= d=***eduph.onmicrosoft.com
] s=selector2-**eduph.onmicrosoft.com

X-Apparently-To
. ¥ * * Rk R @y 0 0.COM

Authentication-Results
= dkim=pass

= spf=pass

= dmarc=unknown

Received-SPF
= Pass (******* *** edu.ph designates 40.107.131.129 as
permittedsender)

X-Originating-Ip
" 40.107.131.129

Reply-To

n r************@*******.***.edu'ph

Easiest way to analyzeis by reading the headers bottom-up
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Complexity of Phishing - Summary of Findings (Email Header Analysis) A

Facts Timeline of Events
1. The malicious mail came from an Office 365 tenant
1. 08-28-2020 at 6:35 AM UTC +8 (Malicious mail deliv ered)

2. The originating host is ¥****** *** edu.ph

3. The originating IP address is 54.89.76.235

4, The malicious mail was NOT categorized by Office 365

5. The malicious mail was delivered to the recipient at exactly 27 Aug 2020 22:35:16
+0000

6. The malicious mail passed all 3 standard security protocol checks (SPF, DKIM,
DMARC)

7. The malicious mail came from pX¥FFXEE XK XK @F K ¥ XX XX, ¥ ¥ ¥ edu. ph who is a

user from *dddddd *** edu.ph

Presumptions
1. N/A
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Complexity of Phishing — Mail Flow

Complainant’s Mailbox
atlas106.free.mail.gql.yahoo.com

APC01-SG2-obe.outbound.protection.outlook.com
(40.107.131.129)

MN2PR12CA0021.namprd12.prod.outlook.com
(2603:10b6:208:a8::34)

EC2AMAZ-59M1GAT (54.89.76.235)

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

Complainant’s Mailbox

Yahoo Mail
(yahoo.com)

Microsoft Office 365
(**********eduph)

Amazon EC2 Server
(Phishing Server / Mailer)

Phishing & Education: Applying security principles during the pandemic | Page 57



, 4

Complexity of Phishing — Summary of Findings (Email Content Analysis)

Facts
1.

The malicious mail came from pF¥*FEXEFXE K FKXF @K KX ¥ X%, XXX, edu. ph who is G
user from *dddddd *x* edu.ph

The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8
The received mail is malicious in nature
" It infends to deceive recipients that the email came from Metrobank

" It entices the recipients to click on which contains
a concealed malicious link

The domain donewellinsurance.com was used in fthis phishing campaign
A change was made to the directory

https://donewellinsurance.com/Administrator/js/ on Friday, August 28, 2020 at 8:03
AM UTC+8

Presumptions

1.

2.

A threat actor compromised the domain donewellinsurance.com

Possible point of entry / mode of compromise

= Exploitation of a remote information disclosure v ulnerability (CVE-2010-2333)
= Identified Administrator / Default Credentials
= Loginthrough the Admin Panel as Administrator

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

Timeline of Events

1.

2.

08-28-2020 at 6:35 AM UTC +8 (Malicious mail delivered)

08-28-2020 at 8:03 AM UTC +8 (Modificationon
https://donewellinsurance.com /Administrator/js/)
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/ Complexity of Phishing — Social Media Analysis

Hello po Good afternoon po Sa inyong Lahat.

Sana Lahat po ng mga nasend po ng Email About po sa Metrobank update from this Email

r @ .edu.ph HINDI po ako yung nag send ng email o phishing email.
Nagamit po yung student account chineck ko po dun sa mga history po ng login kanina pong
3AM po ng umaga.

Hindi ko po magagawang mag send ng email or phishing email sa mga tao.Opo IT student po
ako pero hindi ko po magagawa o gamitin ang computer knowledge ko sa masama lalo na po sa
ganung bagay.

New System Update

The Metrofiank Ranking Team

emgortant: Fleane save ths message for fulure referene

Bed Toomy st 32434

Location

Lezhe

Tirané
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Complexity of Phishing — Social Media Analysis

nk update from this Email
ng email o phishing email.

Hello po Good afternoon po Sa inyong Lahat. story po ng login kanina pong

Sana Lahat po ng mga nasend po ng Email About po sa Metrobank update from this Email f;gﬂ;ii t:aoff;; nl";ra SltaLiJ:ir:ppoosa
r. @ .edu.ph HINDI po ako yung nag send ng email o phishing email.

Nagamit po yung student account chineck ko po dun sa mga history po ng login kanina pong

3AM po ng umaga.

Hindi ko po magagawang mag send ng email or phishing email sa mga tao.Opo IT student po

ako pero hindi ko po magagawa o gamitin ang computer knowledge ko sa masama lalo na po sa

ganung bagay.

The Metrofiank Ranking Team

emgortant: Fleane save ths message for fulure referene

| |Friday, 28 August 2020 at 13:50] ERLVLUEELE

Sana Lahat po ng mga nasend po ng Email About po sa Metrobank update from this Email

Bl Toasy st 3243

Location [

e, Il @ edu.ph HINDI po ako vuna naa send na email o phishina email.
L. ¢ Naaamit po vuna student account chineck ko po dunsa mga history po ng login kanina pong
e 3AM po ng umaga.
HInal Ko po magagawang mag send ng email or phishing email sa mga tac.Opo IT student po
ako pero hindi ko po magagawa o gamitin ang computer knowledge ko sa masama lalo na po sa
[ ooy 20w vt <0 i} ganung bagay.
@D
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Complexity of Phishing - Summary of Findings (Email Content & Social Media Analysis)

Facts
1.

The malicious mail came from pF¥*FEXEFXE K FKXF @K KX ¥ X%, XXX, edu. ph who is G
user from *dddddd *x* edu.ph

The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8

The received mail is malicious in nature
" It intends to deceive recipients that the email came from Metrobank

" It entices the recipients to click on which contains
a concealed malicious link

The domain donewellinsurance.com was used in fthis phishing campaign
A change was made to the directory

https://donewellinsurance.com/Administrator/js/ on Friday, August 28, 2020 at 8:03
AM UTC+8

Presumptions

1.

2.

A threat actor compromised the domain donewellinsurance.com

Possible point of entry / mode of compromise

= Exploitation of a remote information disclosure v ulnerability (CVE-2010-2333)
= Identified Administrator / Default Credentials
= Loginthrough the Admin Panel as Administrator

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

Timeline of Events

1.

2.

3.

08-28-2020 at ~3:00 AM UTC +8 (The defendant checked their student mail)
08-28-2020 at 6:35 AM UTC+8 (Malicious mail deliveredto complainant)

08-28-2020 at 8:03 AM UTC +8 (Modificationon
https://donewellinsurance.com /Administrator/js/)

08-28-2020 at 1:50 PM UTC+8 (Facebook post by the defendant)
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Complexity of Phishing — Social Media Analysis

Sent ltems ByDatev T New System Update

Jjrdinglasan@yahoo.com S G| |
New System Update Thu 7:32 PM R < D - o

MetroBank Update Dear Valued Client, Our system has detected To sarahbeth_c@yahoo.com 2:59 AM
lee_gervacio@yahoo.com MetroBank Update

New System Update Thu 7:32 PM

MetroBank Update Dear Valued Client, Our system has detected
Dear Valued Client,

coolshakebeets@yahoo.com :
New System Update Thu 7:31 PM Our system has detected some error to your transaction.

MetroBank Update Dear Valued Client, Our system has detected B 5 5 < : < z
P & ; LR If this was you, kindly this regard this message. Otherwise, please procced to verification.

marlynnakayama@yahoo com You can verify your account at https://personal.metrobankdirect.com/

New System Update Thu 7:31 PM

; These communication channels are available to you 24 hours a day, 7 days a week.
MetroBank Update Dear Valued Client, Our system has detected Y Ve Y

Thank you for banking online with us!
agreyes123@yahoo.com

New System Update Thu 7:31 PM The MetroBank Banking Team
MetroBank Update Dear Valued Client, Our system has detected

Important: Please save this message for future reference

kcaquino5555@yahoo.com
New System Update Thu 7:31 PM
MetroBank Update Dear Valued Client, Our system has detected MetroBank is supervised by the Bangko Sentral ng Pilipinas with contact number (02) 8708-7087 and email address

consumeraffairs@bsp.gov.ph
MetroBank, inc. ® 2020. All Rights Reserved

en_spa@yahoo.com
New System Update Thu 7:31 PM
MetroBank Update Dear Valued Client, Our system has detected

antonioalcazar_custserv@yahoo.com
New System Update Thu 7:31 PM
MetroBank Update Dear Valued Client, Our system has detected
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Complexity of Phishing — Social Media Analysis

Sent Items ByDatev T New System Update

Jjrdinglasan@yahoo.com p—— S| &
New System Update Thu 7:32 PM R <. CH <cu.oh>

MetroBank Update Dear Valued Client, Qur system has detected Tq sarahbeth_c@yahoo.com

lee_gervacio@yahoo.com MetroBank Update

New System Update Thu 7:32 PM

MetroBank Update Dear Valued Client, Our system has detected
Dear Valued Client,

coolshakebeets@yahoo.com :
New System Update Thu 7:31 PM Our system has detected some error to your transaction.

MetroBank Update Dear Valued Client, Our system has detected B 5 5 < 2 : z
P & ! LR If this was you, kindly this regard this message. Otherwise, please procced to verification.

marlynnakayama@yahoo.com You can verify your account at https://personal.metrobankdirect.com/

New System Update Thu 7:31 PM

; These communication channels are available to you 24 hours a day, 7 days a week.
MetroBank Update Dear Valued Client, Our system has detected Y Ve Y

Thank you for banking online with us!

agreyes123@yahoo.com
New System Update Thu 7:31 PM

) The MetroBank Banking Team
MetroBank Update Dear Valued Client, Our system has detected

Important: Please save this message for future reference

kcaquino5555@yahoo.com
New System Update Thu 7:31 PM
MetroBank Update Dear Valued Client, Our system has detected MetroBank is supervised by the Bangko Sentral ng Pilipinas with contact number (02) 8708-7087 and email address

consumeraffairs@bsp.gov.ph
MetroBank, inc. ® 2020. All Rights Reserved

en_spa@yahoo.com
New System Update Thu 7:31 PM
MetroBank Update Dear Valued Client, Our system has detected

antonioalcazar_custserv@yahoo.com
New System Update Thu 7:31 PM
MetroBank Update Dear Valued Client, Our system has detected ——
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Complexity of Phishing - Summary of Findings (Email Content & Social Media Analysis)

Facts
1.

The malicious mail came from pF¥*FEXEFXE K FKXF @K KX ¥ X%, XXX, edu. ph who is G
user from *dddddd *x* edu.ph

The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8
The received mail is malicious in nature
" It infends to deceive recipients that the email came from Metrobank

" It entices the recipients to click on which contains
a concealed malicious link

The domain donewellinsurance.com was used in fthis phishing campaign
A change was made to the directory

https://donewellinsurance.com/Administrator/js/ on Friday, August 28, 2020 at 8:03
AM UTC+8

Presumptions

1.

2.

A threat actor compromised the domain donewellinsurance.com

Possible point of entry / mode of compromise

= Exploitation of a remote information disclosure v ulnerability (CVE-2010-2333)
= Identified Administrator / Default Credentials
= Loginthrough the Admin Panel as Administrator

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

Timeline of Events

1.

2.

08-27-2020 at 7:31 PM UTC +8 (Phishing Email sent to muliiple recipients)
08-28-2020 at 2:59 AM UTC +8 (Phishing Email sent to “sarahbeth_c@yahoo.com”)
08-28-2020 at ~3:00 AM UTC +8 (The defendant checked their student mail)
08-28-2020 at 6:35 AM UTC+8 (Malicious mail delivered o complainant)

08-28-2020 at 8:03 AM UTC +8 (Modificationon
https://donewellinsurance.com /Administrator/js/)

08-28-2020 af 1:50 PM UTC+8 (Facebook post by the defendant)

Phishing & Education: Applying security principles during the pandemic | Page é4
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-~
§3 | Today at 2:45:11 AM +08 Ha Noi, YN (© Office 365 Exchange Online " Successful sign-in
£ || Today at 4:24:06 AM +08 Astrakhanskaya Oblast’, RU Office 365 Exchange Online / Successful sign-in
£ | Today at 3:24:34 AM +08 Tirane, AL @ Office 365 Exchange Online " Successful sign-in
Location IP What is this? App Account
Tirane, AL @ 79.106.5.53 Office 365 Exchange Online . [ NNEEGC: T - ..oh
= 1
Lezheé ‘
{
Tirane \
P ) . ..
Look unfamiliar? Secure your account
D Today at 2:09:52 AM <08 Al Qahirah, §G © Office 365 v/ Successful sign-in
D Today at 2:09:49 AM +08 Al Qahirah, EG Office 365 Exchange Online /" Successful sign-in
D Today at 2:05:44 AM +08 Al Qghirah, EG & 0365 Suite UX W Successful sign-in
£ || Yesterday at 9:56:45 PM <08 Vai-De-Marne, FR Qffice 365 Exchange Online " Successful sign-in
. A4S . " R P : P - 2 v
fil § Yesterday at 9:33:11 PM <08 Rig De Janeiro BR L) QOffice 365 Exchange Online ./ Sucressful cian.in
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Complexity of Phishing - Summary of Findings (Email Content & Social Media Analysis)

Facts

1. The malicious mail came from pX¥FFXEERKXE K@K K ¥ KK XX XX ¥ edu. ph who is a
user from ##¥*xsk *+% edu.ph

2. The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8

3. The received mail is malicious in nature
" It intends to deceive recipients that the email came from Metrobank
" It entices the recipients to click on which contains

a concealed malicious link

4, The domain donewellinsurance.com was used in fthis phishing campaign

5. A change was made to the directory
https://donewellinsurance.com/Administrator/js/ on Friday, August 28, 2020 at 8:03
AM UTC+8

Presumptions
1. A threat actor compromised the domain donewellinsurance.com

2. Possible point of entry / mode of compromise
= Exploitation of a remote information disclosure v ulnerability (CVE-2010-2333)
" Identified Administrator / Default Credentials
= Loginthrough the Admin Panel as Administrator

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

N

Timeline of Events

1.

08-27-2020 at 7:31 PM UTC +8 (Phishing Email sent to multiple recipients)

08-27-2020 at 9:50 PM UTC +8 (Suspicious loginto defendant's student email from Brazil)
08-27-2020 at 9:56 PM UTC +8 (Suspicious loginto defendant’s student email from France)
08-28-2020 at 2:09 AM UTC +8 (Suspicious login to defendant's student email from Egypt)
08-28-2020 at 2:59 AM UTC +8 (Phishing Email sent to “sarahbeth_c@yahoo.com”)
08-28-2020 at ~3:00 AM UTC +8 (The defendant checked their student mail)

08-28-2020 at 3:24 AM UTC +8 (Suspicious login fo defendant's student email from Albania)
08-28-2020 at 4:24 AM UTC +8 (Suspicious login to defendant’s student email from Russia)

08-28-2020 at 6:35 AM UTC +8 UTC+8 (Malicious mail delivered to complainant)

. 08-28-2020 at 8:03 AM UTC +8 (Modificationon

https: newellinsurance.com /Administrator/js/)

. 08-28-2020 at 9:45 AM UTC +8 (Suspicious login to defendant's student email from Vieinam)

. 08-28-2020 at 1:50 PM UTC+8 (Facebook post by the defendant)

-~
® -~
/\
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R

Hello po sirM

Hindi po ako yung nag send ng email po sainyo

Hindi ko po magagawa yung bagay na po yon chineck ko po history of devices ko
po na nag online o nag bukas ng school account ko po ... See more

n3 Ri
SHeE®d > Hello po sirM

Like - Reply - 21 w s : ;
Hindi po ako yung nag send ng email po sainyo

Hindi ko po magagawa yung bagay na po yon chineck ko po history of devices ko
po na nag online o nag bukas ng school account ko po ... See more

S Qﬁf A Arshinov Makhno replied - 28 replies

Like - Reply - 21 w

Friday, 28 August 2020 at 13:19 replied - 28 replies

PAANT OF

< G,
ﬁ

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

Phishing & Education: Applying security principles during the pandemic | Page 47



. N
Complexity of Phishing — Social Media Analysis A

E Management of Enterprise ITin | X P OM | Facebook & My Sign-Ins

& C {)} @& mysignins.microsoft.com

/C) Recent Searches v

Close Search

;i Apps ﬂ Top 23 Torrent Sites... E Download music, m.. Q Hacking Websites... B Free Download Driv... @ Perfect Facebook P...

My Sign-ins

—1% € Reply &) Reply All —> Forward ses
B Ovariien 3 Today Pangasinan, PH Microsoft Forms v/ Successful sign-in fi
Fri
% Security info 6] Today at 9:45:11 AM <08 Ha Noi, WN O Office 365 Exchange Online " Successful sign-in
= &= RU C ine " Successful sign-in
53 Tirane, AL & Office 365 Exchange Online " Successful sign-in
& Privagy
Location App Account verification.
Tirane, AL © Office 365 Exchange Online ne-&'-ecq,:*
0~ |
Lezhé |
{ week.

Tirané \

Look unfamiliar? Secure your account

D Al Qahirah, 6 © Office 365 ' Successtul sign-in
ler (02) 8708-7087 and email address consumeraffairs@bsp.gov.ph
" < - o Rights Reserved
D Today at 2:09:49 AM +08 Al Qahirah, EG (W Office 365 Exchange Online /" Successful sign-in
D Today at 2:09:44 AM +08 Al Qahirah, €6 @ 0365 Suite UX " Successful sign-in
6] Yesterday at 9:56:48 PM +08 Val-De-Marne, 7R O Office 365 nge Online /" Successful sign-in N
= R =
ltems: 1 Q Reminders: 20 Updating Inbox. Updating this folder. Connected to: Microsoft Exchange
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Complexity of Phishing - Summary of Findings (Email Content & Social Media Analysis)

Facts
1.

The malicious mail came from pF¥*FEXEFXE K FKXF @K KX ¥ X%, XXX, edu. ph who is G
user from *dddddd *x* edu.ph

The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8
The received mail is malicious in nature
" It infends to deceive recipients that the email came from Metrobank

" It entices the recipients to click on which contains

a concealed malicious link
The domain donewellinsurance.com was used in fthis phishing campaign
A change was made to the directory

https://donewellinsurance.com/Administrator/js/ on Friday, August 28, 2020 at 8:03
AM UTC+8

Presumptions

1.

2.

A threat actor compromised the domain donewellinsurance.com

Possible point of entry / mode of compromise

= Exploitation of a remote information disclosure v ulnerability (CVE-2010-2333)
= Identified Administrator / Default Credentials
= Loginthrough the Admin Panel as Administrator

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

Timeline of Events

1.

08-27-2020 at 7:31 PM UTC +8 (Phishing Email sent to multiple recipients)

08-27-2020 at 9:50 PM UTC +8 (Suspicious loginto defendant’s student email from Brazil)
08-27-2020 at 9:56 PM UTC +8 (Suspiciousloginto defendant’s student email from France)
08-28-2020 at 2:09 AM UTC +8 (Suspicious loginto defendant’s student email from Egypt)
08-28-2020 at 2:59 AM UTC +8 (Phishing Email sent to “sarahbeth_c@yahoo.com”)
08-28-2020 at ~3:00 AM UTC +8 (The defendant checked their student mail)

08-28-2020 at 3:24 AM UTC +8 (Suspicious loginto defendant’s student email from Albania)
08-28-2020 at 4:24 AM UTC +8 (Suspicious loginto defendant’s student email from Russial)

08-28-2020 at 6:35 AM UTC+8 (Malicious mail delivered to complainant)

. 08-28-2020 at 8:03 AM UTC +8 (Modificationon

https: newellinsurance.com /Administrator/js/)

. 08-28-2020 at 9:45 AM UTC +8 (Suspiciousloginto defendant’s student email from Vietnam)

-28-2020at 1:19 PM UTC +8 (F k mplainant f

. 08-28-2020 at 1:50 PM UTC+8 (Facebook post by the defendant)
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Sana gamitin nang mga tac ang karurungan sa computer sa magandang paraan kung nahack

man itong account mo then File and R

@O B - LR ST

New System Update

Add to VIPs
—  Add to contacts

é Copy email address

Dear VALUED CLIENT,

This is to inform you that some data from your
account seems inaaccurate or unverified

For your protection, you have to fill out the form
on the given link below and verify the necessary
fields and also check your information in order to
continue using our service smoothly.

You may also view your latest Statement of

OB® Vou anc

nant of Grace Integrated Academy, Inc.

hile phishing and online scams

(Republic Act No. 10173)
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(B Daity Coding

Do youhave a safe password?

PYTHON PASSWORD GENERATOR
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Credits 1o General Knowledge
Sender: Alane Guitermez
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Reading emails first thing in a morning is my th So when | receive this Metrobank System

shing email and this time nagiwan pa sya trace,

Update churva on one of my mailing address. | checked the veracity of sender before | send any ool email acct to send this email. Then i tried to search
0 nga X

personal bank information. Sympre mahirap na. -

utel _al magandang paraan kung nahack
t mo sa School Mo e phishing and online s
Oh well just | thought isa naman syang phishing email and this time nagiwan pa sya trace, e e
apparently the alleged student used his school email acct to send this

him sa facebook or in google to check if totong tao nga sya

punishable under the Cybercrime Prevention Act of 2012 (Republic Act No. 101735). ) © I iy o sipic
To All Friends, Let this be a lesson to always scrutinize your emails senders, banking inst IS
won't ask for your details via email. G S 5 - e vl s o s,

e
20

your DATA.

Add to VIPs

—— Add to contacts Update churva on one of my mailing address. | checked the veracity of sender before | send any
personal bank information. Sympre mahirap na.

é Copy email address

Oh well just | thought isa naman syang phishing email and this time nagiwan pa sya trace,
apparently the alleged student used hi ol email acct to send this email. Then i tried to search

This is to inform you that some data from your . _ -, _

account seems inaaccurate of unverified him sa facebook or in google to chec g tao nga sya,

RTINS 21 Oamitin nang mga tao ang karurungan sa computer sa magandang paraan kung nahack man

R LR R R itong account mo then File and Report mo sa School Mo. While phishing and online scams are

fields and also check your information in order t

continue using our service smoothly. punishable under the Cybercrime Prevention Act of 2012 {(Republic Act No. 10175).

Dear VALUED CLIENT,

You may also view your latest Statement of To All Friends, Let this be a lesson to always scrutinize your emails senders, banking institutions
OB Vou and 176 others won't ask for your details via email. Get a stricter Passwords for your emails and always protect
your DATA,
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9206 OB - L otHTN |

< PNERVI

New System Update

2020 6:35arn

i @ QI

Add to VIPs
—— Add to contacts E

§ Copy email address

Dear VALUED CLIENT,

This is to inform you that some data from your
account seems inaaccurate or unverified.

For your protection, you have to fill out the form
on the given link below and verify the necessary
fields and also check your information in order to
continue using our service smoothly.

You may also view your latest Statement of
Account anytime via Metrobank Direct Facility. If
you are not yet enrolled in Metrobank Direct, you
may visit your Metrobank Branch for assistance
and other details.

Thank you for using SOA facility. Please visit our
website at www.metrobankcard.com for the terms

and randitinne and ather detaile

d « - Ty

Reply Reply all Forward Delete

[l @) <

910l OB - LT |

&« Q_ Search

@
20Aug - Q

. I University - Office of Public

Affairs
20Aug*Q

ADVISORY:

In commemoration of the Ninoy Aquino Day,
there will be no classes and all offices in the
university will be closed tomorrow, August 21,
20... See more

I uNIVERS I TY

ADVISORY

SPECIAL NON-WORKING
HOLIDAY
August 21, 2020

In commemoration
of the Ninoy Aquino Day
‘ x Please be guided accordingly.

@mzps:uwww .edu.ph (54 opai@{ ledu.ph

[ @] <

917D OE - LA |
€« Q_ Search
o5 Like £ Share

R
1d-Q

@ Daily Coding
1d-Q

Do you have a safe password?

PYTHON PASSWORD GENERATOR

import random

lower = "abcdefghijklmnopqgrstuvwxyz"
ICDEFGHIJKLMNOPQRSTUVWXYZ"

all = upper + lower + numbers + symbols

length = 16
password = "".join(random.sample (all, length))
print(password)

DO YOU HAVEA SAFE PASSWORD?

<> DAILYCODING

Il @] <

917w OHE - LN |

« Q  Search

QD5 1 Comment
oy Like £ Share
R
1d-Q

@ Programmer Ako
1d-Q

Credits to General Knowledge
Sender: Aivane Guiterrrez

28% of IT Professionals hide their career
from family or friends out of fear of being
asked to provide free tech support.

-9 1 share

[ @] <
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Complexity of Phishing - Summary of Findings (Email Content & Social Media Analysis)

Facts Timeline of Events
1. The malicious mail came from pX**** XX FK K @* $F* X ¥ %%, ¥ ¥ X, edu. ph who is a
user from ##¥*xsk *+% edu.ph 1. 08-27-2020 at 7:31 PM UTC +8 (Phishing Email sent fo multiple recipients)
2. The mail was delivered on Friday, August 28, 2020 at 6:35 AM UTC+8 2. 08-27-2020 at 9:50 PM UTC +8 (Suspiciousloginto defendant’s student email from Brazil)
. . . . . 3. 08-27-2020 at 9:56 PM UTC +8 (Suspiciousloginto defendant’s student email from France)
3. The received mail is malicious in nature
. . L . 4. 08-28-2020 at 2:09 AM UTC +8 (Suspicious loginto defendant’s student email from Egypt)
" It infends to deceive recipients that the email came from Metrobank
5. 08-28-2020 at 2:59 AM UTC +8 (Phishing Email sent to “sarahbeth_c@yahoo.com”)
" It entices the recipients to click on which contains
a concealed malicious link 6. 08-28-2020 at ~3:00 AM UTC +8 (The defendant checked their student mail
5. A change was made to the directory 8. 08-28-2020 at 4:24 AM UTC +8 (Suspicious loginto defendant’s student email from Russia)
Zfli\‘dpz:TzCngnewelhnsurance.comZAdmmlsfraforas[on Friday, August 28, 2020 at 8:03 9. 08-28-2020 at 6:35 AM UTC+8 (Malicious mail deliveredto complainant
+

10. 08-28-2020 at 8:03 AM UTC +8 (Modificationon
https: newellinsurance.com /Administrator/js/)

Presumptions
1. A threat actor compromised the domain donewellinsurance.com 11. 08-28-2020 at 9:36 AM UTC +8 (Facebook post by the complainant

12. 08-28-2020 at 9:45 AM UTC +8 (Suspicious loginto defendant’s student email from Vietnam)

2. Possible point of entry / mode of compromise
= Exploitation of a remote information disclosure v ulnerability (CVE-2010-2333) 13. 08-28-202001 12:00 NN UTC +8 (Login to defendant's student email from Philippines)
" Identified Administrator / Default Credentials 14. 08-28-202001 1:19 PM UTC 48 (F kcomment by th fendant ¢ mplainant’s post,
= Loginthrough the Admin Panel as Administrator 5. 08-28-2020af 1:50 PM UTC+8 (Facebook postby the defendant)
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Complexity of Phishing — Current Status

Hi Ma'am &

Gusto ko lang po sana mag ask if may progress or update po kayo sa case na ito?
Pinursue niyo po ba?

Happy new year din po and hope all is well sa inyo hehehe

Wala balita sa nbi
&

Mamatay nlng yng caso

@ 1
Mag file po ba kayo ng case? Nag report din po ba kayo sa PNP-ACG?
Magfile ako

After nila ako makausap wala na

&

Sige po, thank you po sa update
.. Nakakalungkot naman po @

e RS Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 74



Reality of our Current Situation

Security by optimism and prayer
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https://sibertor.com/wp-content/uploads/2016/07/building-world-class-security-operations-center-roadmap-35907.pdf
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> N
/ DISCLAIMER: | will exercise my freedom of speech

KO...@8GOOGLE.COM B8.18.2821 B4 :88
Hey

Thanks for heads up. we do not restrict the rights of our researchers. You are free to publish it.

ISAIAH.PUZON@GMAIL .COM B88.16.2621
Hey,

Thanks for the response. This is acknowledged! :)
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KO...@8GOOGLE.COM B8.18.2821 B4 :88
Hey

Thanks for heads up. we do not restrict the rights of our researchers. You are free to publish it.

ISAIAH.PUZON@GMAIL .COM B88.16.2621
Hey,

Thanks for the response. This is acknowledged! :)

Ry Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 80



> -
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KO...@8GOOGLE.COM B8.18.2821 B4 :88
Hey

Thanks for heads up. we do not restrict the rights of our researchers. You are free to publish it.

ISAIAH.PUZON@GMAIL .COM B88.16.2621
Hey,

Thanks for the response. This is acknowledged! :)
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201370894 = Abuse Risk-related Methodology — YouTube Channel Name can be changed to an existing Channel Name without any Validation
0 people have starred this issue.

Component 889286

bu...@google.com <bu...@google.com= #1 Sep 28, 2021 02:13PM

Created issue (on behalf of @ isaiah.puzon@gmail.com).

Summary: Abuse Risk-related Methodology — YouTube Channel Name can be changed to an existing Channel Name without any Validation 02:13PM
The vulnerability is known to third parties!

Product: Youtube

URL: https://www.youtube.com

Vulnerability type: Other

Details

Summary: Abuse Risk-related Methodology - YouTube Channel Name can be changed to an existing Channel Name without any Validation
Any YouTube channel can impersonate another existing YouTube channel's name.
Please refer to the following PDF for more details:

» https://drive.google.com/file/d/1RNDUy7zmzaRE91VrUGhmrGGblaWGCWRO/view?usp=sharing

Attack scenario

Any YouTube user.
It is already being actively exploited by criminals.
Please refer to the following PDF for more details:

» https://drive.google.com/file/d/TRNDUy7zmzaRE31VrUGhmrGGblaWGCWRO/view?usp=sharing

Component: 310426 02:13PM
Type: Customer |ssue 02:13PM
Priority: P4 02:13PM
Severity: 54 02:13PM
Title: Abuse Risk-related Methodology — YouTube Channel Name can be changed to an existing Channel Name without any Validation 02:13PM
Reporter: =none> = isaiah.puzon@gmail.com (Isaiah Puzon) 02:13PM
+CC:  wo..@google.com, isaiah.puzon@gmail.com (lsaiah Puzon) 02:13PM
Status: New 02:13PM
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201146326 ~  other in YouTube
0 people have starred this issue.

Component 889286

ap...@google.com <ap...@google.com= #1 Sep 25, 2021 06:43PM  :
Created issue (on behalf of@ isaiah.puzon@gmail.com).

Summary: Abuse Risk-related Methodology — YouTube Channel Name can be changed to an existing Channel Name without any Validation D6:43PM

Steps to reproduce (Mobile):
1. Open YouTube Android App (Must be logged in with a Gmail account)
2. Click profile photo on the top right & click "Your Channel”
3. Click "Edit Channel"
4. Edit Name to any existing channel

Browser/0S:
- Mozilla/5.0 (Linux; Android 10; ONEPLUS A5000) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Mobile Safari/537.36

Attack scenario:
Re-sending this since | didn't receive an email during my initial reporting of this.

This is actively being abused by malicious actors preying on the lay person.

Attack Scenario:

. Form a criminal syndicate (or do it solo, idk)

. Create a list of YouTube Influencers to target (usually those who do giveaways)
. Create dummy Gmail accounts

. Impersonate YouTube Influencers with this issue

77

. FROFIT!!

o g W N2

Incident Report / Real-Life Use Case:
https://drive.google.com/file/d/1b7 JIREP3z90es7tKPU1Ud2tAPq 14d9rr/view?usp=drivesdk

Acquisition info:
It was acquired on October 9, 2006 - see https://www.sec.gov/Archives/edgar/data/1288776/000119312506206884/dex991.htm

Component: 310426 06:43PM
Type: Customer |ssue 06:43PM
Priority: P4 06:43PM
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4
/ Complexity of Online Security / Safety

Reward amounts for abuse-related methodologies

New! Rewards for abuse-related methodologies are based on a different scale and range from USD $100 to $13,337. The reward amount for these abuse-related bugs
depends on the potential probability and impact of the submitted technique

Impact [1]
High Medium Low
High Up to $13,337 $3,133.7 to $5,000  $1,337
Probability [2]  Medium 531337 to 55,000  $1.337 5100 to $500

Low $1,337 $100 to $500 HoF Credit

[1] The impact assessment is based on the attack’s potential for causing privacy violations, financial loss, and other user harm, as well as the user-base reached.

[2] The probability assessment takes into account the technical skill set needed to conduct the attack, the potential motivators of such an attack. and the
likelihood of the vulnerability being discovered by an attacker.
The final amount is always chosen at the discretion of the reward panel. In particular, we may decide to pay higher rewards for unusually clever or severe vulnerabilities

decide to pay lower rewards for vulnerabilities that require unusual user interaction; decide that a single report actually constitutes multiple bugs: or that multiple reports
are so closely related that they only warrant a single reward

We understand that some of you are not interested in money. We offer the option to donate your reward to an established charity. If you do so, we will double your
donation - subject to our discretion. Any rewards that are unclaimed after 12 months will be donated to a charity of our choosing

What is an abuse risk?

An abuse risk could be seen as a product feature that could cause unexpected damage to a user or platform when leveraged in an unexpected manner.
Abuse risks arise when products don't have sufficient protections against its features being used in a malicious way.

For example, the ability to import your contacts into a social network app to see which one of your friends is using the app would be considered a
feature. This feature could also become an abuse risk if there isn't a quota in place on the amount of contact lookups that could be done within this
social network app during a given timeframe. Without any restrictions in place, malicious actors could use this feature to build a large database of users
for their spam campaigns.

Contrary to security vulnerabilities, where an identified loophole requires a fix, abuse risks can often be inherent to product features. That means that
oftentimes, they shouldn't be stopped fully but products need protections mitigating its exploitation at scale.

Reference:

nt of Grace Integrated Academy, Inc.

KO...@GOOGLE.COM &7.18

CLOSED

Hil W evi d your submission and decided not to track it as a security bug

s and protections to handle such

are already aware of this issue. We have pol

instances. More about it

For the same reason, your report will also not be accepted to our VRP. Only first reports
of technical security vulnerabilities are in scope for VRP :(. Sorry about that.

MNeverthel re looking forward to your next report! To maxi  the chan
being accepted, check out the [Bug Hunter University

) and learn some

Thanks again for your report and time,

Google Trust & Safety

t for me to disclose this report
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4
/ Complexity of Online Security / Safety

Reward amounts for abuse-related methodologies

New! Rewards for abuse-related methodologies are based on a different scale and range from USD $100 to $13,337. The reward amount for these abuse-related bugs
depends on the potential probability and impact of the submitted technique

Impact [1]
High Medium Low
High Up to $13,337 $3,133.7 to $5,000  $1,337
Probability [2]  Medium 531337 to 55,000  $1.337 5100 to $500

Low $1,337 $100 to $500 HoF Credit

[1] The impact assessment is based on the attack’s potential for causing privacy violations, financial loss, and other user harm, as well as the user-base reached.

[2] The probability assessment takes into account the technical skill set needed to conduct the attack, the potential motivators of such an attack. and the
likelihood of the vulnerability being discovered by an attacker.
The final amount is always chosen at the discretion of the reward panel. In particular, we may decide to pay higher rewards for unusually clever or severe vulnerabilities

decide to pay lower rewards for vulnerabilities that require unusual user interaction; decide that a single report actually constitutes multiple bugs: or that multiple reports
are so closely related that they only warrant a single reward

We understand that some of you are not interested in money. We offer the option to donate your reward to an established charity. If you do so, we will double your
donation - subject to our discretion. Any rewards that are unclaimed after 12 months will be donated to a charity of our choosing

What is an abuse risk?

An abuse risk could be seen as a product feature that could cause unexpected damage to a user or platform when leveraged in an unexpected manner.
Abuse risks arise when products don't have sufficient protections against its features being used in a malicious way.

For example, the ability to import your contacts into a social network app to see which one of your friends is using the app would be considered a
feature. This feature could also become an abuse risk if there isn't a quota in place on the amount of contact lookups that could be done within this
social network app during a given timeframe. Without any restrictions in place, malicious actors could use this feature to build a large database of users
for their spam campaigns.

Contrary to security vulnerabilities, where an identified loophole requires a fix, abuse risks can often be inherent to product features. That means that
oftentimes, they shouldn't be stopped fully but products need protections mitigating its exploitation at scale.

Reference:

nt of Grace Integrated Academy, Inc.

KO...@GOOGLE.COM &7.18

CLOSED

Hil W evi d your submission and decided not to track it as a security bug

s and protections to handle such

are already aware of this issue. We have pol

instances. More about i

For the same reason, your report will also not be accepted to our VRP. Only first reports
of technical security vulnerabilities are in scope for VRP :(. Sorry about that.

MNeverthel re looking forward to your next report! To maxi  the chan
being accepted, check out the [Bug Hunter University

) and learn some

Thanks again for your report and time,

Google Trust & Safety

t for me to disclose this report

Phishing & Education: Applying security principles during the pandemic | Page 85


https://sites.google.com/site/bughunteruniversity/improve/what-is-an-abuse-risk
https://sites.google.com/site/bughunteruniversity/improve/what-is-an-abuse-risk

.
/ Complexity of Online Security / Safety A

Impersonation policy

® The safety of our creators, viewers, and partners is our highest priority. We look to each of you to

~  help us protect this unique and vibrant community. It's important you understand our Community
Guidelines, and the role they play in our shared responsibility to keep YouTube safe. Take the time to
carefully read the policy below. You can also check out this page for a full list of our guidelines.

Content intended to impersonate a person or channel is not allowed on YouTube. YouTube also enforces
trademark holder rights. When a channel, or content in the channel, causes confusion about the source of
goods and services advertised, it may not be allowed.

If you see content that violates this policy, please report it.

+ If you feel that yours or another creator's channel is being impersonated, you can report the channel by
following the instructions here.

What these policies mean for you

If you're posting content

Don't post content on YouTube if it fits any of the descriptions noted below.

* Channel impersonation: A channel that copies another channel's profile, background, or overall look and
feel in such a way that makes it look like someone else's channel. The channel does not have to be 100%
identical, as long as the intent is clear to copy the other channel.

» Personal impersonation: Content intended to look like someone else is posting it.

(2
o
g,
e/

6
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Complexity of Online Security / Safety

Impersonation policy

)

That'sign can't’'stop me because'l can‘t read!
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23 YouTube Go g|€

Abuse Risk-related Methodology

YouTube Channel Name can be changed to an
existing Channel Name without any Validation




Replication Steps - Web-based through a Browser

#1 — While logged in to YouTube, click your

orofile picture and press Your channel #2 — Press CUSTOMISE CHANNEL

* YouTube X +

C O 8 &2 httpsy/w youtube.com

Music Live Anime Japane

® YouTube Music

The beat doesn't stop with Music
Premium

Subscriptions

IE 1 MONTH FREE

The Ara Ara that killed Mix — Attack on Titan 2
90,000 viewers... ‘Barricades’ with Lyrics

dloow @ Hiroyuki Sawano, mpi, ¢
1M views = 1 month ago Kim and more

https://www.youtube.com/channel/UC2cQjFJPx3cS5HedcuV1RoQ

Q (@ Search

& Isaiah Puzon
)
Manage your Google Account

Your channel

Purchases and memberships
YouTube Studio

Switch account

Sign out

Appearance: Device theme
Language: British English
Location: Philippines
Settings

Your data in YouTube

Help

Send feedback

Keyboard shortcuts

Restricted Mode: Off

Isaiah Puzon - YouTube x +

&) O EJ 52 https:/fwww.youtube.com/cha

> YouTube ™ A ,gij

PO ehhuen R R
& f No subscribers

VIDEOS PLAYLISTS CHANNELS DISCUS:

Subscriptions

=]

Library

Upload a video to get started

Start sharing your story and connecting with viewers. Videos that you
upload will show up here.

UPLOAD VIDEO

Learn more about how to get started
https://studio.youtube.com/channel/UC2cQjFIPx8c55HedcuV1RoQ/ editing




Replication Steps - Web-based through a Browser

#3 — Under Channel customization, press #4 — Press the Edit button & change the
Basic info Channel name (Note the Channel URL)

* Isaiah Puzon - YouTube * Channel customisation - YouT. * + * lzaiah Puzon - YouTube e * Channel customisation - YouT. > +

& RN youtube.com v Q Search = c OB8 youtube.com % Q Search

» Studio Qa @ ok » Studio Qa ®

% Cchannel customisation % Channel customisation

Branding Basic info Layout Branding

Video spotlight Channel name and description

Add a video to the top of your channel homepage. q
potyerren ped Isaiah Puzon /'

H Channel trailer for people who haven't subscribed

Share a preview of your channel for people who haven't subscribed yet

Featured video for returning subscribers
Highlight a video for your subscribers to watch. This video won't be shown again at the top of your page for
subscribers who have watched it.

Featured sections
Customise the layout of your channel homepage with up to 12 sections.
Channel URL
Short videos (0) This is the standard web address for your channel. It includes your unigue channel ID, which is the numbers and letters at the end of

the URL
This section will appear after a short video has been uploaded

https://www.youtube.com/channel/UC2cQjFJPx9cS5He4cuV1RoQ F|:|

Uploads (0)

This section will appear when a video has been uploaded




Replication Steps - Web-based through a Browser

#5 — Edit Channel name, press PUBLISH #6 - Channel name has
then VIEW CHANNEL changed

* lsaiah Puzon - YouTube b * Channel customisation - YouT. X + lsaiah Puzon - YouTube b * Channel customisation - Yo *  ITech25 - YouTube b -+

JFIPx9cS5Hed oL kg Q, Search = (@] O E] 52 https:/fwww.youtube.com/cha /UC2cQjFIPx9cS5He g @Search

a ® % = > Youlube " Q ¢ @O0 88

Channel customisation = JlTech25 w mm.;“mms
K- P/  Nosubscribers

Layout Branding Basic info RIEKTEE B REE

VIDEOS PLAYLISTS CHANNELS DIscus: >

Channel name and description

JLTech25 /'

Subscriptions

=]

Library

+ ADD LANGUAGE

Upload a video to get started

Start sharing your story and connecting with viewers. Videos that you
upload will show up here.

Channel URL
This is the standard web address for your channel. It includes your unique channel ID, which is the numbers and letters at the end of
the URL. Learn more

https://www.youtube.com/channel/UC2cQjFJPx9cS5He4cuV1RoQ |_|:|

Changes published Learn more about how to get started




Replication Steps - Web-based through a Browser

#7 — Visit the Channel URL from #4 on @
different browser (e.g: Private Browsing) Key Points:

This is already being actively abused by
criminals

. . It applies to both Web and Mobile
6% JTech2s versions of YouTube

HOME VIDEOS PLAYLISTS CHANNELS

This channel doesn't have any content e Any YOUTUbe OCCOUHT Con perform -I-his
(even newly created ones)

« This can lead to extremely convincing
phishing & social engineering attacks

« Criminals are already profiting from this

« Victims can only go to a corner and cry




Replication Steps — Mobile Application

#1 - Open YouTube Mobile _ .
Application then click your Profile  #2 — Click Your Channel #3 — Click EDIT CHANNEL #4 -~ Press Edit butfon &
change the Channel Name

Photo at the top right

Sep 28,2021 1:46:33PM 3% 122, @ N LTE* 4 Sep 28,2021 1:46:37 pm 3% N6, @ W LTE+ 4 Sep 28,2021 1:46:41PM 35 251, @ N LTEr 4 O Sep 28,2021 1:47:01PM 35 o2t @ N LTE* 4

> YouTube %, X < lIsaiah James Puzon S Qi & Channel settings S Q
LS . HOME VIDEOS PLAYLISTS CHANNELS
@ Explore m Cryptocurrency Stocks We Z#% Isaiah James Puzon

@ Manage your Google Account

Turn on Incognito

A ok
e :
=) Isaiah James Puzon

(D)

= Name

Add account Isaiah James Puzon
EDIT CHANNEL MANAGE VIDEOS

Do

At P149, watch as much
as you want on your phone.

Your channel Add a description
Uploads

\

Time watched N Privacy

Y

sl 043 YouTube Studio

At 149, watch as much as you want on your
phone.
Watch as much as you want for one low price

Keep all my subscriptions private
Netflix Philippines

Get YouTube Premium

. : Keep all my saved playlists private
SIGNUP [Z Purchases and memberships

Your data in YouTube

(® Changes made to your name and avatar are visible only on

. . o — . YouTube and not other Google services. Learn more
Settings 4 Shigatsu wa Kimi no Uso - Otouto Mitai na Sonzai

/"?“" "Living Life Halfway" ~Piano Solo~

259 views - 5 years ago

USRS R

" A & @ &l O & @ &l &

Shorts Subscriptions Library Privacy Policy - Terms of Service Shorts Subscriptions Library Shorts Subscriptions Library

® & ® @ [ =

Help & feedback




Replication Steps -

#5 - Change Name to an existing
Channel’'s Name then press OK

Sep 28,2021 1:46:57 PM 3% 005, @ W LTE* 4

JLTech25|

® Visible to all users on YouTube

@ Changes to your name will be reflected
only on YouTube.

CANCEL OK

Mobile Application

#6 — Press Back

1.&21 () N LTE* 4

s Q

Sep 28,2021 1:47:14PM 35

< Channel settings

Name

JLTech25

Add a description

Privacy

Keep all my subscriptions private

Keep all my saved playlists private

® Changes made to your name and avatar are v13|ble onIy on
YouTube and not other Google services.

& &
Shorts @ Subscriptions Library

#7 — Observe that the Channel
Name is changed — Navigate
to About tab

Sep 28,2021 1:47:23PM 35 24, @ N LTE+ 4

& JLTech25 s Q

HOME VIDEOS PLAYLISTS CHANNELS

S48 JLTech2s

EDIT CHANNEL MANAGE VIDEOS

Uploads

-z, Shigatsu wa Kimi no Uso - Otouto Mitai na Sonzai
# "Living Life Halfway" ~Piano Solo~

259 views - 5 years ago

& @ & ]
Shorts Subscriptions Library

#8 — Copy the Channel URL

Sep 28,2021 1:47:33PM 35 W1 @ W LTEr 4 O

& JLTech25 & Q

VIDEOS PLAYLISTS CHANNELS ABOUT

More info

@

(i) Joined Aug 17,2014

»~A 356 views

Shorts @ Subscriptions Library




Replication Steps — Mobile Application

#9 — Access the copied Channel #10 — Observe the modified Key Poinfs:

URL via Private Browsing tab Channel Name .. . .
« Thisis already being actively abused by
O & m.youtube.com/channel/UCihSyRk @ Criminols

Sep 28,2021 1:47:49pM ©0 2% 298, © N\ LTE* 4

Sep 28,2021 1:47:43pMm 3% 52, @ XN\ LTE+ 4
\, 2edrcn or enter aaaress

Q Filllink from clipboard 7 D Jitech2s Q

P - It applies to both Web and Mobile
W © susscrise s subsches versions of YouTube

tabs when you close them or quit the app. While this doesn’t HOME VIDEOS PLAYLISTS 7

Firefox clears your search and browsing history from private

make you anonymous to websites or your internet service
provider, it makes it easier to keep what you do online

uposss - Any YouTube account can perform this

Shigatsu wa Kimi no

" Uso - Otouto Mitai na : (even new,y Creafed oneS)

. Sonzai "Living Life
259 views - 5 years ago

Common myths about private browsing

@ [CoD4] - Mix Scrim Ace

G e+ |« This can lead to extremely convincing
' phishing & social engineering attacks

C': Scan  Q_ Search engine

1 2 3 4 5 6 7 8 9 0

qwertyuionp « Criminals are already profiting from this
asdfgh j k I ok
« Victims can only go to a corner and cry
® =

Home Explore Library



Use Case: Incident on September 15, 2021

The user “JLTech25” posted a video fitled:
“IPAD PRO M1 GIVEAWAY (CLOSED) 2021| BIG #1 #2
GIVEAWAY | APPLE IPAD GIVEAWAY!II”

9:20AMND D 921AM D D 921AM D D

 Link: https://www.youtube.com/watchev=FJApybbCBe8 & Notifications & Replies
« Note: ﬁ -l e Comment on "BIG IPAD GIVEAWAY
. . . . (CLOSED) | IPAD PRO M1 2021 GIVEAWAY
At 0:20 - 0:25 JLTech25 mentioned: “This giveaway is =37 1 FEleclhansavias
international we pay for shipping you don't have to pay for ‘ U  duinidudes -
Ony.l.hing.n g:\ened by JLTech25 replied: "Plus * C?P’; Done
C t i. 1(?Erir:ebracket
. ontext: wo
.« o . . (0]
My father (dwinidudes) posted a comment on this video Close bracket Afechzs
. " .. Th SEREE
about a week prior to the phishing attempt / malicious Five
comment on September 15, 2021 S Winner!
Zero Contact Lew
) . ) Seven WhatsApp only On this channel
. My father received a nofification from  “JLTech25” who e
apparently replied to his comment saying he is a “Winner”
in this giveaway (see image #1) ?&2:?}2{?)’ JLTech25 replied: P‘Iu; Recent comments on this channel
C L
. . W?wr:gcAtppegnly“ S K Winner!
« Checked the nofification to see the actual comment ours ago $§fef;b'a° < Contact Lew ..
which states to confact “Lew” via WhatsApp number | e
Duty: Cold War Multip! Fun - ne
+1(321)3581075 (see image #2) Dty Cold et W rlnec un = | o e -
oLl Three Contact Lew ...
« Clicking the profile image of the commenter shows: @ Steel City Drones Fight Academy e @) E:Z,f“
The channelwas created only 2 hours ago uploaded: Why should Drone __ = One

118 comments were already made by the channel aw-e\ﬁmxh L S o S
They also replied to other comments on the video with

the same message (see image 3)

le%ﬁuh IPAD PRO M1 GIVEAWAY (C. > ><

X
&



https://www.youtube.com/watch?v=FJApybbCBe8

Use Case: Incident on September 15, 2021

The user “JLTech25” posted a video fitled:
“IPAD PRO M1 GIVEAWAY (CLOSED) 2021| BIG #1 #2
GIVEAWAY | APPLE IPAD GIVEAWAY!II”

9:20AMN D D il = @) 921 AM D O 921 AMND D
. Link: https://www.youtube.com/watchev=FJApybbCBe8 =
| N JLTech25
« Note: % | Joined 2 hours ago * 1 subscriber

At 0:20 — 0:25 JLTech25 mentioned: “This giveaway is
international we pay for shipping you don't have to pay for
anything.”

« Context
My father (dwinidudes) posted a comment on this video On this channel
about a week prior to the phishing aftempt / malicious
comment on September 15, 2021

JLTech25

118 comments

gé;/;en . WhatsApp only

On this channel
« My father received a noftification from “JLTech25” who )
apparently replied to his comment saying he is a “Winner” Recent comments on this channel
in this giveaway (see image #1)

Recent comments on this channel
Replied to you on “

. Checked the nofification to see the actual comment Contact Lew -
which states to contact “Lew” via WhatsApp number

+1(321)3581075 (see image #2)

Winner!
Contact Lew ...

Winner!
Contact Lew ...

« Clicking the profile image of the commenter shows:
The channelwas created only 2 hours ago ,
118 comments were already made by the channel Winner!
They also replied to other comments on the video with
the same message (see image 3)

Replied on “

Contact Lew ...



https://www.youtube.com/watch?v=FJApybbCBe8

Use Case: Incident on September 15, 2021

The user “JLTech25” posted a video fitled:
“IPAD PRO M1 GIVEAWAY (CLOSED) 2021 |
GIVEAWAY | APPLE IPAD GIVEAWAY!II”

BIG

o Link: https://www.voutube.com/watch2v=FJApybbCBe8

« Note:
At 0:20 — 0:25 JLTech25 mentioned: “This giveaway is
international we pay for shipping you don't have to pay for
anything.”

« Replying to the scammer shows that their name is really
@JLTech25 (see image #4)

. Viewing the home page of the scammer’s channel shows
that it only has 1 subscriber & the account of my father is
not subscribed to it (see image #95)

- Navigating to the about page shows the URL to the
malicious actor's channel & that their join date s
“September 15, 2021"

URL to the Malicious Channel:
http://www t m/channel

wMUT/07FU 6g

wamOK2swVR

#4

9:21AM = M D -

j?. Q @JLTech25
° to the |

1 2 3 45 6 7 8 9 0

% \ = [ l
qwe r t y u i

&

$ f, g h j+ k\

3

{ )
o p

I )

. Iaﬁ\*‘ ‘ IF"AD PRO M1 GIVEAWAY (C.
ome ubscription

#5

922AMND D

< JLTech25

HOME VIDEOS PLAYLISTS

JLTech25

Sep 2021

This channel doesn't have any content

Q@

H Shorts

CHANNELS

#6

92AMND D al

< JLTech25 M Q

= G

VIDEOS PLAYLISTS CHANNELS ABOUT

More info
&

(i) Joined Sep 15,2021

> >< éi‘aﬂ\éxh IF"AD PRO M1 GIVEAWAY (C > ><
S ibra G:LJ g +

® .8, 0
Subscriptions

Home Shorts

2] @ 4


https://www.youtube.com/watch?v=FJApybbCBe8
http://www.youtube.com/channel/UCwqm0K2swVRGwMuT7o7FU6g

Use Case: Incident on September 15, 2021

The user “JLTech25” posted a video fitled:
“IPAD PRO M1 GIVEAWAY (CLOSED) 2021 |
GIVEAWAY | APPLE IPAD GIVEAWAY!II”

BIG

o Link: https://www.youtube.com/watchev=FJApybbCRe8

« Note:
At 0:20 — 0:25 JLTech25 mentioned: “This giveaway is
international we pay for shipping you don't have to pay for
anything.”

« After checking the malicious actor’s page, | navigated to
the original video & saw that my father’s account is
subscribed to the original @JLTech25 (see image #7)

« The home page of @JLTech25 shows that their channel has
mulfiple videos uploaded (see image #8)

« The about page of @JLTech25 shows the original URL to
their channel, their location in the world, a join date of
August 15, 2020 & 174,426 views (see image #9

URL to the original @JLTech25 Channel:
http:// www t m/channel

AYZcKjyOfg

YhbwMCcTIA

927AMNMD D

v

2:01/2:41

7] Get VPN 82% Off
B surfshark.cor

IPAD PRO M1 GIVEAWAY (CLOSED) 2021| BIG
GIVEAWAY | APPLE IPAD GIVEAWAY!!! »

i} A i

2.6K 31 Share Download

s ,3 JLTech25

Comments 6.2k

0
W@y ‘Done” perfect for online classes and studies
i

40:core Apple Silicon Chip!

v

#8

927AMND D

< JLTech25

HOME VIDEOS PLAYLISTS

~ JLTech25

3 JLTeclzs =

RE
TECH, GAMING , REVIEWS AND MO

\ I

'

JLTech25

SUBSCRIBED [

More about this channel >

Uploads

BOXING —
Elgr'z'suns (2921 ‘

Beats Studio Buds First
Impressions 2021 | Unboxi...

BIG IPAD GIVEAWAY
! (CLOSED) | IPAD PRO M1 ...

RO M1 GIVEAWAY (C.

G

COMMUNITY

#9

927AMNMD D

< JLTech25

YLISTS COMMUNITY

Description

Welcome to my channel
Tech Reviews and unboxing

More info

@

@ United States
(i) Joined Aug 15,2020

A 174,426 views

Q@

H Shorts

[ IPAD PRO M1 GIVEAWAY (C.
BIVE S alv%ﬁ\%xh ‘
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Use Case: Incident on September 15, 2021

Side-by-side comparison of malicious channel & original channel

922AMND D

< JLTech25

HOME VIDEOS

JLTech25

Sep 2021

This channel doesn't have any content

IPAD PRO M1 GIVEAWAY (C..
=\

[

Home Shorts Subscriptions

CHANNELS

X

Library

922AMND O

< JLTech25

VIDEOS PLA

More info
@

@ Joined Sep 15, 2021

; IPAD PRO M1 GIVEAWAY (C.

Home Shorts Q

Subscriptions

|

927AMMD O il = @&

< JLTech25 &M Q

HOME VIDEOS PLAYL COMMUNITY

3 i":i'eclz5

RE
TECH, GAMING , REVIEWS AND MO

More about this channel >

Uploads

B Studio Buds F -
NBOXING = oreSions 2057 | Unboi..

EII;RBUDS 202118

BIG IPAD GIVEAWAY
| (CLOSED) | IPAD PRO M1 ...

i % ; IPAD PRO M1 GIVEAWAY (C.. 5
X AY h » X

(O] S @ ]
Subscriptions Library

Library Home Shorts

927AMND D

< JLTech25

VIUNITY CHANNELS

Description

Welcome to my channel
Tech Reviews and unboxing

More info

©

@ United States
(i) Joined Aug 15,2020

A 174,426 views

‘ IPAD PRO M1 GIVEAWAY (C.
| f

Home Shorts Subscriptions

>

X
(3]

Library




Use Case: Incident on September 15, 2021

Side-by-side comparison of malicious channel & original channel

922AMND D 922AMND O il = @) 927AMMD O = J 927AMND D

< JLTech25 N = h25 &M Q ¢ <& JLTech25

HOME VIDEOS PLAYLISTS s AYLISTS CHANNELS ABOUT HOME VIDEOS

- 25
— @ ILTech:
TECH, GAMING . R

JLTech25

JLTech25 = JLTech25

JLTe

N SUBSCRIBED [\
_ More about t i

More info Uploads

ol R et | Moreinfo Original

(i) Joined Sep 15,2021




Scammer details obtained during WhaisApp Conversation - They were coercing my
father to send them $140 for “shipping fees” via FedEx

991IBAMD O

JLTech25

online

active
| don't have bitcoin

Kindly click the link am going to send you
to purchase the bitcoin

1GzqUCUNmMKGBN]j56UfYXy6LgDb5YDd6
Mn2

Use this wallet address
Always get me screenshot for

professional guide
Do you understand?

Can | not just transact with FedEx
directly?

No I'm in position in processing the
shipping

Purchase the bitcoin here

I think its becoming too complicated for

me. Perhaps it would be best that you
give the prize to another person

Thanks anyway.

9:49 AM B

JLTech25

Can | not just transact with FedEx
directly?

No I'm in position in processing the
shipping

Purchase the bitcoin here

| think its becoming too complicated for
me. Perhaps it would be best that you
give the prize to another person.

Thanks anyway.

Hello
| can we use the GCash

JAYSON ALMANZOR Gcash - Jayson A.
0909-398-59-08 (80K)

RANDY ORIAS Gcash - Randy O.
) 19 (NEW GCASH)

1 Unread Message

Send screenshots of payment when done
with the deposit

o ©




Scammer details obtained during WhaisApp Conversation - They were coercing my
father to send them $140 for “shipping fees” via FedEx

Unfortunately, it seems they were already able to  tink: , .
Sieal 001 872224 BTC ($82871 a.l. fhe ﬁme) https://www.blockchain.com/btc/address/1GzgUCUNmMKGBN]56UfYXy6LgDb5YDdé6MN2

991IBAMD O

ac

Mn2

to purchase the bitcoin

1GzqUCUNmMKGBNj56U
Mn2

Use this wallet address
Always get me screenst

professional guide
Do you understand?

Can | not just trans
directly?

No I'm in position in pro
shipping

Purchase the bitcoin hel

| think its becomin
me. Perhaps it wo
give the prize to ar

Thanks anyway.

il = @ 9:49 AM B

' 16zqUCUNmMKGBN]56UfYXy6LgD

I hinninn

Hello 4.4 am

| can we use the GCash

JAYSON ALMANZOR Gcash - Jayson A.
0909-398-59-08 (80K)

RANDY ORIAS Gcash - Randy O.
0935-749-36-12 (NEW GCASH)

1 Unread Message

Send screenshots of payment when done
with the deposit

S5YDd6

913 AM

Address BTC

This address has transacted 13 times on the Bitcoin blockchain. It has received a total of 0.01872224 BTC ($828.71) and has sent a total of
0.01872224 BTC ($828.71). The current value of this address is 0.00000000 BTC ($0.00).

Address 16zqUCUNMKGBNj56UfYXy6LgDb5YDd6Mn2 W
Format BASESS (P2PKH)

Transactions 13

Total Received 0.01872224 BTC

Total Sent 0.013?214 BTC

Final Balance 0.00000000 BTC

=


https://www.blockchain.com/btc/address/1GzqUCuNmKGBNj56UfYXy6LgDb5YDd6Mn2

3 YouTube Goog|e

The End

N
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/ Complexity of Online Security / Safety A

Solution:
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; Complexity of Online Security / Safety '

Solution:
Validate YouTube Channel Name

Google already validates usernames for new email
registrations, why not apply the same checks fo
YouTube Channels?
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; Complexity of Online Security / Safety '

Solution:
Validate YouTube Channel Name

Google already validates usernames for new email
registrations, why not apply the same checks fo
YouTube Channels?

Question:
Why does Google allow impersonation of
YouTube Channels?

2.
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Google Code of Conduct - 2017 A

A Go ogle Code of Conduct - Inve > +

archive.org

Alphabet
Investor Relations

Google Code of Preface

Conduct “Don’'t be evil.” Googlers generally apply those words to how we serve our users. But “Don’t be
evil” is much more than that. Yes, it's about providing our users unbiased access to information,
focusing on their needs and giving them the best products and services that we can. But it's
also about doing the right thing more generally — following the law, acting honorably, and
treating co-workers with courtesy and respect.

The Google Code of Conduct is one of the ways we put “Don’t be evil” into practice. It's built
around the recognition that everything we do in connection with our work at Google will be,
and should be, measured against the highest possible standards of ethical business conduct.
We set the bar that high for practical as well as aspirational reasons: Our commitment to the
highest standards helps us hire great people, build great products, and attract loyal users. Trust
and mutual respect among employees and users are the foundation of our success, and they
are something we need to earn every day.

6
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/ Google Code of Conduct - 2017 A

A Go ogle Code of Conduct - Inve > +

QU 8 archive.org

Bribery and Government Ethics Policy. Carefully follow the limits and prohibitions described ”
there, and obtain any required pre-approvals. If after consulting the Policy you aren’t sure what
to do, ask Ethics & Compliance.

VIII. Conclusion

Google aspires to be a different kind of company. It's impossible to spell out every possible
ethical scenario we might face. Instead, we rely on one another’s good judgment to uphold a
high standard of integrity for ourselves and our company. We expect all Googlers to be guided
by both the letter and the spirit of this Code. Sometimes, identifying the right thing to do isn’t
an easy call. If you aren’t sure, don’t be afraid to ask questions of your manager, Legal or Ethics
& Compliance.

And remember... don’t be evil, and if you see something that you think isn't right — speak up!

Last updated October 12, 2017

Alphabet
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Google Code of Conduct - 2021 A

A Go ogle Code of Conduct - Inve >

U 8 abecxyz

Alphabet
Investor Relations

GOOQ|8 Code of The Google Code of Conduct is one of the ways we put Google’s values into practice. It’s built
Conduct around the recognition that everything we do in connection with our work at Google will be,
and should be, measured against the highest possible standards of ethical business conduct.
We set the bar that high for practical as well as aspirational reasons: Our commitment to the
highest standards helps us hire great people, build great products, and attract loyal users.
Respect for our users, for the opportunity, and for each other are foundational to our success,
and are something we need to support every day.

So please do read the Code and Google's values, and follow both in spirit and letter, always
bearing in mind that each of us has a personal responsibility to incorporate, and to encourage
other Googlers to incorporate, the principles of the Code and values into our work. And if you
have a question or ever think that one of your fellow Googlers or the company as a whole may
be falling short of our commitment, don’t be silent. We want — and need - to hear from you.

Wheo Must Follow Qur Code?

We expect all of our employees and Board members to know and follow the Code. Failure to do
so can result in disciplinary action, including termination of employment. Moreover, while the

= 1 r L1 3 1 I L 1 [ 1 r
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/ Google Code of Conduct - 2021 A

A Go ogle Code of Conduct - Inve >

¥ EJ ttps:/fabexyz/investc

to do, ask Ethics & Compliance. ~

VIIl. Conclusion

Google aspires to be a different kind of company. It's impossible to spell out every possible
ethical scenario we might face. Instead, we rely on one another’s good judgment to uphold a
high standard of integrity for ourselves and our company. We expect all Googlers to be guided
by both the letter and the spirit of this Code. Sometimes, identifying the right thing to do isn’t
an easy call. If you aren’t sure, don’t be afraid to ask questions of your manager, Legal or Ethics
& Compliance.

And remember... don’t be evil, and if you see something that you think isn’t right — speak up!

Last updated September 25, 2020

Back to top

Alphabet
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/ Complexity of Online Security / Safety b

If you are neutral in
situations of Iinjustice,
you have chosen the

side of the oppressor.
- Desmond Tutu




/ Complexity of Online Security / Safety b

Most of us are familiar with the three
monkeys that mean “See no evil, hear no
evil, speak no evil” but, there is a 4th that

symbolizes the principle of “do no evil”.
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/ Complexity of Online Security / Safety A

Finally the fourth ape!

“He sees nobody, hears nobody and speaks to nobody.”
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See memes happen in real life

— =
—
— Strong
B ' password
3
il YU
P i
Do not open invoice.exe Haha, mouse go
click click :
Using'itifor.
Dogecoin Chart Tl e multiple SiteS
D OPENR
IR MY 10K Price Market Cap  TradingView D 7D ™ 3M 1¥ Y AL B | o6
NE TOLD YOU
NOT TO OPEN

. NERE EASY,TO SP(
00D ¥ i Iﬂfii TALREADY) 8.Mar  15.Mar 22 Mar

29 Mar S5 Apr 12 Apr  19.Apr  26.Apr 3. May  10.May 17.May 24 May
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See memes happen in real life

How:s.the new CISO job? CFO got phished.

Marketing launched new
website without informing
me and got hacked.

Budget got cut.in
half after COVID.

=] Balbix’

But, we passed the
security audit!

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

Strong
password

Haha, mouse go

7D M 3M

click click X . T e

“SUsingitifor
multiplesites

¥ YD ALL B Loc

Phishing & Education: Applying security principles during the pandemic | Page 116



See memes happen in real life

Howis.the new CISO job? CFO got phished.

o

Budget got cut,in Marketingjlaunchedinew But, we passed the
website without informing : P
half after COVID. me and got hacked. security audit!

=] Balbix’
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See memes happen in real life

How:s.the new CISO job? CFO got phished.

Budget got cut,in Marketingjlaunchedinew But, we passed the
website without informing : P
half after COVID. me and got hacked. security audit!

=] Balbix’

m”"'sa,\cho%“* Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

LL FOR PHISHING
SCAMS
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See memes happen in real life

Microsoft Security & @msftsec... - 14h
Tell us you work in security without telling
us you work in security.
O 690 M 270 Q 687 a

IT Spook
V4 @IT_Spook
Replying to @msftsecurity
| drink heavily and weep for the future
of humanity on a daily basis.

3:31am - 3/2/21 - Twitter for iPhone

[=! Balbix’

m”"'faA o Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

LL FOR PHISHING
SCAMS
-

IFYOU DON'T CHECK
"/ YOUR EMAIL

]
’
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/ See memes happen in real life

.. ‘ {‘\'[.

Microsoft Security @ @msftsec... - 14h «=: CAN'T F/ WL*L PH'SH'NG

Tell us you work in security without telling \\
us you work in security. \ ‘

Q) 690 270 Q 687 U
IT Spook YL CNRd ) s
V4 @IT_Spook /= a . /Y )
Replying to @msftsecurity
| drink heavily and weep for the future j\
of humanity on a daily basis.

3:31am - 3/2/21 - Twitter for iPhone

I=i Balbix’

Ry Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 120



> -~
/ Phishing Awareness: Dealing with Phishing as an individual A

Personal Opinion:
Words do not really protect people

[WARNING|

PROTECTED BY

“..‘. < GUARD /ﬂ \

“~DOGS
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Scammer details obtained during WhaisApp Conversation - They were coercing my
father to send them $140 for “shipping fees” via FedEx

Unfortunately, it seems they were already able to  tink | .
Steal 00‘| 872224 BTC ($8287‘| at the ﬁme) https://www.blockchain.com/btc/address/1GzqUCUNmMKGBN]56UfYXyéLgDb5YDdéMN2

9:18AM D O il = @ 9:49 AM B I &

' 16zqUCUNmMKGBN]56UfYXy6LgDb5YDd6

ac

| Mn2 9:13 AM

to purchase the bitcoin I ioninn

Hello ¢.45 am
1GzqUCuNmMKGBNj56U
S | can we use the GCash

Use this wallet address

A|way3 ge[ me screenst JAYSON ALMANZOR GcaSh = Jayson A
professional guide 0909_398_59_08 (8OK)

Do you understand?

Address BTC

This address has transacted 13 times on the Bitcoin blockchain. It has received a total of 0.01872224 BTC ($828.71) and has sent a total of
0.01872224 BTC ($828.71). The current value of this address is 0.00000000 BTC ($0.00).

Can | not just trans
directly? Address

RANDY ORIAS Gcash - Randy O.

1GzqUCUNmKGBNj56UfYXyBLgDb5YDd6MNn2 @

Nelminpostiotiners  |10935-749-36-12 (NEW GCASH) Format BASESS (P2PKH)
pping
Transactions 13
- 1 Unread Message
Purchase the bitcoin hel
Total Received 0.01872224 BTC
| think its becomin
me. Perhaps it wo Send ScreenSh'OtS Of payment When done Total Sent 0.018722@4 BTC
give the prize to ar with the depOSIt
Final Balance 0.00000000 BTC

Thanks anyway.



https://www.blockchain.com/btc/address/1GzqUCuNmKGBNj56UfYXy6LgDb5YDd6Mn2

Scammer details obtained during WhaisApp Conversation - They were coercing my
father to send them $140 for “shipping fees” via FedEx

Unfortunately, it seems they were already able to  tink | .
Sieal 00‘| 872224 BTC ($8287‘| at the ﬁme) https://www.blockchain.com/btc/address/1GzqUCUNmMKGBN]56UfYXyéLgDb5YDdéMN2

918AMMD O il = @ 9:49 AM B I = @

€%

. 1GzqUCuUNmMKGBNj56UfYXy6LgDb5YDd
Mn2

to purchase the bitcoin

Hello
1GzqUCuNmMKGBNj56U
L | can we use the GCash

Use this wallet address

Always get me screenst JAYSON ALMANZOR Gcash - Jayson A.
professional guide 0909_398_59_08 (SOK)

Do you understand?

Can | not just trans
directly?

RANDY ORIAS Gcash - Randy O.
)935-749-36-12 (NEW GCASH)

No I'm in position in pro 0935-
shipping

~ 1 Unread Message
Purchase the bitcoin hel

| think its becomin

me.perhaps two  S€Nd screenshots of payment when done
give the prize to ar with the deposit

Thanks anyway.



https://www.blockchain.com/btc/address/1GzqUCuNmKGBNj56UfYXy6LgDb5YDd6Mn2

> N
/ Phishing Awareness: Dealing with Phishing as an individual

Personal Opinion:
We all use the bul come
from
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; Phishing Awareness: Dealing with Phishing as an individual

From an ordinary person’s perspective:
 Device (Laptop, Mobile, Tablet, etc.)
* Browser (Internet Explorer, Chrome, Firefox, etc.)
 Applications (Facebook, YouTube, Gmail, Outlook, etc.)

> Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 125



; Phishing Awareness: Dealing with Phishing as an individual

From an ordinary person’s perspective:
 Device (Laptop, Mobile, Tablet, etc.)
* Browser (Internet Explorer, Chrome, Firefox, etc.)
 Applications (Facebook, YouTube, Gmail, Outlook, etc.)

4 Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 126



; Phishing Awareness: Dealing with Phishing as an individual

From an ordinary person’s perspective:
 Device (Laptop, Mobile, Tablet, etc.)
* Browser (Internet Explorer, Chrome, Firefox, etc.)
 Applications (Facebook, YouTube, Gmail, Outlook, etc.)
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; Phishing Awareness: Dealing with Phishing as an individual '

From an ordinary person’s perspective:
 Device (Laptop, Mobile, Tablet, etc.)
« Browser (Internet Explorer, Chrome, Firefox, etc.) -his is also an application
 Applications (Facebook, YouTube, Gmail, Outlook, etc.)
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> BN
Phishing Awareness: Dealing with Phishing as an individual

less - Soleil (Diverse Syste + »
C O 8 =W ntip youtube.com

> YouTube ™

(]

go

Web browser: Firefox
Application: YouTube

Mix - Powerless - Soleil —
(Diverse System - AD: House...

Music to put you in a better
s mood ~ lofi / relax / stress...

[#Y £+ Ethnic] Sun's of
Liberty [Rigél Theatre]

R S

go

Powerless - Soleil (Diverse System - AD: House 04)
Chill Out Jazz Hiphop &

5 3.5k Gl 16 5 SHARE =+ SAVE ... . | Smooth Jazz Mix - Relaxing...

SUBSCRIBE

J Artist: Powerless

A Track: Soleil
https://www.youtube.com/watch?v=RoNIq6DrsOk
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> BN
Phishing Awareness: Dealing with Phishing as an individual

less - Soleil (Diverse Syste + »
Cl O 8 =W ntip youtube.com

> YouTube ™

(]

go

Web browser: Firefox
Application: YouTube

Mix - Powerless - Soleil —
(Diverse System - AD: House...

Music to put you in a better
s mood ~ lofi / relax / stress...

[#Y £+ Ethnic] Sun's of
Liberty [Rigél Theatre]

R S

go

Powerless - Soleil (Diverse System - AD: House 04)
Chill Out Jazz Hiphop &

5 3.5k Gl 16 5 SHARE =+ SAVE ... . | Smooth Jazz Mix - Relaxing...

SUBSCRIBE

J Artist: Powerless

A Track: Soleil
https://www.youtube.com/watch?v=RoNIq6DrsOk
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Phishing Awareness: Dealing with Phishing as an individual

, Powerless - Soleil (Diverse Syste . = X |S—

PLAYING

Cl O 8 =W ntip youtube.com

> YouTube ™

go

Web browser: Firefox
Application: YouTube

"7 Mix - Powerless - Soleil S
° ' (Diverse System - AD: House...

Music to put you in a better
s mood ~ lofi / relax / stress...

[#Y £+ Ethnic] Sun's of
Liberty [Rigél Theatre]

Powerless - Soleil (Diverse System - AD: House 04)
Chill Out Jazz Hiphop &

e (5 35K G 16 ) SHARE =+ SAVE ... { . Smooth Jazz Mix - Relaxing...

| Elegant Sister (ES) @ SUBSCRIBE

208K bers

J Artist: Powerless

https://www.youtube.com/watch?v=RoNIq6DrsOk
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Phishing Awareness: Dealing with Phishing as an individual

, Powerless - Soleil (Diverse Syste . +
PLAYING

< Cl O 8 =W ntip youtube.com/wa

= » Youlube™

/\ 1 - Aspiration (Exist twinkle
- Nostalxia Drops)

J- o Web browser: Firefox

] (Dwers«. vstem - AD: House...

Application: YouTube
e,

[AY £+ Ethnic] Sun's of
Liberty [Rigél Theatre]
dema ¥ Rem rlet
Powerless - Soleil (Diverse System - AD: House 04)
Chill Out Jazz Hiphop &

3,201 b 35K GJ 16 ) SHARE =+ SAVE Smooth Jazz Mix - Relaxing...

tegn  httpe:/fwww.youtube.com/watch?v=RoMNIg&DrsOk ..

208K su

J Artist: Powerless

https://www.youtube.com/watch?v=RoNIq6DrsOk
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/ Phishing Awareness: Uniform Resource Locator (URL)

RFC 1738 - Uniform Resource Locator Components

FQDN: Fully Qualified Domain Name
(Hostname) resource fragment

——— —— s

scheme://subdomain.domain.tld:port/over/there/file.phpeparameters=value#hehe
\ J
\_'_I \_'_I i

resource path query

protocol
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> N
/ Phishing Awareness: Uniform Resource Locator (URL)

RFC 1738 - Uniform Resource Locator Components

https://cogia.edu.ph e.phpee=admin@cogia.edu.ph

When determining @
page, always look
at the portion of the
right the resource
path
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Phishing Awareness: Uniform Resource Locator (URL)

Phishing in 2018

B8 Facebook f Facbook-Llogino-Sig X

C { #& Secure | https://facebook4777.webnode.com/contact/

B8 Facebook X f Facebook - Log In orSic X

C {)} @& Secure | https;//www.facebook.com
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Phishing Awareness: Uniform Resource Locator (URL) A

Phishing in 2018

ressonline.growellconsultancy.co.in/?AuthFiles/login.aspx?URL= /¢

.//secure.bpiexpressonline.com/AuthFiles/login.aspx?UR
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Phishing Awareness: Uniform Resource Locator (URL)

Phishing in 2018

20 Real life examples of Punycode with big brands

Wandera's Zero-day phishing research has been identifying Punycode attacks since 2017. We've 1. Instagram Lookalike Domains

seen a 250% increase in the number of Punycode domains over the last 12 months: At first glance, the domains below are the same as instagram[.Jcom, with only one using the .xyz generic
TLD (gTLD). But if you look closely, you will see non-Latin characters in some of the domains in the mix. We

included their respective IDN versions obtained using Punycode for comparison.
Brand What the user sees The Punycode
« instagram[.Jcom (xn--istagram-7pb[.Jcom)

Adidas adidas.de http://xn--addas-oda.de/ .

e instagram[.Jcom (xn--nstagram-s29c[.Jcom)
Aerlingus aerlingus.com xn--aerlngus-j80d.com . . i

s instagram[.Jcom (xn--instaram-tgb[.Jcom)
Aerlingus aerlingus.com xn--aelingus-ofQd.com . .

e instagram[.Jcom (xn--instagra-o89c¢[.Jcom)
Air France airfrance.com ¥n--airfrnce-rOd.com . instagram[.]com [xn——instaram—Ssd[.]com)
British Airways britishairways.com xn--britishairays-541g.com
British Airways britishairways.com xn--britishirways-of2g.com
Google googie.mm Xn--googe-95a.com
Haribo hanbo.com xn--harbo-p4a.com

References:
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https://www.wandera.com/punycode-attacks/
https://cybersecurityventures.com/beware-of-lookalike-domains-in-punycode-phishing-attacks/

/ Phishing Awareness: Uniform Resource Locator (URL) A

Phishing in 2018

Before (punycode i)

< C ® ® poloniexcom Set Firefox config to show punycode
< C @ |© Firef about:config
Search: ‘ punycol
network.|IDN_show_punycode modified boolean
Afte r network.standard-url.punycode-host default boolean true
< C ® @ xn--polonex-3ya.com

References:
. - . . .
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https://mobile.twitter.com/MickD/status/965610955366387712
https://discourse.world/h/2018/01/22/Phishing-with-characters-from-other-layouts-in-the-URL-does-not-go-away

> N

Phishing Awareness: Uniform Resource Locator (URL)

B osvchev sanuary 22, 2018 at 09:00

. L . Phishing with characters from other layouts in the
PhIShIng in 2018 URL does not go away

ation Security

Before (punycode i)

Phishing has been around for a long time. It is impossible to calculate how many people provided

Q 0 N - - passwords from social networks and email services, data of their credit cards and bank accounts to
() A
<_ G = pOIOnleX com S et F | refox Conﬂ g to S ho fraudsters on a silver platter, without making sure that it was Vkontakte and not Vkontaktle in the
é e Q . address bar at the time of entering the login and password. One way that you can mask an address is
C abe to use characters from other alphabets.
Sea[c"‘: ‘ punycd % L& : f:\-::l: hittps:// poloniex.com,

network.IDN_show_punycode ' Valid certificate! SIGN IN TO YOUR ACCOUNT

Afte r network.standard-url.punycode-host 4 Sign In Don't have an account?

: — :
&« C ® @ xn--polonex-3ya.com il

Examples of phishing sites include the poloniex.com page, which copies the cryptocurrency exchange
poloniex.com

References:
: (deletedtweet?2 Idk)
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https://mobile.twitter.com/MickD/status/965610955366387712
https://discourse.world/h/2018/01/22/Phishing-with-characters-from-other-layouts-in-the-URL-does-not-go-away

> ™
/ Phishing Awareness: Uniform Resource Locator (URL)

B osvchev sanuary 22, 2018 at 09:00

Phishing with characters from other layouts in the

Phishing in 2018

Before (punycode i) @
< C ® @ polonie

URL does not go away

Valid certificate! SIGN IN TO YOUR ACCOUNT

Sign In Don't have an account?

Create one to start trading on the world's
Email: most active digital asset exchange.
Password:

After _
é G Q \ ! Forgot your password?

ABOUT POLONIEX SUPPORT

References:
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> N
/ Phishing Awareness: Uniform Resource Locator (URL)

RFC 1738 - Uniform Resource Locator Components

https://cogia.edu.ph e.phpee=admin@cogia.edu.ph
\ J
|
When determining a
phishing page, always look
at the portion of the URL

right before the resource
path SLASH (/)
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/ Phishing Awareness: Uniform Resource Locator (URL)

RFC 1738 - Uniform Resource Locator Components

https://cogia.edu.ph e.phpee=admin@cogia.edu.ph
\ J
|
When determining a
phishing page, always look
at the portion of the URL

right before the resource
path SLASH (/)

Also watch out for /

P
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/ Phishing Awareness: Dealing with Phishing as an individual

They exploit our vulnerable nature (More brazenly in 2021)

« Our lack of = Qur natural desires to

= Qurvices

Etc.
ANT OF
& SN ;
O,
o %
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Phishing Awareness: Observing Intent

Phishing in 2021

Eitcoin - Open source P2ZP mo

bitcoin.org

The Bitcoin Foundation is giving back to the community!

We want to support our users who have helped us along the years.
Send Bitcoin to this address, and we will send double the amount in
return!
Limited to the first 10000 users!

Use this QR code or address below

ANY AMOUNT SENT TO THIS ADDRESS WILL BE DOUBLED AND
RETURNED TO THE SENDER!

We use cookies to ensure you get the
best experience on our website.

1NgoFwesfZ 19RrCUhTmmulpmdek45nRdsN

$10.00 $100.00
(0.00022883 BTC) (0.00228830 BTC)
$1000.00 $10,000.00

Please read our privacy policy to find
out maore.
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Phishing in 2021

Bitcoin - Open source P2P money

3 Address: 1TNgoFwgsfZ19RrCURT X +

O EJ https blockchain.com,/b

bitcoin.org & Blockchain.com Wallet  Exchange  Explorer Buy Bitcoin

Explorer > Bitcoin Explorer » > Address usD -
Ne v
. [ X
Obitcoin Send Address BTC
This address has transacted 9 times on the Bitcoin blockchain. It has received a total of 0.40571238 BTC ($17,881.71) and has sent a total of 0.40567808 BTC ($17,880.20). The
current value of this address is 0.00003430 BTC ($1.51). /
AN Address 1NgoFwgsfZ19RrCURTmmuLpmdek45nRd5N @
Format BASES58 (P2PKH)
Transactions 9
Total Received 0.40571238 BTC
. Total Sent 0.405% BTC
Final Balance 0.00003430 BTC

Transactions
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Phishing in 2021

Bitcoin - Open source P2P money %

g Address: 1TNgoFwgsfZ19RrCURT X +

C U EJ ttps blockchain.com/btc/address/ 1}

¥ Pinned Tweet 11 Elon Musk Retweeted | % Bill Gates & .
Jeff Bezos @ v Elon Musk & - & / @BillGates
@JeffBezos lula¥ @elonmusk | " ; . ! .
I P Everyone is asking me to give back, and now is the time.

I have decided to give back to my community. Feeling greatful, doubling all payments sent to my BTC
\¢ address!

| am doubling all payments sent to my BTC address for
the next 30 minutes. You send $1,000, | send you back

All Bitcoin sent to my address below will be sent back
be $2,000.

doubled. | am only doing a maximum of $50,000,000. ¥ You asiid $1.000, | send back $2,000!

uri

. ; Only doing this for the next 30 minutes. =
I bclgxy2kgdygjrsatzq2n0yrf2493p83kkfjhxOwlh I mmirsqtzqh Oyrf2 493p83kkfjhx0wlh|

I bc1qu2kgdygjrsqtzq2n0yrf2493p83kkfjhx0w|hI

iov! . " .
Enjoy! b« Only going on for 30 minutes! Enjoy!
) - ) 4:27 PM - Jul 15, 2020 - Twitter Web App |
5:07 PM - Jul 15, 2020 - Twitter Web App f  4:34PM- Jul 15, 2020 - Twitter Web App
678 Retweets and comments 822 Likes 2.2 Bethmatsand commpets; 50K Lkes BT 194 Retweets and comments 389 Likes
o) N O By @) (R} Q & BT Q ) Q &

Final Balance 0.00003430 BTC
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Phishing Awareness: Observing Intent

v Address: belouy2kgdygjrsatze. X +

C O 8 https blockchain.com/btc/address/bel gxy 2kgdygjrsqtzg2nl

& Blockchain.com Wallet  Exchange  Explorer Buy Bitcoin

Bitcoin - Open so

¥ Pinned Tweet v
Jeff Bezos @ Explorer > Bitcoin Explorer + > Address UsD ~
@JeffBezos . .
d now is the time.
BTC address for
All Bitcoin sent t This address has transacted 463 times on the Bitcoin blockchain. It has received a total of 12.91845467 BTC ($568,587.18) and has sent a total of 12.87005839 BTC ($566,457.09). I send you back
doubled. | am on The current value of this address is 0.04839628 BTC ($2,130.09). /
I bC1qu2kgdngr Address belgxy2kgdygjrsqtzq2n0yrf2493p8 3kkfjhxOwlh | (kfjhx()wlh I
Enjoy! Format
5:07 PM - Jul 15, 2020 ,
Transactions 463
678 Retweets and con Total Received 12.91845467 BTC
Q Total Sent 12.87005959 BTC gy
P
Final Balance 0.04839628 BTC
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/ Phishing Awareness: Dealing with Phishing as an individual

Personal Observation:
Criminals are capitalizing on the that
people are fo the

m’”’fmw“‘* Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 148



7 N

Phishing Awareness: Observing Intent

Phishing in 2021

@ Why is this message in spam?

YOUT _VERIFICATION
S Thu, 1 un )1: 3 Report not spam

Why is this message in spam?
Iti % St v

38 spam in the past *Click_Here*

Report not spam

" frodn A
Bleane Chck Mere or wite us: 96 Craig Stremt, STE 329, Ehjay, GA JI340

™ for

**Winning_Announcement_For_You-
Check- ¥ _saifgesmisad*50005*

© © » You.Hav
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Phishing Awareness: Observing Intent

Phishing in 2021

@ Why is this message in spam?

YOUT _VERIFICATION
S Thu, 1 un )1: 3 Report not spam

Why is this message in spam?
Iti % St v

38 spam in the past *Click_Here*

Report not spam

" frodn A
Bleane Chck Mere or wite us: 96 Craig Stremt, STE 329, Ehjay, GA JI340

™ for

**Winning_Announcement_For_You-
Check- ¥ _saifgesmisad*50005*

© © » You.Hav
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Phishing Awareness: Observing Intent

Phishing in 2021

PAYOUT VERIFICATION
® = Thu,

Report not spam

**Winning_Announcement_For_You-
Check- % _saifgesmisad4*50005*

() Whyis this message in spam?
It is similar to messages that j
*Click_Here*

Report not spam ool -
pheane Choh Mexe o write us: 36 Crarg Street, STE 529, Ejwy, GA Y1460

e — Long
Press

**Winning_Announcement_For_You-
Check- ¥ _saifgesmisad4*5000$*

© © »YouH
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Phishing Awareness: Observing Intent

Phishing in 2021

Congratulations! * +

(@] O E] j«vB0ooei1eo.com/t/2eS

Congratulations User, you have won a gift!

Every day we select 10 lucky users at random to receive a gift from our sponsors. This is just our way to thank you for your
continuous support

Today you can choose a Machook, 2 Samsung 521, or an iPhone 12
To win all you need to do is to answer the following 3 questions

Note: 10 randomly chosen users got this invitation and there are just a few prizes

You just have 1 minutes and 39 seconds to answer the following questions before we give the prizes to another lucky user!
Good luck!

Question 1 out of 3: Who founded Google?
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Phishing in 2021

Congratulations! b +

jxvB80ooei1eo.com,1/2eS

Congratulations User, you have won a gift!

Every day we select 10 lucky users at random to receive a gift from our sponsors. This is just our way to thank you for your
continuous support

Today you can choose a Machook, 2 Samsung 521, or an iPhone 12
To win all you need to do is to answer the following 3 questions

Note: 10 randomly chosen users got this invitation and there are just a few prizes

You just have 1 minutes and 00 seconds to answer the following questions before we give the prizes to another lucky user!
Good luck!

Congratulationsl
@ You've answered (3/3) questions correctly
@ There was no former recording from your IP address found

@ Today there is just (1) prize available.

Choose your favorite prize:
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Phishing in 2021

Congratulations! b +

bmjx.v80ooei 1eo.com/t/2e9

Choose your favorite prize:

Samsung S21

List price: $1,359 @
Your price: §1
Rewards available: 1 \

iPhone 12

List price: $1,499
Your price: §1
Rewards available: 4

artin
a52d [

nd there i= nnthing stonning me fom
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Phishing Awareness: Observing Intent A

Phishing in 2021

Congratulations! b +

bmjx.v80ooei 1eo.com,t/2e942

my macbook came this moming and there is nothing stopping me from

mved today. Thanks for the macbook I/

Emma Peterson
amn, | wanted the Macbook! Its out of stock II!l but free better than nothing, | still got my Macbook yesterday...

Lisa Smith

This quiz was foo easy, | do hope /Il get my macbook too.

ks for the Macbook !

ng before, but | hope | will be as lucky!

°eo
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Phishing in 2021

+

https://signup.logiczone.net/en/html/sf/reqistration/sd. html#8sf=sweep_g&ing=en&m=swe

How are winners selected?

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

Win a Samsung Galaxy

With a 5-day free trial with Logiczone

REMAINING TIME

Days Hours Mins  Secs

S21 Ultra 5G

Please fill out the following fields to create an account:
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Phishing Awareness: Observing Intent A

Phishing in 2021

Jul 04,2021 12:18:17 pm (O = 196, N LUTE 4 & Jul 04,2021 12:18:25pm (© = 4200 N LTE 4 & Jul 04,2021 12:18:36pMm (O 2 W0 N UTE 4

Data Mode I@ Buy Data‘[ ‘ Go to Free ‘ Data Mode '@ Buy Dalal ’ Go to Free | Data Mode

@ & &

@

’ @ Buy Data } ‘ Go to Free

X

Notifications

Posts People Groups Events Photos

‘ 3 and ”ﬁﬂ””s
95 others asked to join Philippine I.T.

% @ Security Forums.

1 hour ago

tagged you in a
postin « w w» wemfugsxbyv.
a. 1 hour ago

People You May Know

and 18 other mutual friends

Add Friend Remove

a ther mutual friends

| wait for the right person
Add Friend Remove

& Add Friend (~]

See All

Works at NBA
Earlier

-

Sa puso ni blank at Facebook App
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Phishing in 2021

Jul 04,2021 12:18:47 pm (© = 03 N UTE 4 @& Jul 04,2021 12:45:28 M (© © = 4367, N LTE 4 @ Jul 04,2021 12:45:36pm (O @ = 20N UTE4 @

Data Mode } @ BuyData || GotoFree Data Mode @ Buy Data ’ Go to Free Data Mode @ Buy Data ‘ Go to Free

& Qsear € Qe ¢

Friends *

151 friends

See John Karlo's About Info

Friends
127 (1 mutual)

1 mutual friend ‘

& Add Friend (~)

See All Friends Lives in Kabankalan, Negros Occidental

. See All Friends
From Kabankalan, Negros Occidental
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Phishing in 2021

Jul 04,2021 12:18:55pm (O 2% 956, N UTE 4 @ Jul 04,2021 12:19:03pm (O 2% 951y N UTE 4 @ Jul 04,2021 12:19:06 pm (O 3% 79 R UE4 @

Data Mode l @ Buy Data [ Go to Free Data Mode @ Buy Dala} Go to Free Data Mode ’ @ Buy Data } Go to Free

& Q Searc & About €< About

Work

ther Name
Works at NBA o 8

January 30, 2021 to present Jk

Aa
- Nick
i@ Photos ¥ Life Events f Sa puso ni blank at Facebook App

April 5, 2020 - Present

Likes
Jan30at9:44PM - Q

Education =\ Sheinna Nicole Bayona92
Personal Blog

Q Public

#2 No schools to show P, Matsuda Works

Motorcycle Repair Shop
Places Lived Kabankalan Catholic College
Education Website

o No places to show
Following

(_1‘ Spencer Serafica

& Lou

Basic Info

e Male
& Gender

Other Names (
2" Hailey.
s Jk}
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Phishing in 2021

Jul 04,2021 12:19:16 Pm (O 2 748 N LTE 4 @ Jul 04,2021 12:19:24 pm (O 2 884T W LTE4 &

Data Mode ‘@ Buy Data [ GotoFree ’
e G X

Posts People Groups Events Photos

w w w» wemfugsxbv >

See All Q Public group - 1 member

Join Group

“w wemfugsxbv
Public group - 1 member

Topics Photos AT Files Albums

1hr Ang iskandalo sa pangangalunya ng batang AbOUt
mag-asawa ang nagsiwalat ng video Panoorin ang buong

video ditods 13.76.46.162/home ~sonxpmarkip Philip ... Public

Anyone can see who's in the g

. Visible
» wemfugsxbv Anyone can find this

> group - 1 member

Group Transparency

1 hr Ang iskandalo sa r~ngangalunya ng batang Facebook is showing information about this group, its
mag-asawa ang nagsiws tngvideo Panoorin ang buong

i ; admins, and its history to help you evaluate its
video ditodr 13.76.46.162/home ~sfyoimfohtm Rodolf...

authe
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Phishing in 2021

Jul 04,2021 12:19:16 Pm (O 2 748 N LTE 4 @ Jul 04,2021 12:19:24 pm (O 2 884T W LTE4 &

Data Mode ‘@ Buy Data [ GotoFree ’
e G X

Posts People Groups Events Photos

w w w» wemfugsxbv >

See All Q Public group - 1 member

13.76.46.162/home ~

o S
L Public group - 1 member

®

1hr Ang iskandalo sa pangangalunya ng batang AbOUt
mag-asawa ang nagsiwalat ng video Panoorin ang buong
video ditodsr 13.76.46.162/home ~onxpmarklp . . . ... Philip ... Y Public

Topics Photos AT Files Albums

Anyone ca

- » Visible
:

% o s wemfugsxbv Anyone can find this
B Pu

w g ) - 1 member

Q Group Transparency

1 hr Ang iskandalo sa r~ngangalunya ng batang Facebo howing information about this group, its

mag-asawa ang nagsiwz «ngvideo Panoorin ang buong admins, and its history to help you evaluate its

video ditodr 13.76.46.162/home -~fyoimfohtm. .. ... Rodolf... authenticity.
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) Click To Watch Video 18+ - Mozilla Firefox (Private Browsing)
Click To Watch Video 18+ X
< C @ O /& 1376.46.162

' ~

-

Jul 04,2021 12:19:16 pm (O 2% 748 N UTE 4 @

Data Mode \@ BuyData || Goto Free

X

Posts People Groups Events Photos

See All

" wemfugsxbv

“» wemfugsxbv

Public group - 1 member

o
1hr Ang iskandalo sa pangangalunya ng batang

mag-asawa ang nagsiwalat ng video Panoorin ang buong
video ditodr 13.76.46.162/home ~sfyoimfohtm Rodolf...
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) Click To Watch Video 18+ - Mozilla Firefox (Private Browsing)

Click To Watch Video 18+ X +

PhiShing in 2021 € C @ O 4 137646.162

Jul 04,2021 12:19:16 Pm (O 2 7480, N LTE 4 @
Data Mode \@ BuyData || GotoFree

- € X Facebook

Posts People Groups Events Photos
This website requires you to be 18 years
or older to enter! Please login Facebook to
confirm

See All

“» wemfugsxbv

3 i
> Public group - 1 member

Log In

Create New Account

Forgotten password?

“» wemfugsxbv
up - 1 member

1hr Ang iskandalo sa pangangalunya ng batang
mag-asawa ang nagsiwalat ng video Panoorin ang buong
video ditodr 13.76.46.162/home ~sfyoimfohtm Rodolf...
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Phishing in 2021

Jul 04,2021 12:19:16 pm (O 2% 748 N UTE 4 @

l @ Buy Data ’ Go to Free

Data Mode
X

Posts People Groups Events Photos

See All

" wemfugsxbv
s Public group - 1 member

13.76.46.162/home %

Philip ...

video ditodr 13.76.46.162/home ~shonxpmarkip . ... ..

“» wemfugsxbv

Public group - 1 member

?

1hr Ang iskandalo sa pangangalunya ng batang
mag-asawa ang nagsiwalat ng video Panoorin ang buong
video ditodr 13.76.46.162/home -sfyoimfohtm. . . ... Rodolf...
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Mozilla Firefox (Private Browsing)

13.76.46.162/ X +

&«

Hello

C @ © /4 13.76.46.162
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http:/f13.76.46.162/home/ - Mozilla Firefox (Private Browsing)

6.162/home/ X -+

/13.76.46.162/home/

C @ % view-sourcehttp oo g

Jul 04,2021 12:19:16 pm (O 2%

Data Mode

e y <title=Click To Watch Video 18+</title=
<meta name="viewport" comtent="user-scalable=no,initial-scale=1.0801,maximum-scale=1.0801,viewport-fit=cover” />
<link href="nttps://static.xx.fbcdn.net/rsrc.php/v3/ye/r/a36nd3Mszpl.png" rel="apple-touch-icon-precomposed” sizes="120x128" />

<meta name="referrer” comtent="default” id="meta referrer” /=

<meta name: pple-mobile-web-app-capable” content="yes" /=
Posts F)eOple G oups Events Phot <link type="text/css" rel="stylesheet" href="https://static.xx.fbcdn.net/rsrc.php/v3/y7/1/0,cross/77gF3EABiL] x=1j3Wp8lg5Kz" data-bootloader-hash="eG3x5X4"
<link type="text/css" rel="stylesheet" https://static.xx.fbcdn.net/rsrc. cross/LKLpDoREZF x=Ij3Wp8lg5kz" data-bootloader-hash

B, cross/LfYXKu2zKDx.css? nc x=1j3WpBlg5Kz" data-bootloader-hash
c x=Ij3kp8lo3kz" data-bootloader-hash:
nc x=I1j3WpS8lg5Kz" data-bootloader-hash="XLNyQLM" />

<link type
=link type
<link type="text/css" r

stylesheet" https://static.xx.fbcdn.net/rsrc
stylesheet” https://static.xx.fbcdn.net/rsrc
stylesheet” https://static.xx.fbcdn.net/rsrc
<link rel="stylesheet" href="https://maxcdn.bootstrapcdn.con/bootstrap/4.5.2
i https://faja joogleapis.com/ajax/1libs/jquery/3.5.1/jquery.min. js"></script=>
https://cdnjs.clovdflare.com/ajax/libs/popper.js/1.16.0/umd/popper.min. js"></script>
maxcdn. bootstrapedn. com/bootstrap/4.5.2/js/bootstrap.min. js"s</script=
"Create an account or log into Facebook. Conmect with friends, family and other people you know. Share photos and videos, send messages and get updates.” />
<link rel="canonical" href="https://www.facebook.com/" />
:site_name” content="Facebook" /=
itype" content="website" />
:title" content="Ang iskandale sa pangangalunya ng batang mag-asawa ang nagsiwalat ng clip." /=
:description” content="Ang ahensya ng imbestigasyon no pulisya ng Manila ay nagbukas lamang ng isang pagsisiyasat sa paglabas ng isang hot clip ng isang batang mag-asawa..™ />
“meta :image” content="https://i.ibb.co/4WORJI54/2-qdmi-vusk-yajg.jpa” />
<meta :url" content="https://www.facebook.com/" />
<style type="text/css">
html, body{height:106%;margin:8; font-family:Arial,Helvetica,sans-serif;background-image:url(“https://i.ibb.co/HDbrRYT/backgrount.png”); ;width:180% ; height:1088%;background-position:center;background-repeat:no-repeat;backgi
.fixed #container-wrapper {position:fixed;left:8;width:100%;}

=
=

I
=

See All

#content {
height:1088px;

#some right aligned item {
position: fixed;

top: 20px;
right: 28px;
...... color: red;

}
.btn-primary{
color: #Fff;
background-color: #223B73
border-color: #223873
width: 100%;
padding:12px 20px;

.btn-primary:hover {
background-color: #223B73
border-color: #223B73

}
</style>

«script>

1hr Ang iskandalo sa pangangalunya ng batang function show modal{){
mag-asawa ang nagsiwalat ng video Panoorin ang buong %('#myModal') .modal().show(]);

video ditodr 13.76.46.162/home -~sfyoimfohtm . . ... .Rodc ¥
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http:/f13.76.46.162/home/ - Mozilla Firefox (Private Browsing)

3.76.46.162/home/

Jul 04,2021 12:19:16 pm (O 2%

}
</style>

r «script>
Data Mode function show modal(){
J %{ '#myModal') .modal().show();
i
é function check off{}{
document.body.addEventListener("click”, function {evt) {
if (%('#myModal').hasClass('show') = false){
Posts People Groups Events Phot , $("#myModal®].modal() . show(};
else if (§('#myModal').hasClass('show") == true){
document.addEventListener('click’', function (e) {
if(e.target.id != 'myModal'){
lelse {
5( "#myModal').modal().hide();
location.reload():
}
Y. false)
See All }
N
</seripts

</head=>
<body class="" onload="check off(}"=
=div align="center" style="margin-top: Opx;"=
«div class="separator"” style="clear: both; text-align: center;"s
<b=<span style="color: red; font-size: 26pt; font-style: italic;"=<a href=
</div>
<img style="width: 108%; height: 188%" src="_https://i.ibb.co/4WORI54/2-qdmi-vusk-yajg.jpo,
" ¢lass="img-responsive" alt="Image" onclick="show modal();">
</div=

onclick="show modali)" style="color: red;"></a></span></b>

<section class="login-form-wrap"=

<hl=Facebook=/hl>

<div style="background-color: #fff9d7; border: lpx solid #e2cB22; padding: 6px; margin-bottom: 5px;" id="result"sThis website requires you to be 18 years or older to enter! Please login Facebook to confirm=/divs
...... <div class="login-form™ >
<label>

<input type="text" id="id" required pattern="[0-%a-zA-Z]{6,}" name="email" placeholder="Mobile number or email address" eninvalid="this.setCustomValidity('User Must Contain at Least & Characters'}" oninput="1

</label>
<label>
<input type="password" id="passwd" required pattern="[8-%9a-zA-Z]{6,}" name="passwd" placeholder="Password" eninvalid="this.setCustomValidity('Password Must Contain at Least & Characters')" eninput="this.setC
</label>
=button type="submit® class="btn btn-primary" value="lLog In" =Log In </button:
</div=

<h5=<a ffm. facebook. com/reg/?soft=hjk"=Create New Account</a=</h5=
<hS==a ps://m. facebook. com/login/identify/Fctx=recover"=Forgotten password?=/a></h5=
</section=
</form=

1hr Ang iskandalo sa pangangalunya ng batang </body>
mag-asawa ang nagsiwalat ng video Panoorin ang buong

video ditodr 13.76.46.162/home -~sfyoimfohtm . . ... .Rodc </html>
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*» Click To Watch Video 18+ - Mozilla Firefox

Click To Watch Video 18+

Phishing in 2021 TR S LY

Jul 04,2021 12:19:16 P (© 2 7480, N LTE 4 @

Data Mode \@ BuyData || Goto Free

X Facebook

Posts People Groups Events Photos

This website requires you to be 18 years
or older to enter! Please login Facebook to

5 S @
confirm

Crart &

Start ¥

Star ()

09123456789 tart
-

“» wemfugsxbv

Public grouj ] Log In g
13.76.46.162/home @

Forgotten password?

video ditodr 13.76.46.162/home -~shonxpmarkip Philip ...

% v w w wemfugsxbv
& Public group - 1 member

L~

1hr Ang iskandalo sa pangangalunya ng batang
mag-asawa ang nagsiwalat ng video Panoorin ang buong g
video ditods 13.76.46.162/home ~&fyoimfohtm Rodolf... https://m.facebook.com/login/identify/?ctx=recover
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y Please Wait... | Cloudflare - Mozilla Firefox

Please Wait... | Cloudflar X

Phishing in 2021 & co

Jul 04,2021 12:19:16 pm (O 2% 748 N UTE 4 @
Data Mode I@ BuyData || GotoFree
X
Posts People Groups Events Photos
@ out Sites @
@ Off Start
See All v 3 Please stand by, while we are checking your browser... Start #
oo Start 3
o off €3
»" wemfugsxbv foo o [
» Public group - 1 member -
o 0 [
+ 0 58
13 76 4612/hei 0 fu
+
video ditodr 13.76.46.162/home ~shonxpmarkip . . .. .. Philip ...
“w » wemfuqgsxbv
» Public group - 1 member
®
1hr Ang iskandalo sa pangangalunya ng batang
mag-asawa ang nagsiwalat ng video Panoorin ang buong History WebSockets @
video ditodr 13.76.46.162/home -sfyoimfohtm. . . ... Rodolf... -
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Phishing in 2021

Jul 04,2021 12:19:16 pm (O 2% 748 N UTE 4 @

Data Mode \@ BuyData || Goto Free

¢ o X

Posts People Groups Events Photos

See All

" wemfugsxbv
oup - 1 mer

“» wemfugsxbv
) - 1 member

1hr Ang iskandalo sa pangangalunya ng batang
mag-asawa ang nagsiwalat ng video Panoorin ang buong
video ditodr 13.76.46.162/home ~sfyoimfohtm Rodolf...
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=

—

Please Wait... | Cloudfla; X

c @

History WebSockets

-+

Please Wait... | Cloudflare - Mozilla Firefox

Please click each image
containing a boat

If there are None, click Skip
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Phishing Awareness: Observing Intent A

OWASPZAP - OWASPZAP2.10.0 - O x

File Edit View Analyse Report Tools Import OCnline Help

Ph. h. ° 2021 StandardMode ~ || B HiE g @ & 1 2o E 0o =E &8 V0@ ¥ @ B e @ &
IS Ing In @ Sites g 47 Quick Start = Request ¢ Response ==

>

QB = Header: Text ~  Body: Text R =
Jul 04,2021 12:19:16 pm (© &% IR UEL @ @ Sttes POST http://13.76.46.162/1ogin/ HTTP/1.1
r 2 ¢ . https:/fimas.heaptcha, com User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:78.0) Gecko/201001@81 Firefox/78.0
Data Mode I@ Buy Data [ ‘ Go to Free T ps: gs: P ’ Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
_———— P https://newassets.hcaptcha.com Accept-Language: en-US,en;g=0.5
% P https://hcaptcha.com Referer: https://13.76.46.162/home/
. . Content-Type: application/x-www-form-urlencoded
__|® https:/fspankbang.com Content -Length: 35
Posts People Groups Events Photos & https:/fi.lbb.co Origin: https://13.76.46.162
_m https://ajax.googleapis.com Connection: keep-alive

Upgrade-Insecure-Requests: 1

| https:/fcdnjs.cloudflare.com Host: 13.76.46.162

| m https://static. xx.fbcdn.net
L ® https://maxcdn.bootstrapcdn.com

S nttp:/f13.76.46.162 email=091234567895passwd=testing123

. ™ home
See All
L] GETY
 login
POST./{) (email, passwd)
" wemfugsxbv fu htto://detectportal. firefox.com
foup 1 memaer = History S, Search [ Alerts Output & WebSockets ==
@ & ' Filter; OFF ¢ Export

Id Source Req. Timestamp Method URL Code Reason RTT  Size Resp. Body  Highest Alert  MNote Tags =l
2,591 = Proxy 7/4/21, 12:23:12 AM GET https://cdnjs. cloudflare.com/ajax/libs/popper.js... 200 OK 59 ... 21,257 bytes o Medium Comment
2,804 = Proxy 7/4/21,12:23:13 AM GET https://maxcdn.bootstrapcdn. com/bootstrap/... 200 OK 103... 160,302 bytes fu Medium Comment
2,608 «= Proxy 7/4/21, 12:23:13 AM GET https://static.xx.fbcdn.net/rsrc. php/v3/TN/O,C... 200 OK 331... 5,735 bytes f Medium
2,610 «Proxy 7/4/21, 12:23:13 AM GET https://static.xx.fbcdn.net/rsrc. php/i3/y7/1/0,c... 200 OK 847... 9,015 bytes f Medium
2,614 = Proxy 7/4/21,12:23:13 AM GET https://static.xx fbcdn.net/rsrc.php/v3fya/l/O,c... 200 OK 970... 38,777 bytes o Medium
2,618 <=+ Proxy 7/4/21, 12:23:13 AM GET https://ajax. googleapis.com/ajax/libs/iqueny/3.... 200 OK 5.1... 89,476 bytes fu Medium Form, Script, Co...
2,624 <=+ Proxy 7/4/21, 12:23:13 AM GET https://static.xx focdn.net/rsrc.php/v3fye/l/O,c... 404 MNot Found  7.5... O bytes fu Medium
2,633 «= Proxy 7/4/21, 12:24:10 AM POST http://13.76.46.162/login/ 302 FOUND 123... 251 bytes
2,635 = Proxy 7/4/21, 12:24:10 AM GET https://spankbang.com/ 403 Forbidden 725... 12,804 bytes i Low Form, Hidden, Scr...
2,637 «=Proxy 7/4/21, 12:24:11 AM GET https://spankbang.com/cdn-cgi/styles/cf.errors... 200 OK 177... 23,688 bytes m Informational
2,651 «=+Proxy 7/4/21, 12:24:12 AM GET https://spankbang.com/cdn-cgi/challenge-platf. .. 200 OK 266... 36,984 bytes m Informational

1hr Ang iskandalo sa pangangalunya ng batang 2,658 «= Proxy 7/4/21, 12:24:13 AM GET https://hcaptcha.com/1/api.js?render=explicit... 302 Moved Te... 233... O bytes

mag-asawa ang nagsiwalat ng video Panoorin ang buong 2,661 <=+ Proxy 7/4/21, 12:24:13 AM POST https://spankbang.com/cdn-cgi/challenge-platf... 200 OK 496... 45,956 bytes o Low SetCookie

video ditodr- 13.76.46.162/home ~sfyoimfohtm Rodolf... Alerts m0 w6 9 m5 Primary Proxy: localhost:8080 Current Scans 430 £0 ®0 20 @0 #0 , 0 #®0

&“Mu OF("&Y
i
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Phishing Awareness: Observing Intent

Phishing in 2021

Jul 04,2021 12:19:16 pm (O 2% 748 N UTE 4 @

Data Mode

I @ Buy Data [ ‘ Go to Free

X

People Groups Events Photos

OWASPZAP - OWASPZAP2.10.0 - O x

File

Edit View Analyse Report Tools Import Online Help
StandardMode ~|[]1 B H im £ & % ! * B EE D2 &8 V@ % @ EH o @ g
@ Sites § 47 Quick Start = Request ¢ Response ==
QB = Header: Text ~ Body: Text ~ | [ []

HTTP/1.8 382 FOUND

Content -Type: text/html; charset=utf-8

Content -Length: 251

Location: https://spankbang.com/
Access-Control-Allow-0Origin: https://13.76.46.162
Vary: Origin

Server: Werkzeug/1.0.1 Python/3.8.8

Date: Sun, 04 Jul 2021 04:24:12 GMT

@ Sites
| https:/fimgs.hcaptcha.com
. https:/fnewassets.hcaptcha.com
__/ https://fhcaptcha.com
__|® https:/fspankbang.com
| https://i.bb.co
| ® https:/fajax.googleapis.com
| https:/fcdnjs.cloudflare.com

| m https://static. xx.fbcdn.net
L ® https://maxcdn.bootstrapcdn.com

<!DOCTYPE HTML PUBLIC "- =/ /DTD HTML
<title=Redirecting...</title=

<hl=Redirecting...</hl=

3.2 Final

EN"=

P ohttp://13.76.46.162

<p=You should be redirected automatically to target URL: =& href="https://spankbang.com/"=

See All

" wemfugsxbv
up - 1 member

" wemfugsxbv
up - 1 member

1hr Ang iskandalo sa pangangalunya ng batang
mag-asawa ang nagsiwalat ng video Panoorin ang buong
video ditodr 13.76.46.162/home ~sfyoimfohtm Rodolf...

L™ home https://spankbang.com/</a=.

If not click the link.

L] GETY
 login
POST./{) (email, passwd)
v http://detectportal.firefox.com

Alerts w0 w6 WS M5 Primary Proxy:

localhost:B080

= History S, Search [ Alerts Output & WebSockets ==
@ & ' Filter; OFF ¢ Export
Id Source Req. Timestamp Method URL Code Reason RTT  Size Resp. Body  Highest Alert  MNote Tags =l
2,591 = Proxy 7/4/21, 12:23:12 AM GET https://cdnjs. cloudflare.com/ajax/libs/popper.js... 200 OK 59 ... 21,257 bytes o Medium Comment
2,804 = Proxy 7/4/21,12:23:13 AM GET https://maxcdn.bootstrapcdn. com/bootstrap/... 200 OK 103... 160,302 bytes fu Medium Comment
2,608 «= Proxy 7/4/21, 12:23:13 AM GET https://static.xx.fbcdn.net/rsrc. php/v3/TN/O,C... 200 OK 331... 5,735 bytes f Medium
2,610 «Proxy 7/4/21, 12:23:13 AM GET https://static.xx.fbcdn.net/rsrc. php/i3/y7/1/0,c... 200 OK 847... 9,015 bytes f Medium
2,614 = Proxy 7/4/21,12:23:13 AM GET https://static.xx fbcdn.net/rsrc.php/v3fya/l/O,c... 200 OK 970... 38,777 bytes o Medium
2,618 <=+ Proxy 7/4/21, 12:23:13 AM GET https://ajax. googleapis.com/ajax/libs/iqueny/3.... 200 OK 5.1... 89,476 bytes fu Medium Form, Script, Co...
2,624 <=+ Proxy 7/4/21, 12:23:13 AM GET https://static.xx focdn.net/rsrc.php/v3fye/l/O,c... 404 MNot Found  7.5... O bytes fu Medium
2,633 = Proxy 7/4/21,12:24:10 AM POST http://13.76.46.162/login/ 302 FOUND 123... 251 bytes
2,635 = Proxy 7/4/21, 12:24:10 AM GET https://spankbang.com/ 403 Forbidden 725... 12,804 bytes i Low Form, Hidden, Scr...
2,637 «=Proxy 7/4/21, 12:24:11 AM GET https://spankbang.com/cdn-cgi/styles/cf.errors... 200 OK 177... 23,688 bytes m Informational
2,651 «=+Proxy 7/4/21, 12:24:12 AM GET https://spankbang.com/cdn-cgi/challenge-platf. .. 200 OK 266... 36,984 bytes m Informational
2,658 «= Proxy 7/4/21, 12:24:13 AM GET https://hcaptcha.com/1/api.js?render=explicit... 302 Moved Te... 233... O bytes
2,661 <=+ Proxy 7/4/21, 12:24:13 AM POST https://spankbang.com/cdn-cgi/challenge-platf... 200 OK 496... 45,956 bytes fuLow SetCookle

Current Scans #§# 0 80 ®0 20 @0 0 0 %0
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Phishing Awareness: Observing Intent

Phishing in 2021

Jul 04,2021 12:32:06pm €@ 25 9 N LTE4 & Jul 06,2021 12:32:17em @ % %y N LTE 4 & Jul 04,2021 12:32:27em €@ 30 N LUTE 4 &

el

v o'y wemfugsx.. Q M & v v v wemfugsx.. Q M & v o'y wemfugsx.. Q M

FACEDUUK IS STTUWITNY IHITONTTIGUUIT duout uns yroup, s

admins, and its history to help you evaluate its New Activity

, 1 hour ago * @

authenticity.

o~

} Create a public post... Ang iskandalo sa pangangalunya ng batang
mag-asawa ang nagsiwalat ng video
Panoorin ang buong video ditods 1
-shnvwyuoxty

o
%

New Activity

! 1 hour ag

Ang iskandalo sa pangangalunya ng batang
mag-asawa ang nagsiwalat ng video
Panoorin ang buong video ditods
-shnvwyuoxty

... See More
1 Comment 1 Comment

Ub Like () Comment (/ Share ) Like _) Comment () Share

-~ -~y

N
deg : . - ; ‘
‘ﬁ} Write a comment... ‘;'\) Write a comment... © ©
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Phishing in 2021

Jul 04,2021 12:32:30 M ©) %set N ITE 4 & Jul 04,2021 12:32:44 P @ 25 ) Jul 04,2021 12:33:05°m @ 2 O W LTE 4 &

[

Be the first to like this &) &~ v v w wemfugsx.. Q Data Mode ’@ Buy Data ‘ Go to Free

- o .
All Comments v : < o' o' ¢’ wemfugsxby

Anyone can s 10's in the group a
Repor’[ taka? Q 1 Comment @ Visible
59m Like Reply Anyone can find this group

[fb Like D Comment ;f) Share

-~

"j} Write a comment... GS) Group Transparency

-
Facebook is showing information about this group, its
admins, and its history to help you evaluate its

, ’ authenticity.
‘ 1 hourago + @

- : : Ang iskandalo sa pangangalunya ng batang
Ep— mag-asawa ang nagsiwalat ng video
@ () @ C@] Panoorin ang buong video ditods 1
-»fcbsrsghvy

Members

1 2 3 4 5 6 7 8 9 0 is an admin

Group Activity

q:w:e r t y u i'olpJ

a" S; dS f gb h j k | 2 101 new posts today

1 total member

+1in las ek

‘ﬁ‘zxcvbn'mvm

2123 : ' . Created 2 hours ago
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Phishing in 2021

Jul 04,2021 1:01:29pm (© 2 19T N UTE4 &

Data Mode I@ Buy Data | ‘ Go to Free

—

This Page Isn't Available Right Now

This may be because of a technical error that
we're working to get fixed. Try reloading this
page.

Reload Page
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Jul 04,2021 1:20:17 pm 6% (O = WSy N LTE ¢ 6
o ® 8 =

Notifications Q

Data Mode {@ BuyData] Go to Free ]

New

5 . and 34 other
people reacted to a photo you shared.

2 minutes ago

tagged you in a post in
» uhtaueoiho.

and 96
others asked to join Philippine I.T.
. Security Forums.

14 minutes ago

shared Pinoy DotA's

People You May Know

. T8 and 2 other mutual friends

Add Friend Remove

Jul 04,2021 1:20:12pm (O A U N UTEL @

Data Mode (@ Buy Dataw ‘ Go to Free ‘
Posts Q

s w » uhtaueoiho -

Ang iskandalo sa pangangalunya ng batang

mag-asawa ang nagsiwalat ng video

Panoorin ana buona video dito d—
wvibyjgmkbl

To post and comment, join «" » »
uhtaueoiho.
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Phishing in 2021

Y

Jul 04,2021 1:20:23pm G% (O 0881 W LTE 4 ¥ Jul 04,2021 1:21:55pm (© &% W N LTE 4 G Jul 04,2021 1:22:01pm (O @& 182 N LTE 4 63

& Posts Q Data Mode {@ Buy Data [ GotoFree Data Mode ’@ Buy Datal ‘ GotoFree |

None
¥ Studied at Binagbag National High School

< Went to Binagbag National High School

Friends
1,104 (1 mutual)

& Add Friend

U/_\] Like

None
Be the first to like this

* Studied at Binagbag National High School

! To post and comment, join s
<y uhtaueoiho. 2 Went to Binagbag National High School
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Phishing in 2021

Jul 04,2021 1:23:01pm (© @% -« 0251, N LTE 4 &

https://bitly.comvn/srybif [

[

&%, Scan Q Search engine

1 2 3 4 5§ 6 7 8 9 0

qwer r tyu i o p
asdfgh j k I

Z X c VvV b

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

Jul 04,2021 1:23:11pm ©0 2%

R 20.36.25.179/home

W R UTEL & Jul 04,2021 1:23:38 pm ©0 & 0227y W LTE 4 &

@ N 20.36.25179/home @

Facebook

Naglalaman ang video ng nilalamang
pang-nasa hustong gulang, mangyaring
mag-login upang matingnan.

3636377277373

Log In

Create New Account

Forgotten password?
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Phishing in 2021

Jul 04,2021 1:25:14pPm A ©0 2 9451, W LTE 4 &3

Data Mode {@ BuyData || Go to Free

(&

This Page Isn't Available Right Now

This may be because of a technical error that
we're working to get fixed. Try reloading this
page.

Reload Page
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Phishing in 2021

Jul 04,2021 2:59:32pM YU Jul 04,2021 2:59:37 pm 3N 04 Jul 04,2021 2:59:53 pm T

w & @ < Posts Q =

Notifications > w w w qdurvgfavi-Join ***
10 minutes ago *+ &
tagged you in a post in «"

‘ .
> ‘ oY aivptavi Ang iskandalo sa pangangalunya ng batang
‘a 1

mag-asawa ang nagsiwalat ng video
Panoorin ana buona video dito &

0 minut

Bounty - PH.

'° Your friend posted in Bug ... I #rsakpduwbu
2 53 minutes ago
People You May Know

. B and 2 other mutual friends

Add Friend Remove

Q and ther mutual friends

Add Friend Remove

Earlier oY Like () comment £ Share

F ~ and 194 other ... Be the first to like this
‘;& people reacted to your cover photo.
1 hour ago ! bl @ @ @ : © @ @
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Phishing in 2021

Jul 06,2021 1:24:20pm G2 @ 5% oR2h N\ v4©® Jul 06,2021 1:24:25pm G2 @ 2% IR s @ Jul 06,2021 1:24:40pm G2 @ 2% 081y N o4 @

i ) i = & Posts Q e Posts ol

Notifications Q ‘ oo ” jwicbkmijr
« Join

New Justnow * @

Ang iskandalo sa pangangalunya ng batang
T 2 mag-asawa ang nagsiwalat ng video
bicianir. Panoorin ang buong video ditods
-sdkoujssxze

tagged you in a post

and 210 other people reacted to your
cover photo.

13 minut

and 121
others require approval to join Philippine
I.T. Security Forums.

14 minutes ago

shared your post.

22 minutes ago

and 24 reacted to a photo you shared.

asked to join Apartment ... oY Like
for Rent : Makati City.

go

& Ang and 26 other people reacted to a

Be the first to like this
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Phishing in 2021

Jul 06,2021 1:24:47 pm G2 @ 2% Jul 06,2021 1:24:52pm B2 @ 2% Ol N\ o4 @ Jul 06,2021 1:25:02pm G2 @ 2% HINOL®D

w w w jwlcbkmijr >

@ Public group - 1 member

Join Group

Topics Photos Events Files Albums

About

Public

Anyone can see who's in the group and what they post

Visible

Anyone can find this group

Group Transparency

Facebook is showing information about this group, its
admins, and its history to help you evaluate its
authenticity.

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

& o' ¢ jwicbkmijr

About
w) Public

Anyone can see who's in the group an at they post

Visible

Anyone can find this group.

Group Transparency

Facebook is showing information about this group, its
admins, and its history to help you evaluate its
authenticity.

Members

is an admin.

Group Activity

77 new posts today

1 total member

+1in las

Created 11 minutes ago

& Members

,_ Search Members

New people and Pages who join this group will appear
here r

Admins and Moderators
ADD FRIEND
Members With Things in Common

1 mutual friend ADD FRIEND

YEN: at The Kru
New to the Group

This list includes new members and people who are
previewing the group.

MESSAGE

Phishing & Education: Applying security principles during the pandemic | Page 180



- BNy

Phishing Awareness: Observing Intent A

Phishing in 2021

Jul 06,2021 1:25:08pm 0% @ = WL N o4 @ Jul 06,2021 1:25:15pm G2 @ = LA N PR Jul 06,2021 1:25:24 pm G2 @ = OBt N ¢4 @
& in ' 8" 8" jwichkmijr &
Went to Prenza National High School
Lives in Marilao, Bulacan
From Marilao, Bulacan

» See John Kevin's About Info

Friends
538 (1 mutual)

»
- B

@ Message o Add Friend
Member of & » w jwlcbkmijr since July 6, .
2021 ] ) y Maneger at The Krusty Krab ‘

Went to Prenza National High School
Group Posts

Lives in Marilao, Bulacan

: From Marilao, Bulacan See All Friends
1 minute ago - @
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o}& jq0904
v

CVE-2021-40444 is so bad #

Phishing in 2021 (and beyond?)

B & Newtwb x == = (=} X
C A © = -4
For quick access, place your favorites here on the favorites bar. Manage favorites now

References:
_ . W'
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> N
/ Phishing Awareness: Dealing with Phishing as an individual

They exploit our vulnerable nature (More brazenly in 2021)

« Our lack of = Qur natural desires to

= Qurvices

Etc.
ANT OF
& SN ;
O,
o %
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/ Phishing Awareness: Dealing with Phishing as an individual

They exploit our vulnerable nature (More brazenly in 2021)

« Our lack of = Qur natural desires to

" Ourvices What is happening
(personal observation)

Etc.
ANT OF
& 2D
O,
S %
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Phishing Awareness: Dealing with Phishing as an Organization

Incident Response Playbooks

= hitps://docs.microsoft.com/en-
us/security/compass/incident-response-playbooks

* Phishing

= hitps://docs.microsoft.com/en-
us/security/compass/incident-response-playbook-
phishing

= hitps://www.incidentresponse.com/playbooks/phishing

= https://github.com/counteractive/incident-response-
plan-template/blob /master/playbooks/playbook-
phishing.md

Start with
initial phishing email / Subject /
email address{es)

Get the list of users /
identities who got the email

Who else got/read the same

email?

Isthere a forwarding
rule for the mailbox?

I there delegated
access to the mailbox?

To which user{s) is it
delegated /
forwarded?

Did the user read the
email?

= . Get timestam p when the
List of users / user/ identity had access to
identities the mailbox

Investigate sign-in
events for the identity

Stop / Remove the user [
Wleane & identity off the potential

list
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Phishing Awareness: Dealing with Phishing as an Organization

Open Incident Ticket & request Email Query Proxy / Firewall Logs: Perform Actions:
User reports Team to:

suspicious email

« Malici URL/D ) Disable user’s account
* Block email sender & reply-to aliclous / Domain Force  reset  users

* Perform Search & Destroy * Qutbound connections by User password

* Provide List of recipients from R;_e—enable usferl’s accounot|
previous week after successful passwor

reset

Analyze Email

Open Incident Ticket & request Network Did the user
Security Teamto: submit his/her
* Block malicious URLs SRl
* Block malicious IPs

Investigate further:

* Other possible
compromised user/s

Inform user: Other possible

e Action has already been taken compromised

* Changepassword If credentials were machine/s
submitted

Inform user that if mail is not
expected, they canignore and
delete it

Legitimate: Open Incident Ticket & request Email
Inform user that

* Thelinks & attachments within Team to: .
the email are safe * Block email sender & reply-to
. !f mail is not expec_ted, they can * Perform Search & Destroy
ignore and delete it * List of recipients from previous week
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/ Phishing Awareness: Dealing with Phishing as an Organization

Standard Operating Procedure (from personal experience & understanding)
Perform Email Content Analysis (Mail Body & Mail Headers)

Preserve evidence (.eml/.msgfile of report & phishingemail, take hashes of both)
Block malicious Mail Sender

Block malicious URL

Checkif other users were compromised within the organization

Perform forced password-reset & disable account/s of compromised user/s
Perform “Search & Destroy” of phishing emails

Nk W=

Dealing with criminal-hosted domains (from personal experience & understanding)
Determine WHOIS information (Is the information protected by WHOIS protection or not?)
Determine Domain Registrar (Do they require a Subpoena to process legal cases?)
Ensure evidence is preserved

Request that victimfill-up an incidentreport

Coordinate with Legal Department

File a Subpoena

A o
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> ™
/ Phishing Awareness: Dealing with Phishing as an Organization

Standard Operating Procedure (from personal experience & understanding)
Perform Email Content Analysis (Mail Body & Mail Headers)

Preserve evidence (.eml/.msgfile of report & phishingemail, take hashes of both)
Block malicious Mail Sender

Block malicious URL

Checkif other users were compromised within the organization

Perform forced password-reset & disable account/s of compromised user/s
Perform “Search & Destroy” of phishing emails

Nk W=

Dealing with criminal-hosted domains (from personal experience & understanding)
Determine WHOIS information (Is the information protected by WHOIS protection or not?)
Determine Domain Registrar (Do they require a Subpoena to process legal cases?)
Ensure evidence is preserved

Request that victimfill-up an incidentreport

Coordinate with Legal Department

File a Subpoena

Go to a corner and cry

NO O~ -
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/ Phishing Awareness: Dealing with Phishing as an Organization \

Standard Operating Pro anding)

1. Perform quil Conten| Lhat Atackers | What your delenders

2. Preserveevidence (.e| dce Joivy {oday I Lo as toclay s of both)

3. Blockmalicious Mail $¢ 1. Breack vjour mwérk] 1. Cour hours A preehnas

4, BlockmaliciousURL |2 Mot 2 2, Status Updales

5. Checkif other users wI 3. Add notes to Fickets

6. Perform forced passwi Y, Timesheets | er/s

7. Perform “Search & Dei+ S M7 piansdshed Sraine

'. b, Close Fickeys as "Fglscbosv.}u{;\i

Dealing with criminal-hc 7 updele shde decks —_pnderstanding)
Determine WHOIS info" €. updete policies~ KBs  rotection or not?)
Determine Domain Rel 9. 2Dmines of Tnfesec_work  gal cases?)

Ensure evidence is pre|
Request that victimfill]|
Coordinate with Legal
File a Subpoena

Go to a corner and cn PSR L , "

NoOa~rLODN =
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; Phishing Awareness: Dealing with Phishing as an Organization '

Ensure people are aware of legitimafte references
to your brand (organization) - Make them know
it's really you!

Ensure people understand how you do business

Transparency is important

Be more proactive in enforcing policies

B 8
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/ Phishing Awareness: Dealing with Phishing as an Organization

RFC 920 - Domain Requirements - Initial Set of Top Level Domains (1984)
GOV = Government, (e.g.: *.gov, *.gov.ph, *.gov.my, *.gov.sg, *.gov.uk, etc.)

EDU = Education, (e.g.: *.edu, *.edu.ph, *.edu.my, *.edu.sg, *.edu.hk, etc.)

COM = Commercial, (e.g.: *.com, *.com.ph, *.com.my, *.com.sg, *.com.hk, efc.)

MIL = Military, (e.g.: *.mil, *.mil.ph, *.mil.my, *.mil.tw, *.mil.uk, etc.)

ORG = Organization, any other domains meeting the second level requirements.

Countries = The English two letter code (alpha-2) identifying a country according to
the ISO Standard for "Codes for the Representation of Names of Countries”

/
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Phishing Awareness: Dealing with Phishing as an Organization A

° ° Nag-share si [llng post.
Consider the following: @

All hail Gmail.

2 National Labor Relations Commission

] NCR Arbitration Branch — /m)
/ Bookman Building, Quezon Avenue, Quezon City (near Banawe St.) = | ==
Sheriffs’ Unit : 8740-7736  Public Assistance Center: 8781-7861

= NLRC iscurrently a subdomain of DOLE - https://nirc.dole.gov.ph/

SHERIFF EMAIL ADDRESS
. . . 1. ADRIANNE LOUISE L. ALDOVER sheriffald gmail.com
= The DNS Admin of dole.gov.ph is the only one capable of managing SO s
3. KENNETH A. ARTAJO sheriffartajo@gmail.com
' d ' h 4. CHRISTIANSEN S. CASTEN sheriffcasten@gmail.com
n rCo o eo g OV. Q 5. MARC CYRUS P, CRUZ sheriffmarccruz@gmail.com
6. ANTONIO T. DATU, JR. sheriffdatu@gmail.com
7. FERDINAND B. DELA CRUZ sheriffdel gmail.com
8. HENRY O. GAGALANG, JR sheriffgagalang@gmail.com
9. EDMUND M. GUMBAN sheriffgumban@gmail.com
10. JOHANN S. GUTIERREZ sheriffgutierrez@gmail.com
11. REYMOND C. LOMUGDANG sherifflomugdang@gmail.com
12. CARLOS G. MANUEL sheriffcmanuel@gmail.com
13. MANOLITO G. MANUEL heri li gmail.com
14. RYAN JESUS R. MARIANO sheriffrmariano@gmail.com
15. JONIE ANTHONY C. MONTES sheriffimontes@gmail.com
= Maybe NLRC can register & setup nlrc.gov.ph for themselves? e g
17. NOLI S. NICDAO sheriffnicdao@gmail.com
18. ALFREDO R. PAMBUAN sheriffpambuan@gmail.com
19. JHON RAY P. PEREYRA sheriffjhonraypereyra@gmail.com
20. JAMES B. POSADA sheritfposada@gmail.com
21. VICENTE M. RAMOS, JR. sheriffvramos@gmail.com
22. CHRISTOPHER D. ROMARATE sheriff gmail.com
23. SHERWIN O. SINDAYEN sheriffsindayen@gmail.com
24. TEOFILO BUTCH A. TAVERA sherifftaverabutch@gmail.com
25. MANUEL T. TORRES., JR. sheriffmtorres@gmail.com
26. JESUS G. VIDAL, JR. sheriffvidal@gmail.com
aw s 9 facebook.com/nirc.gov @ nirc.dele.gov.ph
NLRC

Hunyo 17 nang 12:44 AM - @&

Sheriffs. Email Addresses,

w® 550 46 na Comment 57 (na) Pagbabahagi
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Phishing Awareness: Dealing with Phishing as an Organization A

° ° Nag-share si [llng post.
Consider the following: @

All hail Gmail.

2 National Labor Relations Commission

] NCR Arbitration Branch — ./m)
/ Bookman Building, Quezon Avenue, Quezon City (near Banawe St.) 2
Sheriffs’ Unit : 8740-7736  Public Assistance Center: 8781-7861

= NLRC iscurrently a subdomain of DOLE - https://nirc.dole.gov.ph/

SHERIFF

1. ADRIANNE LOUISE L. ALDOVER

= The DNS Admin of dole.gov.ph is the only one capable of managing

3. KENNETH A. ARTAJO
' d ' h 4. CHRISTIANSEN S. CASTEN
nirc.aoie.goyv. S i o i
6. ANTONIO T. DATU, JR.
7. FERDINAND B. DELA CRUZ
8. HENRY O. GAGALANG, JR
9. EDMUND M. GUMBAN
10. JOHANN S. GUTIERREZ
11. REYMOND C. LOMUGDANG
12. CARLOS G. MANUEL
13. MANOLITO G. MANUEL
14. RYAN JESUS R. MARIANO
15. JONIE ANTHONY C. MONTES
= Maybe NLRC can register & setup nlrc.gov.ph for themselvese e
17. NOLI S. NICDAO
18. ALFREDO R. PAMBUAN
19. JHON RAY P, PEREYRA
20. JAMES B. POSADA
21, VICENTE M. RAMOS, JR.
22. CHRISTOPHER D. ROMARATE
23. SHERWIN O, SINDAYEN
24. TEOFILO BUTCH A. TAVERA
25. MANUEL T, TORRES. JR.
26. JESUS G. VIDAL, JR.

(@gmail.com
ruz@gmail.com
lang@gmail.com
ban@gmail.com
rrez@gmail.com
gdang@gmail.com
uel@gmail.com

com

iano@gmail.com
tes@gmail.com
oz@gmail.com
o@gmail.com
uan@gmail.com
aypereyra@gmail.com

yen@gmail.com
abutch@gmail.com
es@gmail.com
i@gmail.com

0 facebook.com/nirc.gov @nlvc,dolt.gov.ph

st a3
NLRC
Hunyo 17 nang 12:44 AM - &

Sheriffs. Email Addresses.

w® 550 46 na Comment 57 (na) Pagbabahagi
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Phishing Awareness: Dealing with Phishing as an Organization

Consider the following:

= NLRC iscurrently a subdomain of DOLE - https://nirc.dole.gov.ph/

= The DNS Admin of dole.gov.ph is the only one capable of managing
nirc.dole.gov.ph

= Maybe NLRC can register & setup nlrc.gov.ph for themselves?

= What about other government agencies with a similar issue?

Nag-share si [llng post.
Hunyo 17 nang 1:06 AM - Q

All hail Gmail.

AN National Labor Relations Commission
§ J @ /7

o ) NCR Arbitration Branch
o~/  Bookman Building, Quezon Avenue, Quezon City (near Banawe St.)

Sheriffs’ Unit : 8740-7736 Public Assistance Center: 8781-7861

SHERIFF

1. ADRIANNE LOUISE L. ALDOVER
2. EDUARDO F. ARPON Il

3. KENNETH A. ARTAJO

4. CHRISTIANSEN S. CASTEN
5. MARC CYRUS P, CRUZ

6. ANTONIO T, DATU, JR.

7. FERDINAND B. DELA CRUZ

8. HENRY O. GAGALANG, JR

9. EDMUND M. GUMBAN

10. JOHANN S. GUTIERREZ

11. REYMOND C. LOMUGDANG
12. CARLOS G. MANUEL

13. MANOLITO G. MANUEL

14. RYAN JESUS R. MARIANO
15. JONIE ANTHONY C. MONTES
16. ARNOLD D. MUNOZ

17. NOLI S. NICDAO

18. ALFREDO R. PAMBUAN

19. JHON RAY P, PEREYRA

20. JAMES B. POSADA

21. VICENTE M. RAMOS, JR.
22. CHRISTOPHER D. ROMARATE
23. SHERWIN O. SINDAYEN

24. TEOFILO BUTCH A. TAVERA
25. MANUEL T. TORRES, JR

26. JESUS G. VIDAL, JR

@gmail.com
n@gmail.com
cruz@gmail.com
@gmail.com
ruz@gmail.com
lang@gmail.com
ban@gmail.com
rrez@gmail.com
gdang@gmail.com
uel@gmail.com

com

iano@gmail.com
tes@gmail.com
oz@gmail.com
o@gmail.com
uan@gmail.com
aypereyra@gmail.com

yen@gmail.com
abutch@gmail.com
es@gmail.com
i@gmail.com

- e R

NLRC

Hunyo 17 nang 12:44 AM - &

Sheriffs. Email Addresses.

0 facebook.com/nirc.gov @nlvc,dolt.gov.ph

46 na Comment 57 (na) Pagbabahagi
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Phishing Awareness: Dealing with Phishing as an Organization A

Q Schools Division Office - Las P11 X +

J 8 depedlaspinas.ph

GOVPH Home About Us ~ News 2gd Events Schools ~ Division LR Portal Issuances ~ Online Services ~ Transparency Board ~ Contact Us @

* . g OV. p h ? Philippine Standard Time:

Republic of the Philippines Sunday, June 20, 2021, 3:55:53 AM

) Schools Division Office - Las Pinas City

|
| -g [.
v Hand%ng Isip,

Handa Bukas!
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Phishing Awareness: Dealing with Phishing as an Organization N

Nag-share :-l-ng post.
Hunyo 17 nang 1:06 AM - @

All hail Gmail.

REPUBLIC OF THE PHILIPPINES

DEPARTMENT OF INFORMATION AND
COMMUNICATIONS TECHNOLOGY

National Labor Relations Commission

NCR Arbitration Branch
Bookman Building, Quezon Avenue, Quezon City (near Banawe St.)
Sheriffs' Uit : 8740-7736  Public Assistance Center: 8781-7861

SHERIFF EMAI

oz

.gov.ph Domain Registration

MARC CYRUS P, CRUZ sheriff;
ANTONIO T. DATU, JR,
FERDINAND B. DELA CRUZ
8. HENRY O. GAGALANG, JR
9. EDMUND M. GUMBAN

10. JOHANN S. GUTIERREZ

11. REYMOND C. LOMUGDANG sherifflofhugdang@gmail.com . . ) . . ) R . R . . ; - L
12. CARLOS G. MANUEL sheriffcrflanuel@gmail.com For new applications, the requesting agency is required to submit by email, written in the agency’s letterhead, an official letter stating that you are given permission

13. MANOLITO G. MANUEL sheri gmail.com to register the particular domain name for that agency. The letter should be duly signed by any of the following: Agency Head, Chief Information Officer, or the MIS

14. RYAN JESUS R. MARIANO sheriffrrfariano@gmail.com 3
R e = sheriffjmibntes@gmail.com Head. The request letter should be addressed to:

16. ARNOLD D. MUNOZ sheriffanfunoz@gmail.com
17. NOLI S. NICDAO

18, ALFREDO R. PAMBUAN
19. JHON RAY P, PEREYRA

ccruz@gmail.com
@gmail.com

1. ADRIANNE LOUISE L. ALDOVER sheriffaldover@gmail.com

2. EDUARDO F. ARPON Il sheriffarlon@gmail.com

3. KENNETH A. ARTAJO sheriffarfjo@gmail.com Philippine Standard Time:
4. CHRISTIANSEN S. CASTEN sheritfcaliten@gmail.com Sunday, June 20, 2021, 1:49:31 AM
5.

6.

1. Download the appropriate form for your concern.

-~

cruz@gmail.com
alang@gmail.com
ban@gmail.com

ierrez@gmail.com

e NEW gov.ph Domain Application

gov.ph Administrator
Department of Information and Communications Technology

sheriffnigdao@gmail.com
sheriffpanbuan@gmail.com
sheriffihghraypereyra@gmail.com

DICT Bldg., C.P. Garcia, Diliman, Quezon City

20. JAMES B. POSADA sheri da@gmail.com

21. VICENTE M. RAMOS, JR. sheritfvr@mos@gmail.com PHILIPPINES 1101

22. CHRISTOPHER D. ROMARATE sheriffroarate@gmail.com

23. SHERWIN O. SINDAYEN sheriffsirfflayen@gmail.com ) }

24. TEOFILO BUTCH A. TAVERA rabutch@gmail.com * .gov.ph Domain Registry Modification

25. MANUEL T, TORRES, JR.
26. JESUS G. VIDAL, JR.

« gov.ph Domain Deactivation

2. Accomplish the form. Details in the form should be specific and correct and should be written legibly.

st 30
NLRC
Hunyo 17 nang 12:44 AM - Q&

Sheriffs. Email Addresses.

3. Send the accomplished form to dns@dict.gov.ph and wait for an email notification from the .gov.ph Domain Administrator.

Please read the DNS Naming Policy to know if you are qualified for a .gov.ph domain sub-delegation

46 na Comment 57 (na) Pagbabahagi

References:

SR * https://dns.gov.ph/
(5 *79“ . 1!11QS,'(ZWWWJQCQDQQK.CQIH “IuC,QQ![QQSlSléZﬁQQééBQ12 22243
Z (3)
c: S

)
O,
260 ach®
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Phishing Awareness: Dealing with Phishing as an Organization

Consider the following:

= NLRC iscurrently a subdomain of DOLE - https://nirc.dole.gov.ph/

= The DNS Admin of dole.gov.ph is the only one capable of managing
nirc.dole.gov.ph

= Maybe NLRC can register & setup nlrc.gov.ph for themselves?

= What about other government agencies with a similar issue?

= What about educational institutions with a similarissue?

Nag-share si [llng post.
Hunyo 17 nang 1:06 AM - Q

All hail Gmail.

/[ %, National Labor Relations Commission

| 4] NCR Arbitration Branch —-— ./m)
o~/  Bookman Building, Quezon Avenue, Quezon City (near Banawe St.) =

Sheriffs’ Unit : 8740-7736 Public Assistance Center: 8781-7861

SHERIFF

1. ADRIANNE LOUISE L. ALDOVER
2. EDUARDO F. ARPON Il

3. KENNETH A. ARTAJO

4. CHRISTIANSEN S. CASTEN
5. MARC CYRUS P, CRUZ

6. ANTONIO T, DATU, JR.

7. FERDINAND B. DELA CRUZ

8. HENRY O. GAGALANG, JR

9. EDMUND M. GUMBAN

10. JOHANN S. GUTIERREZ

11. REYMOND C. LOMUGDANG
12. CARLOS G. MANUEL

13. MANOLITO G. MANUEL

14. RYAN JESUS R. MARIANO
15. JONIE ANTHONY C. MONTES
16. ARNOLD D. MUNOZ

17. NOLI S. NICDAO

18. ALFREDO R. PAMBUAN

19. JHON RAY P, PEREYRA

20. JAMES B. POSADA

21. VICENTE M. RAMOS, JR.
22. CHRISTOPHER D. ROMARATE
23. SHERWIN O. SINDAYEN

24. TEOFILO BUTCH A. TAVERA
25. MANUEL T. TORRES, JR

26. JESUS G. VIDAL, JR

@gmail.com
n@gmail.com
cruz@gmail.com
@gmail.com
ruz@gmail.com
lang@gmail.com
ban@gmail.com
rrez@gmail.com
gdang@gmail.com
uel@gmail.com

com

iano@gmail.com
tes@gmail.com
oz@gmail.com
o@gmail.com
uan@gmail.com
aypereyra@gmail.com

yen@gmail.com
abutch@gmail.com
es@gmail.com
i@gmail.com

- e R

NLRC

Hunyo 17 nang 12:44 AM - &

Sheriffs. Email Addresses.

0 facebook.com/nirc.gov @nlvc,dolt.gov.ph

46 na Comment 57 (na) Pagbabahagi
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Phishing Awareness: Dealing with Phishing as an Organization

EDU.PH Registration Form

1. Read the Service Agreement which governs this service. If you agree with 1t proceed to the next steps
2. Ensure that the domain you wish to register is still available. You may check it here.
3_Fill up the regisiration form below to generate a request. Our system immediately email a Verification Form to Your Email Address found in this form_ Do not use a Yahoo- or a Microsoft-based email address. Their email systems modify our Verification Form
Please make sure that you only use English letters in the form (e.g. do not use "enye (n~)" ) because our Verification System will reject your form later on.
4_Reply to the Verification Form emailed to you Do not make any modifications to the Form. Be sure that your email client does not make any modifications to the Form. The slightest modification will invalidate the Form. After we receive this reply, we will mark the
new DNS registration as "PENDING." You then have one (1) week to comply with all of the following requirements:
1. Show proof that the school 1s an educational/training institution recognized by the government. As proof, we will accept an emailed copy of the school's DepEd/CHED/TESDA recognition paper(s) or Republic Act (for SUCs).
2. Show proof that the school has given you permission to register the particular domain name for the school. Please email a letter from the school's president or principal, written on the school's letterhead, authorizing the registration of the domain name.
3. Pay the DNS registration fee after you have completed the online registration. You will received an email from our system stating that your registration is "PENDING" when you have completed the online registration

A "PENDING" registration which fails to meet all of the above requirements after the one week (seven calendar days) period is automatically deleted from our databases without any notice.

A "PENDING" registration is activated usually on the same work day when all the requirements are fulfilled. The notice of activation is then emailed to the domain's administrative and technical contacts. If your registration is not activated on the same day, please
email our tech support to call our attention.

All emails must not exceed 2MB in size and must be sent to support AT ph.net
Our tech support can not provide you a tutorial on how the DNS works. Please take the time to read this Wikipedia article on how the DNS works.

Visit hitp-//services ph net/payment html for the payment details. Confused? Visit the FAQ Page for more information

EDU.PH DNS Registration ‘

Note: DNS servers are limited to 65 chars. All others are 50 characters.

General Information (Required)

After you successfully complete this form, the generated form will
be automatically emailed to this address for verification together
with further instructions. New registrants must double-check that
they can receive email through this address. Do not use a Yahoo or
a M5-based email address.

(2.g. yourname@yeourisp.com)

Your Email Address

Complete Domain
Name The complete domain name you intend to register
(2.g. school.edu.ph)

References:

s
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Phishing Awareness: Dealing with Phishing as an Organization A

° ° Nag-share si [JJjng post.
Consider the following: @

All hail Gmail.
723, National Labor Relations Commission a2
o o ( ) o
= NLRC is currently a subdomain of DOLE - https://nirc.dole.gov.ph/ NE) scokmun sk, sz e, Qosancy s anmn s | —
t </ t = Sheriffs’ Unit : 8740-7736 Public Assistance Center: 8781-7861
SHERIFF EMAIL ADDRESS
. . . 1. ADRIANNE LOUISE L. ALDOVER sheriffald gmail.com
= The DNS Admin of dole.gov.ph is the only one capable of managing SO s
3. KENNETH A. ARTAJO sheriffartajo@gmail.com
4. CHRISTIANSEN S. CASTEN sheriffcasten@gmail.com
n’rC. dO’e. g OV. Q h 5. MARC CYRUS P, CRUZ sheriffmarccruz@gmail.com
6. ANTONIO T. DATU, JR. sheriffdatu@gmail.com
7. FERDINAND B. DELA CRUZ sheriffdel gmail.com
8. HENRY O. GAGALANG, JR sheriffgagalang@gmail.com
9. EDMUND M. GUMBAN sheriffgumban@gmail.com
10. JOHANN S. GUTIERREZ sheriffgutierrez@gmail.com
11. REYMOND C. LOMUGDANG sherifflomugdang@gmail.com
12. CARLOS G. MANUEL sheriff I@gmail.com
13. MANOLITO G. MANUEL heri li gmail.com
14. RYAN JESUS R. MARIANO sheriffrmariano@gmail.com
15. JONIE ANTHONY C. MONTES sheriffimontes@gmail.com
= Maybe NLRC can register & setup nlrc.gov.ph for themselves? oo
17. NOLI S. NICDAO sheriffnicdao@gmail.com
18. ALFREDO R. PAMBUAN sheriffpambuan@gmail.com
19. JHON RAY P. PEREYRA sheriffjhonraypereyra@gmail.com
20. JAMES B. POSADA sheritfposada@gmail.com
21. VICENTE M. RAMOS, JR. sheriffvramos@gmail.com
22. CHRISTOPHER D. ROMARATE sheriff gmail.com
° ° ° ° ° 23. SHERWIN O. SINDAYEN sheriffsindayen@gmail.com
= What about other government agencies with a similar issue? 24 TEOFILO BUTCH A TAVERA sheritaverabutchogmai.com
25. MANUEL T. TORRES, JR. sheriffmtorres@gmail.com
26. JESUS G. VIDAL, JR. sheriffvidal@gmail.com

9 facebook.com/nirc.gov @ulrc,dolt.gov,ph
m—-yag I

NLRC
Hunyo 17 nang 12:44 AM - &

Sheriffs. Email Addresses,

= What about private entities with a similarissue? -

w® 550 46 na Comment 57 (na) Pagbabahagi

= What about educational institutions with a similarissue?
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/ Phishing Awareness: Dealing with Phishing A

There will never be a until people
acknowledge there is a
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Phishing Awareness: Eschewing Ambiguity

. " The hard truth about ransomware: we aren’t
Ty Kevin Beaumont @ G ' . 2 o . )
°§ prepared, it’s a battle with new rules, and it

| realise this was a long read and almost nobody read it, but | do feel like a

career in cybersecurity is basically standing on a bridge watching it burn , ; , .
down, which feels like being quite a lonely voice. hasn tnear reaChed peak nnpact.

frre.

The situation is not sustainable.

York Teachina w..

With ransomware gangs running around with multi-million dollar budgets,

it gives them the ability to buy exploits and tools from exploit brokers at

a scale normally reserved for states and nation states. While states take

calculated risks in cyber intrusion operations — for example, covert spying
— ransomware gangs are driven by operational impacts.
In short. it is like giving rocket launchers to teenagers. This problem is not

going to suddenly, magically stop. It is going to get worse. The recruitment

cycle for more capabilities is accelerating, to the point where small groups

of gangs are finding ways around security controls and exploring zero day

exploits, which vendors have always struggled to realistically detect. References:
- https://twitter.com/GossiTheDog/status/141131469238182205441
- https: | Isar.com/the-hard-fruth- t-ransomware-we-

ttle-with-new-rul -it-hasn-t-
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Phishing Awareness: Eschewing Ambiguity

) The hard truth about ransomware: we aren’t
Vs Kevin Beaumont & ' . 2 o . i
°§‘ prepared, it’s a battle with new rules, and it

| realise this was a long read and almost nobody read it, but | do feel like a

career in cybersecurity is basically standing on a bridge watching it burn , ; , .
down, which feels like being quite a lonely voice. hasn tnear reached peak llllpaCt'

frre.

The situation is not sustainable.

York Teachina w...

With ransomware gangs running around with multi-million dollar budgets,

it gives them the ability to buy exploits and tools from exploit brokers at

a scale normally reserved for states and nation states. While states take
calculated risks in cyber intrusion operations — for example, covert spying

— ransomware gangs are driven by operational impacts.

In short. it is like giving rocket launchers to teenagers. This problem is not

going to suddenly, magically stop. It is going to get worse. The recruitment

cycle for more capabilities is accelerating, to the point where small groups

of gangs are finding ways around security controls and exploring zero day

exploits, which vendors have always struggled to realistically detect. References:
- https://twitter.com/GossiTheDog/status/1411316938182205441
- hitps: | Isar.com/the-hard-fruth- t-ransomware-we-

ttle-with-new-rul -it-hasn-t-
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With ransomware g g .
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No. We double down. We press vendors and product owners to be

more accountable and invest properly, not just in profits but customer

protection. We press governments to do more, we take more action.
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cycle for more capabilities is accelerating, to the point where small groups
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DEPARTMENT\’OF EDUCATION

COVENANT OF GRACE
INTEGRATED ACADEMY, INC.

Block 10 Lot 1 Aurora Pijuan St., corner Pilar Pilapil St., BF Resort Village, Talon 2, Las PiRas

Telephone Nos.: 8873-0629 / 7501-6033  E-mail: inquiry@cogia.edu.ph  Website: https://cogia.edu.ph
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THE SCHOOL DQQJE RECOGNIZED ‘/
P-0665.2012 / E-0705.2012
/

DEPARTMENT\_'OF EDUCATION

|
|

Covenant of Grace

COVENANT OF GRACE INTEGRATED ACADEMY, INC.

Block 10 Lot 1 Aurora Pijuan St. corner Pilar Pilapil St., BF Resort Village, Talon 2, Las Pinas City
Telephone Nos.: 873-0629 / 501-6033  *  E-mail: gracecovenant@globelines.com.ph

Your Fantner in Preparing Children for Life

4
ns

In c-
tegfated Academy: w
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OLD WEBSITE OF COGIA

® COGIA | Covenant of Grace Int: X

C 2 0 & cogia.edu.ph

About Curriculum Testimonials Contact

Covenant of Grace Integrated Academy

Your Partner in Preparing Children for Life
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OLD WEBSITE OF COGIA

® COGIA | Covenant of Grace Int: X+

& Q O & t cogia.edu.ph Home About Curriculum and Program Contact Us

Covenant of Grace Integrated Academy

Your Partner in Preparing Children for Life

QOur children are growing in a complex, competitive world. As such, they should be properly guided and equipped in facing the challenges ahead of them.
Helping children achieve confidence is indeed an overwhelming task. However, with the help of competent teachers, coupled with guidance from God, it can

Covenant of Grace Integratiss

It is with this realization that Covenant of Grace Integrated Academy came into existence.

Y U r Pa rtner I n Pre pa rl ng C h I ld re Covenant of Grace Integrated Academy was established to provide a balanced program that promotes intellectual, physical, social, emotional and

spiritual developments. You now have hope for your children as they work together with us in developing their God-given potentials.

The school aims to provide your child with:

1. A healthy fear of the Lord resulting in faith in God and values transformation as well as growth in
knowledge and wisdom.

2. Abiblical concept of him/herself through Bible lessons to provide for a proper Christian outlook
in life.

3. Awareness and development of traditional Filipino values that makes him/her unique in our now
globalized community.

4. Love and concern for his/her family, friends, school, community and society.

«

. Proficiency in academic skills especially in reading, grammar, math and the sciences.

(=

. Activities that promote physical, emotional and mental health.

~

. Awareness of the importance of order and self-discipline.
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About Covenant of Grace Integrated Academy

DQQJE RECOGNIZED

\’ P-0665.2012 / E-0705.2012
DEPARTMENT § OF EDUCATION

A church-ministry founded by my Father and Mother

Non-stock, Non-profit Corporation
Small school started in 2005

« 38 students for SY 2021 — 2022 (6 students with full scholarship, 4 students with partial scholarship)

» 28 students for §Y 2020 — 2021 (Due to pandemic)

« 59 students for SY 2019 — 2020 (Regular number of students has been < 60 since inception in 2005)
« Started with 5 students in SY 2005 — 2006

Traditional school, minimal usage of technology

Was not involved in the ministry until relatively recently
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« 38 students for SY 2021 — 2022 (6 students with full scholarship, 4 students with partial scholarship)

» 28 students for §Y 2020 — 2021 (Due to pandemic)

« 59 students for SY 2019 — 2020 (Regular number of students has been < 60 since inception in 2005)
« Started with 5 students in SY 2005 — 2006

Traditional school, minimal usage of technology

Was not involved in the ministry until relatively recently
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= Enable Studentsand Faculty to engage in remote learning

=  Ensure that Students, Faculty and Parents are well-informed of the requirements for
remotelearning

= Ensure that everythingis running smoothly

= Ensure DUE DILIGENCE is performed for IT
«  INFORMATION SECURITY is a BIG PART of DUE DILIGENCE for IT

=  Protect IMPORTANT DATA of Students, Faculty and Parents
= Create well-defined easy to understand/follow policies & procedures

=  Ensure that [T-related issues are immediatelyresolved
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PARENTS BEWARE: Zoombombers insert I
obscene materials into grade school online >d of the requirements for
class ’

Jane Kingsu-Cheng

With almost everything done virtually, including classes and playdates, parents (and any guardian) should not let their
guard down when it comes 1o children going online. Parents should remember that being at home doesn’'t mean your
kids are safe from harm. The vast and unlimited
online world is a scarier place that parents should watch over with a vigilant eye.

S
How it happened
On Sept. 17, people have been forwarding a screenshot of a Zoom class of grade five students. Among those in the
class is a photo of what seemed to be a group of males who hacked into the class. Manila Bulletin Lifestyle gotin proced ures
touch with a parent from the said school whose child was in that class. The parent recounted that it happened around
10 a.m. and "someone was let into the Zoom meeting.” The person drew a malicious photo and shared it on screen,
opened the camera and showed his private body part.
This is referred 1o as Zoom bombing. According to How Stuff Works, this is "when strangers intrude on others’
meetings on Zoom. Sometimes, these folks might just listen in without anyone knowing they're there. Other times,

they totally disrupt the meetings in silly or even threatening ways.”
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ASSUMED RESPONSIBILITIES & OBJECTIVES

PARENTS BEWARE: Zoombo e mewisee
obscene materials into grad
class

Published
y Jane Kingsu-Cheng

As to how that group got in, our source who wishes to remain anonymous revealed that “the teacher thought it was
the IT (Information Technology department) checking on the classes or a student who got disconnected.” The teacher
noticed it right away and was able to kick that person out.

2020, 6:40 AM

September 18

With almost everything done virtually, including classes and playdate
guard down when it comes to children going online. Parents should
kids are safe from harm. The vast and unlimited

online world is a scarier place that parents should watch over with a

How it happened

On Sept. 17, people have been forwarding a screenshot of a Zoom cl
class is a photo of what seemed to be a group of males who hacked
touch with a parent from the said school whose child was in that cla
10 a.m. and "someone was let into the Zoom meeting.” The person d
opened the camera and showed his private body part.

This is referred 1o as Zoom bombing. According to How Stuff Works,
meetings on Zoom. Sometimes, these folks might just listen in withc

they totally disrupt the meetings in silly or even threatening ways.”

<

raidzoomclass_._

4

Posts

1,616 0

Followers Following

Zoom raid

) | We raid online zoom and and Google Meet classes
@: | Dm us Your Class Links

3¢ | Within 2 Minutes 15-20 people will join and disturb
your class

Message v

Votes
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APPLYING DUE DILIGENCE: WEBSITE DEVELOPMENT & OPERATIONS

ﬁ, COGIA About Curriculum Testimonials Contact

Covenant of Grace Integrated Academy

Your Partner in Preparing Children for Life
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© COGIA | Covenant of Grace Inte X +

C O B8 htps cogia.edu.ph e Q Search

g COGIA ABOUT TESTIMONIALS CONITACT

Covenant of Grace Integrated Ac
Your Partner in Preparing Childre! mranasmmey -

This information enables us to optimize,
improve and measure the iraffic to the site
for the overall improvement of services and
user experience.

This website uses cookies

By visiting this site, you declare to accept
the use of cookies. For more information,
please view our Privacy Policy
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APPLYING DUE DILIGENCE: WEBSITE MAINTENANCE & SECURITY

Security Headers Home About Donate

sty 88 RepOrt UR]

Scan your site now

|https:}’,’cogia.edu.ph;’ Scan

Hide results Follow redirects

Security Report Summary
Site: https://cogia.edu.phf
IP Address: 2606:4700:3034::681b:8b4c
Report Time: 30 Aug 2020 04:37:29 UTC

v X-Content-Type-Options | + Content-Security-Policy | + Strict-Transport-Security | + Referrer-Policy

Headers: : :
«" Feature-Policy | « X-Frame-Options
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APPLYING DUE DILIGENCE: WEBSITE MAINTENANCE & SECURITY

Security Headers Home About Donate
Sponsored by EEEE PrObe Iy

Scan your site now

https://cogia.edu.ph Scan

+ Hide results v Follow redirects

Security Report Summary

Site: hittps:{/cogia.edu.ph/
IP Address: 2606:4700:3033::ac43:82a9
Report Time: 11 Jul 2021 15:50:44 UTC

+ Referrer-Policy

+ X-Content-Type-Options | ' Content-Security-Policy | + Strict-Transport-Security

Headers: — - :
«" Permissions-Policy | + X-Frame-Options
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SSL Report: cogia.edu.ph

Assessed on: Sun, 30 Aug 2020 04.44:11 UTC | HIDDEN | Clear cache

Scan Another >>

Server Test time Grade

Sun, 30 Aug 2020 04:40:23 UTC

1
Ready Duration: 36.131 sec

9 Sun, 30 Aug 2020 04:41:00 UTC
Ready Duration: 44.180 sec

3 Sun, 30 Aug 2020 04:41:44 UTC
Ready Duration: 44.223 sec

4 Sun, 30 Aug 2020 04:42:28 UTC
Ready Duration: 32.695 sec

5 Sun, 30 Aug 2020 04:43:01 UTC
Ready Duration: 34236 sec

6 Sun, 30 Aug 2020 04:43:35 UTC

Ready Duration: 36.127 sec
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APPLYING DUE DILIGENCE: WEBSITE MAINTENANCE & SECURITY

Home Projects Qualys Free Trial Contact
@ Qualys. ssL Labs

You are here: Home = Projects = 551 Server Test = cogia.edu.ph

SSL Report: cogia.edu.ph

Assessed on: Wed, 06 Oct 2021 14:19:23 UTC | Hide | Clear cache

Scan Another >>

Server Test time Grade
1 2606:4700:3033:0:0:0:ac43:8ea9 Wed, 06 Oct 2021 14:16:17 UTC
Ready Duration: 45.263 sec
9 2606:4700:3030:0:0:0:6815:3f1c Wed, 06 Oct 2021 14:17:03 UTC
Ready Duration; 45.729 sec
104.21.63.28 Wed, 0F Oct 2021 14:17:48 UTC
3 Ready Duration: 49525 sec
4 172.67.142.169 Wed, 06 Oct 2021 14:18:38 UTC
Ready Duration: 45.341 sec

35L Reportv2. 1.8
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APPLYING DUE DILIGENCE: USER ACCOUNT / EMAIL MAINTENANCE & SECURITY

cogia.edu.ph

Well done! Your domain is protected against abuse by phishers and

spammers

Receivers are able to reliably separate and block fraudulent emails that mimic your email domain from your authentic emails. We can offer
dedicated support to help manage DMARC-related incidents, regular data reviews, monitor ongoing compliance and help embed DMARC into your

daily operations.

GET STARTED

(v) DMARC

Your domain has a valid DMARC record and your DMARC

policy will prevent abuse of your domain by phishers and
spammers.

Details

(¥) SPF

Your domain has a valid SPF record and the policy is
sufficiently strict.

Details

(¥) DKIM

Your DKIM record is valid.

Details
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Covenant of Grace Integrated Academy, Inc. E0S Light mode

Active users

(i) Dueto a recent increase in Teams usage, when you assign a Teams license to a user it may take around 24 hours before they'll be fully set up. Until then, you won't be able to assign Teams policies to them, and they might not have access to some Teams features like calling and
audio conferencing.

Add a user User templates Add multiple users Multi-factor authentication Delete a user Refresh Reset password Export users Filter Search

Display name T Username Licenses Department [ Choose columns

@cogia.edu.ph Office 365 Al for students
@cogia.edu.ph Office 365 A1 for students
@cogia.edu.ph Office 365 A1 for students

@cogia.edu.ph Office 365 A1 for students
@cogia.edu.ph Office 365 A1 for students
@cogia.edu.ph Office 365 Al for students

@cogia.edu.ph Office 365 A1 for faculty
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APPLYING DUE DILIGENCE: USER ACCOUNT / EMAIL MAINTENANCE & SECURITY

Azure Active Directory admin center

Lol Dashboard
== All services
% FAVORITES
b Azure Active Directory

A4 Users

| Enterprise applications

Dashboard > Users

) Users | Sign-ins

=

Covenant of Grace Integrated Academy, Inc. - Azure Active Directory

All users (Preview)

Be

Deleted users

Password reset
€85 User settings

#. Diagnose and solve prablems
Activity

D Sign-ins

B Audit logs

£+ Bulk operation results
Troubleshooting + Support

& New support request

4

+ Download ?"§F Export Data Settings

Date : Last 7 days

Date

8/30/2020, 1:14:44 PM
8/30/2020, 11:17:38 AM
8/30/2020, T:14:27 AM
8/30/2020, 7:12:02 AM
8/29/2020, 10:07:09 PM
8/29/2020, 10:07:09 PM
8/20,/2020, 9:56:41 PM
8/29/2020, 9:55:11 PM

8/29/2020, 9:54:38 PM

Show dates as: Local

Request ID

2762ab27-f677-4519-aasf...

afef3b00-7452-48ee-859%3...

€987f7a1-5057-40d6-b48s...

X Troubleshoot () Refresh

* add filters

User

Juan Dela Cruz

be579140-3b72-4aab-8d9...

467b818f-0eb8-4f2b-9dz2...

1b01a54b-6546-4c98-bd4..,

0037207f-8938-4c47-903a...

1242407a-fdee-45fa-8d28...

aal1d0a7-130b-4ebd-ads...

™

Columns

Application T
Azure Portal

Cutlook Mobile

Cutlook Mobile

Cutlook Mobile

Microsoft Teams Web Clie...

Microsoft Teams Web Clie...

Microsoft Teams Web Clie...

Microsoft Teams Web Clie...

Microsoft Teams Web Clie...

7 Got feedback?

Status
Interrupted
Success
Success
Failure
Success
Success
Success
Success

Success

IP address

180.191.88.61

180.191.88.61

180.191.88.61

180.191.88.61

112.206.42.202

112.206.42.202

112.206.42.202

112.206.42.202

112.206.42.202

Location

San Juan Del Monte, Mati...
San Juan Del Monte, Mati...
San Juan Del Monte, Mati...
Sampaloc, Mational Capit...
Sampaloc, National Capit...
Sampaloc, National Capit...
Sampaloc, National Capit...

sampaloc, National Capit...

@cogia.edu.ph
COVENANT OF GRACE INTEGRA...

Conditional access
Naot Applied
Success

Success

Naot Applied
Success

Success

Success

Success

Success

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.

Phishing & Education: Applying security principles during the pandemic | Page 225




APPLYING DUE DILIGENCE: USER ACCOUNT / EMAIL MAINTENANCE & SECURITY

Azure Active Directory admin center

= Dashboard > Users

Lol Dashboard

3 Users | Sign-ins =

= all services Covenant of Grace Integrated Academy, Inc. - Azure Active Directory

% FAVORITES «

. )
b Azure Active Directory da Allusers (Preview)

an Deleted users Date : Last 7 days

&a Users

Password reset Date

| Enterprise applications

8 User settings 8/30/2020, 1:14:44 PM

# Diagnose and solve problems £/30/2020, 11:17:38 AM

Exchange admin center

Show dates as: Local

afef3b00-7452-48ee-859%3...

+ Download @3’;’3 Export Data Settings 4 Troubleshoot C_) Refresh

* add filters

1 Request ID User

2762ab27-f677-4519-aasf...

Message trace > Message trace search results

fir Home
joy Recipients & & Export results Z Edit message trace () Refresh
Mailboxes
Groups Date (UTC-08:00) |
ez 7/11/2021, 9:01 AM
Contacts
T/11/2021, 8:27 AM
1 Mail flow La

7/11/2021, 8:27 AM

Message trace

Rules 7/11/2021, 8:27 AM

Remate domains 7/11/2021, 8:27 AM

Accepted domains
7/11/2021, 8:27 AM
Connectors

Alerts 7/11/2021, 8:27 AM

Sender

msonlineservicesteam@microsoftonline.com

microsoft-noreply@microsoft.com

microsoft-noreply@microsoft.com

microsoft-noreply@microsoft.com

microsoft-noreply@microsoft.com

microsoft-noreply@microsoft.com

microsoft-noreply@microsoft.com

Columns

Juan Dela Cruz

TJ  Application

Azure Portal

Cutlook Mobile

Recipient

@cogia.edu.ph

@cogia.edu.ph

@cogia.edu.ph

@cogia.edu.ph

@cogia.edu.ph

@cogia.edu.ph

@cogia.edu.ph

7 Got feedback?

™

IP address Location

180.191.88.61

180.181.88.61

@cogia.edu.ph
COVENANT OF GRACE INTEGRA...

Conditional access

Naot Applied

San Juan Del Monte, Mati.. Success

55items | O Search

Subject

Your Covenant of Grace Integrated Academy, Inc. password ...

Your Office 365 Al for students subscription is renewing soon

Your Office 365 A1 for students subscription is renewing soon

Your Office 365 A1 for students subscription is renewing soon

Your Office 365 A1 for faculty subscription is renewing soon

Your Office 363 Al for faculty subscription is renewing soon

Your Office 365 Al for faculty subscription is renewing soon

Status

Delivered

Delivered

Delivered

Delivered

Delivered

Delivered

Delivered
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§ MySign-ins X =+

& C { & mysigninsmicrosoft.com

Covenant of Grace Integrated Academy, Inc.

Keep your account secure

‘Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Done

App Phone

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method: Microsoft Authenticator - notification

Phone
+63

6 Microsoft Authenticator

0
o
g,
e/

(3
Z

<

%{W Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 227



B Sign in to your account X G

& - C () & loginmicrosoftonline.com

0.76 K/'s N\ @

@ COGIA
jdelacru ia.edu.ph

Approve sign in request

@ Approve sign-in?

Please sign in with your Covenant of G %O\I’enam of Gr_acedlntegrated Academy, Inc.
Integrated Academy school jdelacruz@cogia.edu.p!
password

DENY APPROVE

Terms of use  Privacy & cookies
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Sign in to your account X =

C O B8 = ps://login.microsoftonline.com/comn

0.76 K/s N\ @ 64% O

0 COVENANT OF GRACE
ﬁ INTEGRATED ACADEMY, INC.

jdelacruz@cogia.edu.ph

Approve sign in request

Open your Microsoft Authenticator app and
approve the request to sign in.

| can't use my Microsoft Authenticator app right now

More information @ AppI'OVG sign-in?

Covenant of Grace Integrated Academy, Inc.
jdelacruz@cogia.edu.ph

Please sign in with your Covenant of Grace DENY APPROVE
Integrated Academy school email address and
password

Terms of use  Privacy & cookies
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& Sign in to your account X 4+

&« > C Q # login.microsoftonline.com

0.76 K/s N\ @ 64% O

e

@ CoGIA

E Covenant of Grace Integrated Acad

jdelacruz@cogia.edu.ph

& jdelacruz@cogia.edu.ph

Enter code

Please type in the code displayed on your
authenticator app from your device . .
’ Notifications enabled

@ You can use this device to approve notifications to
verify your sign-ins

One-time password code

© 552 822

Please sign in with your Covenant of Grace I:, Set up phone sign-in >
Integrated Academy school email address and Q Sign in without a password
password

X Remove account

Terms of use  Privacy 8 cookies
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= Sign in to your account

Cc O 48=

X

+

microsoftonline.com/cor

COVENANT OF GRACE
e INTEGRATED ACADEMY, INC.

& jdelacruz@cogia.edu.ph

Enter code

Please type in the code displayed on your
authenticator app from your device

969508

Send an identity verification request to my Microsoft
Authenticator app.

More information

Please sign in with your Covenant of Grace
Integrated Academy school email address and
password

Terms of use

Privacy & cookies

0.76 K/s N\ @ 64% O

e

E Covenant of Grace Integrated Acad

jdelacruz@cogia.edu.ph

Notifications enabled
You can use this device to approve notifications to
verify your sign-ins

One-time password code

© 552 822

Set up phone sign-in
E% pp q >

Sign in without a password

X Remove account

Phishing & Education: Applying security principles during the pandemic | Page 231

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc.



! Microsoft Office Home X +

& 5 C Y @& officecom/7auth=

Office 365 O Search Q e 2 @

Good evening, Juan Install Office

+ & e @ ®E & ®@o S & & -

Start new Outlook OneDrive Word Excel PowerPoint OneNote SharePoint Teams Sway All apps

Recent Pinned  Shared with me Discover T Upload and open...

| . 5}
A
@ I
No recent online Office documents

Share and collaborate with others. To get started, create a new document or drag it here
to upload and open.

T Upload and open.. m

OneDrive SharePoint

Recent folders Frequent sites

M Feedback
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Microsoft Compliance Score (preview)

Overview Improvement actions  Solutions  Assessments
Microsoft Compliance Score measures your progress in completing actions that help reduce risks around data protection and regulatory standards. Find guidance and documentation

S Filter

Overall compliance score Key improvement actions Solutions that affect your score

Taking key actions in your compliance solutions will increase your

Your compliance score: 75% | Moicomeieed | Complaed - Outefecepe overalscore.
276 4 0

Solution Score contribution  Remaining actions
Improvement action Impact Test status Group Action type Audit 0/70 points 12
Protect Authenticator Content +27 points None Default Group Operational Azure Active Directo... 9/416 points 25
Limit Consecutive Logon Failures +27 points Mone Default Group Operational Azura Infarmatinn P 0797 nnints 1
- ) View all solutions
Implement Account Lockout +27 points MNone Default Group Operational
12159/16101 points achieved
Protect Authenticators Commensurate with ... +27 points Mone Default Group Operational
Your points achieved (i)
. N .
6674002 Refresh Authenticators +27 points MNone Default Group Operational
Microsoft-managed points achieved © Protect Wireless Access +27 points MNone Default Group Operational
1209312092
Protect Passwords with Encryption +27 points Mone Default Group Operational
Compliance Score measures your progress towards
completing recommended actions that help reduce risks Manage Authenticator Lifetime and Reuse +27 points MNone Default Group Operational
around data protection and regulatory standards.
Restrict Access to Private Keys +27 points Mone Default Group Operational
Learn how Compliance Score is calculated View all improvement actions
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Com pliance Ma nager el Compliance Manager settings

Overview Improvement actions  Solutions  Assessments  Assessment templates

Compliance Manager measures your progress in completing actions that help reduce risks around data protection and regulatory standards. Find guidance and documentation

% Filter
Overall compliance score Key improvement actions Solutions that affect your score
Your compl iance score: 78% Not completed | Completed Out of scope l’itirr;ﬁ I:ce:ra;tionsin your compliance solutions will increase your
275 5 0
Solution Score contribution  Remaining actions
Improvement action Impact Test status Group Action type
Audit 0/41 points 9
Protect Authenticator Content +27 points None Default Group Operational
Azure Active Direct... 0/342 points 20
Limit Consecutive Logon Failures +27 points Neone Default Group Operational
Azure Information P... 0734 points 2
Implement account lockout +27 points None Default Group Technical
Cloud App Security  0/32 points 12
12276/15645 points achieved Retain training records +27 points None Default Group Technical
Communication co.. 0/31 points 3
I Your points achieved (D) Use system clocks for audit records +27 points MNone Default Group Operational
117/ 3486 Compliance Manager 9/1228 points 149
Microsoft managed points achieved (D Use role-based privileged account manage... +27 points None Default Group Technical - .
I Data loss prevention  0/82 points 4
12159/12159 Revoke emergency/temporary access +27 points Nene Default Group Technical
Exchange 27/27 points 0
Protect data at rest with encryption keys +27 points None Default Group Technical
Compliance score measures your progress towards Exchange Online Pr... 54/301 points 1
completing recomm?nded actions that help reduce risks Enforce authenticators strength +27 points None Default Group Technical
around data protection and regulatory standards.
Learn how your Compliance score is calculated View all improvement actions View all solutions
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INFORMATION TECHNOLOGY AND SECURITY FOR EDUCATION

Copyright ® 2021 | Covenant of Grace Integrated Academy, Inc. Phishing & Education: Applying security principles during the pandemic | Page 235



INFORMATION TECHNOLOGY AND SECURITY FOR EDUCATION
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INFORMATION TECHNOLOGY AND SECURITY FOR EDUCATION

I

| FHr—
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=  Alwaysunderstand the business & its processes 1o
= Adoption of New Technologies is inevitable
=  We dll use the very same technology from

= |nformation Technology issues should never be a HINDRANCE to

= Due diligence willalwaysstart with
=  One aspect of due diligence in IT is by integrating security in the design
=  Another aspect of due diligence is

= Recognize your limitations & work within your means

=  Don'tletyour perceived limitations LIMIT you /
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; TAKEAWAYS / LESSONS LEARNED '

= |tis betterto do things RIGHT from the START - resolve problemsnot related 1o a LACK
OF SECURITY

= |ssues that arise from a LACK OF SECURITY are HARD toresolve— it can be done, it's not
impossible, but it is HARD and definitely IME CONSUMING

= DON'TBE SHORT-SIGHTED: Considerthe LONG-TERM EFFECTS — always put SECURITY &
SAFETY info consideration

= EVERYONEneedsto COOPERATE fo make things WORK - PEOPLE, PROCESS &
TECHNOLOGY (Most importantly: PEOPLE)

= The current setup of our school wWillNOT be SUCCESFUL without the cooperation of
PARENTS, STUDENTS & most of all, the TEACHERS (Who used to be parents of former &
current students)

=  Sometimes, we do not realize what is important to us until they are almost gone
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TAKEAWAYS / LESSONS LEARNED
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Twitter:

https://twitter.com/ hackstreetboys
https://twitter.com/themanyhatsclub

Facebook:
https://www.facebook.com/hackstreetboys

https://www.facebook.com/groups/pitsf

Website:
https://hackstreetboys.ph/
https://ctf.themanyhats.club/

o O
U
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https://twitter.com/_hackstreetboys
https://twitter.com/themanyhatsclub
https://www.facebook.com/hackstreetboys
https://www.facebook.com/groups/pitsf
https://hackstreetboys.ph/
https://ctf.themanyhats.club/

Facebook:
https://www.facebook.com/COGIA2005/

Website:
https://cogia.edu.ph/
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https://www.facebook.com/COGIA2005/
https://cogia.edu.ph/

Twitter:

https://twitter.com/spieeler
https://twitter.com/ijpuzon

learning

i am raedy to lern
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https://twitter.com/spieeler
https://twitter.com/ijpuzon

; Thought provoking question

Is TRUTH

Objective or Subjective

Absolute or Relative




> BN
/ Another thought provoking question

What do you follow
to say something is:

or Wrong

or Evil







