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Overview



BAE SYSTEMS PROPRIETARY
Copyright © 2021 BAE Systems. All Rights Reserved.
BAE SYSTEMS is a trade mark of BAE Systems plc.

OAuth2 Definition

“OAuth is an open standard for access delegation, 
commonly used as a way for Internet users to grant 
websites or applications access to their information on 
other websites but without giving them the passwords”
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OAuth2 Implicit Flow

Email_ID, Resource_ID, 
Username
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Statistics
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• Only a small number of websites that offer 
users to sign in using either Facebook, 
Google or Twitter appear to exhibit this 
problem.

• Tester only tested against FB accounts 
already owned by the tester.

• The problem was not due to the fault of 
the Authorization Server (FB, Google or 
Twitter)

• Problem exist in implicit grant  of OAuth2

Facts
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Stats
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>10

Stats
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Vulnerability 
Research 
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xxx

https://securityhubs.io/oauth2_threat_model.html

???
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Portswigger – Authentication Bypass via Implicit Flow
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Hackerone Reports
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Hackerone Reports
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Hackerone Reports
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Hackerone Reports
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4 vulnerable parameters that are unchecked by the 
Resource Server:

4. Client Email Address  = an email address registered at the 
resource server / web server to identify a client. (as per 
Portswigger Lab) Very easily guessed

3. Resource ID = A unique primary key value such as user id, 
could also be the same as client email address. Easily guessed

1. App-scoped User ID = these are unique ID created by 
FB/Google/Twitter/etc, usually 15 digits.

2. Token Reuse = the Access Token generated by the 
Authorization server. Can be taken from another application and 
recycled on another Resource Server ☺
 

EASY

Difficult
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DISCLAIMER



BAE SYSTEMS PROPRIETARY
Copyright © 2021 BAE Systems. All Rights Reserved.
BAE SYSTEMS is a trade mark of BAE Systems plc.

Testing Procedures

4. Login to target website using test accounts and anlayse OAuth 
traffic using BurpSuite and modify user controllable parameters.

3. Register test accounts at target website

1. Create several test accounts with OAuth Authorization Servers 
(FB, Twitter, LinkedIn, etc). Example: 
testername+user01@wearehackerone.com
testername+user02@wearehackerone.com

2. FB accounts can only be used to authenticate against OAuth 
Websites after 24 hours of registration.

mailto:testername+user01@wearehackerone.com
mailto:Testername+user02@wearehackerone.com
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1. App-Scoped User ID Tamper

1

Difficult
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1. App-Scoped User ID Tamper

2

Difficult
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1. App-Scoped User ID Tamper

Attacker tampers Key 
value also known as 
authorization key ID, 
token value remains 
untouched

Server returns Husna 
Zul access

Difficult
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1. App-Scoped User ID Tamper

Attacker tampers Key 
value also known as 
authorization key ID, 
token value remains 
untouched

Server returns Lisa 
Marie access

Difficult
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1. App-Scoped User ID Tamper

7

The “Key” Value can be 
examined using FB debugger 

too. Derived from “App-Scoped 
User ID”

Difficult
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2. Token Reuse Medium
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2. Token Reuse This FB Access token 
was taken from 

Coursera & will be 
reused to access victim 

web resource
Medium
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2. Token Reuse

Auth token 
from Coursera 
Reused to 
access victim 
website (non 
Coursera 
website)

Medium
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2. Token Reuse Scenario

Hacker 
controlled Client 

App

Victim Resource 
Server

Hacker 
collects 
victim 
OAuth 
tokens

Hacker reuses 
victim OAuth 
token to login as 
victim on 
another web 
resource server

2

3

Resource Owner

Authorization 
Server

Resource Server

Victim 
Authenticates

1

Medium
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3. Resource ID Tamper

1

1
Easy
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3. Resource ID Tamper

2
3

Attacker tampers username value. 
Full_name, user_id, auth_token & email 
remains the same. 

Easy
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3. Resource ID Tamper

Attacker tampers username value. 
Full_name, user_id, auth_token & email 
remains the same. 

Easy
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3. Resource ID Tamper

4

Easy
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4. Client Email Address Tamper

1

Very Easy
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4. Client Email Address Tamper

Attacker tampers client email 
address param. No access token 
needed!!

2

3

Very Easy
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4. Client Email Address Tamper
4 Very Easy
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Summary & Impact

Attacker can access protected resources containing sensitive user data on the 
Resource server.

Attacker will have full control (Account take-over) of victims’ account.

Attack can be performed using any FB/Google/Twitter OAuth account.

Attacker can then steal their identity to conduct fraud or other criminal acts.
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Q&A
rizan.sheikhmohdfauzi@baesystems.com


