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• security consultant at F-Secure (ex-MWR)

• OSEP / OSCP

• rookie speaker

• mobsec afficionado 

• @laripping

WHOAMI



WIND WHO?



WIND WHO?



ZAPP-WHAT?



ANALYSIS



I’VE SEEN THE FUTURE MARTY
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I’VE SEEN THE FUTURE MARTY



IN AND OUT OF CHROME…



<activity
android:name=".MainActivity"
android:label="Complete Login"
<intent-filter>

<action android:name="android.intent.action.VIEW" />
<category android:name="android.intent.category.DEFAULT" />
<category android:name="android.intent.category.BROWSABLE" />
<data

android:host="pridp.wind.gr"
android:path="/AuthCallback"
android:scheme="nexx4" />

…USING LINKS

nexx4://pridp.wind.gr/AuthCallback?code=8bd470fa1631afe325c409ff2098b768b613a4f513



<activity
android:name=".MainActivity"
android:label="Complete Login"
<intent-filter>

<action android:name="android.intent.action.VIEW" />
<category android:name="android.intent.category.DEFAULT" />
<category android:name="android.intent.category.BROWSABLE" />
<data

android:host="pridp.wind.gr"
android:path="/AuthCallback"
android:scheme="nexx4" />

…DEEP LINKS

nexx4://pridp.wind.gr/AuthCallback?code=8bd470fa1631afe325c409ff2098b768b613a4f513



DEEP LINKS VS APP LINKS

https://www.youtube.com/... <intent-filter>

<intent-filter android:autoVerify=true>*

* https://www.youtube.com/.well-known/assetlinks.json



DAL VERIFICATION



OKAAAY,  MOVING ON



WEB TRAFFIC ANALYSIS



THE AUTH FLOW (1/5)
start

app

webview
/authorize

IdP

302 login

1. Authorization 



THE AUTH FLOW (2/5)

webview

login

***

app

1. Authorization 
2. Password for Code



THE AUTH FLOW (3/5)

POST /token + C0D3

200 +

app IdP

1. Authorization 
2. Password for Code
3. Code for Token



THE AUTH FLOW (4/5)

app

aws

1. Authorization 
2. Password for Code
3. Code for Token
4. Token for Key



THE AUTH FLOW (5/5)

POST /graphql +    +

200 {myChannels:...}

app

{}
api

1. Authorization 
2. Password for Code
3. Code for Token
4. Token for Key
5. API request



THE AUTH FLOW (2/5)

webview

login

***

app

1. Authorization 
2. Password for Code
3. Code for Token
4. Token for Key
5. API request

Revisited

bad

- Assumed URL hijack



THE AUTH FLOW (3/5)

POST /token + C0D3

200 +

app IdP

1. Authorization 
2. Password for Code
3. Code for Token
4. Token for Key
5. API request

bad

Assumed URL hijack

OIDC + Auth Code





IT’S SO EASY 
WITH PKCE



URL HIJACK + NO PKCE
=FULL TAKEOVER?

POST /graphql +    +

200 {Done!}

app

{}
api

1. Authorization 
2. Password for Code
3. Code for Token
4. Token for Key
5. API request?

bad



WE’RE STUCK



“A valid Device-ID is one that has been previously uploaded to the server, 

generated locally after the registration of a new device”

A bad app can either: 

• Register a new Device-ID 

voiding a previous one 

• Guess an existing Device-ID

DEVICE-ID?



DEVICE-ID GENERATION



DEVICE-ID REGENERATIONDEVICE-ID GENERATION
private void calculateDeviceId() {

UUID UUID = new UUID(-1301668207276963122L, -6645017420763422227L);
byte[] deviceUniqueID = new byte[0];
deviceUniqueID = new MediaDrm(UUID)

.getPropertyByteArray(MediaDrm.PROPERTY_DEVICE_UNIQUE_ID);
String id = Base64.encodeToString(deviceUniqueID, 2)

.replaceAll("=", "99")

.replaceAll("/", "88")

.replaceAll("\\+", "77");
if (id.length() >= 100) {

id = id.substring(0, 99);
}
Log.d("DLA", "ID calculated is: "+id);

}

random?



PUTTING IT ALL TOGETHER

Insecure Auth Flow Reproduceable Device ID

URL Scheme Hijack API request?



ANY JUICY API REQUESTS?



MASTER PIN CODE



CODING TIME!



CODING TIME!



DEMO TIME!



I’M NOT CONVINCED

Bad App?

In Play Store??

Wrong Click???



MALWARE?  IN PLAY STORE??



I WON’T BE PHISHD®



DISCLOSURE



PATIENCE, YOU MUST HAVE

November 2020 Confidential Disclosure to Wind & Zappware

March 2021 Application Updated with Security Fixes



USER BASE?



Insecure Authentication 

(CVE-2021-22268)

PIN Code Leakage

(CVE-2021-22269)

URL Hijacking 

(CVE-2021-22269)

Reproduceable Device ID 

(CVE-2021-22271)

PATCHES ?!



DID THEY SUE YOU? 



DID ANYONE NOTICE?



CONCLUSIONS



Pick the Secure Oauth scheme

Secure URL schemes

(truly) Random IDs

Don’t exchange PINs

TIPS (FOR DEVS)



Do tinker with apps you use everyday

Be thorough, follow your checklist

Chain bugs for maximum impact!

TIPS (FOR HACKERS)



• Oliver Simonnet (@AppSecOllie)

• Riaan Naudé (@rrnaude)

• Ken Gannon (@Yogehi)

• Jay Turla (@shipcod3)

• <test account provider>

CREDITS



THANK YOU


