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INTRODUCTION



#WHOAMI

@s3curityb3ast

! Author of 2 Dozens+ CVE’s

! Security Researcher at JIO

! Synack Red Team Member 

! Speaker



IoT In Action



LOOK AT THE FUTURE.



I-h-o-T N-e-W-s



CAN THIS DECENT LOOKING IP-PHONE CHANGE INTO A BOT 
NET?



CAN THIS DECENT LOOKING IP-PHONE CHANGE INTO A BOT 
NET?

Organization Group Of 
Organizations

City of Organizations



PREPARING THE ARSENAL



BASIC SETUP 

Why Linux?

APIMOTE...

Connectors.. Seriously you are LIFE..~

JTAG.. hmmm am I a electronic guy..!



ADVANCE SETUP 



WEAPONS 

! Binwalk

! Firmadyne

! Burp Suite 

! Python

! IDA Pro 



RE-CON 



KNOW YOUR DEVICE…



GIVE ME YOUR .. MITROKHIN ARCHIVE



RE-CON



./SHOWTIME



FIRMWARE ANALYSIS.

! What is firmware
! Obtaining firmware
! Unpacking firmware
! Finding vulnerabilities

AGENDA



FIRMWARE ANALYSIS -1

! What is firmware :- A file contain below 
things. 

! File system

! Kernel

! Bootloader

! Obtaining firmware
! Downloading from site

! Obtaining from update 

! Extracting from device.

! Google dorks.

! Index of, FTP

! Analyzing device traffic.



FIRMWARE ANALYSIS -2

! Unpacking firmware
! Entropy Analysis
! dd
! hex dump
! Signature analysis
! Binwalk -E 



FIRMWARE ANALYSIS -3

! Finding Vulnerabilities
! Passwd~
! Document root
! Application Binary 
! Find / –name *.sh* -type f –perm 777



GETTING HANDS DIRTY



SETTING UP EVERYTHING

1. Ways to Connect?
2. DHCP Server
3. Maybe Nmap
4. Nmap Flags 



SETTING UP EVERYTHING



TAKE AWAY FROM NMAP OUTPUT

Telnet is running with default credentials admin/admin

Web server is running on 80/443

New port 7547 is open and 53 is filtered on the device

OS guess 
OS CPE: cpe:/o:linux:linux_kernel:2.6
OS details: Linux 2.6.17 - 2.6.36



SETTING UP WEB INTERCEPTION



LONG LIVE ADMIN/ADMIN 



REQUEST FORGERY 



GIVE ME THAT #



CHAINING THE VULNERABILITIES FOR MASS EXPLOITATION

! We have UI readdressing/CSRF/Shell command injection 

! Make one fancy page with payload

! Just click and see the magic

! This is how an Simple IP Phone can turns into
BoTNet…



FINAL EXPLOIT…
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FUZZ-RE-EXP-DEV
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EXPLOIT CODE..!



Q?
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THANK YOU….!

! @s3curityb3ast
! kingkaustubh@me.com
! http://www.breakthesec.com
! Medium@rooterkaustubh


