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WHOAMI

Derrick
Director of IT
Twitter: @canbusdutch

Email;: CanBusDutch@gmail.com

Github: https://github.com/CircuitWorks1
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What is Buell and EBR(Erik Buell Racing)

e The only production sportbike made and designed in the USA
The only American made motorcycle, to ever score points in World Superbike
e \Won the 2009 Daytona Superbike Championship without a single DNF(did
not finish)
e They manufactured nearly 140,000 motorcycles in 15 years under Harley
Davidson
e They sold 65 bikes in 18 months, garnering 3 million in revenue as a startup
e [t's a company now, teetering on the edge of existence






2010 Buell Blast




Why? Project Inspiration and Purpose
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|1 INo Direction Time_Scale Frame_Type Frame_Formst Frame_ID Data_LeniData
|20 Recowe 164221586 Datafrome Standerdframe 00000201 B 0000 00 00 00 00 00 00
1301 Recenve 164221535 Datatrame Standard frame 00000251 B 3e 00 00 00 00 00 00 00
47 Receve 164221538 Dataframe Standsrd frame 00000430 B 00 00 00 00 05 06 ff 0f
153  Recene 164221600 Dataframe Standerdframe 00000440 B 122212 2200 0000 00
64 Recenve 164221603 Datatrame Standardframe 00000450 B 00 00 0000 00 00 1 0f
7% Receve 164221606 Dataframe Standerd frame 00000201 B 00 00 00 00 00 00 00 00
g% Recenve 164221608 Dataframe Standard frame 00000422 B 0000 0000 00000000
9 7  Recenve 164221611 Dataframe Standerdframe 00000423 B 00 00 00 00 00 00 00 00
108  Receve 164221615 Dataframe Standardframe 00000400 B 0414b2 c810 646404
11 Recene 164221625 Dataframe Standard frame 00000200 B 00 00 00 00 00 00 00 00
112710 Recene 164221635 Datatame Stondord frame 00000410 '8 1e9c1919cadati39
13711 Recene 164221637 Datatrame Standard frame 00000430 B 0000 0000 05 06 f 0f
114712 Receve 164221639 Dataframe  Standard frame 00000440 B 6d 5b 6d 5b 00 00 00 00
115713 Recewe 164221641 Dataframe  Standerd frame 00000450 B 90 06 30 041 0f  Of
[16114 Recene 164221643 Datatrame  Standard frame 00000460 '8 00001400 a6 01 2601
117715 Receive 164221646 Dotaframe Standard frame 00000461 B 00 06 1 31 06 06 ed 00
118716 Receno 164221649 Dataframe  Standerdframe 00000462 B 00 00 00 00 3a 00 00 00
118117 Receive 164221656 Dataframe Standsrd frame 00000463 '8 eB8 0380300000000
120718 Receive 164221659 Datafrome Standord frame 00000464 B 4943949631919
121119 Recenve 164221663 Dataframe Standerd frame 00000465 B dacaleficade don
22720 Receve 164221666 Damaframe Standsrd frame 00000466 B 0000 00 00 00 00 00 00
23721 Receve 164221670 Dataframe Standsrd frame 00000467 B 00 00 00 00 00 00 00 00
124722 Recenve 164221673 Datatrame Standard frame 00000468 B 0000 0000 000000 00
25723 Receve 164221677 Datafrome  Standord frame 00000469 '8 00 00 00 00 00 00 00 09
12624 Recone 164221680 Dataframe Standsrd frame 00000200 B 00 60 00 00 00 00 00 00
127725 Receve 164221682 Datatrame  Standard rame 00000303 '8 0003 0000 00 0000 00
B

Receive 164221685 e 10000420 05 00 20 00 00 00 00 00



NO-BD2

There is no diagnostics standard in the
motorcycle industry.

There are “universal” diagnostics tools,
although the byte offset and scaling
factor for every manufacturer is
different.

This is a struggle when working with

motorcycles designed by smaller
manufacturers.
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MS458 Kawasaki 4-pin Cable MS459 Kawasaki 8-pin Cable MS460 Honda 4-pin Cable
(Most Popular) (ABS Only) (Most Popular)
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MS461 Honda - Mondial 3-pin Cable MS463 Suzuki - Arctic Cat 6-pin MS464 Suzuki - Kawasaki 4-pin Cable
(Limited Models - Check Vehicle List) (Most Popular) (Limited Models - Check Vehicle List))
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MS475 Yamaha - Malaguti - MBK MS476 Cagiva 10-pin Cable MS477 Suzuki - Cagiva
3-pin Cable (Limited Models - Check (Injection Regulation Cable)
Vehicle List)

MS480 Harley-Davidson 4-Pin Cable ~ MS481 MZ - Piaggio - Triumph - Victory MS483 Aprilia/Ditech Cable
OBDII Cable (Limited Models - Check Vehicle List)



L

MS489 KTM - Husaberg - Husqvarna MS490 Aprilia/Sagem Cable MS491 Peugeot Cable
Cable (Limited Models - Check Vehicle List)

5.
MS499 Packard Cable
(Adiva, Aprilia, Bimota, Cagiva, Derbi,
MS493 Kymco Cable Ducati, Garelli, Gas Gas, Gilera, KVN, MS500 Kawasaki 4-pin Cable
Laverda, Malaguti, Moto Guzzi, Moto (Model Year 2007)

Morini, MV Agusta, Piaggio, Sherco,
Vespa, Voxan,)
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MS501 BRP/CAN-AM Cable MS502 Kawasaki MS505 Benelli 6-pin Cable
(Injection Regulation Cable)

>

MS506 Buell/Harley Davidson Cable (Some MS508 Ducati CAN 4-pin Cable MS509 Kawasaki 6-pin Cable
H-D Ign - Check Vehicle List) (Limited Models - Check Vehicle List) (Model Year - 2009)



MS516 Polaris 8-pin Cable

MS510 Kawasaki 6-pin Cable MS512 SYM - Advia - Dafra 3-Pin Cable
(Model Year - 2010) (Check Vehicle List)
MS518 Aprilia - Bimota Cable MS525 BMW Cable MS526 MV Agusta CAN 4-Pin Cable

WARNING: do not use on HONDA systems.



MS528 Honda Cable (Immobilizer only) MS538 Kymco CAN 4-Pin Cable MS539 Daelim CAN 4-Pin Cable

v

MS541 Harley Davidson CAN 6-Pin MS551 Husqvarna 6-Pin Cable MS557 KTM injection regulation cable
Cable




MS562 Benelli Kee Way 6-Pin Cable



History of CAN Systems and Motorcycles

Most European and Japanese manufacturers began implementing a CAN system
on their bikes around 2003.(Ducati, BMW, Honda, Kawasaki)

American manufacturers were a little late to the CAN party. Buell first implemented
a CAN system on the 2008 release of their 1125. Harley’s first CAN based bike
was in 2011, and it wasn’t until 2014 that all Harleys were equipped with a CAN

system.



My ECM and CAN Protocol

58832 g
8885500850848 8888888% .
Microcontroller: Microchip Technologies dspic30f6014A-3oi/pf

o
3

60 [] EMUC1/SOSCO/T1CK/CNO/RC14

COFSRG15[_] 1
T2ckiRC1 ] 2 59 [_] EMUD1/SOSCI/CN1/RC13
Tackrc2 13 58 [ 1 EMUC2/0C1/RDO
Tackire3 [ 4 57 g |<(::;/§|;|:J . .
rocuno = =L Diagnostics Data Protocol: J1850 VPW
SCK2/CN8/RG6 [ 6 55 [ ICZRD9 Ia nOS ICS a a rO OCO .
SDI2ICNO/RGT [ 7 54 [_]IC1RD8
SDO2/CN10/RG8 (| 8 53 [ INT4/RA15
MCLR[ |9 52 1 INT3/RA14
Ss2ieN11RGe L] 10 dsPIC30F6014A 51 g Vvss .
vss 11 50 0SC2/CLKOIRC1S C N P t I. 500Kb/ 1 1 b t ID 1 2 h . . . .
voo I 12 P R A rotocol. S, I S, onm termination, irst bit
INTIRA12(] 13 48 [ Voo
INT2RA13 ] 14 47 [ SCURG2 .
=l s S sowncs order, OV nominal
AN4/CN6/RB4 [ 16 45 [ EMUC3/SCK1/INTO/RF6
AN3/CNS/RB3 [ 17 44 [] SDIRF7
AN2/SSTAVDINCN4RB2 | 18 43 [ EMUD3/SDO1/RF8
PGC/EMUC/ANT/CN3RB1 [ 19 42 [ UIRXIRF2
PGD/EMUD/ANO/CN2IRBO [ 20 41 [ UITXRF3

S8QRIRERNBIBSIBI 8865838
ergogsmgorsaNozTozoye
8522888825488 ¢2z3¢ez8 3e
H

CfericiteR® RERERREE
5258 zz2¢: S23835z%%

& zz zzzz
R $% zz355388¢
H £588&%
< g==35>

S

B

z

<




The Hardware

USB-CAN Analyzer

: ; SKU 114991193

4 Reviews

The USB-CAN Analyzer is a cost-effective high quality
and easy to use USB to CAN adapter.

HEnm
$24_ 90 10+: $23.66
10+ In Stock 20+:$22.41
More
= 1 + CN Warehouse N

‘ Add to Cart

Tags: m USBto CAN J| CAN Analyzer




Software

https://github.com/SeeedDocument/U

SB-CAN-Analyzer

*%. USBCAN V7.20

COM Configure

COM: Coms v Refresh

COM bps: [2000000 | Chance bpe

|:| Close Open

CAN Configure

Mode: |Normal mode v‘
Type: |Stamlard frame v‘
CAN bps: |500](]>ps vl

[IManual set bps [Jonly send once
[JFixed 20 bytes to send and receive

Filter ID:0Ox :I Set and Start

Mask ID: Ox

- X
Reply to reply
No Receive ID  Reply Frame Type Reply Frame Format Reply ID  Reply Data Clear Delete
1] 00000201 Standard frame Data frame 00000201 00 00 00 00 45 00 00 00 Add
[Jauto Answer
More frames to send
Send No Frame Type Frame Format Frame ID Data Interval(ms) Clear Delete
0 Standard frame Data frame 00000201 55 55 65 55 10 65 65 55 10 Add
Send selected frame
[JSequence [ACycle
S

Data:0x 00 00 00 00 45 00 00 00 | Send & single frane

1T i Total: (5000 [JDisplay receive only futo Refresh |Clear | Pause | Contimue | Save | [Jhuto save
Receive error: |0
. Yo Direction Time scale Frame Type Frame Format Frame ID Data Length Data{LDouble—click Hex—>Dec) N
Transmit error: |0
4387 Receive 21:11:43:504 Data frame Standard frame 00000410 8 le 87 00 01 95 a8 ff 39
Eezes el 4388 Receive 21:11:43:520 Data frame  Standard frame 00000460 8 00 00 14 00 b8 01 3b 01
Bus State: Bus—on 4389 Receive 21:11:43:520 Data frame Standard frame 00000461 g 00 06 £f 3f Oe Oe 84 00
Yomitor 4390 Receive 21:11:43:520 Data frame Standard frame 00000462 8§ 00 00 00 00 3a 00 00 0O
4391  Receive 21:11:43:535  Data frame Standard frame 00000463 8 «8 03 8 03 00 00 00 00
Receive ID Configure 4392 Receive 21:11:43:635 Data frame  Stendard frame 00000464 8 de £f 39 £f 87 e 01 00
Delete Add 4393  Receive 21:11:43:551  Data frame Standard frame 00000465 & a8 cc le ff 95 4e 4e ff
4394 Receive 21:11:43:551  Data frame Standard frame 00000466 8 00 00 00 00 00 00 00 00
Mo | Receive In 4395 Receive  21:11:43:851 Data frane  Standard frane 00000467 8 00 00 00 00 00 00 00 00
4396 Receive 21:11:43:567 Data frame Standard frame 00000468 8 00 00 00 00 00 0O 00 00
4397  Receive 21:11:43:567 Data frame Standard frame 00000469 8 00 00 00 00 00 00 00 00
4398  Receive 21:11:43:582 Data frame Standard frame 00000201 8 00 00 00 00 00 00 00 00
4399  Receive 21:11:43:582  Data frame Standard frame 00000451 8 37 95 cc 3f 6f 7a 00 90
4400  Receive 21:11:43:598 Data frame Standard frame 00000430 8 00 00 00 00 Oe Oe ff Of
4401  Receive 21:11:43:598 Data frame Standard frame 00000440 & 2f 4b 2f 4b 00 00 00 0O v
Disable Enable (..-- - ‘ T : - : ) T T : Tt >



https://github.com/SeeedDocument/USB-CAN-Analyzer

Engine Simulation

The most important piece when simulating the engine sensor data of the bike is
the crankshaft sensor output. The crankshaft sensor produces 2 waves 180
degrees out of phase with each other. The wave is generated using a hall sensor
and a stepped rotor/tone ring, surrounding the stator magneto. There are 34 steps
and a timing gap the equivalent of 2 wavelengths/steps.



Stepped Rotor Design




Let's Take a Look At It
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How Do We Simulate It?

There is 36 steps(34 steps then the timing gap which is 2 steps). 1 full step every
10 degrees(360 degrees in a circle). Let’s pick an RPM to simulate. 6000RPM,

since RPM is a measurement by minutes, and Hz(wave frequency) is a
measurement by seconds, we would have a math equation that looks like this.

(RPM/60seconds)36steps=frequency

(6000/60)36=3.6khz



The Code - RPM

We take the frequency, input by the user, begin a PWM tone at the given frequency, and calculated
the time to execute both 34 wavecycles, and 36 wave cycles in microseconds.

example:

romTime =1/ rpmFreq * 1,000,000 * 34
and

romRestart = 1 / rpmFreq * 1,000,000 * 36

After we calculate and set our variables, our code logic would look something like the following

If waveStartTime > rpmTime
wave(stop)

If waveStartTime > rpmRestart
wave(start)
waveStartTime =0



The Waveform - RPM
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The Code - MPH

The speed sensor simulation is a bit more basic because there is no timing gap. To simulate the speed sensor
waveform we will take the given frequency, that was input by the user and rapidly turn on and off one of the pins.
This will generate a square wave at the given frequency.

First we find out the period to complete 1 wave cycle in microseconds
speedTime = 1/ speedFreq * 1,000,000

We can then divide that by 2, to find out how long the pin should remain in each state. We control this action with
another non-blocking delay.

If delay timer < speedTime/2
pin off

If delay timer > speedTime/2
pin on

If delay timer > speedTime
restart delay timer



The Waveform - MPH




Let's Give it a try
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All This Data and Only One set of Eyes

SREBRRREE

glgl8|=(8]g]8]8]8|8]8 =

BEBEEE

BREBEBEEBE

glga|8i=(8]8]8]8]818]8 [#[g]8]a|8|8 8= |9 |8]8]=218

gla (& |81 (818181818 ]8]s 8% [8]F [~ |8]8]4 [&(8]8]8|8]8]8 .
glR]a |81 [818]8]8]8]8]*|[*[z]8]|x|8]8]8|=]a]8]8]8]3]8]8
gl=2|8]=2|7 [8]8]8]8]8|8 8|6 |8]8]8]8|8]8]|=(8]=(8]813]8]8 ¢

gl (8]&r|8]8]8\8]8]8]% |+ [8]8]]

a
&
w
©

815 |8]* (8812 8]8]8]8 882 |% |8 |8z [8]8]*|8]|&8|8]|8]|8]8]8 -

8

~
o

=
&

[N ' N N N DN DN A ¢ bk
m | — . m . | — L [ZiReceive [14:27:28:270 Data dard
== X X == X = X 25|Receive |14:27:28:282 Data franStandard
26|Receive |14:27:28:293 Data fram|Standard
: g - ! . g - ! . g - ~ . g - ! __ 27|Receive |14:27:28:308 Data framStandard
EBR CAN data Idle 1.xlsx Micro .Controller 2nd gear roll.xlsx 1st gear roll.xlsx Kic.k stand Start and Rev.xlsx Clytch out3 E Receive |14:27:28:319 Data dard
(1)xdsx Sessionlxlsx SUiE e in3xlsx 29|Receive [14:27:28:330 Data fram|Standard
30|Receive |14:27:28:342 Data fran|Standard
31|Receive [14:27:28:353 Data fram|Standard
m_ [ 32[Receive [14:27:28:365 Data dard
33|Receive |14:27:28:377 Data fram|Standard
| ] L J | ] L J | | ] 34|Receive |14:27:28:383 Data fran|Standard
Ignition on 1.xlsx Idle 2.xlsx Clutch switch Shorting side Cleared Micro Controller 35|Receive [14:27:28:399 Data fran|Standard
short.xlsx stand switch.xlsx Codes.xlsx Session2.xlsx 36|Receive [14:27:28:411 Data fram|Standard
r 37|Receive |14:27:28:422 Data framStandard
B B B 38|Receive |14:27:28:436 Data framStandard
- 39|Receive |14:27:28:448 Data fram|Standard
- 40|Receive |14:27:28:459 Data fram|Standard
41|Receive |14:27:28:470 Data framStandard
- ot S: . 'h | ; " ) ’I o R l;ET 1‘st Gear 1o i o R l;ET o . GET o R l;ET 42|Receive |14:27:28:481 Data fram|Standard
sm11|210ak:hvss lrgor(;sh .xT:xp gnition on 2.xlsx englr;;‘)le):rss ear 1.xlsx engm1e75Ie):Inss engln;glilns'lxp englr;?wle):rss T a Rece!ve 14:27:28:492 Data frarrstamjar(j

75mph.xlsx Receive |14:27:28:504 Data

45|Receive |14:27:28:516 Data framStandard
B [ B [ B B 46|Receive [14:27:28:527 Data fram|Standard
L L L 47|Receive |14:27:28:538 Data framStandard
- n—- - 48(Receive |14:27:28:549 Data framStandard
__49|Receive |14:27:28:562 Data framStandard
: . L J : ] L J ‘ ] L J ‘ ] L J E Receive |14:27:28:575 Data fi dard
Idle 5.xsx Trip A zero.xlsx Ignition on Idle 4.xlsx Ignition on 3.xlsx Ignition on 8.xlsx Ignition on 6.xlsx 2nd Gear 1.xlsx 51|Receive [14:27:28:586 Data fran{Standard
10ds¢ [ 52[Receive [14:27:28:587 Data dard
B r IL [ B r IL [ B r IL IL 53 |Receive |14:27:28:608 Data fram|Standard
54|Receive |14:27:28:620 Data framStandard
n n n 55|Receive |14:27:28:632 Data fram|Standard
56|Receive |14:27:28:643 Data framStandard
[ | L | [ | L | L | | | L | 14:27:28:657 Data dard
Ignition on Sxlsx  Ignition on 7xlsx  Ignition on 9.xlsx simulate vss simulate vss Ignition on4xlsx  enginetempto  engine temp UET __98|Receive |14:27:28:668 Data fran|Standard
Tmph.xlsx 241kph 127 xlsx 127 xlsx 59|Receive 14:27:28:680 Data franStandard
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CSV Structure

A B C D E F G H |
No Direction Time Scale Frame_Type Frame Format Frame_ ID Data_Length ByteA ByteB
0 Receive 14:29:18:886 Data frame Standard frame 201 8 00 " 00
1 Receive 14:29:18:898 Data frame Standard frame 251 8 3e 7 00
2 Receive 14:29:18:908 Data frame Standard frame 430 8 00 " 00
3 Receive 14:29:18:919 Data frame Standard frame 440 8 g 2a
4 Receive 14:29:18:931 Data frame Standard frame 450 8 00 " 00
5 Receive 14:29:18:943 Data frame Standard frame 201 8 00 " 00
6 Receive 14:29:18:954 Data frame Standard frame 422| 8 00 " 00
7 Receive 14:29:18:965 Data frame Standard frame 423 8 00 " 00
8 Receive 14:29:18:975 Data frame Standard frame 400 8 04 " 14
9 Receive 14:29:18:986 Data frame Standard frame 201 8 00 " 00
10 Receive 14:29:18:996 Data frame Standard frame 410 8 le a9
11 Receive  14:29:19:007 Data frame Standard frame 430 8 "00 " 00
12 Receive 14:29:19:017 Data frame Standard frame 440 8 2 " 51
13 Receive  14:29:19:029 Data frame Standard frame 450 8 12 " 0a

N XU X X X X T XY

A |

K Y
ByteC ByteD ByteE ByteF
00 "00 " oo
00 "00 " oo
00 "o06 " 06
2a " 00 7 00
00 " 00 " 00
00 "00 " oo
00 "00 " oo
00 "00 " oo
dd fo " 64
00 "00 " oo
19 a8 d3
00 " 06 " 06
51 " 00 " 00
03 ff oOf

J

00
00
00
41
00
00
00
00
b5
00
19
00
c2
4c

N O
ByteG ByteH
00 " 00
00 " 00

ff  Of
" 00 " 00

ff  Of
00 " 00
00 " 00
00 " 00
64 " 04
00 " 00

ff 7 39

ff  Of
00 " 00

ff Of



Using Python to Analyze the CSVs

Input File1

e Number of times each ID
appears

e Number of times a hex
value appears in each
given ID

Output File

Input File2

e Number of times each ID
appears

e Number of times a hex
value appears in each
given ID

e Difference in hex value
appearances

e Increase/decrease
percentage of hex values

e Appearance of new hex value
in a given ID

e Hex to binary




Output Example

This output shows the number of times a hex value appears in a given ID if its apperance count was zero in either of the can capture
sessions. The line will be highlighted in red if the number of hex value appearences, is equal to the number of appearences of its given ID.
Meaning, the value went from appearing zero times, to appearing 100% of the time.

hex value 19(00011001) in ID202, has had an increase from zero appearances to 61 appearances
hex value 99(10011001) in ID202, has had an increase from zero appearances to 61 appearances
hex value 26(00100110) in ID410, has had an increase from zero appearances to 3 appearances
hex value 27(00100111) in ID410, has had an increase from zero appearances to 1 appearances
hex value 19(00011001) in ID430, has had an increase from zero appearances to 2 appearances
hex value 24(00100100) in ID440, has had an increase from zero appearances to 2 appearances
hex value 26(00100110) in ID440, has had an increase from zero appearances to 2 appearances
hex value 32(00110010) in ID440, has had an increase from zero appearances to 2 appearances
hex value 38(00111000) in ID440, has had an increase from zero appearances to 2 appearances
hex value 47(01000111) in ID440, has had an increase from zero appearances to 2 appearances
hex value 69(01101001) in ID440, has had an increase from zero appearances to 2 appearances
hex value 30(00110000) in ID450, has had an increase from zero appearances to 1 appearances
hex value 38(00111000) in ID450, has had an increase from zero appearances to 2 appearances
hex value 20(00100000) in ID451, has had an increase from zero appearances to 61 appearances
hex value 60(01100000) in ID451, has had an increase from zero appearances to 62 appearances
hex value 38(00111000) in ID460, has had an increase from zero appearances to 2 appearances
hex value 26(00100110) in ID465, has had an increase from zero appearances to 1 appearances
hex value 27(00100111) in ID465, has had an increase from zero appearances to 1 appearances



Prototype 1.0




Move to AIM MXS 1.2 Strada




What's Next?

Extensibility: Ideally an individual would be able to analyze a CAN-bus capture
session from any manufacturer, with minimal script file editing

Data Visualization: L = /\

Byte Annotation: Righf ncﬁ>wmm3ﬁ/ data is pérséd uonuly based on ID and hex values.
There is no determination on where a value is in the 8 bytes of the packet which
can lead to a misleading output.

Bit Flip Search: 01(00000001) is found in ID100 in file1.CSV , We would then
search for 03,05,09,11,21,41,81 and 00 in ID100 in file2.CSV.






