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# whoami
• Over 7 years of experience in the field of Information Security

• Passionate about offensive and defensive security

• Working as a Principal Security Consultant at Threat Intelligence

• In my free time I develop security tools

• Presented at BlackHat USA in August 2019 (PowerShell-RAT)

• Outside of Infosec land – I like photography

https://github.com/Viralmaniar https://twitter.com/maniarviral

https://www.linkedin.com/in/viralmaniar/ https://viralmaniar.github.io/



Disclaimer

• Performing any hack attempts or tests without written permission from the 
owner of the computer system is illegal.

• If you recently suffered a breach and found techniques or tools illustrated in this 
presentation, this neither incriminates my involvement in any way, nor implies 
any connection between myself and the attackers.

• The tools and techniques remain universal and penetration testers and security 
consultants often uses them during engagements.



Presentation Outline

• What is External Pentest? 

• Infrastructure setup for attack

• Reconnaissance methods and OSINT techniques

• Common issues and misconfiguration in the external perimeter

• Gain internal access to the network

• Stay calm and quiet in the network and plant a backdoor

• Identify crown jewels

• Exfiltrate sensitive data

• Key takeaways



MITRE ATT&CK

• Knowledge base 
of adversary 
tactics and 
techniques

• Foundation for 
the development 
of specific threat 
models and 
methodologies

• Consists of 3 
major matrices:
• PRE-ATT&CK
• ATT&CK
• MOBILE



External Pentest Methodologies

• PRE-ATT&CK - Set of 15 different categories used by an attacker to plan an attack
• https://attack.mitre.org/tactics/pre/

• OSINT Framework - OSINT framework focused on gathering information from free 
tools or resources. The intention is to help people find free OSINT resources
• https://osintframework.com/

• ISTAR - Intelligence, Surveillance, Target Acquisition and Reconnaissance

• F2T2EA Model - Find, Fix, Track, Target, Engage and Assess

• F3EAD cycle - Find, Fix, Finish, Exploit, Analyze and Disseminate

Not used widely

https://osintframework.com/


What Crown Jewels Hackers are after?

Bank Statements

Credit Card 
Numbers

ID’s-Passports

ID’s – Drivers License

Health Records

Digital Currency Keys

Intellectual 
Property

Secret Deeds & Documents

Passwords and Private keys



Crown Jewels (Cntd..)

• Not all systems and data are created equally

• In any given organisation, some of the data, systems, and applications are 
more critical than others. 

• Some are more exposed to risk, and some are more likely to be targeted

• Attackers are really good at identifying sensitive and high value data and 
discovering the locations of who can access this data

• Monitor access controls and implement separation of duties



Interesting Hack



Data Breach Timeline

https://en.wikipedia.org/wiki/List_of_data_breaches



Setup for Attack Infrastructure



Setup – External Pentest Attack

• VPS server running Kali distribution. All malicious traffic will go from this 
server

• Connect to VPS over VPN or TOR tunnel to avoid revealing of real IP 
address in the connection logs

• Real attacker uses public Wi-Fi access point where they can hide behind 
number of connections. Usually finds a blind spot to avoid video 
surveillance

• Connect to our setup from Live USB so that we leave no logs on the actual 
machine



Setup – Traditional Attack Infrastructure

Live USB Disk to 
boot Machine

Starbucks or Malls

TOR network

VPN service

Attacking 
Box

Target 
Infrastructure



Drawbacks of Single VPS Setup

• In the current setup there are high chances of being detected and having a 
single point of failure

• In case the attacking server gets blacklisted, we would need to rebuild the 
VPS server with necessary tools

• Blue team can perform reverse attack on VPS and take advantage of 
vulnerabilities in attacking tools to hack the hacker

• We would setup long term attacking servers, HTTP relays/forwarders and 
redirectors for having a resilient and covert setup



Setup – Resilient Attack Infrastructure

Attacking servers -
relays

Long term servers with 
all necessary tools

Port Scan

Bruteforce
/ Phishing

C&C



Reverse SSH Tunnels and SOCAT

Reverse SSH Tunnel

socat - Multipurpose relay (SOcket CAT) 



OSINT, SOCMINT & GEOINT for External Pentest



Lampyre
• Lampyre is a Windows-based Data Analysis tool that can 

be used for all kinds of analysis including Crime, 
Geographic, Cyber Threat, and Financial.



Maltego
• Maltego comes pre-installed on Kali.

• It supports API communication to 
software like Shodan and Threatminer.



SpiderFoot
• SpiderFoot queries over 100 public data 

sources (OSINT) to gather intelligence
• Provides insight into possible data leaks, 

vulnerabilities or other sensitive 
information such as public code repositories

• Generates detailed report



BinaryEdge
• Distributed platform of 

scanners and honeypots, to 
acquire, classify and correlate 
different types of data by 
scanning the entire Internet

• Allows an organisation to see 
their Internet attack surface:
• Ports and Services 

Exposure
• Possible Vulnerabilities
• Accessible Remote 

Desktops
• Invalid SSL Certificates
• Misconfigured Network 

Shares
• Databases



Telegram Intel
Buzz.im -
https://search.buzz.im/
Telegram Channels -
https://tlgrm.eu/channels
Lyzem - https://lyzem.com/
Telegram Analytics -
https://tgstat.ru/en/search

• Access to License keys to 
security tools

• Chat from public 
Telegram channels

• Password dumps
• Credit Card leaks
• Hacking tools

https://search.buzz.im/
https://tlgrm.eu/channels
https://lyzem.com/
https://tgstat.ru/en/search


Telegram Treasures



Open S3 Buckets
• Easiest way to attack crown jewels

• s3-leaks - https://github.com/nagwww/s3-leaks - Keeps track of data 
breach via open S3 buckets

• s3-inspector - https://github.com/kromtech/s3-inspector

• S3Scanner - https://github.com/sa7mon/S3Scanner

https://github.com/nagwww/s3-leaks
https://github.com/kromtech/s3-inspector
https://github.com/sa7mon/S3Scanner


Subdomain Enumeration
• Search engines (Google, Bing, Yahoo, Baidu)

• https://virustotal.com/ - Search for “domain:target.com” and virustotal will 
provide extensive information in addition to Observed subdomains

• https://dnsdumpster.com – The name says it all. Enter the target domain, hit 
search, profit! – You can download the Excel Spreadsheet and view the graphs

• https://crt.sh/?q=%25target.com – Sometimes SSL is a goldmine of information. 
Use this site by searching for “%target.com” and it’ll get back with subdomains

• https://censys.io – Not great but has some useful information sometimes

• https://searchdns.netcraft.com/ – Another to keep an eye on

• https://www.shodan.io – Shodan is an infrastructure based spider with an 
associated information caching database that is made predominantly for security 
professionals. It has historical and current data on a great numbers of the 
internet’s servers, including seen-subdomains, server versioning, and much more



Subdomain Enumeration - Tools
• Subbrute – A DNS meta-query spider that enumerates DNS records, and 

subdomains

• dnscan – a python wordlist-based DNS subdomain scanner

• Nmap – Yes it’s a port scanner, but it can bruteforce subdomains too (check nmap 
scripts)

• Recon-Ng – The recon-ng framework has a brute_hosts module that allows to 
bruteforce subdomains

• DNSRecon – A powerful DNS enumeration script

• Fierce – A semi-lightweight enumeration scanner

• Gobuster – Alternative directory and file busting tool written in Go

• DNSenum – Offers recursive and threaded subdomain enumeration

• AltDNS – offers bruteforcing based on permutations of already found domains

https://github.com/TheRook/subbrute
https://github.com/rbsec/dnscan
https://nmap.org/nsedoc/scripts/dns-brute.html
https://bitbucket.org/LaNMaSteR53/recon-ng
http://tools.kali.org/information-gathering/dnsrecon
https://www.aldeid.com/wiki/Fierce
https://github.com/OJ/gobuster
https://github.com/fwaeytens/dnsenum
https://github.com/infosec-au/altdns


LDAP Directory



RocketReach



Hunter.io 



linkedin2username

https://github.com/initstring/linkedin2username

$ python linkedin2username.py 

myname@email.com uber-com

$ python linkedin2username.py 

myname@email.com uber-com -d 5-n 'uber.com'

• Generates username lists from company’s 
LinkedIn page

• Here's what you get:
•first.last.txt: Usernames like Joe.Schmoe
•flast.txt: Usernames like JSchmoe
•firstl.txt: Usernames like JoeS
•first.txt Usernames like Joe
•lastf.txt Usernames like SchmoeJ
•rawnames.txt: Full name like Joe Schmoe



FOCA



Instagram

• http://instadp.com
• http://izuum.com
• http://otzberg.net/iguserid/
• http://codeofaninja.com/tools/find-instagram-user-id

http://sometag.org
• https://github.com/althonos/InstaLooter (API Less)
• https://github.com/akurtovic/InstaRaider (API Less)

https://t.co/vvth6qth4j
https://t.co/dOuvDOMaZd
http://otzberg.net/iguserid/ 
http://codeofaninja.com/tools/find-instagram-user-id …
https://t.co/ixzuKtwSNR
https://github.com/althonos/InstaLooter
https://github.com/akurtovic/InstaRaider


SnapMap
• Unauthenticated view of 

the recent snap chat 
stories

• Gives you a nice heatmap 
of where the most  



echosec
• Information discovery by 

monitoring various social 
media

• Allows one to set a radius 
or exact location



SocialPath
• SocialPath is simple browser 

application to find accounts 
across social media — Facebook, 
Instagram, Twitter, Reddit and 
Stackoverflow. 

• Collected data is sorted according 
words frequency, hashtags, 
timeline, mentions, similar 
accounts and presented as charts 
with the help of D3js.

• It uses Django as backend

https://github.com/woj-ciech/SocialPath



Visual Search and Clustering Search Engines

• Answer The Public -
https://answerthepublic.com

• Carrot2 -
http://search.carrot2.org

• Cluuz - http://www.cluuz.com

• Exalead -
http://www.exalead.com

• iSEEK - http://iseek.com

• Yippy - http://yippy.com



Screenshotting
• EyeWitness - EyeWitness is designed to take screenshots of websites, 

provide some server header info, and identify default credentials if 
possible.
• https://github.com/FortyNorthSecurity/EyeWitness

• Gowitness - a golang, web screenshot utility using Chrome Headless 
• https://github.com/sensepost/gowitness

• HTTPScreenShot - HTTPScreenshot is a tool for grabbing screenshots and 
HTML of large numbers of websites. The goal is for it to be both thorough 
and fast
• https://github.com/breenmachine/httpscreenshot



Nmap

• nmap –sV –A -p- -oA outputfile x.x.x.x-x --version intensity 0

• nmap --script-updated 

Standard service detection

Detect OS and services

Lighter banner-grabbing detection (0) 
– Hacker Friendly 

Aggressive service detection (5) 
– Noisy

Save Output to all formats Target host, range or subnet

Scan ALL ports (65535)



Nmap – DNS Brute 



Masscan

JASON HADDIX – Bug Bounty Hunter Methodology
Discovery (Expanding your scope like a boss)



XPROBE P0f



Directory Enumeration

https://github.com/nccgroup/dirble



Automation is the key
• Evolve is the world’s first dedicated Security Automation 

platform

• Passive solution

• offers the Evolve Marketplace with over 350 specialist 
security automation workflows

• Combination of automated reconnaissance and active 
attacks with intelligent and safe exploitation against your 
publicly accessible infrastructure

• Automatically collect and generate intelligence about your 
organisation, employees and systems that are being used 
by attackers to compromise your organisation

• Finds out exposed services and corresponding exploits

• Minimises the time it takes to detect critical risks and 
security weaknesses



Password Leaks
• Stolen usernames and passwords leaked on the internet 

are the leading way companies are hacked.

• Sites get owned every now and then

• 1.4 Billion passwords got leaked as part of Collection #1

• There are heaps of password leak services available online

• Attackers sell these information on Dark Web or on 
torrent site for really cheap price

• Over the past year the size of password dump is getting 
bigger and bigger

• One should start using offline password manager as online 
password manager tends to have vulnerability quite often



Automated Compromised Account Monitoring

• Monitors over 700 Billion compromised accounts from thousands of 
security breaches from over the past decade

• Evolve automatically monitors compromised personal and corporate 
accounts 

• Notifies about the breach via email



Compromise Account Search
• Every time the 

compromised account 
details is detected for the 
setup service Evolve will 
send an automated emails 
notifying an end users

• https://www.youtube.com
/watch?v=InK1ylqU2EE

https://www.youtube.com/watch?v=InK1ylqU2EE


Administrative Portals



What do we know about a target so far?

• Office and Organisation culture

• Potential employees

• Admin, VPN & Email portals exposed

to the Internet

• Most of the sub-domains

• Username patterns

• Brief idea about password policy



Password Spraying
• Mail Snipper

• Atomizer

Other tools: Metasploit, BurpSuite



Common Misconfiguration

• Lack of two factor authentication (2FA)

• Administrative portals exposed to the Internet

• Weak P@ssw0rd policy

• Default Passwords 

• Weak Egress Filtering



Internal Pentest



Living of the Land (LoTL)

• Making use of already installed applications and tools on the 
compromised hosts to perform malicious activities

• Using such method attacker does not need to create new files on the 
disk and hence avoiding the detection by hiding in a sea of legitimate 
processes.

• LOLBAS – LOLBAS is a curated list of Living Off The Land Binaries and 
Scripts.

• https://github.com/LOLBAS-Project/LOLBAS-Project.github.io

• https://lolbas-project.github.io/#

https://github.com/LOLBAS-Project/LOLBAS-Project.github.io


Reconnaissance
• systeminfo

• net view

• net view /domain

• tasklist /v

• gpresult /z

• netstat -nao

• ipconfig /all

• arp –a

• net share

• dir 
%userprofile%\Desktop\*.*

• net use

• net user administrator

• net user /domain

• net user administrator /domain

• tasklist /fi

• dir %systemdrive%\Users\*.*

• dir 
%userprofile%\AppData\Roaming\
Microsoft\Windows\

• Recent\*.*

• reg query 
\"HKCU\\SOFTWARE\\Microsoft\\
Windows\\

• hostname

• whoami

• winver

• ipconfig -all

• ping www.google.com

• query user

• net user

• net view /domain

• CurrentVersion\\Internet 
Settings\"

• tasklist /svc

• netstat -ano | find \TCP\



Lateral Movement
• Pwdump

• Procdump

• Tasklist

• Taskkill

• RDP

• PsExec

• PowerShell

• SMB

• Net share



BloodHound/SharpHound
• BloodHound uses graph theory to reveal 

the hidden and often unintended 
relationships within an Active Directory 
environment.

• https://github.com/BloodHoundAD/Blood
Hound

• How to access BloodHound GUI?
Database URL – bolt://127.0.0.1:7687
Username – neo4j
Password – your password

$ apt-get install bloodhound

$ neo4j console

$ bloodhound

Six Degrees of Domain Admin : https://www.youtube.com/watch?v=lxd2rerVsLo

https://github.com/BloodHoundAD/BloodHound


DeathStar

• DeathStar is a Python script that 
uses Empire’s RESTful API to 
automate gaining Domain Admin 
rights in Active Directory 
environments using a variety of 
techniques.

• DeathStar demonstrates that 
automating obtaining Domain 
Admin rights in an Active Directory 
environment is a clear possibility 
using existing open-source toolsets. 

https://github.com/byt3bl33d3r/DeathStar



GoFetch
• GoFetch is a tool to automatically exercise an attack plan generated by the BloodHound

application.

• GoFetch first loads a path of local admin users and computers generated by BloodHound and 
converts it to its own attack plan format. Once the attack plan is ready, GoFetch advances towards 
the destination according to plan step by step, by successively applying remote code execution 
techniques and compromising credentials with Mimikatz.

• GoFetch has two different versions:
• Chain reaction
• One computer to rule them all

• https://github.com/GoFetchAD/GoFetch
• https://www.youtube.com/watch?v=5SpDAxUx7Uk&feature=youtu.be (In action)
• https://www.youtube.com/watch?v=dPsLVE0R1Tg

https://github.com/BloodHoundAD/BloodHound
https://github.com/GoFetchAD/GoFetch
https://www.youtube.com/watch?v=5SpDAxUx7Uk&feature=youtu.be
https://www.youtube.com/watch?v=dPsLVE0R1Tg


AngryPuppy

• ANGRYPUPPY is a tool for the Cobalt Strike 
framework, designed to automatically parse 
and execute BloodHound attack paths.

• ANGRYPUPPY - BloodHound Attack 
Automation in Cobalt Strike
• https://www.youtube.com/watch?v=yxQ8Q8itZao

https://www.youtube.com/watch?v=yxQ8Q8itZao


NTDS.DIT – NTLM Hashes



Exfiltration
• FTP
• 7zip / WinRAR encrypted files
• Telnet
• WinSCP
• wget
• SSH
• Exposing local server to the Internet
• Curl
• SMB
• Using highly trusted domains such Gmail, GitHub, Twitter etc as command 

& Control server to perform exfiltration



Persistence Mechanism

• Bitsadmin

• AT

• SC

• COM object Hijacking

• Task Schedular



Bypasses for Next-Gen EDR/AV Solutions
• Does your EDR solution have tamper protection? 

• Check folder permissions and see if you can take advantage of any misconfiguration

• Modify, Disable or Delete files related to EDR solutions and agent will not be able to talk 
the collection server

• Look for registry key values related to particular EDR solution

• DerbyCon 2019 - Testing Endpoint Protection How Anyone Can Bypass Next Gen AV by 
Kevin Gennuso

https://www.youtube.com/watch?v=LDG0fv8HcCU

https://www.youtube.com/watch?v=LDG0fv8HcCU


Remediation – External Perimeter

• Have MFA on every single portal exposed to the Internet (O365, OWA, VPN, MDM 
and Citrix)

• Do not share seed files with the users

• Do not expose the Administrative portals to the Internet (VPN and Whitelist IPs)

• Make sure there are no holes in the Firewall (Do not expose SMB to the Internet)

• Improve password policy



Remediation – Internal Infrastructure

• Application Whitelisting – Software Restriction Policies

• Disable LLMNR & NBT-NS (Responder, Inveigh & Metasploit)

• Lack of Network Segmentation

• Identify and map digital assets, including data, systems, and applications, across 
the business value chain. 




