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What is Patch Diffing?

Before Patched After Patched
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Example: CVE-2006-4691 (MS06-70) M‘“

Stacked-Based Buffer overflow in

Before Patched (netapi32.dll)

5B88513C NetpManage | PCConnect {x, x, x, x)

5B88513C  mov edi, ed NetpManage |PCGonnect®16
5B88513E push ebp

5B88513F mov ebp, esp

58885141 sub esp, 0x2D8

5BBB5147 mow eax, ds:[ security_cookiel security_cookie
5B88514C push ebx

58885140 mov sa: [ebp+0xFFFFFFFC], eax

5BB85150  mov eax, s&:[ebp+0x10]

58885153 push es

5B8B5154 mov esi, &s’[ebp+OxB]

5BBB5157 xor ebx, ebx

5B885159 cmp de : [esil, 0x5C

58885150  push ed

5BBBS15E  mov edi, ss:[ebp+OxC]

5BAB5161  mov 88 [ebp+0xFFFFFD4G], eax

58885167 ea eax, &8 [ebp+0xFFFFFD54]

5B8B516D mow s&: [ebp+0xFFFFFD50], ebx

58885173 iz 0x5B885189

NetpManagelPCConnect Function

After Patched (netapi32.dll)

if (Iv5)

{
_wescpy (& Dest, L"\\\\");
v6 = (wchar_t *)&v24;

}

S5BR8S13C MetpManage IPCConnect (3. x, x x)
5B88513C mo edi, ed Ne tpManage | PCConnect® 16
58885 13E push ebp
58885 13F 10" ebp, esp
58885141 sub esp, O0x2DG
5B885147 moY eax, ds:[ secur ity_cookiel security_cookie
5B888514C and aa: [ebp+0xFFFFFD50], Ox0
58885153 and aa: [ebp+0xFFFFFD4C], Ox0
H5BBA515A pus h ehx
5B885 158 mo ebx, aa: [ebp+0xB]
5BB85 15E push es
58885 15F mow &85: [ebp+0OxFFFFFFFG], eax
58885162 mow eax, s5: [ebp+0x10]
58885165 push ed
5BB85 166 mow edi, ss: [ebp+OxCl
5B885 169 push ebx Str
S5BBB5 16A o & [ebp+OxFFFFFD48], eax
5BBB5170 CE] esi, ss! [ebp+0xFFFFFD54]
58885176 ca da: [ imp__wcslen] mp__wcslen
S5BBB517C Gmp eax, Ox101
58885181 oo ecx
5BaB5 182 Jjbe Ox5B88851059
if (_wecslen(Str) > 0x101 K
. . .
NetpLogPrintHelper ( NetpManagelPCConnect :
server name %ws too long
“ 5
- error out\n “ (char) Str);
return 87;

it (* Str 1= 92 ){
_wescpy (& Dest, L"\\\\");
v4 = (wchar_t *)&v24;

}




Tools for Patch Diffing

Indi Acquired by Googl
Bindiff (zynamics)

https:// www.zynamics.com/bindiff.html

Turbodiff (core SECURITY)

https://www.coresecurity.com/corelabs-research/open-source-tools/turbodiff

Diaphora (Joxean Koret)

http://diaphora.re /

However, patch diffing is still a difficult task
because it requires deep knowledge and experience

8-
Semi-automated patch diffing


https://www.zynamics.com/bindiff.html
https://www.coresecurity.com/corelabs-research/open-source-tools/turbodiff
http://diaphora.re/

DarunGrim_(Jeongwook Oh)
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Previous Work

DarunGrim B T S
Shows the candidate functions that = e
security fixes might have been applied
Approach
Use heuristics pattern-matching rules to identify the candidate functions

Pattern Type Score
cmp Opcode +1
test Opcode +1
OXFFFFFFF Immediate Value +3
wcslen Function Name +2
strlen Function Name +2
StringCchCopyW Function Name +2
ULonglLongToUlong Function Name +2

Machine learning technigues could be applied



PART 1

Extracting Security Fix Patterns Using

Unsupervised Machine Learning Algorithm




Hypothesis

Similar Types of Vulnerabilities
will be Fixed in a Similar Manner

- CVE2014-0198

@@ -672,10 +675,6 @@ staticint do_ssI3_write (SSL *s,

if Ewb->buf == NULL
if (!ssI3_setup_write_buffer(s))
return -1;

V Occurs when a program
attempts to read or write
to memory with a NULL _

i if len ==0 && ! create_empty_fragmeny
pointer return O;

V Check weather the CVE 20150288

@@ -92,8 +92,6 @@ X509 REGX509 to X509 REQX509 *x,

pktmp = X509_get_pubkey(3;
+ if (pktmp == NULL)
+ goto err;
I = X509 REQ set_pubkey(repktmp);
EVP_PKEY_frGektmp);

++++

pointer is NULL or not

Extract Fix Patterns Using Unsupervised

Machine Learning Algorithm (Cluster Analysis)




Challenges

Challenge 1 : Optimization

Basic Block Reordering

Instruction Reordering

Operand Changes

Inline Expansion/ Loop Unrolling

Challenge 2 : Other Fixes May Have Been Applied



o1 [o[S M Basic Block Reordering NTT O

CVEID Programl (Before Patched) Program?2 (After Patched)

call 0x81031d0 < BN _copy> call 0x81031d0 < BN_copy>

test eax,eax

setnebl
jmp 0x820338a <BN_GF2m_mod_inv+986>

test eax,eax

setnebl
jmp 0x820337a<BN_GF2m_mod_inv+970>

CVE
2015- 5
1788 \




Challenge 1

Instruction Reordering

CVEID Programl Program?2
mov  [esp+44h+var 4], eax [mov [espt44h+var 4], eaX
push esi push esi
mov ebp, [esp+4Ch+arg 4] [ mov ebp, [esp+4Ch+arg 4]
push esi push esi
CVE mov  esi, [esp+4Ch+arg 0] | mov  esi, [esp+4Ch+arg O]

cmp edi, 17h cmp edi, 17h

text;iiﬂlﬂézﬂl How exx, 44h Ltext 110090790 mow eax, 44h :

text 111071845 cal | text: 10090795 call ‘ ,

1otz o o _smritie |0 e IDA Pro

Yest: 11071851 o [esptddhtvar 41, eax ctext: 10090741 mov [esp+ddh+var_4], eax

tesct 111071855 push  ebp Ltext 110090745 push  ebp

text: 11071856 mov  ebp, [esprdShrarz_4] et 10090748 mov  ebp. Lesprddhrars 4]

fesct:11071B54 push  esi text 10090744 push  esi

text:11071E58 mov  esi, [eserdChrarz_0] ~text: 10090748 mov  esi, Lesprdlhrars (]

tesct: 1107185F mow ecx, [esi] <tesct : 100907AF push  edi ‘

tewt: 11071861 nov cax, Lesi+i] Ltext : 100907B0 mov edi, [esi+d]

text:11071B64 push  edi .text: 10090783 mov ecx, [esi]

text  T1071B65 e edi, [esitd] Ctest: 100307ER e eax, Lesi+8]

text:11071B68 fariie) edi. 17h et 110080768 Joille] edi, 17h




Programl

oF-l[Tale[s3 M Operand Changes

Program?2

CVE
2008-5023

Xor
add
mov
POp
POp
POp
POp
retn

rsp, 38h
eax,
rox

rbp

r12

rl3

Xor
add
mov
POp
POp
POp
POp

etn

rsp, 38h
eax,
rox

rbp

r12

rl3




Source code

Programl (Before)

O =1[CTale[SINM [nline Expansion/Loop Unrolling NTT O

Program2 (After)

<main>:
void my print (int n){ | push ebp <main>:
intf ("%d". n): mov ebp,esp In=>.
printf ("%d", n); h Ox1
} sub esp,0x4 push Ux
: int main 0 mov DWORD PTR [ebp-0x4],0x1 | Push 0x80484e0
Inline tne 1 push DWORD PTR [ebp -0x4] puﬁ‘»h 0;(1 . |
Expansion I =4 call 8048400 <My print > call 8048310 <_printf_chk@plt >
my_print (n); - add esp,0xc
add esp,0x4
return O; mov eax,0x0 xor eax.eax
' ret
} leave
ret
int main (1 push ebp <main>:
int I mov ebp,esp push 0x80484d0
=0 i<? i++ sub esp,0x4 push 0x1
fo.r(l "O’ <31 "){_: mov DWORD PTR [ebp-0x4],0x0 call 8048310 <_ printf_chk@plt >
Loop | printf ("HelloWorld!™); | jmp 804842b <main+0x20> push 0x80484d0
Unrolling } push 0x80484c0 push 0x1
return O call 80482e0 <printf@plt > call 8048310 < printf chk@plt >
’ add esp,0x4 push 0x80484d0
} add DWORD PTR [ebp -0x4],0x1 push 0x1

cmp DWORD PTR [ebp-0x4],0x2
jle 804841a <main+0xf>

call 8048310 <_ printf_chk@plt >




Challenge 2

Other fixes may have been applied

Bug Fixes
Refactoring
Feature Updates



Experiment Overview

Dataset
Target Software: OpenSSL 1.0.1
Collected 62 Security Fixes

Cluster Analysis
Hierarchical Clustering Algorithm

Extract security fix patterns which could be used
to support the semi -automated patch diffing



Data Collection Method [1/3] O

OpenSSL 1.0.1dit / 4675a56 (openssl 1.0.1 stable)

Analyze Commit Log & Diff the source code &
Release note* Identify the patched part (Function)

CI\[/)E Type Hash value

@@ -260,7 +265,11 @@int BN_dec2bn(BIGNUM **n, const char *a)
Before d36e0ee460f41d6b64015 a++:

CVE Patched 455c4f5414a319865¢3 }
2012-

2110 After 8d55050099973a06781b7 »

Patched | e0esb65861859a7d994 for (i = 0; isdigit((unsigned chanaf]); i++) ;

+ for (1=0;i<=(INT_MAX/4) && isdigit((unsigned char)af]); i++)
Before 151adf2e5cc23284a059e0 + continue;
CVE Patched f155505006a1c9fad9 +
2016- e
6304 After 2c0d295e26306e15a92¢eb o (I > INT_MAXM)

Patched 23a84a1802005¢1c137

¥

Compile/Disassemble before & after patched source code

*OpenSSL 1.0.1 Series Release Notes
https://web.archive.org/web/20170208161711/https://www.openssl.org/news/openss| -1.0.1-notes.html



https://web.archive.org/web/20170208161711/https:/www.openssl.org/news/openssl-1.0.1-notes.html

Data Collection Method [2/3] O

Feature Extraction Method

Before _
Patched Increased Before After Normalized # of occurrences
Instructions Normalization  Normalization Instructions  (each instruction)
push
mov
sub mov mov trans trans trans: 2
jmp mov mov trans trans cmp: 2
cmp cmp cmp cmp jump: 3
Jne jne jump jump stack:2
After » test test » cmp cmp lea: 1
Patched : ; . . .
J€ J€ jump jump
push push push stack stack
mov Jjmp Jmp jump jump
sub lea lea lea lea
+ mov
(0] 0
+ mov p p p p StaCk Stack
jmp

Count the number of

Extract the increased Normalize the oceurrences of each

instructions Instructions normalized instruction



Data Collection Method [3/3] O

Opcode (Instruction) Normalization
Summarized and expressed the instructions that fall into similar
categories by one (normalized) instruction
e.g.) Branch instruction suchas jns,jlejne,jge ar e nor mal i zed a
Normalized the instructions  which appeared in the security fixes  (Function)

Normalized

Instruction Type of Instruction Target Instuctions
jump Branch jns, jle, jne, jge, jae, jmp, js, jl, je,|g, ja, b, jbe
trans Data Transfer MOovXz, mov, movsx, xchg, cdq
ctrans Conditional Data Transfer |cmovge, cmovae, cmovs, cmovns, cmove, cmovne
stack StackManipulation push,pop
logical Logical Operation and, xor, or, not
arith Arithmetic Operation sub, add, imul, neg, adc
nop No Operation nop
bop Bit/Byte Operation bt, setne, sete
shift Shift Operation shr, shl, sar
func Function Operation call, ret
str String Operation repz *
cmp Comparison test, cmp
lea Address Computation lea




Cluster Analysis [1/2] O

Divides data into groups that are meaningful/useful

Before Clustering After Clustering




Cluster Analysis [2/2] O

Divides data into groups that are meaningful/useful

Hierarchical Clustering Algorithm

U Produce a classification in which small clustersof very similar data points
are nested within larger clusters of less closelyrelated data points*

A e.g.) Agglomerative Hierarchical Clustering

Non -Hierarchical Clustering Algorithm

5

U Generates a classification by partitioning dataset*

A e.g.) kmeans Clustering

*Hierarchical and non -Hierarchical Clustering
https ://www.daylight.com/meetings/mug96/barnard/E -MUG95.html|



https://www.daylight.com/meetings/mug96/barnard/E-MUG95.html

Cluster Analysis [2/2] O

Divides data into groups that are meaningful/useful

Hierarchical Clustering Algorithm

U Produce a classification in which small clustersof very similar data points
are nested within larger clusters of less closelyrelated data points*

A e.g.) Agglomerative Hierarchical Clustering

Cluster A
Cluster B

d(A,B) = E(AB) 3 E(P)3 E(Q) & la - bll; = \fz( ~b,)?

*Hierarchical and non -Hierarchical Clustering
https ://www.daylight.com/meetings/mug96/barnard/E -MUG95.html|



https://www.daylight.com/meetings/mug96/barnard/E-MUG95.html

CWE [1/2]

CWE (Common Weakness Enumeration)

List of Software Weakness Types
Gives a unique identifier (CWE -ID) to each types
e.g, CWE-120:Buffer Copy without Checking Size of Input
Latest Version:3.4 / Total 808 Weaknesses.

Used as a label
for each data

https://cwe.mitre.org/data/definitions/120.html

Common Weakness Enumeration Classic Buffer Over flow
~ A Community-Developed List of Software Wealmess Tvpes

Home > CWE List > CWE- Individual Dictionary Definition (3.3)

CWE-120: Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')

Weakness ID: 120
Abstraction: Base
Structure: Simple

Presentation Filter: | Basic v |

¥ Description
The program copies an input buffer to an output buffer without verifying that the size of the input buffer is less than the size of the outpy
¥ Extended Description

A buffer overflow condition exists when a program attempts to put more data in a buffer than it can hold, or when a program attempts tqg
error, and the most common cause of buffer overflows, is the "classic" case in which the program copies the buffer without restricting ho
suggests that the programmer is not considering even the most basic of security protections.

¥ Relationships



https://cwe.mitre.org/data/definitions/120.html

CWE [2/2]

CWE organizes a wide variety of

weakness types in a hierarchical

structure

uffer Copy without Checking Size of Input (‘Classic Buffer Overflow’) ‘ b

\ﬂ\-| 943~ Improper Neutralzaion of Special Elements in Data Cuery|
\
\

23

Wirite-what-whese Condiion ‘

\
\-| 99 Improper Conirol of Resource Identifiers (Resource Infecti

30 -

\b ‘ 785 Use of Path Manipulation Function without Maximum-sized|

Imgroper Handiing of Length Parameter Inconsisiency |

_— | 124- Bufer Underwrite (‘Buffer Underfiow’)

8

Access of Memory Location Before Start

| 127- Bufier Under-read

|
U The weakness types at higher

levels in the structure gives a more %
abstract and broader concept* / /i

119 - improper Restriction of Operations within
Buffer

‘ 87 -

Out-of-bounds Write

‘ 121- Stack-based Buffer Overflow

of Bufier
Acoess of Memory Location After End of Bufier
Value

Buffer Access with Incorrect Length

6
88
805

82

2
3

B
1
1
126+ r Over-
822 Untrusted Pointer Dereference ‘
| 806 - Buffer Access Using Size of Source Buffer

5 - Out-of-bounds Read

|

NN

[Parent] CWE-119 -> [Child] CWE -120 &
|

|

Use of Out-of-range Pointer Offset ‘

U Structure Types
A Development Concepts
A Research Concepts
A Architectural Concepts

*CWE Overview, IPA
https:// www.ipa.go.jp/security/english/vuln/CWE_en.html



https://www.ipa.go.jp/security/english/vuln/CWE_en.html

CWE [2/2] O

CWE organizes a wide variety of
weakness types in a hierarchical structure

‘ 120 - Buffer Copy without Checking Size of Input ('Classic Buffer Overflow) \

\'\-| 943~ Improper Neutralizaion of Special Elements in Data Query|
123~ Wirite-what-whese Condiion ‘ “\\

‘ \L| 98- Improper Control of Resource Identifiers (Resource Injecti

15 |
. . \u‘ 785 Use of Path Manipulation Funciion without Maximum-<ized|

levels in the structure gives a more e e B
/
786- Access of ry Location Before Start of Bufier
119-  Impn he Bounds of a Memory w0 Out-of-bounds Wiits
I

U The weakness types at higher
_/_.| 4. BulerUndonis (Bflr Undeton]
abstract and broader concept*

\>‘ 127 - Bufier Under-read

> ‘ 121- Stack-based Buffer Overflow

‘ 122- Heap-based Buffer Overflow

\ | 126- Buifer Over-read
| 806 - Buffer Access Using Size of Source Buffer

[Parent] CWE -119 -> [Child] CWE -120

U Structure Types CWE-ID
A
A Research Concepts
A Architectural Concepts

Description

CWE 17 Code

CWE19 Data ProcessingError
CWE-254 | Security Features

CWE361 | Time and State

CWE-398 | Indicator of Poor Code Quality

*CWE Overview, IPA CWE-399 | ResourceManagement Errors
https:// www.ipa.go.jp/security/english/vuln/CWE_en.html|



https://www.ipa.go.jp/security/english/vuln/CWE_en.html
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Details of the Cluster 1 o

Most of the labels are CWE -19 (Data Processing Error)

CWEID

CVEID

Feature Vectors

CWE19
CWE19
CWE19

CWE19

CWE-398

CVE2016-6306
CVE2016-0797
CVE2015-0206

CVE2014-3508

CVE2014-5139

(Normalized Instruction K # of Occurrences)
jump: 9, trans: 7, cmp: 6, lea:4, arith: 3, func: 1
jump: 7, lea:4, cmp: 4, trans: 2, arith: 2
jump: 7, trans: 5, func: 4, stack:4, cmp: 4, arith: 2, lea: 1

jump: 9, trans: 5, cmp: 5, stack:4, nop: 3, lea: 2, arith: 2,
bop: 1, func: 1

jump: 7, stack:4, cmp: 3, logical: 2, trans: 2, nop: 2,
func'. 1

V  Most of the vulnerabilities in this cluster are related to the memory or value
manipulation error, which was not initially expected by developers
A e.g.) Out-of-bounds read, info-leak, integer overflow)
V A certain number of Comparison/Branch/Arithmetic Operation instructions exist




CVE2016-0797 O

Integer Overflow Vulnerability

Patched Part of CVE-2016-0797
@@-190,11 +189,7 @@int BN _hex2bn (BIGNUM **bn,

}
+ for (1=0;1<=(INT_MAX/4) &&
Isxdigit((unsigned char)aj]); i++)
continue;

If (i > |NT_|\/|AX/4) Will be used in bn_expand (ret, i*4)
goto err;
- for (1 = 0O; isxdigit((unsigned char)al]); i++) ;

+ + + +

Added a check to confirm the
Integer value Is under the expected upper limit



Details of the Cluster 2 O

Most of the labels are CWE -254 (Security Features)

CWEID

CVEID

Feature Vectors:

CWE254
CWE254
CWE254
CWE254
CWE254
CWE19

CVE2015-1793
CVE2014-3567
CVE2014-3470
CVE2015-0205
CVE2014-0224
CVE2014-0195

(Normalized Instruction K # of Occurrences)
trans: 4, jump: 3, ctrans:1, nop: 1, func: 1
trans: 4, jump: 2, func: 1
trans: 4, jump: 2, nop: 2, lea:1, func: 1, cmp: 1
trans: 5, func: 1
trans: 5, jump: 3, logical: 2, cmp: 1
trans: 6, jump: 3, cmp: 1

V Most of the security fixes for the vulnerabilities in this cluster contain some sort
of error handling function
V A certain number of Data Transfer/Branch/Function related instructions exist




CVE2014-3470 O

NULL Pointer Dereference

Patched Part of CVE-2014-3470

@@ -2512,13 +2512,6 @@int ssI3_send_client_key exchange
int field_size= 0;

+ if (s>session->sess_cert== NULL)
+ {
+ ssl3_send_alert(s,SSL3_AL FATAL,
SSL_AD UNEXPECTED_MESSAGE);

4 SSLer(SSL_F SSL3_SEND CLIENT KEY EXCHANGE,
SSL_R_UNEXPECTED MESSAGE):

+ goto err;

+ 1

Added two error handling function + exit the function



Discussions

We count the number of

Why OnIV Two CIUSterS? occurrences of normalized instructions

Some vulnerabilities are found in multiple functions
Similar functions contain same vulnerability

How to Improve
Include other features such as function name?

Collect more security fixes
Use vulnerability corpus generation tools? (e.g, LAVA)

Use other machine learning techniques

For Semi-Automated Patch -Diffing IS

Calculate the similarity between the extracted security fix patterns
(instructions) and the difference (increased instructions) found by the
patch diffing

*LAVA Large scale Automated Vulnerability Addition
https ://www.andreamambretti.com/files/papers/oakland2016 lava.pdf



https://www.andreamambretti.com/files/papers/oakland2016_lava.pdf

PART 2

Classifying Security Fixes and Other Fixes




Classifying Security Fixes and Other Fixes O

Dataset
OpenSSL 1.0.162 Security Fixes /377 Other fixes)

Classification Method

Supervised Linear Classifier

Soft Margin Support Vector Machine (SVM)
Kernel: RBF (C=10, = 0) 001

Experiment
Used 62 Security Fixes and62 Other fixes (Random sampling)

Conducted 10-fold Cross-Validation 3 times
Perform random sampling for each cross-validation

Environment
OS: Ubuntu 14.04, Compiler:gcc 5.4.0




Support Vector Machine (SVM) ™ ©

Method used for classification (+regression) tasks




Result

NTT (O)

Type of Fix Dataset 1‘ Dataset 2 ‘ Dataset 3  Average

Accuracy 0.62 0.54 0.54 0.56
o Security Fix | 0.70 0.57 0.57 0.61

Precision
Other 0.59 0.54 0.54 0.55
Security Fix | 0.42 0.49 0.42 0.41

Recall

Other 0.82 0.71 0.68 0.73
Security Fix| 0.53 0.46 0.44 0.47

FScore
Other 0.68 0.61 0.63 0.64




Summary of Result

5

summary 45

x Overall Accuracy : 56% (average)

x Security Fixes: Precision 61% / Recall 41 % (average)
x Other Fixes: Precision 55% / Recall /3% (average)

Discussions

X Use other metrics? (e.g.,Cyclomatic complexity)

Accuracy | Ratio of the number of correctly labeled fixes to the number of all fixes in the dataset
. Ratio of the number of correctly labeled security fixes to the number of all fixes
Precision . : : ’
| abel ed as oOsecurity fixo by the progr
Ratio of the number of correctly labeled security fixes to the number of all security
Recall S
fixes in the dataset
FScore Harmonic mean of the Precision and Recall




Summary & Conclusion

Al Patch diffing is still a difficult task because it requires
a deep knowledge and experience

A Extracted security fix patterns which could be used
to support the semi -automated patch diffing

AH Conducted an experiment to see if it is possible to
distinguish between security fixes and other fixes

Provided insights for future research
related to the semi -automated patch diffing
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. Other Research (1)

Asuka Nakajima , Takuya Watanabe Eitaro Shioji, Mitsuaki Akiyama, and

Maverick Woo “A Pilot Study on Consumer 10T Device Vulnerability
Disclosure and Patch Release in Japan andthe United St at es”
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1-Day Risk: Unsynchronized Patch Release (Geographical Arbitrage)

Example: CVE-2017-7852

DCS932L RevA DCS932L RevA
2015/Nov/18 2016/Jul/19 = i
.
(G J

®I—I—|—>

Patch Release
Timeline 244YDayS

Vendor: D-Link, Product: Network Camera

Revealed Significant 1-Day Risk Related to loT
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Other Activities (Female InfoSec Community)

CTEF for GIRLS: http://girls.seccon.jp  (Twitter:@ctf4q)

Asuka Nakajima , SuheeK a n g , H a Wanlen iryY &eaurity: 0O
Building a Female InfoSec Community in Korea, Japan, andaiwano ,
BlackHatUSA2019

5

Women -Only CTF Workshop Talk about Asian Female InfoSec Community

=4 2005

blgt’:[_( hat

Women in Security

Building a Female InfoSec Community
in Korea, Japan, and Taiwan

Suhee Kang, Asuka Nakajima, Hazel Yen



http://girls.seccon.jp/

Questions?

E-mail: asuka.nakajima.db@hco.ntt.co.jp
Twitter : @AsuNa_jp



