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About the speaker
Christopher Elisan, Director of Intelligence at Flashpoint, 
is a seasoned Reverse Engineer, Malware Researcher 
and published Author. He speaks at conferences 
around the world and frequently provides expert 
opinion about malware, botnets and advanced 
persistent threats for leading industry and mainstream 
publications. Elisan’s published works include Hacking 
Exposed: Malware and Rootkits, 2 ed.

Elisan is also involved in Flashpoint’s Threat Readiness & 
Response (TR2) subscription, which helps companies 
prepare for, as well as quickly assess and respond to a 
ransomware or cyber extortion attack.
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OPPORTUNISTIC TTPs
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GandCrab Ransom Note
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GandCrab Desktop Wallpaper
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GandCrab Payment Site
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GandCrab Panel



TARGETED TTPs
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Ryuk Builder
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Ryuk Ransom Note
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Ryuk Process Killer
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Ryuk Stopping Services
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Ryuk Shadow Copy Deletion



■ Organizations with deadline-driven business models, such as 
manufacturers and publishers. Any sort of operational disruption 
can result in exorbitant revenue losses for these organizations, so in 
the event of a ransomware attack, they are highly incentivized to 
restore operations as quickly as possible—even if that means paying 
the ransom. 

■ Organizations that provide critical services or infrastructure, such as 
healthcare, transportation, and utilities. Similar to those with 
deadline-driven business models, these organizations can face 
devastating consequences due to operational disruption and tend to 
be more incentivized to pay a ransom.
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Likely Targets



■ Fewer victims to manage
■ Bigger payday
■ Discrete communication
■ Less likely to have the attack campaign exposed
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Why the Shift?
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Notable Differences

OPPORTUNISTIC TARGETED

Infection Vectors Spam, Watering hole Spear Phishing, RDP, 
Vulnerability, Stolen Creds, 
Partner Compromise

Ransomware Behavior Targets user services, 
protection services

Targeting Server software

Ransom Comms TOR site Email

Ransom $ Up to $3000 Upwards to millions of $
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Threat Actors’ Mitigation Suggestion



■ Regular, organized backups, separate from network

■ Dual-factor authentication

■ Encryption of sensitive data

■ RDP access facing the Internet- disable or patch

■ Email and Social Media security/training

■ Ransomware prevention tools designed to monitor files and folders for changes and 
stop encryption processes

○ RansomFree
○ Bitdefender's Anti-Ransomware Tool
○ Cryptostalker

■ CryptoSearch, a tool that automates the process for finding files encrypted by 
ransomware. This allows for the storing of encrypted files until a decryption solution 
is available. 
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Protection & Mitigation
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QUESTIONS?

Images are from SouthPark



THANK YOU!


