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▪ Role of security in CARs

▪ Briefing of CAN bus

▪ Attack vectors

▪ Introduction of Anomaly detection system ( ADS )

▪ Why ADS could be the best solution for CAN network attacks ?

▪ ADS working principle

▪ Basic attack demo for ADS

4

Agenda



▪ Now a days car are connected to internet which lead to risk of remote attack

▪ Safety risk : e.g. Compromise brake ECU

▪ Privacy risk: e.g. driver information

▪ Brand image.

▪ etc
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▪ Controller Area Network

▪ Modern vehicles are full of little embedded systems and electronic control units 
(ECUs) that  can communicate using the CAN protocol.

▪ Runs on Two wires

▪ CANH

▪ CANL

▪ CAN uses differential signaling

▪ It supports OBD-2
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▪ DOS 

▪ Firehose 

▪ Packet payload modification

▪ Packet replay

▪ Right after / Before attack
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▪ Anomaly-based IDS observes a real-time system’s activities and compare it against 
a normal behavior that has been recorded into a profile. Whenever the deviation 
from normal profile behavior reaches a certain threshold, it will raise the alarm
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▪ Easy to adopt to existing CAN network

▪ Low cost

▪ Other solutions need many changes in CAN network, which lead to ECU 
modification

▪ Changing ECU system /software is time consuming for automotive sector due to 
many compliances. 
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▪ Frequency

▪ Filtering messages 

▪ Sequence of IDs

▪ Machine Learning 

▪ etc
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Learning
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Thank you
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