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What is a Local Hacking?

« Attacks that can be done
— after breaking into local PC
— with or without administrator privileges
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How to escalate privileges
to administrator in latest Windows”
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It all started...
When I execute the CompMgmtLauncher

Q¥ Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-2JREPGP\saoyama)

File Options View Process Find DLL Users Help
d| @ =8 08| x| ae | | ! Il

~

A

Process ‘ CPU Private ... Working ... PID Description Company Name Integrity

maudiodg.exe 5,972 K 8,756 K 4000Windows Audio Device Gr... Microsoft Corporation System
~ CompMgmtLauncher.exe 2,592 K 17,056 K 4136 Computer Management S... Microsoft Corporation

W csrss.exe 1,364 K 5,324 K 360Client Server Runtime Pr... Microsoft Corporation System
mcsrss.exe 0.25 1,696 K 11,392 K 4424 Client Server Runtime Pr... Microsoft Corporation System o

A~

Name Description Company Na..—Path ~
ShellExtensionX64.dl| C:¥Program Files¥WinMerge¥ ShellExtensionX64.dll
BAFUBYSE-DHO3—4FOE... C¥ProgramData¥Microsort¥Windows¥Caches¥{6 AF0698E-D5...
{DDF571F2-BE98-426D... C:¥ProgramData¥Microsoft¥Windows¥Caches¥{DDF571F2-B...
cversions.2.db C:¥ProgramData¥Microsoft¥Windows¥Caches¥cversions.2.db
cversions.2.db C:¥ProgramData¥Microsoft¥Windows¥Caches¥cversions.2.db
{AFBF9F1A-8EE8-4C717... C:¥Users¥saoyama¥AppData¥Local¥Microsoft¥Windows¥Cac...
StaticCache.dat C:¥Windows¥Fonts¥StaticCache.dat

SortDefault.nls C:¥Windows¥Globalization¥Sorting¥SortDefault.nls

CPU Usage: 3.43%  Commit Charge: 25.12% Processes: 51 Physical Usage: 38.71%
[\ / } {




CompMgmtLauncher.exe

— does not display the UAC screen
— executes with administrator privileges
— loads 3rd Party dll (in Program Files Folder)

What processes can access programmer's folder?
— Explorer.exe?

"

& ‘~\ \
\\ ! i v %,
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So...

I checked the Explorer

Q¥ Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-2JREPGP\saoyama)

File Options View Process Find DLL Users Help
d @ =268 08 F X &6 |,

~

Process
explorer.exe

i'Interrupts

" |sass.exe

i'Memory Compression

0.29

CPU Private ... Working ...
0.07 36,064 K 108,288 K 4720 Windows Explorer

0K
14,376 K 532Local Security Authority ...
2480 K 1712

0K
4920 K
76 K

PID Description Company Name

Microsoft Corporation Medium

n/aHardware Interrupts and ...
Microsoft Corporation System
System

Integrity

Name Description
cversions.2.db

FileSyncShell64.dll IMicrosoft OneDrive...

LoggingPlattorm... Logging Platform
msvep120.dll
msvecr120.dIl
{3DA71D5A-20C...
{AFBF9F1A-8EE...

Microsoft® C Runti...
Microsoft® C Runti...

Company Na...

Microsoft Co..

Path

C:¥ProgramData¥Microsoft¥Windows¥Caches¥cversions.2.db

s aovamaxAnnl)ats acal¥Microsoft¥OneDrive 5383

C:¥Users¥saoyama¥AppData¥Local¥Microsoft¥OneDrive¥17.3.638..

Microsoft Co...
Microsoft Co...
Microsoft Co...

C:¥Users¥saoyama¥AppData¥Local¥Microsort¥OneDrive¥1/.3.600...
C:¥Users¥saoyama¥AppData¥Local¥Microsoft¥OneDrive¥17.3.638...
C:¥Users¥saoyama¥AppData¥Local¥Microsoft¥OneDrive¥17.3.638...

C:¥Users¥saoyama¥AppData¥Local¥Microsoft¥Windows¥Caches¥|...
C:¥Users¥saovama¥AppData¥l ocal¥Microsoft¥Windows¥Caches¥...

CPU Usage: 5.96%  Commit Charge: 24.35% Processes: 49 Physical Usage: 37.91%

O



Which means...
I found a way to get administrator privileges

OneDrlve Cload m Microsoft

— malware malware —— malware malware




Basic Concept
Replace the correct dll with malicious one

]

Malicious DLL

EXE ] Malicious DLL ] DLL
[ T J—’HF““—ACL;;;;;_;@ """" J—"L prune Az oo ]




What functions the dll has
I used the dumpbin command

File Type: DLL

00000000 characteristics
FFFFFFFF time date stamp
0.00 version
1 ordinal base
5 number of functions
5 number of names

(]

ordinal hint RYA name

0 0000BSEC D
1 00006620 D
2 00006780 D
3 00006860 D
4 00003740 T

Ol QOO —

Summary

4000 .data
8000 .pdata
3Mﬂq .rdata

.reloc

/ 0 .rsrc
77000 .text

C:¥Program Files (x88)¥Microsoft Yisual Studi

Section contains the following exports for A

File Type: DLL
Section contains the following exports for

00000000 characteristics
FFFFFFFE time date stamp
0.00 version
1 ordinal base
4 number of functions

Summary

3000 .data

2000 .pdata
D000 . rdata
1000 .reloc
DO00 . rsrc
15000 .text

ordinal hint RYA name
1 0 0000677¢ DI |CanUnloadNow
2 1 00006784 DI |GetClassObject
3 2 00006854 DI |RegisterServer
4 3 0000636¢ DI IUnregisterServer

Shel |Extensioni64.0LL

C:¥Program Files (x86)¥Microsoft Visual Studio¥2017¥Enterpriserg




The four functions API
Describe on Microsoft web site.

HRESULT DllICanUnloadNow(void);

HRESULT DllGetClassObject(REFCLSID rclsid, REFIID riid, LPVOID
*pPpv);

HRESULT DIlIRegisterServer(void);

HRESULT DllUnregisterServer (void);

\’\"% \;. 4l

https://docs.microsoft.com/en-us/windows/desktop ."T



https://docs.microsoft.com/en-us/windows/desktop/api/_com/

Yo
Only need to implement four functions




To realize concept

the implementation necessary

1. Load the correct DLL and get its handle
hModule = LoadLibraryEx(IpLibFileName, hFile, dwFlags);

2. Get address of each function using handle
Address = GetProcAddress(hModule, IpProcName);

3. When called from EXE, call the corresponding

function with the correct arguments
return Address(argl, arg2, ---); et




Source Code
It does not contain malicious code

#include <Shobjidl.h>

typedef HRESULT(__stdcall *CUN)(void);

typedef HRESULT(__stdcall *GCO)(REFCLSID rclsid, REFIID riid, LPVOID *ppv);
typedef HRESULT(_ stdcall *RS)(void);

typedef HRESULT(__stdcall *US)(void);

CUN CanUnloadNow;

GCO GetClassObject;

RS RegisterServer;

US UnregisterServer;

BOOL APIENTRY DIIMain(HMODULE hModule, DWORD ul_reason_for_call, LPVOID IpReserved)
{

if (DLL_PROCESS_ATTACH == ul_reason_for_call) {
WCHAR dII[MAX_PATH + 11 = {0 };
GetModuleFileName(hModule, dll, MAX_PATH);
wcscat(dll, L"_");
HINSTANCE hDllInstance = :LoadLibraryEx(dll, NULL, LOAD_WITH_ALTERED_SEARCH_PATH);
CanUnloadNow = (CUN)GetProcAddress(hDllinstance, "DllICanUnloadNow");
GetClassObject = (GCO)GetProcAddress(hDllInstance, "DIlGetClassObject");
RegisterServer = (RS)GetProcAddress(hDllIinstance, "DIIRegisterServer");
UnregisterServer = (US)GetProcAddress(hDllIinstance, "DllUnregisterServer");
}
return TRUE;
}
STDAPI DlICanUnloadNow(void) { return CanUnloadNow(); }
STDAPI DIIGetClassObject(REFCLSID rclsid, REFIID riid, LPVOID *ppv) { return GetClassObject(rclsid, riid, ppv); }
STDAPI DIIRegisterServer(void) { return RegisterServer(); }
STDAPI DllUnregisterServer(void) { return UnregisterServer(); }




Demonstration video 1



https://youtu.be/31u9XWA2f5Y

Mechanism

User executes malicious program

File

Malicious.dll

s = Em mm Em o = = -

Process

Medium Integrity Level

Malicious. bat




Mechanism

Malicious program rep

o T mm mm

Process

Medium Integrity Level

Malicious. bat

e e - e = -

aces correct dll with itself

-

Any Folder

™ Malicious.dll
%UserProfile®\.. \OneDrive
FlleSyncSheII64 dll
F|IeSyncSheII64 dil_

’————————~
-

-

’————————~
\————————




Mechanism

Explorer loads malicious d

Any Folder

Malicious.bat

om Tm mm mm Em Em o = =

%UserProfile%)\...\OneDrive

™ FileSyncShell64.dll

=3 FileSyncShell64.dIl_

o mm o ———

B

Process

Medium Integrity Level

FileSyncShell64.dll




Mechanism

Malicious program rep

o T mm mm

Process

Medium Integrity Level

UAC
bypass
;

FileSyncShellc4.dll

aces correct dll with itse

o =y,

m o

e

~

~

______________________ ~

%UserProfile%)\...\OneDrive

= FileSyncShell64.dll
=  FileSync '
Need

—-—— e o = -

administrator

c:\Program F@:s\WinMerge

'm | ShellExtensionX64.dll

ShellExtensionX64.dll

e = e = -

i B
—

privileges




Mechanism
Malicious program executes CompMgmtLauncher

Process
s TTTTETEEEEETEEEEEEE ST \\ \
\ System Integrity Level / [ |
D T e T e e e B S e T T e e T e S o e P I I
P < | |
: : \ [ [
\ High Integrity Level ! b A
T e T e T e e B e S e Y e e e S e S e S e P 1 1
______________________ |
Medium Integrity Level \ I

c:\Program Files\WinMerge

FileSyncShell64.dll ™  ShellExtensionX64.dll

o T mm mm
e

Explorer.exe

m o

I

e = e = -

== ShellExtensionX64.dll_

7

r
I'4
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
\

\_
4
/
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
\



Mechanism
Malicious program gets administrative privileges

. ( Need
File Process administrator

privileges

%UserProfile%)\...\OneDrive

.ﬁ FileSyncShellc4.dll

o W o mm om— owy,

Medium Integrity Level

Explorer.exe

FileSyncShell64.dll

L e —

e
\U
-
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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|
|
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Bug Bounty Program

Microsoft Bug Bounty Program

Microsoft strongly believes close partnerships with researchers make customers more secure. Security researchers
play an integral role in the ecosystem by discovering vulnerabilities missed in the software development process.
Each year we partner together to better protect billions of customers worldwide.

The Microsoft Bug Bounty Program is designed to supplement and encourage research in certain technologies to
better protect our customers and the broader ecosystem. Through targeted and ongoing bounty programs, we
reward researchers for submitting their findings to one of our eligible bounty programs and for partnering with us
through Coordinated Vulnerability Disclosure. If you are a security researcher that has found a vulnerability in a
Microsoft product, service, or device we want to hear from you. If it is within scope of a bounty program you can
receive bounty award according to the program descriptions. Even if it is not covered under an existing bounty
program, we will publicly acknowledge your contributions when we fix the vulnerability. Both categories of
submission are counted in our annual Top 100 Researcher leaderboard.

Click here to submit a security vulnerability



https://www.microsoft.com/en-us/msrc/bounty?rtc=1

I submitted a vulnerability report
MSRC said---

R

e 3 *



MSRC said:---
can pay the reward

Thank you for contacting the Microsoft Security Response Center (MSRC). Upon inves®s
determined that|this does not meet the bar for security servicing ps binary planting in the appllcatlo.
directory would already indicate the user is compromised.

For an in-depth discussion of what constitutes a product vulnerability please see the following:

"Definition of a Security Vulnerability"
<https://technet.microsoft.com/library/cc751383.aspx>

Again, we appreciate your report.

Regards,




However:--

T

om = - —

ﬁ FileSyncShellc4.dll

oo = mm mm m——

c:\Program Files\WinMerge

ShellExtensionX64.dll

o - ——

NIS iIssue has been fixedr

» Microsoft stealthy fixed!! jg

rruLes>

D "\
I High Integrity Level |
| |
! CompMgmtLauncher.exe :
| |
| |
! ShellExtensionX64.dll ;
\ /

N o o o o e o o o e e e e e e e e e e e 7’

- = oy,
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Medium Integrity Level

Explorer.exe

FileSyncShell64.dll




Attacks that can be done

 after breaking into local PC
« with or without administrator privileges

2 The Local Hacking



An Inconvenient Truth:
Evading the Ransomware Protection in Windows10

» Basic Concept
Y |+ Detail

An Inconvenient

Evading the Ransomware Protectio',, A
in Windows 10 |




I noticed ...

Process

PowerSell.exe

Allowed Apps

Explorer.exe

cmd.exe

o T Em o Em m E—————

L R ———

File

c:\windows\system32

Protected Folders

%UserProfile%\Documents




It all started
Why does Explorer load OneDrive dll?

Q¥ Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-2JREPGP\saoyama)
File Options View Process Find DLL Users Help
ARERERIEET T e | | I I |
Process ) CPU Private ... Working ... PID Description Company Name Integrity
—- explorer.exe 0.07 36,064 K 108,288 K 4720Windows Explorer Microsoft Corporation Medium
i Interrupts 0.29 0K 0 K n/aHardware Interrupts and ...
" |sass.exe 4920 K 14,376 K 532Local Security Authority ... Microsoft Corporation System

i'Memory Compression 76 K 2480 K 1712 System

Name Description Company Na... Path
cversions.2.db C: ¥ProgramData¥M|crosoft¥W|ndows¥Caches¥cversnons 2.db

‘. lametr) a ) ~ilaah= AI.. = a ~ \‘ ) alm ..‘. = a :

FileSyncShell64.dll IMicrosoft OneDrive... Microsoft Co.. C: ¥Users¥saoyama¥AppData¥LocaI¥M|crosoft¥0neDr|ve¥1 7.3.638..
ogging Platform Microsoft Co... C¥Users¥saoyama¥AppData¥LocalMicrosort¥UneDrve¥ T 7.3.635..
msvep120.dll Microsoft® C Runti... Microsoft Co... C:¥Users¥saoyama¥AppData¥Local¥Microsoft¥OneDrive¥17.3.638...
msver120.dll Microsoft® C Runti... Microsoft Co... C:¥Users¥saoyama¥AppData¥Local¥Microsoft¥OneDrive¥17.3.638...
{3DA71D5A-20C... C:¥Users¥saoyama¥AppData¥Local¥Microsoft¥Windows¥Caches¥|...

{AFBF9F1A-8EE... C:¥Users¥saovama¥AppData¥Local¥Microsoft¥Windows¥Caches¥...

CPU Usage: 5.96%  Commit Charge: 24.35% Processes: 49 Physical Usage: 37.91%
[\ / } {




I searched in the registry
It was found in HKEY_CLASSES_ROOT

[ Registry Editor

File Edit View Favorites Help
(CAE80521-F685-11d1-AF32-00C04FA31B90} A || Name Type Data
{CAEC7D4F-0B02-3579-943F-821738EE78CC} Lab|(Default) REG_SZ | C:\Users\saoyama\AppData\Local\Microsoft\OneDrive\17.3.6381.0405\amd64\FileSyncShell64.dll
{cafa653b-f9de-4be7-9762-3309e612690d} ab|ThreadingModel REG_SZ ~ Apartment
{CBOFC8E5-686A-478B-A252-FDECF8E167B7}
{CB17E772-E1CC-4633-8450-5617AF577905}
{CB18B8D1-12E4-4AFD-886E-94AEFE1C70D5}
{CB1DFE3A-EDFF-4d1f-867D-8ADB02926FA4B}
{cb25220c-76¢7-4fee-842b-f3383cd022bc}
{CB2F6723-AB3A-11d2-9C40-00C04FA30A3E}
{CB35832D-0C2C-41A9-84E1-A7CD1E0C6254}
{CB378271-9E64-4EE1-ABF2-A5EC8512F352}
{CB39A782-E5E4-11D1-8CCO-00C04FC3261D}
{CB3DOF55-BC2C-4C1A-85ED-23ED75B5106B}
InprocServer32
{CB46E850-FC2F-11D2-B126-00805FC73204}
{CB6E2BI0-25FA-4F08-B46C-696F5A2B6CAS} v
< > <

Computer\HKEY_CLASSES_ROOTYCLSID\{CB3DOF55-BC2C-4C1A-85ED-23ED75B5106B\InprocServer32




What HKEY_CLASSES ROOT?
HKCR is that merges HKLM with HKCU

= Microsoft Downloads  Samples Suppert Dashboard

Search O

Docs / Windows / Windows System Information Registry About th stry / Predefined Key Merged View of HKEY_CLASSES_ROOT |&> Share  30- Theme

Merged Vlew of HKEY_CLASSES_ ROOT

Sign in

minutes to read « Contributors 3 @

The RegOpenUserClassesRoot function provides a merged view for processes, such as services, that are dealing with clients other than the interactive user. In this case, the

HKEY_CLASSES_ROOT key provides a view of the registry that merges the information from HKEY_LOCAL_MACHINE\Software\Classes with the information from
HKEY_CURRENT_USER\Software\Classes.

The system uses the following rules to merge information from the two sources:

e The merged view includes all subkeys of the HKEY_CURRENT_USER\Software\Classes key.

e The merged view includes all immediate subkeys of the HKEY_LOCAL_MACHINE\Software\Classes key that do not duplicate the subkeys of
HKEY_CURRENT_USER\Software\Classes.

e At the end of this topic is a list of subkeys that are found in both HKEY_LOCAL_MACHINE\Software\Classes and HKEY_CURRENT_USER\Software\Classes. The

immediate subkeys of these keys from the HKEY_LOCAL_MACHINE tree are included in the merged view only if they are not duplicates of immediate subkeys from the
HKEY_CURRENT_USER tree. The merged view does not include the HKEY_LOCAL_MACHINE contents of duplicate subkeys.



https://docs.microsoft.com/en-us/windows/desktop/sysinfo/merged-view-of-hkey-classes-root

Which dll meets the requirements?
I found it

LY Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-2JREPGP\saoyama]

ol Id
CPU Private... Working... PID Description Company Name Integrity

v

File Options View Process Find DLL Users Help
8|5 x 8@ |

File Edit View Favorites Help
v {90AA3A4E-1CBA-4233-B8BB-535773D48449} A
InProcServer32

B Registry Editor
File Edit View Favorites Help
{7TAFDFDDB-F914-11E4-8377-6C3BE50D980C} A || Name Type Data

{82CA8DE3-01AD-4CEA-9D75-BEAC51810A9E} ab)(Default REG.SZ (value not set)
{AD396A93-DCO6-4AEF-BEE9-95FFCCAEF20E}

< >

Computer\HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID




What functions the dll has
I used the dumpbin command

File Type: DLL

Section contains the following exports for] SHELL3Z2.dI |

00000000 characteristics
64056922 time date stamp
0.00 version
2 ordinal base
2000 number of functions
482 number of names

ordinal hint RY¥A name
255 0 00TF18ED. AppCompat _RunDLLW
263 1 0006C610 AssocCreateForClasses
267 2 001F8730 AssocGetDetai |s0fPropKey
701 3 001FF250 CDefFolderMenu_Create?
3 4 00200170 CIDLData_CreateFromIDArray
937 5 00197B60 CStorageltem_GetVal idatedStorageltemObject
268 6 00205630 CheckEscapesi
269 7 000BBEBO, CommandL ineTodravil
272 8 00207E70, Cont rol _RunDLL
273 9 00207E70) Cont rol _RunDLLA
274 A 00207EF0 Cont rol _RunDLLAsUserW
275 B 00207F30 Cont rol_RunDLLW
93 C 00197BA0. CreateStorageltemFromPath_Ful [ TrustCal ler
93 D 00197BCO. CreateStorageltemFromPath_Ful | TrustCal ler_ForPackage
920 E 00197BED CreateStorageltemFromPath_PartialTrustCaller




However...
Only need to implement four export functions




Demonstration video 2



https://youtu.be/iPyD0TZxObE

Mechanism

User executes malicious program

File

Malicious.dll

o = Em mm Em Em = e

Process




Mechanism
Malicious program writes malicious path to HKCU

Process Registry
(L SystemintegrityLevel
s TTTTETEEEEETEEEEEEE ST \\
FOS 1 e S
P ~

HKCU\Software\Classes
1
Malicious. bat ' _¢B  Any Folder\Malicious.dll

Medium Integrity Level

HKLM\Software\Classes

) -
B’ %SysteRoot%\system32\shell32.dll |

o - ——




Mechanism

Explorer loads malicious d

o = —— o - ——

o - ——

Registry

HKCU\Software\Classes

2

Any Folder\Malicious.dll

Process

Medium Integrity Level

Explorer.exe

Malicious.dll




Mechanism

Malicious dll encrypts files in Protected Folders

o T mm mm

Process

Medium Integrity Level

Explorer.exe

Malicious.dll

File

e c:\windows\

™ c:\Program Files

=  c:\Program Files (x86)

e - e e -




It's revenge
I submitted a vulnerability report
MSRC said---

R

e 3 *



MSRC said:---
can pay the reward

Hello,

Thank you for contacting the Microsoft Security Response Center (MSRC). If I am interprec

correctly, this report is predicated on the attacker having login access to the target's account already. ,

by planting a dll through registry modifications. Since you are only able to write to HKCU, you will not be able
to effect other users, just the target you have already compromised through other means. There also does not

appear to be an escalation of privileges and you already had the same access level as the target. It would
appear the attacker would not gain anything from this attack and could already do anything that the planting

could trigger. As your report as written) this does not meet the bar for security servicing.

As such, this thread is being closed and no longer monitored.

If you believe this to be a misunderstanding of the report, submit a new email
to secure@microsoft.com without a CRM number in the subject line. Please include:




Microsoft says:---
« Local Hacking is not a vulnerability

It does not matter
If it's a vulnerability or not.

R



You Ain‘t Seen Nothin’ Yet!

»

N N



Do you use the password
long enough and complex?

R



Don't tell me you use Post-it !

A password for the Hawaii emergency agency was
hiding in a public photo, written on a Post-it note

Kif Leswing

il /

)
https://www.businessinsider.com/hawaiiemerqencvaqencvpassworddiscoveredinphotosparkssecuritv_critiéism’(&f%1


https://www.businessinsider.com/hawaii-emergency-agency-password-discovered-in-photo-sparks-security-criticism-2018-1

Don't tell me you reuse password !!

Github accounts Hacked in 'Password reuse attack'

4

e \y

N J /

!«,w
https://thehackernews.com/ZO16/06/qithub—pass‘word—hag""tmI



https://thehackernews.com/2016/06/github-password-hack.html

Our memory is not so goo¢

-
You use a password Manager,
right?

N »” .
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There are various products

REVIEWS~ BEST PICKS~ HOW-TO~ NEWS~ SMART HOME BUSINESS~ SHOP~

Computex2019 Huawei Windows10MayUpdate Verizon5GTested PrimeDay

The Best Password Managers for 2019

Still using your kid’s birthday as your universal password? You're heading toward trouble. With a password manager, you can
have a unique and strong password for every secure website. We've evaluated two dozen of the best password managers to help
you choose.

g By Neil J. Rubenking May 1, 2019 3:23PM EST

f ¥ in 2 S P @ 15 SHARES

PCMag reviews products independently, but we may earn affiliate commissions from buying links on this page. Terms of use.

Keeper LogMeOnce
Password Sticky LastPass Password RoboForm 8
Manager & Rashisae Password Premium Pa;z\::rd Management  Everywhere
Product Digital Vault Premium Suite
Ultimate

True Key by

Zoho Vault AgileBits 1ol Security

1Password

LA
. -

g@jﬂ‘ r@?keeper' @dashlane £ sicky  LastPassesl o — Pa—— True Key S

RoboForm



https://www.pcmag.com/roundup/300318/the-best-password-managers

Oh my...
There are exe and dll in Users folder

' [MARS0013-01¥saoyama)

Vie Process Find DLL Users Help
g EROB8(&F x| ad [
Process CPU Private Bvtes Workina Set PID Descrintion Combanv Name Intearitv
—— - — - - - -— . m— . —— —— GP— —
i/ ApplicationFrameHost.exe 16,836 K 17,636 K 10948 Application Frame Host Microsoft Corp... Medium

Description Company Name Path

dll C:¥Users¥saoyama!'AppData¥Local¥

.exe AppData¥Local¥
{AFBF9F1A-8... C:¥Users¥saoyama¥AppData¥Local¥Microsoft¥Windows¥Caches¥{AFB...
Accessibility.n... .NET Framework Microsoft Corp... C:¥Windows¥assembly¥NativeImages_v4.0.30319_32¥Accessibility¥7...
mscorlib.ni.dll  Microsoft Common Language Ru... Microsoft Corp... C:¥Windows¥assembly¥NativeImages_v4.0.30319_32¥mscorlib¥e898...
PresentationF... PresentationFramework.dll Microsoft Corp... C:¥Windows¥assembly¥NativeImages_v4.0.30319_32¥Presentatio5ae...
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xxxx.dll

Does not have following export functions
+ DlICanUnloadNow()

File Type: DLL

Section contains the following exports for 1Password.dl|

GetClassObject() AR coser i

0.00 version
1 ordinal base
156 number of functions

RegisterServer() |
UnregisterServer()

182CF0 WorkspaceDrop
182CC0 WorkspaceNew
182F80 Workspacelnlock
193490 backup_local _vault
19B150 bool _policy

194E90 brain_log

356EF0 bz_internal_error
?D%?TU call
1
1
1
1
1
1

O O U

IO I GO —

92870 can_backup_local_vault
9CADO clear_proxy

8B360 count_accounts
86430 count_off | ine_chan
90170 create_http_respon
86050 create_item
01948580 create_item_details_json
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Can steal the information of Functions
Implementation of all functions is impossible

Malicious DLL
,” DlIMain()------------~

T Call LoadLibraryEx()
AN

____________________

= ==

- e e e e e e e =

- e e e e e e

____________________

-
EXE

FTTCTETETeTeTeeeeees N
1 Call LoadLibraryEx()
FTTCEETETeTeTeeeeees N
: Call Func_A()
[FTTEEEETEEeeReeeeEes 5
| Call Func_B()
[FTTEEEETEEeeReeeeEes 5
| Call Func_C()

(N

____________________

____________________

____________________




Need a generic DLL

Does not depend on

« number of export functions
« number of arguments

4 )

____________________

~

Malicious DLL

,-DlIMain()- - - -

= ==

____________________

[

/

: Call Func_A() g
ST TEETSTE TS TS .
i Call Func_B() '
I’ -------------------- "
. Call Func_C() d
\ v

\_ J

,- DummyFunc()

_________

T Call LoadLibraryEx()
AN

____________________

_________

Call Func_xxx()

____________________

~— === -

— e ==

U

U

______

______

______

_______

______

_______




Generate export table dynamically

Exe gets address of function via GetProcAddress

Vs

1

I GetProcAddress(hDllIinstance, “Func_C");
1

i Func_C();
1

EXE

[FunicA FuncB Func C ol |
o | 2 | 1 3
I 1

<RVA> plallle  AddressOfFunctions

~

DLL

|
|
I NumberOfFunctions
: NumberOfNames

I+ AddressOfNames
- - AddressOfNameOrdinals

_______________________

____________________________________________

_______________________

_______________________




Generate export table dynamically
Copy export table from correct dll

) 4
Malicious DLL DLL

:

|

e et et MR NirborOfFuncions | 4|
1 Numberomames |5
BT -
B cccOmameOrdinals | <RVA> |

[ NeNLSSISUreISLeny [ s )

NumberOfNames -

BEIN— ressOrFunctons
SE"  AddressOfNames

e J_ . m__ 5 | -> AddressOfNames

e 2 AddressOfNameOrdinals

-~

I'» DummyFunc() ----------- :
-: OXXXXXXXXX movzx eax, word ptr[n]1

1 OXXXXXXXXX inc  ax

' OXXXXXXXXX mov  word ptr[n], ax

= o = =

I
|
|
|
S
| |
]

1
1
1
| . 1
1
-5 0300000000 movax eax, word ptrin]t | RGO UGN MU <
1 OXXXXXXXXX inc  ax - OXXXXX '
1 ! [
1 OXXXXXXXXX mov  word ptr[n], ax : —————
—: OXXXXXXXXX JMP Func[n] Il
_____________________ O\l




Generate export table dynamically

Exe gets incorrect address from malicious dll

e

o - ———

Malicious DLL

i
|
o T | e
|

NumberOfFunctions
1 NumberOfNames
ol AddressOfFunctions
_______ 1 1 = = AddressOfNames
I AddressOfNameOrdinals

<Rva- | <RvA> | <Rva> |

+ DummyFunc()
1 OXXXXXXXXX movzx eax, word ptr[n]
1 OXXXXXXXXX inc  ax

1 OXXXXXXXXX mov  word ptr[n], ax

___________ -~

==
~Func()------------ - \
1
1
GetProcAddress(hDllinstance, “Func_C"); -
1
Func_C(); '
:
1
1
1
1
1
1
i |
: Iy
0 I
1 | 1
1
] | 1
! I
i .
1
1

-ﬁ-

151 OXXXXXXXXX movzx eax, word ptr{n]
1 OXXXXXXXXX inc  ax

: OXXXXXXXXX mov  word ptr[n], ax
:\0xxxxxxxxx JMP Func[n] et

/

: J



Generate export table dynamically

11 0XXXXXXXXX inc ax
1

1 OXXXXXXXXX inc ax

| Func A | Func B | Func C B

: + DummyFunc() ----

_______ -~

1 1 OXXXXXXXXX movzx eax, word ptr[n] I

|
| : OXXXXXXXXX mov  word ptr[n], ax
i OXXXXXXXXX movzx eax, word ptr[n]

: OXXXXXXXXX mov  word ptr[n], ax
OXXXXXXXXX JMP Func[n] —————t

1
1
N - ————————— -

Malicious DLL

~ Member Ve

| NumberOffFunctions | 4
3 AddressOffunctions | <RVA> |
3 AddressOfNames | <RVA> |

<Rva- | <RvA> | Rva- O

N AddressOfNameOrdinals

Fofm——————

(Funcl0]  Funcf1] Func2]

[FunicA FuncB [ Func C ol |
o | 2 | 1 3
I | 1

= o = =

DLL

RVA> Sk

| [

I 1

I [

I |
—_—— == =]

I

I

| &
I_

g AddressOfFunctions | <RVA> |
g AddressOfNames | <RVA> |
@ AddressOfNameOrdinals | <RVA> |

_______ /

(-Func_A() -------------- <
_,-Func C() -------------- ~
-Func B() -------------- ~




Demonstration video 3



https://youtu.be/h0GAEAdhGAc

Mechanism

User executes malicious program

File

Malicious.dll

s = Em mm Em o = = -

Process




Mechanism

Malicious program rep

o T mm mm

Process

Medium Integrity Level

Malicious. bat

e e - e = -

aces correct dll with itself

’————————~

-

Any Folder

Malicious.bat
'm | Malicious.dll

-

%UserProfile%\ M1password\app\7

1password dll
1password dil_

s________/




Mechanism

1

Password loads malicious dll

om Tm mm mm Em Em o = =

o mm o ———

-

Any Folder

Malicious.bat

e e

Process
System Integrity Level )
L N R
High Integrity Level !

Medium Integrity Level

1password.exe

1password.dll

1password.dll_

e R




Mechanism

The information between exe to dll is plain text

Process

Func_A(argl, arg2, ---)

Func_A(argl, arg2, -

P
«
—
~—

word.dll captures argl, arg2, -

/
—\



Bug Bounty Program

bugcrowd

1Password
and family.

™ Points — $5,000 per vulnerability €9 Up to $100,000 maximum reward

b Managed by Bugcrowd

SUBMIT REPORT

Program details Program updates Hall of Fame



https://bugcrowd.com/agilebits

It's revenge again
I submitted a vulnerability report
1Pssword said:--

R,

el :1



1Password said---
can pay the reward

é_ trim_bugcrowd added a comment

Hi SoyaAoyama,

We appreciate your work on this submission. This issue was reported before by other researchers as well.

However, after this was reviewed along with 1Password team{ it does not qualify for a bounty as it is an

attack that depends on a compromise of the user's operating system and environment. That is actually
considered as out of scope on this program. As you reported this once on the other program, | am closing it
as N/A this time.

Best regards,

- trim_bugcrowd




However, after 3 hours
pay the reward

Jeffrey Gold berg ded SoyaAoyama

As noted earlier, we can't defend against local compromises, but we are locking at ways to further
from. And so because your report resulted in actions and potential changes, we are rewarding it.

wanted to add a bonus as we are more systematically reviewing what practically can




1Password releases beta version

7.3.701.BETA (build #701) — released 2019-07-05 — download

Added support for an upcoming feature with 1Password memberships. Stay tuned for more details. {OPW-3904}

DROVEMEN
= =

Added temporary support for Opera 60 stable version with an expired key within a valid certificate. {OPW-4001}

1Password will notify if an attempt to run 1Password with administrator rights is made. Instead, run 1Password normally and it'll
request it when needed. {OPW-3775}

1Password will now require administrator rights to install and to update. Thanks toj@SoyaAoyamg for his reports. {OPW-3959,
OPW-3887}

Inform Windows to limit our DLL search to the 1Password's app directory only and not look for it elsewhere in the default list of
known locations. Thanks toj@SoyaAoyama|for his reports. {OPW-3833}

Added 1Password_brain.exe to be opt'ed out of Windows Error Reporting. {OPW-3804}

Removed the --database-path support from 1Password.exe as it could be abused to redirect 1Password to an unexpected
location. We recommend using Group Policy to set the database path instead. Thanks @zemnmez! {OPW-3776, OPW-3778}




I just want to say one word!!

Only $500?



security impact

- Does not require administrator privileges
« Remote impersonation is possible.




Why is local hacking neglected?
« Because, you got already hacked.

Are there nothing to consider
after such an invasion?

R,



In Local

« A lot of important data

« Many things attackers can do without
becoming administrator

You would take local hacking after
intrusion into account

» 5 o

\y



. @SoyaAoyama
f https://www.facebook.com/soya.aoyama.3
IN . https://www.slideshare.net/SoyaAoyama
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