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• Attacks that can be done
– after breaking into local PC
– with or without administrator privileges

What is a Local Hacking?



My research history

2016 2017 2018 2019

Jump the AirGap

Way to escalate privileges 
to administrator
- BSides Las Vegas

Way to evading the 
ransomware protection
- GrrCON
- ToorCon
- DerbyCon
- Hack Miami
- LeHack



How to escalate privileges
to administrator in latest Windows”

• Basic Concept
• Detail



When I execute the CompMgmtLauncher
It all started... 



– does not display the UAC screen
– executes with administrator privileges
– loads 3rd Party dll (in Program Files Folder)

What processes can access programmer's folder?
– Explorer.exe?

CompMgmtLauncher.exe



I checked the Explorer
So... 



I found a way to get administrator privileges
Which means...

Microsoft
Process

3rd Party
File

Explorer
Process

OneDrive
File

loadreplaceload
malware malware

replace
malware malware malware malware

Administrator
Privileges



DLL
Func_A()

DLL
Func_A()

Basic Concept
Replace the correct dll with malicious one

Pass through the function to the correct dll

EXE DLLMalicious DLL
Call Func_A()

EXE
Call Func_A()

Malicious DLL
Call Func_A()

Func_A()

Func_A()?



I used the dumpbin command
What functions the dll has



The four functions API
Describe on Microsoft web site. 
– HRESULT DllCanUnloadNow(void);
– HRESULT DllGetClassObject(REFCLSID rclsid, REFIID riid, LPVOID 

*ppv);
– HRESULT DllRegisterServer(void);
– HRESULT DllUnregisterServer (void);

https://docs.microsoft.com/en-us/windows/desktop/api/_com/

https://docs.microsoft.com/en-us/windows/desktop/api/_com/


Only need to implement four functions
EXE

Call LoadLibraryEx()

Call DllCanUnloadNow()

Call DllGetClassObject()

Call DllRegisterServer()

Call DllUnregisterServer()

Malicious DLL

Call LoadLibraryEx()

Call DllCanUnloadNow()

Call DllGetClassObject()

Call DllRegisterServer()

Call DllUnregisterServer()

DllMain()

DllCanUnloadNow()

DllGetClassObject()

DllRegisterServer()

DllUnregisterServer()

DLL
DllMain()

DllCanUnloadNow()

DllGetClassObject()

DllRegisterServer()

DllUnregisterServer()

So... 



To realize concept
the implementation necessary
1. Load the correct DLL and get its handle

hModule = LoadLibraryEx(lpLibFileName, hFile, dwFlags);

2. Get address of each function using handle
Address  = GetProcAddress(hModule, lpProcName);

3. When called from EXE, call the corresponding
function with the correct arguments
return Address(arg1, arg2, …);



#include <Shobjidl.h>

typedef HRESULT(__stdcall *CUN)(void);
typedef HRESULT(__stdcall *GCO)(REFCLSID rclsid, REFIID riid, LPVOID *ppv);
typedef HRESULT(__stdcall *RS)(void);
typedef HRESULT(__stdcall *US)(void);
CUN CanUnloadNow;
GCO GetClassObject;
RS  RegisterServer;
US  UnregisterServer;

BOOL APIENTRY DllMain(HMODULE hModule, DWORD  ul_reason_for_call, LPVOID lpReserved)
{

if (DLL_PROCESS_ATTACH == ul_reason_for_call) {
WCHAR dll[MAX_PATH + 1] = { 0 };
GetModuleFileName(hModule, dll, MAX_PATH);
wcscat(dll, L"_");
HINSTANCE hDllInstance = ::LoadLibraryEx(dll, NULL, LOAD_WITH_ALTERED_SEARCH_PATH);
CanUnloadNow = (CUN)GetProcAddress(hDllInstance, "DllCanUnloadNow");
GetClassObject = (GCO)GetProcAddress(hDllInstance, "DllGetClassObject");
RegisterServer = (RS)GetProcAddress(hDllInstance, "DllRegisterServer");
UnregisterServer = (US)GetProcAddress(hDllInstance, "DllUnregisterServer");

}
return TRUE;

}
STDAPI DllCanUnloadNow(void) { return CanUnloadNow(); }
STDAPI DllGetClassObject(REFCLSID rclsid, REFIID riid, LPVOID *ppv) { return GetClassObject(rclsid, riid, ppv); }
STDAPI DllRegisterServer(void) { return RegisterServer(); }
STDAPI DllUnregisterServer(void) { return UnregisterServer(); }

Source Code
It does not contain malicious code



Demonstration video 1

https://youtu.be/31u9XWA2f5Y


File Process

Low Integrity Level

High Integrity Level

System Integrity Level

Medium Integrity Level

Malicious. bat

Any Folder

Malicious.dllMalicious.dll

Malicious. batMalicious. bat

Any Folder

Mechanism
User executes malicious program



File

%UserProfile%\...\OneDrive

Malicious.bat

Any Folder

Malicious.dll

FileSyncShell64.dll_

Malicious.dll

FileSyncShell64.dllFileSyncShell64.dll

Process

Low Integrity Level

Medium Integrity Level

High Integrity Level

System Integrity Level

Malicious. bat

Mechanism
Malicious program replaces correct dll with itself



File Process

Low Integrity Level

Medium Integrity Level

High Integrity Level

System Integrity Level

Explorer.exe
%UserProfile%\...\OneDrive

FileSyncShell64.dll

FileSyncShell64.dll_

Any Folder

Malicious.dllMalicious.dll

Malicious.bat

Any Folder

FileSyncShell64.dllFileSyncShell64.dll

Mechanism
Explorer loads malicious dll



File

FileSyncShell64.dll

FileSyncShell64.dll_

c:\Program Files\WinMerge

%UserProfile%\...\OneDrive

ShellExtensionX64.dll_

FileSyncShell64.dllFileSyncShell64.dll

ShellExtensionX64.dllShellExtensionX64.dll

Process

Low Integrity Level

Medium Integrity Level

High Integrity Level

System Integrity Level

Explorer.exe

FileSyncShell64.dll

UAC
bypass

Mechanism
Malicious program replaces correct dll with itself

Need
administrator
privileges



File

c:\Program Files\WinMerge

ShellExtensionX64.dll

ShellExtensionX64.dll_

%UserProfile%\...\OneDrive

FileSyncShell64.dll

FileSyncShell64.dll_

c:\windows\system32

CompMgmtLauncher.exe

Process

Low Integrity Level

Medium Integrity Level

High Integrity Level

System Integrity Level

Explorer.exe

FileSyncShell64.dll

Mechanism
Malicious program executes CompMgmtLauncher



Process

Medium Integrity Level

High Integrity Level

Explorer.exe

FileSyncShell64.dll

File

c:\Program Files\WinMerge

%UserProfile%\...\OneDrive

FileSyncShell64.dll

ShellExtensionX64.dll

ShellExtensionX64.dll

c:\windows\system32

CompMgmtLauncher.exeCompMgmtLauncher.exe

ShellExtensionX64.dll

Yay!

Mechanism
Malicious program gets administrative privileges

CompMgmtLauncher.exe

Need
administrator
privileges

UAC
bypass



https://www.microsoft.com/en-us/msrc/bounty?rtc=1

Bug Bounty Program

https://www.microsoft.com/en-us/msrc/bounty?rtc=1


I submitted a vulnerability report
MSRC said…



MSRC said…
can not pay the reward



ProcessFile

c:\Program Files\WinMerge

%UserProfile%\...\OneDrive

FileSyncShell64.dll

ShellExtensionX64.dll

c:\windows\system32

CompMgmtLauncher.exeCompMgmtLauncher.exe

ShellExtensionX64.dll

Medium Integrity Level

High Integrity Level

Explorer.exe

FileSyncShell64.dll

CompMgmtLauncher.exe

ShellExtensionX64.dll

Microsoft stealthy fixed!!

However…
This issue has been fixed



• after breaking into local PC
• with or without administrator privileges

Attacks that can be done 

The Local Hacking



An Inconvenient Truth:
Evading the Ransomware Protection in Windows10

• Basic Concept
• Detail



File

Protected Folders

%UserProfile%\Documents

%UserProfile%\Pictures

c:\windows\system32

Process

Allowed Apps

Explorer.exe

cmd.exe

PowerSell.exe

I noticed ... 
There is a defect in Ransomware Protection



Why does Explorer load OneDrive dll?
It all started ... 



It was found in HKEY_CLASSES_ROOT
I searched in the registry 



HKCR is that merges HKLM with HKCU
What HKEY_CLASSES_ROOT? 

https://docs.microsoft.com/en-us/windows/desktop/sysinfo/merged-view-of-hkey-classes-root

https://docs.microsoft.com/en-us/windows/desktop/sysinfo/merged-view-of-hkey-classes-root


I found it
Which dll meets the requirements? 



What functions the dll has
I used the dumpbin command



EXE

Call LoadLibraryEx()

Call DllGetClassObject()

Call Func_A()

Call Func_B()

Call Func_C()

Malicious DLL

Call LoadLibraryEx()

Call DllGetClassObject()

DllMain()

DllGetClassObject()

DLL

Return ClassObject pointer

Func_A()

Func_B()

Func_C()

DllMain()

DllGetClassObject()

ClassObject

However... 
Only need to implement four export functions



Demonstration video 2

https://youtu.be/iPyD0TZxObE


File Process

Low Integrity Level

Medium Integrity Level

High Integrity Level

System Integrity Level

Malicious. bat

Any Folder

Malicious.dllMalicious.dll

Malicious. bat

Any Folder

Malicious. bat

Mechanism
User executes malicious program



Process

Low Integrity Level

Medium Integrity Level

High Integrity Level

System Integrity Level

Malicious. bat

Registry

Malicious.bat

HKCR

Malicious.bat

HKCU\Software\Classes

Malicious.bat

HKLM\Software\Classes

%SysteRoot%\system32\shell32.dll

Any Folder\Malicious.dll

%SysteRoot%\system32\shell32.dllAny Folder\Malicious.dll

Mechanism
Malicious program writes malicious path to HKCU



Registry

Malicious.bat

HKCR

Malicious.bat

HKCU\Software\Classes

Malicious.bat

HKLM\Software\Classes

Malicious.batAny Folder\Malicious.dll

Malicious.batAny Folder\Malicious.dll

Malicious.bat%SysteRoot%\system32\shell32.dll

Process

Low Integrity Level

Medium Integrity Level

High Integrity Level

System Integrity Level

Explorer.exe

Malicious.dll

Mechanism
Explorer loads malicious dll



Process

Low Integrity Level

Medium Integrity Level

High Integrity Level

System Integrity Level

Explorer.exe

Malicious.dll

Mechanism
Malicious dll encrypts files in Protected Folders

File

Protected Folders

Malicious.dll%UserProfile%\Pictures

Malicious. bat%UserProfile%\Documents

c:\Program Files (x86)

c:\Program Files

c:\windows\

%UserProfile%\Documents

Yay!



Itʼs revenge
I submitted a vulnerability report

MSRC said…



MSRC said…
can not pay the reward



• Local Hacking is not a vulnerability
Microsoft says…

It does not matter
if it's a vulnerability or not.



You Ainʼt Seen Nothinʼ Yet!



Do you use the password
long enough and complex?



https://www.businessinsider.com/hawaii-emergency-agency-password-discovered-in-photo-sparks-security-criticism-2018-1

Don't tell me you use Post-it !!

https://www.businessinsider.com/hawaii-emergency-agency-password-discovered-in-photo-sparks-security-criticism-2018-1


https://thehackernews.com/2016/06/github-password-hack.html

Don't tell me you reuse password !!

https://thehackernews.com/2016/06/github-password-hack.html


You use a password Manager,
right?

Our memory is not so good…



There are various products

https://www.pcmag.com/roundup/300318/the-best-password-managers

https://www.pcmag.com/roundup/300318/the-best-password-managers


Oh my…
There are exe and dll in Users folder



Does not have following export functions
• DllCanUnloadNow()
• DllGetClassObject()
• DllRegisterServer()
• DllUnregisterServer()

xxxx.dll



EXE

Call LoadLibraryEx()

Call Func_A()

Call Func_B()

Call Func_C()

Malicious DLL

Call LoadLibraryEx()

Call Func_A()

Call Func_B()

Call Func_C()

DllMain()

Func_A()

Func_B()

Func_C()

DLL
DllMain()

Func_A()

Func_B()

Func_C()

Can steal the information of Functions
Implementation of all functions is impossible



EXE

Call LoadLibraryEx()

Call Func_A()

Call Func_B()

Call Func_C()

Malicious DLL

Call LoadLibraryEx()

Call Func_xxx()

DllMain()

DummyFunc()

DLL
DllMain()

Func_A()

Func_B()

Func_C()

Need a generic DLL
Does not depend on
• number of export functions
• number of arguments



Generate export table dynamically

DLLEXE
Func()

GetProcAddress(hDllInstance, “Func_C");

Func_C();

<RVA> <RVA> <RVA>

0 12

Func_A Func_B Func_C Member
Name

Value

Base
NumberOfFunctions

NumberOfNames
AddressOfFunctions

AddressOfNames
AddressOfNameOrdinals

<RVA>

<RVA>
<RVA>
<RVA>

1
4
3

Func_C()

Func_B()

Func_A()

Exe gets address of function via GetProcAddress



DLL

<RVA> <RVA> <RVA>

0 12

Func_A Func_B Func_C

Func_C()

Func_B()

Func_A()

Member
Name

Value

Base
NumberOfFunctions

NumberOfNames
AddressOfFunctions

AddressOfNames
AddressOfNameOrdinals

<RVA>

<RVA>
<RVA>
<RVA>

1
4
3

EXE
Func()

GetProcAddress(hDllInstance, “Func_C");

Func_C();

Generate export table dynamically

Malicious DLL

Member
Name

Value

Base
NumberOfFunctions

NumberOfNames
AddressOfFunctions

AddressOfNames
AddressOfNameOrdinals

<RVA>

<RVA>
<RVA>
<RVA>

1
4
3

Func[0] Func[1] Func[2]
0xXXXX 0xXXXX 0xXXXX

DummyFunc()
0xXXXXXXXX movzx eax, word ptr[n]

0xXXXXXXXX inc ax

0xXXXXXXXX mov   word ptr[n], ax

0xXXXXXXXX movzx eax, word ptr[n]

0xXXXXXXXX inc ax

0xXXXXXXXX mov   word ptr[n], ax

0xXXXXXXXX JMP Func[n]

<RVA> <RVA> <RVA>

0 12

Func_A Func_B Func_C

Copy export table from correct dll



Generate export table dynamically

EXE
Func()

GetProcAddress(hDllInstance, “Func_C");

Func_C();

Malicious DLL

Member
Name

Value

Base
NumberOfFunctions

NumberOfNames
AddressOfFunctions

AddressOfNames
AddressOfNameOrdinals

<RVA>

<RVA>
<RVA>
<RVA>

1
4
3

Func[0] Func[1] Func[2]
0xXXXX 0xXXXX 0xXXXX

DummyFunc()
0xXXXXXXXX movzx eax, word ptr[n]

0xXXXXXXXX inc ax

0xXXXXXXXX mov   word ptr[n], ax

0xXXXXXXXX movzx eax, word ptr[n]

0xXXXXXXXX inc ax

0xXXXXXXXX mov   word ptr[n], ax

0xXXXXXXXX JMP Func[n]

<RVA> <RVA> <RVA>

0 12

Func_A Func_B Func_C

EXE
Func()

GetProcAddress(hDllInstance, “Func_C");

Func_C();

Exe gets incorrect address from malicious dll



Generate export table dynamically

EXE
Func()

GetProcAddress(hDllInstance, “Func_C");

Func_C();

Malicious DLL

Member
Name

Value

Base
NumberOfFunctions

NumberOfNames
AddressOfFunctions

AddressOfNames
AddressOfNameOrdinals

<RVA>

<RVA>
<RVA>
<RVA>

1
4
3

Func[0] Func[1] Func[2]
0xXXXX 0xXXXX 0xXXXX

DummyFunc()
0xXXXXXXXX movzx eax, word ptr[n]

0xXXXXXXXX inc ax

0xXXXXXXXX mov   word ptr[n], ax

0xXXXXXXXX movzx eax, word ptr[n]

0xXXXXXXXX inc ax

0xXXXXXXXX mov   word ptr[n], ax

0xXXXXXXXX JMP Func[n]

<RVA> <RVA> <RVA>

0 12

Func_A Func_B Func_C

DLL

<RVA> <RVA> <RVA>

0 12

Func_A Func_B Func_C Member
Name

Value

Base
NumberOfFunctions

NumberOfNames
AddressOfFunctions

AddressOfNames
AddressOfNameOrdinals

<RVA>

<RVA>
<RVA>
<RVA>

1
4
3

Func_C()

Func_B()

Func_A()



Demonstration video 3

https://youtu.be/h0GAEAdhGAc


File Process

Low Integrity Level

Medium Integrity Level

High Integrity Level

System Integrity Level

Malicious. bat

Any Folder

Malicious.dllMalicious.dll

Malicious. batMalicious. bat

Any Folder

Mechanism
User executes malicious program



File

%UserProfile%\...\1password\app\7

Malicious.bat

Any Folder

Malicious.dll

1password.dll_

Malicious.dll

1password.dll1password.dll

Process

Low Integrity Level

Medium Integrity Level

High Integrity Level

System Integrity Level

Malicious. bat

Mechanism
Malicious program replaces correct dll with itself



Process

High Integrity Level

System Integrity Level

Medium Integrity Level

File

%UserProfile%\...\1password\app\7

1password.dll

1password.dll_1password.dll_

Any Folder

Malicious.dllMalicious.dll

Malicious.bat

Any Folder

1password.dll_

1password.dll

Mechanism
1Password loads malicious dll

1password.exe

1password.dll



Process

Medium Integrity Level

1password.exe

1password.dll_

1password.dll

Mechanism
The information between exe to dll is plain text

Yay!
Func_A(arg1, arg2, …)

Func_A(arg1, arg2, …)

captures arg1, arg2, …



Bug Bounty Program

https://bugcrowd.com/agilebits

https://bugcrowd.com/agilebits


Itʼs revenge again
I submitted a vulnerability report

1Pssword said…



1Password said…
can not pay the reward



However, after 3 hours
pay the reward



1Password releases beta version



Only $500?

I just want to say one word!!



security impact

• Does not require administrator privileges
• Remote impersonation is possible



• Because, you got already hacked.
Why is local hacking neglected?

Are there nothing to consider
after such an invasion?



• A lot of important data
• Many things attackers can do without        

becoming administrator

In Local

You would take local hacking after
intrusion into account



https://www.facebook.com/soya.aoyama.3

@SoyaAoyama

https://www.slideshare.net/SoyaAoyama


