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» Inndy Lin
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APT Against Talwan

Taiwan suffers from state-sponsored APT every day
» BlackTech (PLEAD)

» Winnti Group (Winnti)

P> APT 27 "LStudio" (Elise)

In the talk today, we will introduce 2 APT attacks we have investigated.




New Trend in APT Tactics

P> Supply Chain Attack
»> Synthesis normal program for malicious intent
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APTs Utilize Supply Chain Attacks

P> While most organization gradually enhance their security, adversarial try to
compromised the weakest point of partner/supply chain first.

Version
Control

compiler Linker Executables

Release

ASUS Shadow Site

Hammer(2019) - ASUS Web

Discovered by : Storage(2019) w
Kaspersky

Dispatch

We discover this
operation in the same
time as ESET



Synthesis normal program for malicious
Intent

P To prevent security products' detection, APT groups often utilize some
administrator tools for lateral movement

P> Use the built-in functionalities to achieve their malicious intent

P> Avoid being blocked or detecting, make investigation harder




@

Widely Abused Applications

Remote Execution Download File Operation Bypass
WMI Update.exe Esentutl.exe Regsvr32.exe
PSEXEC Powerpnt.exe Expand.exe Advpack.dll
WinRM Bitsadmin bash.exe

Assess Management System Certutil.exe



https://lolbas-project.github.io/




Shadow Hammer Overview

P> A redditor notices that ASUS is D
publishing a critical update without any = ssusr
description via ASUS Live Update

ourceUpdater.exe is trying to do some mystery update, but it won't say what...

ASUS Critical Update Notification

= - Ml ASUSFourceUpdater.exe Properties
New critical updates are available for your computer. ASUS

strongly recommends that you install these updates now Secuty Details
General Compatibity

ltem Version m ASUSFourceUpdater exe

Type of file:  Application (exe)

P> Kaspersky lab discovered malicious
update on 2019/01

Description:  ASUSFourceUpdater

Location C:\Program Files (x86)\ASUS
Size: 918 KB (940.496 bytes)
Size on disk: 920 KB (342,080 bytes)

Created Tuesday, February 20, 2018
Modfied:  Friday. July 15, 2016, 11:20:5

Accessed: Today. June 13, 2018, 32 mir

Atroutes:  []Readonly [ Hidden

Confirm




ASUS Live Update

Installer Pack Inject malicious code to Setup.exe

Code signing

Update

Publishing Server Compromise and publish emergency update

Download and execute by victim

Setup.exe

(Malicious) Normal .msi package

> (Before exit) Malicious code ‘




First Stage Dropper

P> Sample: Setup.exe - 55a7aa5f0e52ba4d78c145811c830107

P> This sample has the valid signature and certificate from ASUS
P> AV/EDR may trust singed executables which causes detection evasion

P> The develop cycle may be compromised, or the certificate has been stolen
P> So attacker can somehow inject malicious payload without breaking signature

P> Most of the program remains identical to the original setup.exe
P It would take some time to locate malicious payload




J | MU _—raasiasa NTEr.NY (IR T [EISTEIRTETRIET Y

| F| sub_51E7CQ text 0051B7CO 0000000E
° sub_51B7D7 text 0051B7D7 00000004
I n | #| sub_51B7E1 text 0051B7E1 no00o016
J e C e O e decrypt text 0051B802 00000105
| | execute_shellcode text 005189028 000000CE
< >
; Attributes: library function noreturn bp-based frame |njeCted COde Was |Ocated at
;3 void __cdecl _ noreturn __ crtExitProcess(UINT uExitCode) the end Of _text Sectlon
_ crtExitProcess proc near ; CODE XREF: _fast_error_exit+20f1p
;3 _malloc+2Atp ...
uExitCode = dword ptr 3
mov edi, edi
push ebp
mov ebp, esp
push [ebp+uExitCode]
.text:084F973E call execute_shellcede .
pop  ecx , Should go to __crtCorExitProcess
push [ebp+uExitCode] ; uExitCo i
call ds:ExitProcess
___crtExitProcess endp norma”y
.text:804F974D align 2
; [P00e@0@9 BYTES: COLLAPSED FUNCTION _ lockexit. PRESS CTRL-NUMPAD+ TO EXPAND]
; [0P0EBOEY BYTES: COLLAPSED FUNCTION _ unlockexit. PRESS CTRL-NUMPAD+ TO EXPAND]
; [@000@833 BYTES: COLLAPSED FUNCTION _ init_pointers. PRESS CTRL-NUMPAD+ TO EXPAND]
; [@P0EBB24 BYTES: COLLAPSED FUNCTION _ initterm_e. PRESS CTRL-NUMPAD+ TO EXPAND]
; [@000@097 BYTES: COLLAPSED FUNCTION _ cinit. PRESS CTRL-NUMPAD+ TO EXPAND]
; [@P0BB1408 BYTES: COLLAPSED FUNCTION _doexit. PRESS CTRL-NUMPAD+ TO EXPAND]
; [@@eeel6 BYTES: COLLAPSED FUNCTION _exit. PRESS CTRL-NUMPAD+ TO EXPAND]
- TARARRATA RVTES. CNI1APSEN FIINCTTAN  evit PRESS (TRI -NIMPAN+ TN FYPANNT




Shellcode Loader Behavior

P> Shellcode was encrypted using Winnti's stream cipher algorithm and stored in PE
resource under "EXE" type

P> It uses GetModuleHandle(NULL) to get module base address

P> Then uses precomputed offset to access resource and import table
P> Reduce references in static analysis tool, make it more stealth

P> Shellcode will be executed in same process after decryption




Winnti's Stream Cipher Algorithm

void _ stdcall decrypt(BYTE *input, int len, BYTE *output) {
DWORD s1, s2, s3, s4;
int 1 = 9; s1 = s2 = s3 = s4 = *(DWORD *)input;

do {
sl += (s1 >> 3) - 0x11111111;
s2 += (s2 >> 5) - 0x22222222;
s3 += 0x33333333 - (s3 << 7);

s4 += Ox44444444 - (s4 << 9);

output[i] = (s4 + s3 + s2 + sl1) ~ input[i];
} while ( ++i < len );




First Stage Dropper

» Some of samples even contains entire PE structure

P> PDB path in embedded PE
P> D:\C++\AsusShellCode\Release\AsusShellCode.pdb

Name Offset Size Value Description
Characteristics 00008910 4 00000000
TimeDateStamp 00008914 4 5B4DA93B AT +H 17 08:32:11 2018 GMT
MajorVersion 00008918 2 0000
MinorVersion 00o0891a 2 0000
Type 0000891C 4 00000002 CodeView
SizeOfData 00008920 4 00000047
AddressOfRawData 00008924 4 0000B858  .rdata (Tue) .JUl l7th, 2018
PointerToRawData 00008928 4 0000A058 [offset]

Offset 01 2 3 4 5 6 7 § 9 A B C D E F Ascii
00000000 52 53 44 53 0D 9F 30 FA  F8 31 1E 40 88 73 EE ED RSDS..0..1.0.s..
00000010 16 6C FD C5 01 00 0O 0O 44 34 5C 43 2B 2B 5C 41  .l......D:\C++\&

00000020 73 75 73 53 68 65 6C 6C 43 6F 64 65 5C 52 65 6C  susShellCode\Rel Debug data of embedded PE from
00000030 65 61 73 65 5C 41 73 75 73 53 68 65 6C 6C 43 6F easelhsusShellle  {5£879089d967e03b9ea0938399464ab

00000040 64 65 2ZE 70 64 62 00 de.pdb.




Second Stage Shellcode

P> This shellcode was generated from C++ compiler
» Compiler prologue and epilogue structure

3 00000010: | push ebp

4 00000011l: | mov ebp, esp

S 00000013: | sub esp, 0x10

& 000000le: j| push ebx

7 00000017: oV T ptr [ebp + 8]

S O0000001A: mov eax, dword ptr [ebx + 0x3c]
9 0000001D: mov eax. dword ptr [eax + ebx +

23 0000003F: <test eax, eax
24 00000041: Jjg 0Ox4d

25 00000043: =xor eax, eax
26 00000045: | pop edi

27 00000046: | pop esi

28 00000047: | pop ebx

29 00000048: | leave

30 00000049: | r=t




Shellcode Import Table

P> Locating kernel32.dll via traverse through PEB->Ldr->InlnitializationOrderModuleList
»> Search LoadLibraryExW by function name hash

P> Find other API by LoadLibraryExW and function name hash

P> Make an import table for further usage

imp_name_hash[15] = @x9ACB1212;
imp_name_hash[16] = @x87B21B7C;
imp_name_hash[17] = @xD19124AF;
imp_name_hash[18] = @OXEBBAA2FA;
imp_name_hash[19] = @x3D84@FAS;

import_dlls[4] = U_wininet;
imptable_idx = @;

'T:Z:d_id)-: = 0;
while ( 1)
{

curr_module = imptable->LoadLibraryExW(import dlls[mod_idx], @, 8);
imp_idx = @;
if ( imp_count_per_dll[mod_idx] > @ )

break;




Targeted Attack

P> Enumerate MAC addresses by GetAdaptersAddresses

P> Compute MD5 hash of MAC address
» MD5Init, MD5Update, MD5Final from NTDLL

» Hardcoded MAC address hashes
P Millions of users were affected, but only 600+ users are targeted

P> When target matched:
P Download shellcode from asushotfix[.Jcom and execute it

> Otherwise, write date to ../../idx.ini




Target MD5 Hash Dump and Decrypt

>Implement a DLL to hook MD5Init
P> Search pattern of structure on the stack

P> Break the 606 unique MD5 hashes
P> It takes ~4 hours with one GTX-1080Ti

P> My friend told me that they used 4 GTX-1080Ti with less than an hour

typedef struct {
DWORD count; // 1 or 2
BYTE macl _md5[16];
DWORD __ paddingl; // always ©
BYTE mac2_md5[16];
DWORD __ padding2; // always ©
} MAC_RECORD;




Statistics about MAC addresses

ASUSTek COMPUTER INC.

Intel Corporate

AzureWave Technology Inc.
Liteon Technology Corporation
Hon Hai Precision Ind. Co.,Ltd.
BizLink (Kunshan) Co.,Ltd
<Unknown>

w U,

REALTEK SEHICONDUCTOR CORP

Chicony Electronics Co., Ltd.

TP-LINK TECHNOLOGIES CO.,LTD.

HUAWEI TECHNOLOGIES CO.,LTD

GOOD WAY IND. CO., LTD.

Digital Data Communications Asia Co.,Ltd

3
2
2
1
1
1
1




Shadow Hammer Conclusion

P> We can't trust certificates blindly
P> Millions people was affected, but only 600+ users targeted

P> Attacker really knows the victim very well, even has a list of their MAC addresses
P> Even now, victims are still unknown







PLEAD APT Group

P> Our system monitored that PLEAD APT group launch attacks simultaneously
targeting several government organizations on 2019/4/24

P> These attacks was started via ASUS WebStorage Update, and rarely detected by
antivirus that time

P> ESET was the first vendor to disclose this operation
P According to ESET, the update program is vulnerable to MITM attack

P> Reused TSCookie malware was identified by our system




PLEAD APT Activities

() 2019-04-24
Asus WebStorage AsusWSPanel.exe was invoked

asus @websiorage

l

-" Asus Webstorage Upateexe 04 APPDATA%\Roaming\WebStorag 5

WebStorage 2.4.3.612 update.asuswebstorage.com.ssmailer.com

243612 e\Asus Webstorage Upate.exe
g dimon.ce %APPDATA%\Microsoft\Windows\Sta ‘ Point  to TSCookie  C2
= 630 KB rt Menu\Programs\Startup\ctfmon.exe 159.117.79.7
> InvokerUtility.exe e
> Onenote.exe | smame
(With valid certificate) = [resry cum) Sman
BFHMH [rzem
HEEE: [2019%2/188 T+ 025251
> scsiexe.dll




Samples We Got

D Asus Webstorage Upate.exe.
/ | ] ctfmon.exe.virus
P> Initial malware distributed by ASUS Webstorage

D OneNote.exe.virus

Update system | ] InvokerUtility.exe.virus
P The payload which downloaded by initial malware scsiexe.dll
P> Others are the samples for persistentcy which captured | fav.ico

by our system, from Taiwan government agencies




File MD5

File Size

Last Write

Company
Owner Name
File MD5
File Size
Create Time
Last Access
Last Write
Time Stamp
Autoruns
Alias

Owner Name BUILTIN\Administrators

C78beff838f4c57be9044996c25ecard
2016 KB (2064384 Bytes)

Create Time  2019-04-27 07:42:56
Last Access  2019-04-27 07:42:56

2019-04-27 07:42:58

Time Stamp  2019-04-16 23:25:51

Microsoft Corporation

BUILTIN\Administrators
79714682b677227f053fe863ba9dfedf

680 KB (696329 Bytes)

2019-04-27 07:43:03

2019-04-27 07:43:03

2019-04-27 07:43:03

2019-04-17 08:35:47

« %STARTUP_FOLDER%\

« CI\USERSADMIN\APPDATA\LOCAL\TEMP\DEVEOAD.TMP

Initial malware spreaded by
Asus Webstorage Update

ctfmon.exe in Startup folder with Excel icon

Second stage malware dropped
from Asus Webstorage Update.exe




Company
Owner Name
File MD5
File Size
Create Time
Last Access
Last Write
Time Stamp
Autoruns

Microsoft Corporation

BUILTIN\Administrators

071a8885b4a18796dabd867744934fd8

60 KB (61440 Bytes)

2019-04-30 15:24:55

2019-04-30 15:24:55

2019-04-30 15:24:57

2019-04-25 11:19:57

« HKEY_LOCAL_MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\MSISCSI\

C:\Program Files

(x86)\Adobe\Acrobat Reader DC\Reader\InvokerUtility.exe

Owner Name BUILTIN\Administrators

File MD5
File Size
Create Time
Last Access
Last Write
Time Stamp

B4dffcd7ba5a02ef022f2f4e 76443325
44 KB (45056 Bytes)
2019-04-30 15:15:41
2019-04-30 15:15:41
2019-04-30 15:15:42
2019-04-30 15:00:13

Reference File

-




Yet Another Malware with Signature

OneNote.exe signed with certificate from a Beijing company

| OneNote.exevirus - A

—& HUSE zow BEEN LENES
OneNote.exe placed in a folder named "EPSON"?

—& R

B' C:\ProgramDaf\EPSON\OneNote.exe

Company Microsoft Corporation
Owner Name BUILTIN\Administrators
W [BEE=L (1X) BRAT File MD5  1fd8d653dcfee29586243ba5770dff72

File Size 337 KB (346088 Bytes)
Create Time  2019-04-30 14:33:04
EERE: [2019527 188 T4 02:52:51 Last Access  2019-04-30 14:33:04

I Last Write  2019-04-30 14:33:48

Time Stamp  2019-02-17 21:20:52

Autoruns « HKEY_USERS\S-1-5-21-1133534200-1121644

—Z;T UEEER
EEIUEECES -

BEEANEFO)

EFES Iag@ =




N
ASUS Webstorage Upate.exe

» Download update.asuswebstorage[.Jcom.ssmailer[.Jcom/fav.ico

P> Split and decrypt data

» Drop files to
P %appdata%\Microsoft\Windows\Start Menu\Programs\Startup\ctfmon.exe

P %appdata%\Microsoft\Windows\Start Menu\Programs\Startup\slui.exe
P> %TEMP%\DEV + hex(GetTickCount() & Oxffff) + .TMP

1:81B0Oh: 7F ED 2D 98 9C 37 2F 14 ic 00 00 00100 49 45 4g .i-”oem
1:81coh: |44 AR 42 60182 EFENIFEEEEEEE IO, F6 3F |[D@BY, 6?2
1:81D0Oh: C4 3D SC 1A D4 2E OA EB 41 AC D8 F7 48 3F 46 4E A=e.O..&8A-@-H?FN
1:81EOh: A6 AD 48 36 67 6B E4 08 00 56 96 99 DD 56 44 B8  |-H6gkd..V-=YVD,



ctfmon.exe

P> TSCookie, a backdoor frequently appears in

Japan APT operation

P> Read data from Resource/PNG/143 and

decrypt it with RC4

P> Shellcode loads the DLL payload in memory
P> File-less attack leaves less trace, which can

evade detection

16

49

7 = module;
= FindResourceA_@(moduls, res _name, res_type);
v9 = v8;
if ( 1vd )
return -1;
~es_namea = LoadResource_@(module, v3);
modulea = LockResource_@(res_namez);
vll = SizeofResource_@(v7, v2);
if ( v11 < @x88@ || v1l > @x4FD3@e )
{
FreeResource(res_namea);
esult = -2;
}
else
{
LpMema = malloc_ensure(v1l + 1024);
qme"‘CPY(ii"""-u T ica, 11);
FreeResource(res namea);
vl2 = (int)lpMema + v11 - 128;
*(_DWORD *)(v12 + 124) = 1568@37522;
rc4((int)1lpMema, v11l - 128, v12, 128);
if ( 1pt v:'vd[3] + .;‘c-:[S] + l1lpMe 1[4] + 40 == v11 - 128 )
{
vl3 = lpMema[3];
*a5 = v13;
v1l4 = malloc_ensure(vis + 128);
*a4 = vl14;

memset(vi4, @, *a5);
gmemcpy(*a4, lpMema + 1@, *a5);

*a7 = lpMema[4];
v1l5 = malloc_ensure(*z7 + 128);
*a6 = v15;

memset(vls, @, *z7);
gmemcpy(*a6, (char *)lpMemz + *a5

_____ -




ctfmon.exe - Obfuscation Technique

71 5ub_493.6D1(&5:‘iﬂg'_, (int)&vi1e, (int)&v12, (int)&v13, (int)&v1l);

72| if ( sub_401@3F(&unk_438258) == -512 )
. 73 return -3;
P> Insert tons of useless function call to 78| sub_ 4800 (Bunk 438260)
increase the difficulty of reversing 76| sub_46D70F (8unk_43824C);
77| sub_40183F (&unk_438250);
> GetlastError :g 1fr£tt:rr_]_i| iz || tvie || tviz )
P GetTickCount 31| sub-40076F (Bunk 2824C).

> . . 82| sub_40103F(&unk_438250);
83 b_4@D70F (&unk_43824C);

prl ntf( ) 84 zﬂb_%leaF(&z:k_uszse);
. 85 b_48D7@F (&unk_43824C);

> Junk functions 86 zzb_wlesF(&E:k_ﬂszse);

87| sub_4@D70F (&unk_43824C);

P> You will see hundreds of call instruction in 22| e Gunicsseso;
. 98 b & H

debugger and decompiled output c1| 2o a00707 (Bunk 428240);

92| sub_481@3F (&unk_438258);

P> Use IDAPython to perform some magic o] Suoao109 (Bunk 42250,
and clean the useless function calls ce| B e s

L:G ¢ sub_480D70F (&unk_43824C);

‘i":" sub_48193F(&unk_438259);

return -3;

100
101| }




55
56
57
58
59
1%
61
62
63
64
65
66
67
638
69
78
71
72
73
74
75
76
77
78
79
2

if (vi1)

{

sub_48D70F (&unk_43824C);

GetLastError();

sub_48D70F (&unk_43824C);

GetLastError();

sub_4eD7eF (&unk_43824C);

GetLastError();

if ( !NumberOfBytesRead )
return -1;

vl3 = (int)v9 + v24 - 128;

vlid = v24 - 128;

*(_DWORD *)(v13 + 124) = @x5D765A92;// part of RC4 key

rcd((int)ve, vi4, vis, 128);

sub_48D7eF (&unk_43824C);

GetLastError();

sub_48D7eF (&unk_43824C);

GetLastError();

sub_48D70F (&unk_43824C);

GetLastError();

sub_48D7eF (&unk_43824C);

GetLastError();

sub_48D7eF (&unk_43824C);

GetLastError();

sub_48D7eF (&unk_43824C);

GetLastError();

28
21
22
23
24
25
26
27
28
29
3e
31
32
33
34
EL
36
37
38
39
40
41
42
43

45
46
47
438
49

ra

return -1;

res_namea = LoadResource_@(modules, v3);

modulea = LockResource_@(res_namea);

v1ll = SizeofResource_@(v7, v2);

if ( v1l < ex88@ || v11 > ex4FD3ed )

{
FreeResource(res_namea);
result = -2;

¥

else

{
lpMema = malloc_ensure(vil + 1824);
qmemcpy (lpMema, modulea, vil);
FreeResource(res namea);
vli2 = (int)lpMema + v11 - 128;
*(_DWORD *)(v12 + 124) = 1568037522;
rc4((int)lpMema, vil - 128, v12, 128);
if ( lpMema[3] + lpMems[5] + lpMema[4] + 40 == v11 - 128 )

vli3 = lpMema[3];

*a5 = v13;

vl4 = malloc_ensure(vli3 + 128);
*a4 = vl4;

memset(vis, @, *as);

qmemcpy(*a4, lpMema + 1@, *a35);

*a7 = lpMema[4];

v1l5 = malloc_ensure(*z7 + 128);

*26 = vl15;

memset(vls, @, *a7);

gmemcpy(*a6, (char *)lpMemz + *a5 + 40, *a7);

FLNN SR & R




Before & After

if ( vil )

1
sub_48D7eF (&unk_43824C);
GetLastError();
sub_48D7eF (&unk_43824C);
GetLastError();
sub_48D7eF (&unk_43824C);
GetLastError();
if ( !NumberOfBytesRead )

return -1;

vl3 = (int)v9 + v24 - 128;
vid = v24 - 128;
*(_DWORD *)(v13 + 124) = @x5D765A92;// part of RC4 key
rca((int)ve, vi4, vi3, 128);
sub_48D7eF (&unk_43824C);
GetLastError();
sub_48D70F (&unk_43824C);
GetLastError();
sub_48D70F (&unk_43824C);
GetLastError();
sub_48D70F (&unk_43824C);
GetLastError();
sub_48D7eF (&unk_43824C);
GetLastError();
sub_48D70F (&unk_43824C);
GetLastError();

28
21
22
23
24
25
26
27
28
29
30
31
32
33
34

15

16
37
38
39
40
41
42
43

45
46
47
438
49

ra

return -1;

res_namea = LoadResource_@(moduls, vE);
modulea = LockResource_@(res_namez);
vll = SizeofResource_@(v7, v2);
if ( v1l < @x88@ || vil > @x4FD3ed )
{

FreeResource(res_namea);

result = -2;
¥
else
{

IpMema = malloc_ensure(vil + 1024);

qmemcpy (lpMema, modulea, vil);
FreeResource(res_namea);

vli2 = (int)lpMema + v11 - 128;
*(_DWORD *)(v12 + 124) = 1568837522;

rca((int)lpMema, vi1 - 128, v12, 128);
if ( lpMema[3] + lpMemz[5] + lpMema[4] + 48 == v11 - 128 )
vl3 = lpMema[3];
*a5 = v13;
v1l4 = malloc_ensure(vi3 + 128);
*a4 = vl4;

memset(vi4, @, *a5);
gmemcpy(*a4, lpMema + 18, *a5);
*a7 = lpMema[4];

v15 = malloc_ensure(*z7 + 128);

*ab = v15;

memset(vls, @, *a7);

gmemcpy(*a6, (char *)lpMemz + *a5 + 4@, *a37);
L LV pao N



scsiexe.dl

l_‘l void _ stdcall _n.;etu”_s‘:":5':PushSe"'.,-iceG];bals(__P"u"C-I
P Installed as service main DLL 21 Bvre wvas 77 eox
4 BYTE *v2; [/ e=i
P Encrypted shellcode 5| int v3; // [esp+@h] [ebp-1Ch)
6| int *v4; [/ [esp+C ::_: -:-_7'
P> InvokeUtility.exe has same structure 7| it vss /7 [esprash] [cbp-sh]
and payload a| vs = e;
18| w4 = &v3;
11| vi = (BYTE *)VirtualAlloc(@, @xD97u, @x1008u, @x40u);
12| w2 = vi;
13| if (v1i )
14 {
15 drop_data_to_buffer(vl, 3486u);
16 std_rc4(rcdkey, 32, v2, 3479);
17 ((void (*)(void))v2)();
18 VirtualFree(v2, @, 9x3000u);
19| }
28| FreelibraryAndExitThread(hLibModule, @);
21[}




Decrypted Shellcode

P> Shellcode will decrypt its own body by standard RC4
» Other PLEAD backdoor may use modified RC4

ee 2o ff

+C......H... .pv
..043801d2C.wehe
t23.digiforum.tw
:1443;.".

+C.ooiea Moot
. . IDBsvc@425.abd
gc20.digiforum.t
w:443;.E




ASUS WebStorage Conclusion

P> MITM could be very serious problem, especially in the update utility
P> Additional data appended to the known file format could be a signal of abnormal







Modern Attackers are Lazy Smart

P> Modern attackers don't write their own shellcode manually anymore
P> They use compiler to generate shellcode, and shellcode is good for file-less attack!

P> sRDI - Convert your DLL into shellcode
P https://github.com/monoxgas/sRDI

P> MemoryModule - Parse and load PE module from memory without touching disk
P> So, you don't need LoadLibrary API anymore
P https://github.com/fancycode/MemoryModule



https://github.com/monoxgas/sRDI
https://github.com/fancycode/MemoryModule

IDAPython is your best friend

P> [ have published some of my idapython script snippets
P https://github.com/Inndy/idapython-cheatsheet



https://github.com/Inndy/idapython-cheatsheet

How to Find Malicious Payload in 1 Sec

P> Windows system call number will change from time to time
P> Must use system call through NTDLL
P Shellcode must locate DLL in memory from PEB structure and use Windows API
P> Malware usually will not list all the functions in the import table

P> Set break points on...
P> Kernel32!VirtualAllocEx, Kernel32!VirtualProtectEx
P> Kernel32!LoadLibraryExW, Kernel32!GetProcAddress

» Not deep enough?
» ntdll!NtProtectVirtualMemory
> ntdll!NtAllocateVirtualMemory(Ex)
» ntdll!LdrLoadDll
P ntdll!LdrGetProcedureAddress




APT Investigation




Investigating Procedure

P> The process of proactively and
iteratively formulating and validating
threat hypotheses based on security
relevant observation's and domain
knowledge

Conceive Threat Hypothesis

Check Hypothesis

Hevise Hypothesis

Confirm Hypothesis




Threat Hunting

Regularly diagnosis end
points to discover
potential attacks.

APT investigation
process

(causality)

Threat Investigation

Correlate the discovered
events to depict the
whole story line of APT.

Malware Analysis

For the special malware,
the manual reverse will be
conducted.

Threat Intelligence

Integrate several
intelligences to track the
potential source of
attackers, which APT

groups.

Feedback

Feedback the information
to victim to improve their
security.




Threat Hunting System

Instead of passive detecting attacks, threat hunting aims to proactive&regular investigate if any attacker already
conceals in your network.

- Network
- File

- Process
- Registry
- Memory

In our company

- Xensor
- Cycarrier




Threat Hunting System

Instead of passive detecting attacks, threat hunting aims to proactive&regular
investigate if any attacker already conceals in your network.

» Network

P File

P Process

P> Registry

» Memory

> ..




L]
Th t H t DEMOOT-VICTIMLINUX vn poc
rea u n I n g [ Ubuntu 16.04.6 LTS
S -t [ 17216.40.232
ystem i
B 2019/07/2123:14:34

> E D R Syste ml e_ g . O ur Scan Date: 2019-07-2123:14:34 (Latest Report)
Xensor EDR

P> Monitor what happens :

.4.0-142-generic/kernel/drivers/PulseAudio/reptile/reptile.ko

in asingle end point | e

5 /reptile/reptile_rc

)({ENLSE? Dashboard Endpoints

CYBER SITURTION




Threat Investigation

P> Correlate the events and illustrate the whole attack storyline
P> We use some machine learning for that

P> After EDR conducts investigation on end points, threat investigation system(our
Cycarrier) correlates the events and provides a platform for easily investigation




Cycarrier for Web Stora

QT CYCARRIER lml Dashboard ~ # Intelligence % Management

Campaign Sequence Campaign Indicator I File Graph

File Dropped: Asus Webstorage Upate exe
2019-04-24 13:55:38

File Dropped: Asus Webstorage Upate.exe
2019-04-25 14:43:44

File Dropped: Asus Webstorage Upate.exe
2019-04-30 16:23:19

Timeline Campaigns Notes Endpoints

Al R T Cmdline

e (T1059: Command-Line Interface)
pate_exe (T1059: Command-Line Interface)

xe (T1059: Command-Line Interface)




Threat Intelligence System

P> Previous 2 steps focus on intelligence from internal, it provides information for
current APT attack.

P> When we need to connect it to some APT groups, to investigate who is the
attacker, the external information is indispensable

P> Who uses these malware
P> Who owns/operates these domain
P> Are there any APT group utilize the same network infrastructure




872

DETECTED

Domain Activate Hunting

asushotfix.com

bot networks

Domain Location undefined - Malicious Websites ~known infection source

0.0.0.0

(asushotfix.com)

ns1.dnsowl.com
ns2.dnsowl.com
ns3.dnsowl.com

undefined -

Reputation PassiveDNS PassiveURL SubDomain PassiveDNS WHOIS Certification Campaigns Files Components Open Ports Vulnerabilities
Name Resource Records Typ S st Seen
| ‘ 8/05/03 18:35[ >
B ) ) 2 O 1 ) :' J S

. 20718/05/23 0716 2013/10/25 21:10
2018/05/03 18:35 2018/05/14 02:15
Snao a0 o o0 ai2/05/14 02-15

P~ f y .
2018/11/02 08:235 st
2018/05/03 18:43 2018/05/15 16:46
2018/05/03 18:35 2018/09/14 03:46
& 2018/05/03 18:35 2018/09/14 03:46
2018/05/03 18:35 2018/09/14 03:46
2018/05/03 18:43 2018/11/08 21:54

Proprietary. CyCraft Technology Corporation. All Rights Reserved. 2019.




CTI for Web Storage

YW CYBERTOTAL

update.asuswebstorage.com.ssmailer.com
[Domain| [Location » _ Hong Kong - San PoKong | [ASN ~
[Phishing  dynamic dns (©2019-05-1122:59:04)

Resolved IP 103.28.46.4
Routed Block 103.28.46.0/24

DNS Servers ns1.changeip.com
ns2.changeip.com
ns3.changeip.com
ns4 changeip.com
ns5.changeip.com

Location B Hong Kong - San Po Kong
ASN B AS38277 - CN - CLINK-AS-AP CommuniLink Intemet Limited

[ Fiiter whitelist

Name

Qupdate asuswebstorage.com.ssmailer.com

Qupdate asuswebstorage.com.ssmailer.com

Our CTI shows that 103.28.46.4
(update.asuswebstorage.com.ssmailer.co
m) is highly suspicious

+ Campaign | | & STIX

San Po Kong

Resource Records Type First Seen Last Seen
Address Mapping records 2019/04/27 06:24 2019/05/08 17:01

Address Mapping records 2019/05/08 17:01 2019/05/08 17:01

20 rows ¥




Operation ShadowHammer Timeline

May 3,2018 Jan 27, 2019 Apr 8-11, 2019
Domain Registration Date Kaspersky Lab. Announced is SAS about
Record by CyberTotal Confirm Problem. Operation ShadowHammer.

N

%

SHADOWHAMMER

Mar 25, 2019

Kaspersky Lab.
Announce Report

Proprietary. CyCraft Technology Corporation. All Rights Reserved. 2019.



Take Away

P> While your software becomes more complex, it nearly impossible to establish a
trusted/secure supply chain. Therefore, attackers will target the weakness of supply
chain.

P> We illustrate 2 APT operations to show the real world APT targeting supply chain
security.
» Shadow Hammer Operation
P> Web Storage Operation

P> Modern APT malware tricks (for both offensive and defensive)
P> Overview of our investigating procedure
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THANK YOU

ck.chen@cycraft.com

Inndy.lin@cycarrier.com
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