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Outline

1. 1. Supply Chain Security

2. 2. Shadow Hammer Operation

3. 3. Web Storage Operation

4. 4. Threat Investigating Process
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Ruby strong_password
Backdoor (2019)

Malicious event-stream 
backdoor (2019)
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Check LOLBAS for more "useful" binary
https://lolbas-project.github.io/

1����+���DB����##���3C�"!B

https://lolbas-project.github.io/
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►0I�/E-%:�I7A��+E&��I"&��IE�%E�7I��&7%"�"E-+�F71%E7:



 ����
����	��
Injected code was located at 

the end of .text section

Should go to __crtCorExitProcess
normally
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►���  �#���G�&��"�BI$'���E&�"����""'� & &'B��!���$��B�� �#B�'�!��"��&'#B����"�,��
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►('�E&�&�	�'
#�E �'�"� ����))"�'#���'�!#�E ����&�����B�&&

►���"�E&�&�$B��#!$E'���#��&�'�'#�����&&�B�&#EB����"���!$#B'�'�� �
►���E���B���B�"��&��"�&'�'����"� I&�&�'## ��!�����'�!#B��&'�� '�

►���  �#�� G�  �� �H��E'�� �" &�!� $B#��&& ��'�B ���BI$'�#"
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void __stdcall decrypt(BYTE *input, int len, BYTE *output) { 

DWORD s1, s2, s3, s4;
int i = 0; s1 = s2 = s3 = s4 = *(DWORD *)input; 
do {

s1 += (s1 >> 3) - 0x11111111; 
s2 += (s2 >> 5) - 0x22222222;
s3 += 0x33333333 - (s3 << 7);
s4 += 0x44444444 - (s4 << 9);

output[i] = (s4 + s3 + s2 + s1) ^ input[i];
} while ( ++i < len );

}
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►	"�08 $6� � � B��!B� �
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►
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►�D 4"���� $��� �� $60$ $6�D B#�� � ����� � �� &�$6 ��## $60� 0� 6�B"

typedef struct {
DWORD count; // 1 or 2
BYTE mac1_md5[16];
DWORD __padding1; // always 0
BYTE mac2_md5[16];
DWORD __padding2; // always 0

} MAC_RECORD;
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Onenote.exe
�
�����(��
�)������)(�� 

InvokerUtility.exe

scsiexe.dll

2019-04-24 
Asus WebStorage AsusWSPanel.exe was invoked

%APPDATA%\Microsoft\Windows\Sta
rt Menu\Programs\Startup\ctfmon.exe

%APPDATA%\Roaming\WebStorag
e\Asus Webstorage Upate.exe
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https://github.com/monoxgas/sRDI
https://github.com/fancycode/MemoryModule
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https://github.com/Inndy/idapython-cheatsheet
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Domain Activate Hunting

(asushotfix.com)
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Operation ShadowHammer Timeline
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