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MY CAREER SO FAR ....

Failing modelling career IT/Security Consultant Chief Information Security CyberFeminist Hacker
/ Ongoing PhD & Trainer Officer On Demand & Influencer
(A lot of photoshop...)
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Encrypting Ransomware

Incorporated with advanced encryption algorithms,
this type of ransomware is designed to block system
files and demand payment to provide the affected
user with the key that will decrypt the blocked
content. For example: Crypto Locker, Wannacry,
Locky, Crytpowall, etc.

Locker Ransomware

This malware locks the persen out of the 05, making
it impossible for them to access the data saved oniit.
Here, the files are not encrypted, but the
ransomware still asks for a ransom to unlock the
infected device. For example: Police-themed
ransomware or Win locker.

Source: https://secure.wphackedhelp.com/blog/b0rOntOk-ransomware/
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MBR Ransomware

Master Boot Record (MBR) ransomware is a type of
Locker ransomware. The MEBR is a section of a hard
drive that enables the Operating System to boot up.
However, when the MBR ransomware attacks the
drive, the boot process fails to complete and
demands the payment of ransom as soon as
possible, For example: Satana, Petya, efc.
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Symantec, via @certbund

Source



- - -
Al Al Al

Riviera Beach Lake City Key Biscayne
US$600,000 US$460,000 No reported payment
May 29 June 10 June 23
Overall ransomware detections New ransomware families compared to

compared to the second half of 2018 the second half of 2018



= Ryuk

- Arrives via spam

- Can render infected
systems unbootable

@, LockerGoga

- Arrives via compromised
credentials

- Modifies the passwords of
infected systems’ user
accounts, prevents infected
systems from being rebooted

L RobbinHood

- Arrives via unsecure remote
desktops or trojans

- Encrypts each file with a
unique key

% BitPaymer

- Arrives via compromised
accounts and emails
containing Dridex

- Abuses PsExec tool

== MegaCortex

- Arrives via compromised
controllers

- Disables certain processes

o Nozelesn

- Arrives via spam

- Its trojan downloader,
Nymaim, uses fileless
techniques to load the
ransomware.




Companies do not patch ...

Employees click on phishing
links ...
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Type of Ransomware — What companies do ... if they do ...

Extensions Extension Pattern Ransom Note Filename(s) [Comment Encryption
Algorithm
.CryptoHasYou. .enc AES(256)
YOUR_FILES _ARE_LOCKE
D.txt
777 T77 ._[timestamp]_$[email]$read_this_file.txt XOR
777
e.g.._14-05-2016-11-
59-
36_%ninja.gaiver@aol.c
om$.777
7ev3n .R4AA FILES BACK.txt
.R5A
7h9r .7h9r README .TXT AES
8lock8 .8lock8 READ_IT.txt Based on HiddenTear |AES(256)
AiraCrop ._AiraCropEncrypted How to decrypt your files.txt [related to TeamXRat
Al-Namrood .unavailable Read Me.Txt
.disappeared
Alcatraz Locker Alcatraz | ransomed.html
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Norsk Hydro was not an accidental,
“"WannaCry” style indiscriminate
attack, but a deliberate, targeted

strike on critical infrastructure.

page | 9
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The Infection

The ransomware was dropped and executed by a renamed PsExec tool.

- It is the same system administration tool abused by various ransomware
such as SOREBRECT and Bad Rabbit.
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The Evasion

Codesigning was used in order to bypass the antivirus -
Companies whitelist signed software.

Numerous vendors on the dark web sell such certificates for a
relatively cheap price of between 500 and 1700 USD, so signed
ransomware is becoming increasingly common.

page 11



RESPONSIBLE I R csponsible Cyber mm
CYBER

Xovy npeanoxurs Bau roTonme, xavecTesnnie coptudmxats CodeSigning Comodo u CodeSigning EV GlobalSign C pactumpensoi Nposepkoi Kosmnanmm!

Liesst Ha cepTumkaTsl chegyiowme:
CodeSigning - $400

CodeSigning EV - $1700

EV SSL - $500

Yucrxa or AB - $150

elegram
jabber: g
jabber2:

Ceprindmxarts 4R NOANKCH KOAA MCNONBYIOTCA PA3paboTHukamu ANA NOANMCK CB0Ero NPoOrpaMmHoro obecneveHunn, 4Tobs gokasars, 410 oHo (MO) He GbIN0 UIMEHEHO UNK CKOMNPOMETUPOBAHO TPETLER CTOPOHOR.
HecmoTpa Ha TO, YTO NporpaMMHoe oGecneyeHne, NPUoGPETEHHOE B PO3HILLY, KK NPABKUNO, CYNTAETCH OTHOCUTENBHO GE30NACHBIM, NPOMPaMMBI, 3arpYXaeMble N3 MIHTepHeTa, YAcTO NOABEPranTeR COMHEHMIO M3-33 WNPOKOro
PACNPOCTPAHEHUA BUPYCOB ¥ BpegorsocHoro MNO. Hanuume unbposoro cepTHdmKaTa NOATEePXAAET UENOCTHOCTS (HEUIMEHHOCTSE) NPOMPAMMHOrO KOAA C MOMEKTA Bro Bhinycka, CoOTBETCTBEHHO, BCNW BaLW (hain nmeet
UNPOBYI0 NOANMCE, NONLIOBATENW GyAYT OTHOCUTHCA K HEA C GONLLLIDH YBEPEHHOCTHIO NPKU 3arpyake na UKTepseTa unu sanycxke.

Moanucanybli ann oBxoRnT GNOKMPOBKM MHOTUX axTuempycos, a EV CodeSigning nosponaeT 6e3 wabopa penyTaumun cepruduxara obxoamte SmartScreen!
YUnThiBan HOBLIe NPEABUNEG NONYYEHUA COPTHPUKATOS, NPOLE KYNKTD Y HAC, 4eM 3aM0PaumMBaTuen cammum!

Cpoxu

Code Signing - 2-3 pabounx gHei

Code Signing EV- o 101 pabounx arei.
lapamr.

Cepruduxars: Aena0 CTPOro NOZA KoM,

K onnare npuwmamaenm: Bitcoin, Ethereum, Monero
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It is a 32-bit executable compiled by VS2015.

M Exeinfo PE - ver0.0.5.3 by ASL -

[ pe: | 7bcd69b3085126f7e97406889f78ab74e87230c11812b794(

1031+71 SIgn 2018, 09 25

/'H
Entry Point : 00099BCB 0o (<] EPSeCﬁon text | ] I wil
y Fleoffset: 00098CB Bytes: E8.90,0E.0000. [ @ Pug |
« Linker Info :  14.16 : WindowsGUI | pg o
FeSze:  00130F78h  |<|[n| Overlay: = o0o001378 =
. ‘,
Image s 32bit executable RES/OVL : 2019 =
Microsoft Visual C++ V.14 - 2015(E8)wwmlcrosoftoom[0ebug 13 503,,“} Rip
Lamer Info - Help Hint - Unpack info - - o - :
Not packed , try OllyDbg v2 - wwwolydbgdeorlDAv?wwwhexrayS( 0“3] 2>

= -
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The Infection

%TEMP% directory,
cmd.exe /c move /y tgytutrcXXXX.exe % TEMP%\tgytutrcYYYY.exe

"C:\Windows\system32\wevtutil.exe" cl Microsoft-Windows-WMI-Activity/Trace

- Ransom note and encryption process.
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The Infection

= The process with -m as the parameter is mainly for scheduling (System-wide lock- Mutex).

= “jSM-zzbdrimp —s” create more child processes.

= The parent process detects the number of child processes. The number of child processes is the
same as the number of CPU cores.

= The child process obtains the path of the file from the parent process, and the path name needs to be

decoded by Base64.

sub_451320(v4
16 += 14:

++

sub_451320(v4, ebx®, (v94
viog = 0

page 15
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The Encryption; AES & RSA

AES key to encrypt the file using the AES algorithm.

Hard-coded RSA public key in the decoding program:

page | 16


https://static.ts.360.com/blog/wp-content/uploads/2019/03/20.-generate-a-32-byte-random-number-for-AES-key-generation.png
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The Encryption; AES & RSA

- {

/ —4— AES {
1 3 —i—-DES l
| FS#—'A it |
: — New Algo -

120 256 512 1024
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The Ransom

Manual process of email, using
numerous Protonmail, mail.com

and o2.pl email accounts
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Summary

LockerGoga encrypts various types of files, including executable files,

system directories, and files in the startup directory.

It is very destructive...

It traverses files in the parent process, then encrypt files in multiple child

processes, and leverage multiple cores of the CPU.

-
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The Detection

6 known samples of LockerGoga in the wild:

1.7bcd69b3085126f7€97406889f78ab74e87230c11812b79406d723a80c08dd26
2.C3d334cb7f6007c9ebeelab8c4f3f72eac9b3c102461d39f2a0a4b32a053843a
3.88d149f3e47dc337695d76da52b25660e3a454768af0d7e59c913995af496a0f
4.c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977ddal5
5.eda26alcd80aaclc42cdbba9af813d9c4bc81f6052080bc33435d1e076e75aal
6.bal5c27f26265f4b063b65654€9d7c248d0d651919fafb68ch4765d1e057f93f

oosc [
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The Prevention

Measure Measure
Backup and Restore Enforce UAC Prompt

Process

Block Macros
Disable WSH
Filter Attachments
Level 1

Filter Attachments
Level 2

Email Marking
Restrict program
execution

Show File
Extensions

Remove Admin
Privileges

Restrict Workstation
Communication
Sandboxing Email Input
Execution Prevention
Change Default "Open
With" to Notepad

File Screening

Restrict program
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Wrong Assumptions

Backup will ALWAYS save you !

If the ransomware encrypts the files, then it will encrypt the backup

as well overwriting the good one...

page 22
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Who’s in the game, yet ?

page 23



Thank You

Magda Chelly
mchelly@responsible-cyber.com




