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Behind LockerGoga – A walk through a 

ransomware attack worth 40m$

Magda Lilia Chelly, PhD. CISSP
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MY CAREER SO FAR ….

Failing modelling career 
/  Ongoing PhD

IT/Security Consultant 
& Trainer

Chief Information Security 
Officer On Demand

CyberFeminist Hacker 
& Influencer

(A lot of photoshop…)



2
2page

Responsible Cyber

Special Thanks to Rik Ferguson, VP Security Research at Trend Micro

And below public contributors to ransomware research: 

Contributors

Florian Roth @cyb3rops

Bart P @bartblaze

Michael Gillespie @demonslay335

Marcelo Rivero @MarceloRivero

Daniel Gallagher @DanielGallagher

Mosh @nyxbone

Karsten Hahn @struppigel

Anthony Kasza @anthonykasza

John Bambenek @bambenek

Devon Ackerman @AboutDFIR

Fernando Mercês @MercesFernando

Jas Chase @jasc22

https://twitter.com/cyb3rops
https://twitter.com/bartblaze
https://twitter.com/demonslay335
https://twitter.com/MarceloRivero
https://twitter.com/DanielGallagher
https://twitter.com/nyxbone
https://twitter.com/struppigel
https://twitter.com/anthonykasza
https://twitter.com/bambenek
https://twitter.com/aboutdfir
https://twitter.com/MercesFernando
https://twitter.com/jasc22
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Source: https://secure.wphackedhelp.com/blog/b0r0nt0k-ransomware/
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Source: Symantec, via @certbund
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Companies do not patch …

Employees click on phishing 

links …
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Type of Ransomware – What companies do … if they do … 

Extensions Extension Pattern Ransom Note Filename(s) Comment Encryption 

Algorithm

.CryptoHasYou. .enc

YOUR_FILES_ARE_LOCKE

D.txt

AES(256)

777 .777 ._[timestamp]_$[email]$

.777

e.g. ._14-05-2016-11-

59-

36_$ninja.gaiver@aol.c

om$.777

read_this_file.txt XOR

7ev3n .R4A

.R5A

FILES_BACK.txt

7h9r .7h9r README_.TXT AES

8lock8 .8lock8 READ_IT.txt Based on HiddenTear AES(256)

AiraCrop ._AiraCropEncrypted How to decrypt your files.txt related to TeamXRat

Al-Namrood .unavailable

.disappeared

Read_Me.Txt

Alcatraz Locker .Alcatraz ransomed.html
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Norsk Hydro was not an accidental, 

“WannaCry” style indiscriminate 

attack, but a deliberate, targeted 

strike on critical infrastructure. 
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The Infection

The ransomware was dropped and executed by a renamed PsExec tool.

→ It is the same system administration tool abused by various ransomware

such as SOREBRECT and Bad Rabbit.
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The Evasion

Codesigning was used in order to bypass the antivirus →

Companies whitelist signed software.

Numerous vendors on the dark web sell such certificates for a

relatively cheap price of between 500 and 1700 USD, so signed

ransomware is becoming increasingly common.
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The Executable  

It is a 32-bit executable compiled by VS2015.
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The Infection 

%TEMP% directory,

cmd.exe /c move /y tgytutrcXXXX.exe %TEMP%\tgytutrcYYYY.exe

"C:\Windows\system32\wevtutil.exe" cl Microsoft-Windows-WMI-Activity/Trace

→ Ransom note and encryption process. 
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The Infection 
▪ The process with -m as the parameter is mainly for scheduling (System-wide lock- Mutex).

▪ “-iSM-zzbdrimp –s” create more child processes.

▪ The parent process detects the number of child processes. The number of child processes is the 

same as the number of CPU cores.

▪ The child process obtains the path of the file from the parent process, and the path name needs to be 

decoded by Base64.
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The Encryption; AES & RSA

AES key to encrypt the file using the AES algorithm. 

Hard-coded RSA public key in the decoding program:

https://static.ts.360.com/blog/wp-content/uploads/2019/03/20.-generate-a-32-byte-random-number-for-AES-key-generation.png
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The Encryption; AES & RSA
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The Ransom

Manual process of email, using 

numerous Protonmail, mail.com 

and o2.pl email accounts
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Summary

LockerGoga encrypts various types of files, including executable files,

system directories, and files in the startup directory.

It is very destructive…

It traverses files in the parent process, then encrypt files in multiple child

processes, and leverage multiple cores of the CPU.
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The Detection

6 known samples of LockerGoga in the wild:

1.7bcd69b3085126f7e97406889f78ab74e87230c11812b79406d723a80c08dd26

2.C3d334cb7f6007c9ebee1a68c4f3f72eac9b3c102461d39f2a0a4b32a053843a

3.88d149f3e47dc337695d76da52b25660e3a454768af0d7e59c913995af496a0f

4.c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977dda15

5.eda26a1cd80aac1c42cdbba9af813d9c4bc81f6052080bc33435d1e076e75aa0

6.ba15c27f26265f4b063b65654e9d7c248d0d651919fafb68cb4765d1e057f93f
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The Prevention 

Measure
Backup and Restore 
Process
Block Macros
Disable WSH
Filter Attachments 
Level 1

Filter Attachments 
Level 2
Email Marking
Restrict program 
execution
Show File 
Extensions

Measure
Enforce UAC Prompt
Remove Admin 
Privileges
Restrict Workstation 
Communication
Sandboxing Email Input
Execution Prevention
Change Default "Open 
With" to Notepad
File Screening
Restrict program 
execution #2
EMET
Sysmon
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Wrong Assumptions 

Backup will ALWAYS save you !

If the ransomware encrypts the files, then it will encrypt the backup 

as well overwriting the good one… 
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Who’s in the game, yet ? 
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Thank You
Magda Chelly
mchelly@responsible-cyber.com


