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Security Research/ Trainer at Hacker Cons
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SecurityTube and Pentester Academy
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AttackDefense Labs
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Books

• Sept. 9th 2011
• 13,000+ copies sold
• Polish and Korean translation

• March 30th 2015
• Minor Edits for Kali Linux
• New chapter added by co-author
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Wi-Fi APs: They are everywhere J
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Wi-Fi AP: Hackers Live Here!
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• Stone age security
• Older kernels, outdated software
• No AV, IDS or any modern security
• No proper logging or alerting

How can good security be built on 
insecure infrastructure? 
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What could go wrong?

• DNS Hijacking
• Traffic redirection, monitoring and 

mangling
• Stealing credentials, accounts, money
• Pivot point to attack other networks
• Propagate spam
• You get arrested … L
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I have a dream … of secure access points
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Can something be done?
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Enterprise Grade EDR? Server side DR?
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What runs your Wi-Fi AP? 
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OpenWRT: Popular Distribution
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Principle of Least Privilege?
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Securing Wi-Fi Routers
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Secure Boot

OS Security

Application Security
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Embedded Device Booting

Bootloader

Linux Kernel 
And

Device Tree 

BusyBox 
And

Root Filesystem
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Secure Boot

• Chain of Trust

• Trusted Bootloader

• Trusted Kernel

• Trusted FS and Apps
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OS Security

• Latest, patched kernel

• Signed modules only

• Kernel mode Attack Detection

• Kernel mode Attack Defense
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Secure Boot

OS Security

Application Security
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Application Security

• Multi-user system

• Principle of least privilege

• Use of namespaces, cgroups

• Application isolation
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APAD: A Beginning

• Kernel mode component

• Detects attacks and defends when needed

• Writes to system logs

• Logs shipped for remote analysis

• Network wide detection: spatial and time

22



PentesterAcademy.com

©PentesterAcademy.com

PentesterAcademy.com

Demo
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