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In this companion lab, we will be showing a live demo of how low-level kernel based EDR system can be used to detect and deter attacks.

To understand and use this demo, please follow the course.
This lab contains build-system for OpenWRT MIPS Malta and Qemu emulator for MIPSEL. The home directory of user john contains the following directories:

e openwrt-buildsystem: OpenWRT build system configured for MIPS Malta
* ready-to-run: Ready to run kernel and filesystem images for MIPS Malta
 rootkit-code: Source code for rootkits

Objective: Compile kernel modules and test those on Qemu emulated MIPS malta machine.

Note: Use of "make clean" in the openwrt-buildsystem will lead to more time consumption during compilation. Similarly, selecting new packages might not work as the lab is not connected to the internet.
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Wi-Fi APs: They are everywhere ©




Wi-Fi AP: Hackers Live Here!

* Stone age security

 Older kernels, outdated software
* No AV, IDS or any modern security
* No proper logging or alerting

How can good security be built on

WIFI HACK|N6 y insecure infrastructure?
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What could go wrong?

* DNS Hijacking

* Traffic redirection, monitoring and
mangling

* Stealing credentials, accounts, money

* Pivot point to attack other networks

* Propagate spam

* You get arrested ... ®
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| have a dream ... of secure access points
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Can something be done?
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Enterprise Grade EDR? Server side DR?
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What runs your Wi-Fi AP?




OpenWRT: Popular Distribution
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Welcome to the OpenWrt Project

The OpenWrt Project is a Linux operating system targeting embedded devices. Instead of trying to create a single, static firmware, OpenWrt provides a fully writable filesystem with package management. This frees you from the application selection and
configuration provided by the vendor and allows you to customize the device through the use of packages to suit any application. For developers, OpenWrt is the framework to build an application without having to build a complete firmware around it; for
users this means the ability for full customization, to use the device in ways never envisioned.

See the Table of Hardware for supported devices. For more information about OpenWrt project organization, see the About OpenWrt pages.

OpenWrt endorses Battlemesh v12

The OpenWrt project supports this year's “Wireless Battle of the Mesh - Building Community Networks for Fun and Non-Profit".

The event aims to bring together people from across the globe who are interested in community networks, including wireless mesh network technologies, fiber infrastructure, Do-It-Yourself Internet Access Providers, and more generally how to create and
maintain a thriving community of people involved in building their own networks.

We envision 7 days full of expert presentations, practical workshops, late-night hacking sessions, and fruitful discussions: whether you are a mesh networking enthusiast, community networking activist, protocol developer, or have an interest in networking
in general, come and join the event!

Thanks to generous sponsors, the battlemesh is free of charge and open for all, and every year the local organization team strives to keep participation costs low by negotiating deals for accommodation and food.
This year, the event will take place from Monday 8th to Sunday 14th of July, 2019 in Saint-Denis (Paris), France. The event is locally organized. Check out continuously updated information about the event at

% https://www.battlemesh.org/BattleMeshV/12
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Principle of Least Privilege?

< [SOLVED] Security Question (all processes runs as root user)
8 Installing and Using OpenWrt

This would be very hard to change.

LEDE is a full Linux system, so you can set it up as normal with different users
(and some daemons, not just dnsmasq do this by default).

But you have to ask yourself exactly what threat you are defending yourself
against.

The theory is that if someone breaks one daemon, they have a harder time
affecting others if they are run as different users, but the things that run on

a LEDE device tend to be fairly locked down (minimizing their vunlerabilities)
and rather central to the operation of the system.

If someone takes over DNS/DHCP (i.e. dnsmask), they can do a lot of nasty things
to you, does it really matter that they can't affect the routing tables?

It all depends on what you are running on the router, sometimes it's worth
running some things as a different user so that if they get hacked it's harder
to affect other things, sometimes it's not worth the effort.

For the LEDE project, the user support complexities of explaining all the
possible permission issues to people tip the balance to making the default
system not use a lot of userids.
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Securing Wi-Fi Routers

Application Security

Secure Boot
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Embedded Device Booting

BusyBox
And
Root Filesystem

Linux Kernel
Application Security And

Device Tree

Secure Boot

Bootloader
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e Chain of Trust

 Trusted Bootloader

Application Security

 Trusted Kernel

Secure Boot

* Trusted FS and Apps
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OS Security

e Latest, patched kernel

* Signed modules only

Application Security

e Kernel mode Attack Detection

Secure Boot

e Kernel mode Attack Defense
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Application Security

* Multi-user system

* Principle of least privilege

Application Security

* Use of namespaces, cgroups

Secure Boot

* Application isolation
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APAD: A Beginning

 Kernel mode component

* Detects attacks and defends when needed
* Writes to system logs

* Logs shipped for remote analysis

 Network wide detection: spatial and time
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