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what is BCU?



Goals

Level-up our crowd:

1.

Analyze critical bug S
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Bring training to the crowd .
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Modules

Newcomer
modules

Intermediate
modules




Modules



Each module has a few sections



Bounty Basics



rogram

How it Works Solutions Customers Resources Programs

Tesla

™ $100 - $10,000 pe

SUBMIT REPORT

Program details Ha

Tesla values the work done by security researchers in improving the security of our products and service offerings. We are committed to working with this
community to verify, reproduce, and respond to legitimate reported vulnerabilities. We encourage the community to participate in our responsible reporti
process.

For vehicle or product related services

While we use Bugcrowd as a platform for rewarding all issues, please report vehicle and product related issues directly to vulnerability@

reports containing sensitive information,

Third-party bugs

About

@teslamotors.com, using our

If issues reported to our bug bounty program affect a third-party library, external project, or another vendor, Tesla reserves the right to forward details of the issue

to that party without further discussion with the researcher. We will do our best to coordinate and communicate with researchers through this process.

Responsible Disclosure Guidelines

We will investigate legitimate reports and make every effort to quickly correct any vulnerability. To encourage responsible reporting, we will not take legal action

against you nor ask law enforcement to investigate you providing you comply with the following Responsible Disclosure Guidelines:

* Provide details of the vulnerability, including information needed to reproduce and validate the vulnerability and a Proof of Concept (POC
* Make a good faith effort to avoid privacy violations, destruction of data, and interruption or degradation of our services
* Do not modify or access data that does not belong to you

* Give Tesla a reasonable time to correct the issue before making any information public.

298 vulnerabilities rewarded

Validation within 3 days

$957.97 average payout (last 3 months)

Latest hall of famers

00 Wws20009
@
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Targets

*.something.com means any
subdomains found are also in
scope. Like:

admin.something.com

Also out of scope targets are
listed.

Targets




Reward tables and focus areas

Sometimes these tables can show you where to focus
as well:

Rewards

We pay rewards ranging from $100 to $10,000. Rewards are administered according to the following guidelines:

RCE: Up to $10,000

SQLi: $500-$10,000

XSS: $100-$1,000

CSRF: $100-$500

Authentication bypass: Up to $10,000
Horizontal privilege escalation: $500-$3,000
Vertical privilege escalation: $500-$10,000

Vehicle or product related vulnerabilities: case-by-case (report directly, see above)
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Labs

There are hundreds of open source
labs and CTF challenges for module
topics.

We will curate the best ones to help
you learn the topic in as much depth
as possible.

Students will set up their own lab
environments.

bugcrowd.co
Insecure DOirect Object Reference

Bugcrowd Open Source Software Lab Guide
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Prerequisites

There is no “right” path to becoming
a hacker. There are, however, some
areas in which you will need to be
familiar in to understand the module
topics if you are starting from
scratch.

We recommend the following
Codecademy courses (or familiarity)
before starting BCU:




Core Toolset



‘ | Burp Suite Professional v1.7.35 - Temporary Project - licensed to Bugcrowd [2 user license]

1
| Burp Intruder Repeater Window Help

} Target 7Proxy’] Spider ] Scanner I Intruder W’Repeater I Sequencer l Decoder ] Cnmparerri Extender l Project options | User options ] Alensr\

i Site map Scopel

l Filter: Hiding 4xx responses

> T3] https7/www.google.com
» O https://www googleadsenvices com
https://www.underarmour.com Host Method | URL Params | Sta... 4| Length | MIME type | Title Comment
vi  en-us https://www.underar... GET Jen-us/ 200 635513 HTML Under ArmourA® Of ..
/ https://www.underar. GET /en-us/api/cart/prox 200 1344 JSON
https://www.underar. GET /en-us/api/live-chat- 200 1214 JSON
https://www.underar. GET /en-us/api/rec-zone/ 200 23232 JSON
https://www._underar... GET Istatic/css/global.mi 200 539827 CSS
https://www.underar. GET /static/css/modules 200 292471 CSS
us https://iwww.underar... GET Istatic/js/global.min 200 920963 script
[S] SIDJOWTIUCIPkgUFOIv | https://iwww.underar... GET M/content/navigatio 200 138511  script
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t : ' |s] live-chat-available <
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v i tiles
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v static
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® GET /en-us/ HTTP/1.1
v [ assets
WWV. underarmour.com
[ J v [~ vendor

Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:€l.0) G 0/20100101 Fire

v [ inmoment t/html, applicat ion/xhtml+xml, application/xml;q=0.9, * .8

v & inmoment.min js
B =1
v & css
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v &3 modules.min.css
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js
v & global min_js
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DCOrigin
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content
I navigation
v [T asset
v [~ module
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1.ead474c4f9fac50ade59 js
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main.6abceed0e7cc8e0443
|s] main.6abceedOe7cc8e0443
https://x_bidswitch.net ‘v
https://x_skimresources.com

0 matches




“ Untitled Session - OWASP ZAP 2.7.0
File Edit View Analyse Report Tools Online Help

| Standard Mode 7" | 2 1 %06 B EE

@ Sites | 5 = Request ?‘ <« Response
6 | Text EJ ‘Text_:J

v [} Contexts GET https://www.underarmour.com/robots.txt HTTP/1.1 HTTP/1.1 200 OK

| & Default Context User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Content-Type: text/plain
rv:61.0) Gecko/20100101 Firefox/61.0 Server: nginx
Accept: */* Last-Modified: Wed, 25 Jul 2018 19:25:33 GMT
hitp://www.underarmour.com Accept-Language: en-US,en;q=0.5 ETag: W/"5b58cead-1391"
https://www.underarmour.com origin: moz-extension://85bb@57d-3b24-469d-804d- UA-Env-Id: aws-production-red
9460bfed4e94 Date: Thu, 26 Jul 2018 09:14:27 GMT
Connection: keep-alive Content-Length: 5009
GET:en-us Host: www.underarmour.com Connection: keep-alive

GET:favicon-16x16.png

v @ Sites

en-us

# Whitelist

. GET:robots.txt User-agent: AdsBot-Google

> static User-agent: AdsBot-Google-Mobile

. U: B t: AdsBot-Gi le-Mobile-Android
GET:touch-icon-192x192.png Aﬁgw‘?gjz/landj OERRO0BIETON e INareL

vi

http://underarmor.com User-agent: *
OWASP ZAP
http://detectportal.firefox.com Disallow: /*.swf$

Disallow: /*.swf?

GET:success.txt Disallow: /*.swf/

[ ity semen | P roxy

© & | Filter: OFF ¢ Export
Id Req. Timestamp Method URL Reason Size Resp. Body Highest Alert Note Tags
7/26/18 2:13:59 AM GET http://detectportal.firefox.com/success.txt OK 8 bytes
7/26/18 2:14:17 AM GET http://underarmor.com/robots.txt Moved Per.. 0 bytes
7/26/18 2:14:17 AM GET http://underarmor.com/ Moved Per 0 bytes
7/26/18 2:14:17 AM GET http://www.underarmour.com/ Moved Per... 0 bytes
7/26/18 2:14:18 AM GET http://detectportal.firefox.com/success.txt OK 8 bytes
7/26/18 2:14:20 AM GET http://detectportal.firefox.com/success.txt OK 8 bytes
10 7/26/18 2:14:25 AM GET https://www.underarmour.com/robots.txt OK 5,009 bytes
12 7/26/18 2:14:25 AM GET https://www.underarmour.com/ Moved Per... 70 bytes
13 7/26/18 2:14:26 AM GET https://www.underarmour.com/en-us/ OK 633,872 bytes
14 7/26/18 2:14:26 AM GET https://www.underarmour.com/static/css/globa... OK 539,493 bytes
17 7/26/18 2:14:26 AM GET https://www.underarmour.com/static/css/modu... OK 292,137 bytes
18 7/26/18 2:14:26 AM GET https://www.underarmour.com/v1/content/navi... OK 138,581 bytes
24 7/26/18 2:14:27 AM GET http://detectportal.firefox.com/success.txt OK 8 bytes
25 7/26/18 2:14:27 AM GET http://detectportal.firefox.com/success.txt OK 8 bytes
26 7/26/18 2:14:27 AM GET https://www.underarmour.com/v1/content/navi... OK 243,079 bytes
27 7/26/18 2:14:27 AM GET https://www.underarmour.com/static/js/global.... OK 920,615 bytes
29 7/26/18 2:14:27 AM GET http://detectportal.firefox.com/success.txt OK 8 bytes
30 7/26/18 2:14:27 AM GET httos://www.underarmour.com/static/assets/ve OK 756 bvtes
Alerts 0 40 20 [0 Current Scans 4,40 €0

»

0 @0 %0 40 :




Your Elastic Security Team, be

Cc @

Firefox (or Chrome

HowitWorks  Solutions  Customers  Resources  Programs  About

m REWARD 62  POINTSONLY 30  CHARITY 1

Useful extensions:
87,200+

Researchers from 113 countries

FoxyProxy

BuiltWith or Wapplyzer
Open Multiple URLs
Copy Tab URLs

Snap Links Plus

Link Gopher

Kyivstar Caffeine Seeking specialists Overstock’s Vulnerability
in Disclosure Page!

M Points

SUBMIT REPORT v R ¥ SUBMIT REPORT

Upwork Acorns Grow, Inc. Atlassian

SUBMIT REPORT SUBMIT REPORT SUBMIT REPORT




Virtual machines

Several of the labs we will
utilize will be virtual
machines, ISOs, or require you
to host a web server. To this
end Virtualbox or VMware are
required.

VM's you might find useful for
training are a personal
sandboxed Ubuntu install and
possibly Kali Linux.




Resources



Related written course material

These two resources will be
referenced in each module
So you can read along and

The Wk Analioats
supplement BCU. "é\féi\gléh?}lsml
Many consider them to be andbool

the de facto web application =
hacking resources.




OWASP Vulnerable Web Applications Directory Project

OWASP Vulnerable Web Applications Directory Project

VWA D P ke e p S Main On-Line apps Off-Line apps Virtual Machines or ISOs Acknowledgements { and Getting Ir
Home

About OWASP
Acknowledgements Vulnerable applications that have to be downloaded and used locally:
Advertising

t ra C k Of I I l a n AppSec Events App Name / Link Technology Other links Author Notes
Soke btslabe =5

Includes flash-based xss, SSRF, and SSI
Brand Resources
Chapters BadStore# Perl(CGl)

f I Donate to OWASP Bodgelt Store@ Java download
;J”mg Bricks@ PHP download® docse?

Governance

Butterfly Security Project&? PHP download#? Last updated in 2008

. .
Mailing Lists bWAPP# PHP downloade? docse
I n u S r I e S Menhests Cyclone Transferse Ruby on Rails

chandise
Presentations Damn Vulnerable Node Application - DVNA# Node.js downloade? Claudio Lacayo

S Damn Vulnerable Web Application - DVWA® PHP download® RandomStorm
Projects
V u n e ra e a p p S Damn Vulnerable Web Service - DVWS & PHP download# Secure |deas (depriciated?)

Damn Vulnerable Web Services - DVWS# PHP snoopysecurity

Activities Damn Vulnerable Thick Client App - DVTA®Z C# .NET secvulture

Attacks
Code Snippets Gruyered? Python download#? Google

Controls Hackademic Challenges Project PHP download# OWASP

fowiic Hackazon# Rapid7 Has some REST and new-school web components.

L]
Java Project Hacme Bank - Androide? McAfee / Foundstone
° NET Project

Principles Hacme Banke? NET downloade? McAfee / Foundstone

Technologies Hacme Books# Java downloade? McAfee / Foundstone
Threat Agents
Ndnerabaitics Hacme Casino&? Ruby on Rails |downloade McAfee / Foundstone

Tools Hacme Shippinge? ColdFusion downloade McAfee / Foundstone

What links here Hacme Travel@ C++ download# McAfee / Foundstone
Related changes

hackxor g First 2 levels online, rest offline

Juice Shope? Node/JS downloade? dockers guides?
Permanent link

Page information LampSecurity&?

Mutillidaee? downloade

NET Goat& git repository&

NodeGoate? S git repositorye?




People to Follow

In order to stay cutting edge each
module will contain a Twitter list of
researchers or accounts who we
consider to offer value or broadcast
advents related to the module topic.

Mobile

A public list by Jason Haddix

Mobile Hackery

Members  Subscribers
33 15

( Eait

Delete )

Tweets

List members

List subscribers

List members

Prateek Gianchandani @ prateckg147
i0S Hacker. Nature Lover.

Moloch @LittleloeTables
1 like computers

Author of F pentestbox). O« i Bug
Bounty Participant. Railfan. Defence Enthusiast.
Message me if i can be of any help.

@ Aditya Agrawal @exploitprotocol
/

David Weinstein @insitusec
Security Research & CTO @NowSecureMobile
Science'ing the shit out of mobile security e

Sira @siratool

== mine.

Technologeeks @Technologeeks

#i0S/#0SX, #Android/#Linux #Internals &
#Security.Consulting. Training. Unique #debugging
tools for #MacOS/#i0S.

< Kendo Alex @KendoXan
A confusing mix Kendo, climbing, photography, music
53

and digital forensics. There is no one group | fitin S

1’5
(@) Zach Lanier @quine
Principal Research Consultant at @atredis | Opinions

Kernel Quest @crakun

RCE, Danglin Ptr, UAF, Dbl Free, Buff Over/ Underflow,
Off-By-1, Int Overflow/ Castin, Type Confuson, OOB,
Race Cond, Inject, Logic Bug, Sym Link, Side Chanel

§ Justin Engler @justinengler
't Security Professional

Garrett Held @GxHELD
Security Engineering @ Twilio

thuxnder @thuxnder
mov r0, pc; bx Ir;

Felix M. @pleed
IT-Sec, memgrinding

7 Sebas Guerrero * @0xroot

Follow

Follow

Follow

Follow

(  Follow )

Follow )
Follow )
Follow )
Follow '

Follow )




