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๏ Senior Malware Researcher @FlashpointIntel 

๏ Past Adventures 
๏ RSA 
๏ Damballa 
๏ F-Secure 
๏ Trend Micro 

๏ @Tophs

About Me
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Author Of…
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Co-Author Of…
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SAM is back 
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Ben has a new gig…
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I  NEED CASH FOR VALENTINE’S… 
SAW THIS WORK FROM HOME GIG…  
WANNA GET IN ON THE ACTION?

WHAT IS IT?
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Recruitment
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Bad Idea…

THAT’S NOT LEGIT. .  THAT’S RAAS!! !
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๏ Makes cybercrime accessible to the masses  

๏ Malware authors create the ransomware and make it 
available to download and use for free, for an upfront 
fee, or for partnership 

๏ Programming skill is not needed to be successful
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Image Source: Trend Micro
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Ransomware-as-a-Service
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Three months later…
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I  NEED CASH FOR SUMMER VACAY… 
SAW THIS WORK FROM HOME GIG…  
WANNA GET IN ON THE ACTION?

WHAT IS IT?
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Recruitment
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Bad Idea… again…

WHERE ARE YOU GETTING THESE 
POSTINGS?  
SHOW ME!!!
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DDW Forum

CHECK OUT THIS FORUM
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Backend
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Backend
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Backend
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SAM vs GandCrab
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๏ Determines system information, usually to detect if 
the system is virtualized 

๏ Attempts to resolve many APIs, a known technique to 
avoid static detection 

๏ Connects to ipv4bot.whatismyipaddress.com to 
determine victim’s IP address 

๏ Executes nslookup to determine address of C2 
๏ Looks for documents. Photos, databases and other 

important files to encrypt 
๏ Encrypts files and changes extension to .CRAB 
๏ Folder where encrypted files are located contains 

CRAB-DECRYPT.TXT
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GandCrab Behavior

Image Source: Bleeping Computer

http://ipv4bot.whatismyipaddress.com
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GandCrab Dropped File

C:\USERS\%CURRENT_USER%\APPDATA\ROAMING\MICROSOFT
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GandCrab Persistency Technique
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The Ransom Note
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Expired Ransom Note
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Payment Method
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24/7 Support
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Try Before You Buy
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There is a solution…
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GandCrab and other Ransomware Decryption Tools

HTTPS: //WWW.NOMORERANSOM.ORG/EN/DECRYPTION-TOOLS.HTML
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As for Ben…
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