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I'M HIGH ON LIFE.

\
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| NEED CASH FOR VALENTINE’S..
SAW THIS WORK FROM HOME GIG... WHAT IS IT?
WANNA GET IN ON THE ACTION?
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Otnucanca s NM.

YTO4YHUTE Napy MOMEHTOB:

LuTaTa
4. becnnartHas nogaepxka mexay M n Agmudamu | | XXepresamu m NN (tuker)

T.e. NneperoBopbl C XEPTBOW HYXHO ByaeT BeCTU CAMOCTOATENbHO?

LuTaTa
KPYNHbLIM NapTHEpPaM eCTb BO3MOXHOCTL YBENUYeHWA NpoLeHTa B Bawy cTopoHy Ao 70%,;

O KakKux CyMMax UAeT pedb?

YuCToTa CKaH- U paHTam ByaeT NoAAepXUBaTLCA? (418 MeHs 3TO 6ONbHOW BONPOC )
UuTaTa

onnara Bawero % Bblkyna Ha Baw kowenek Dash

HakoHeu-TO NAn CTanu NepexoanTb Ha 6830ﬂaCHyPO KPUNTY

CoobleHe oTpeaakTMpoBan 29.01.2018, 18:27

TERMS OF SERVICE AND RULES OF THE PARTNERSHIP PROGRAM:

1. We work 60% - 40% with major partners able to increase their percentage up to 70%.

2. Carry out installations through hacks and spam, or else through quality, usable traffic from traffic
market* (we aren't interested in a world mix or India).

3. We reserve right to refuse service to anyone for any reason.

4. Free support between PayPal and and Admins || Victims and PayPal (ticket)

5. We do not provide exploit kits or other methods of delivering downloads

*traffic exchange will be considered after a detailed conversation

1. Do not upload the .exe file to unverified antivirus scanners (which will send the sample to anti-
virus labs)

2. Do not make any attempts to operate the ransomware in countries in the Commonweaith of
Independent States

3. Do not post the .onion address of the control panel anywhere

4. Do not transfer the account to a third party

If any of these rules are violated, the account will be deleted without any further payments made.

Attention! We are recruiting a limited number of participants and will stop taking on new partners
until new free spots become available.

Please send your application via private message with a description of your sources and quantity of
loads/traffic per 24/hours.

Respectfully, 1dCrab Ryl
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THAT'S NOT LEGIT.. THAT'S RAAS!!!
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Mak rcrim ibl he m

akes cybercrime accessible to the masses % p'é P.ﬁ P.g % P.& P.ﬁ p.:_f

Spam Botnet  Ransomware :ot::?t:grz?cf Spam Botnet  Ransomware I?:sl:?rz;prz(:cf
Malware authors create the ransomware and make it | PEDDLERS | | PEDDLERS |
available to download and use for free, for an upfront 2 X
fee, or for partnership ﬁ ﬁ
) ) ) Ransomware Operator Raa$S Operator

Programming skill is not needed to be successful l D

&

&

Ransomware Ransomware
Operator B Operator C

)

ﬂﬁﬁ 1 | |
S ABn ~2

Q82 go8g geo

Q82 282 24

Victims Victims Victims

Image Source: Trend Micro

PRESENTATION MAIN TITLE ‘ 6 FLASHPOINT




| NEED CASH FOR SUMMER VACAY...
SAW THIS WORK FROM HOME GIG... WHAT IS IT?
WANNA GET IN ON THE ACTION?
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[l have] ransomware. | am responsible for making the malware evade anti-virus software, you will
be responsible for spreading it. (Looking for a highly-skilled partner to cooperate with).

The name of the ransomware is| ¢
[For more in-depth information,] please see the reporting from below.

https.//www(.Jhackeye.net/securitytetchnology/netsec/12140.aspx
https.//www(.Jhackeye[.]Jnet/threatintelligence/12530.as5px
http.//wwwl(. Jfreebuf].Jcom/column/162254.htm/

Searching for high-skilled [malware] spreaders.
[Profits will be split] 60 percent/40 percent
[If there are high profits then the split] will be raised to 70 percent/30 percent

You do not have to worry about malware coding, evading anti-virus systems and so on.
All you need to do is spread the malware.
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WHERE ARE YOU GETTING THESE
POSTINGS?
SHOW ME!!!
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CHECK OUT THIS FORUM

\
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Dashboard

Statistics . . . : m Last transactions

DSH BYC Bot Amount

Date Bots TX Orders Profit Ffee Total Profit Ffee Total Not found
0 0 0 0.00 Q.00 0.00 000 000 000
0 0 00X 0 ox) OO0 O o000 00
0 0 0.00 000 000 000 000 000
49 0 1 000 000 .00 000 Q.00 000
) A U JAL) UL UL UiA RE) b L)
0 U U 144 gL U DX 000 o)
0 0 0 000 000 000 000 Q00 000
0 (1) 0 0,00 Q00 D00 000 Q.00 Q.00
Total 72 o 1 0.00 0.00 000 000 0.00 0.00
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Country P Bot Sub Trial Encrypted? < Visits < Amount < Payed? RegDate

am CN No No 0 $100.00 No
am CN No Ve | 0 $100.0¢ No
m CN | No [ Yes 0 $ 20 No
- CN No No 0 $100 No
£ HK No  Yos 0 $10 No
m CN No No 0 $100.0 No
= HK No [ Ves 8 $100.00 No
= IN ': No [ Yes 0 $150.00 No
- Pl | No  Yes 0 $100 No
- CN No No 0 $100 No
= IN { No No 0 $100 No
- CN No Ve | 0 $10X No

. No No 0 $10 No
i No No 0 $100.00 No
it No [ Yes 0 $100.00 No
- CN No [ Yes 0 $200 No
2 MK . No [ Yes 0 $20x No
mm CN No No 0 $200 No
am CN No Ve | (2 $50.00 No
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Bot #d7bb151cadc5d17

Payed?
Trial decrypt

Chat banned?

Encrypted?
Stats

Country
Amount

Time left

Pay Page Visits
Version

PC

HDD

Dl

1 day ago

Y 7
HH
g

22.4 thousand hles / . B
= c~ [
$200.00 #
0
200
OS: Ly
xH4
Username:
PC Name:
Group:
Lang: n
RU Keyboard?: N
c . .}l.‘ ")
D: 181 ¢

GB
B

Vindows Server 2008 R2 Enterprise

97 4 l)[ln
181 GB
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GandCrab Behavior

® @

® @

Determines system information, usually to detect if
the system is virtualized

Attempts to resolve many APls, a known technique to
avoid static detection

Connects to ipv4bot.whatismyipaddress.com to
determine victim’s IP address

Executes nslookup to determine address of C2
Looks for documents. Photos, databases and other
important files to encrypt

Encrypts files and changes extension to .CRAB
Folder where encrypted files are located contains
CRAB-DECRYPT.TX

GANDCRAB
RANSOMWARE

Image Source: Bleeping Computer
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http://ipv4bot.whatismyipaddress.com

C:\USERS\%CURRENT_USER%\APPDATA\ROAMING\MICROSOFT

random
string

def random_string_generator(size=10, chars=string.ascii_lowercase + string.digits):
''.join(random.choice(chars) _ range(size))
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Key: HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
Value_Name = gdinrxwidth,

Data = "C:\Users\2XC7ub63GxWc\AppData\Roaming\Microsoft\agnixz.exe"

Size = 229 KB

Type = REG_SZ
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Payment Page - Tor Browser

Eile Edit View History Bookmarks Tools Help

Paymenl Page

= @ - (€ G gandcrab2pici3ct.onion ] -| @

We are sorry, but your files have been encrypted!

Dan'twarny, vio Zan help you to romum all of your filns!

Files decryptor's price is

T payment isn't made unti the cost of decrypting files will be doubled

Time left to double price:

01 days 23h:59m:09s

What the matter? By Gard ) Decyptor - Supportis 247 Test decnyp FEnglish

What the matter?

Your compuler bas bezn inleclzd wilh GandCrab Ransomware. Your liles have been sncrvpled and you can'l decrypl il by yoursell.

undecryptable

What can | do to get my files back?

You shauld by GandCrab Dacryptar. This software wil help vou 1o deznypt all of your encryptad files and remave GandCrah
Ransomwarg lrom yeur PC,
Current price: $400.00. As payment, youl need Cryptocimensy nask oF 2iteain

Whart guarantees can yau give to me?

You can use les| decryplbion and decrypl 1 file for free
What is cryprocurrency and how can | purchase GandCrah Decryptor?

You can read more delai's abeul cryplocurrency al Google or liere.
As paymant, you have 1o buy nasii or rs e n using a credit card, and send coins 10 our address.

How can | pay to you?
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Payment Page - Tor Browser

Payment Page
S @& - € O|gandcrab2pie73elonionv 17 cT37 » | C || Q Ses s

L

We are sorry, but your files have been encrypted!

Don Lwormy, w2 can help vou Lo r2lurp all of vour [1es!

Files decryptor's price is

Amount was doubled!

Time left to double price:

00 days 00h:00m:00s

Whatthe marter? | ndCrab Decryptol ; is 247 Test decrypt Cnglish =

What the matter?

Your ccmputer has be2en infected with GandCrab Ransomware. Yourfiles have b2en encryptad and you can'‘tdacrypt it by yoursef,
In the network, you can prcbably find decryptors and third-parny scftvare, kut it won t help you and it only can make your files
undecryptable

\What can | do to get my files back?

‘fou sheuld buy GandCrab Decryptor. This soltvare vall help you w decrypl all of vour encrvpled [fes and remove GandCrak
Ransomweaue [rom your BC.

Curront pnce: $800.00. As payment, you need cryptacuriency nasiiarrirenin

\What guaraniees can you give to me?

You can use test decryption and dacrypt 1 file for frae
What is cryptocurrency and how can | purchase CandCrab Decryptor?

You can read mare detai’s about cryptacurrency at Gang'e ar hara.
As paymant, yail have 1@ buy nasd areiten o using a credit card. and sand coins 10 our address.
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Fayment MPage - Tor Browier

e Edit View Higory Bookmaks Tools Help

Paymnent Pagz

g @ - €

gandciab2gie 73e1.0rion [P

!

We are sorry, but your files have been encrypted!

o DAEH

|cesoa

Dont worry, we can help you © rétun all M your filed
Files decryptor's price is

ssade-unt the cost of decryplisg files will be coubled

Amount was doubled!

Timo loft to double price:

00 days 00h:00m:00s

By GawdCrab Decryplor

191209159 0SH ¢ ©

r 1. Euy crmplocurrency DASH. Haee you car find services where you car do it
1 E ? Spedl 1 Q1200150 NSH 10 tha addpcs
XegiInéwosbh8sLBITifggppELIXSwuKuTq
-
Al

Pleaes be cavebid and chack the address ey ly Mer Copy-pasng (Decause theee = 3 probabeity

of & nadwae on your PC that monitons and dhanges the address in your clpboaed)

t If you don't use TOR Browser:

Send averrication paymant for a small amount, and then, make
sure that tha coine are coming, than eand the rest of the amount.
We won't take any responsibility if your funds don't reach us

3. ATt PayMEet, you Will $8€ yur Hansaclons [esow
The nansacion wil be confiersed det itrecehes 3 confimations (wsually it tak=s abowt
10 miviies)

Transactions list

™

Nose

Amoumt Satus

Thes process 15 ARy autermaiec, ¥ payTents are natant

ARes + - .
Al youw saryTrest

e rohooh tho poge and get on cpporturety o downdead CondConk's De cryplor

Payment MPage - Tor Browier

> Edit View Higory Bookmaks Tools Help

Payment Pag:

g @ -~ € D gandcab2gie?3et.onon [P

i

We are sorry, but your files have been encrypted!

Dont worry, we can help you © retun all M your filed
Files decryptor's price is

the cost of decryplisg files will be coubled

Amount was doubled!

Timo loft to double prce:

00 days 00h:00m:00s

By GadCreb Decryplor

Bincoin

et dscount

0098279 BTC

1. Euy crpplocurrency Bitcoin. Hee you cén find sevices whete pou can doit.
Spovl NNARITA AT e the alvinpcg

Z7ILUJKkyJKH39ChrEseDXouPnvR13MpxGw

)

Al
Pleame be cavelid and check the address vy Y Mer Copy-pasng (Decause theee = 3 protabeity

of & nadwae on your PC that monitons and changes the address in your clpboaed)

If you don't use TOR Browser:

Sead averrication paymant for a small amount, and then, make
sure that th> coine are cominy, then e2nd the rest of the amount.
We won't take any responsibility if your funds don't reach us

3. ANt Payment, you Wil $£€ yur Hansaclons [esow
The ransacion wil De confiersed det itreceies 3 confimations (wsually i tak>s abowt
10 mivwies)

Transactions list

™ Amount Satus
Nose

]?‘»f process 15 L Y Aormaiec, AN payTHents are natant

AR your paymest, ploese rebooh tho poge and get on cpporturety o dovwndend CondConk's De cryphor
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Payment Page - Tor Browser

File Edt View History Baokmarks Tools Help

Payment Page

I

S & - € @ gandcrabzpie/3et.onion ¢ Qse s g

We are sorry, but your files have been encrypted!

Lon't worry, we car help you to return all of your files!

Files decryptor's price is

Amount was doubled!

Time left to double price:

00 days 00h:00m:00s

' Supportis 24/7 Test decryol Cnglish =

It you are frcm reccvery cecmpany, p'easea let us know about it.

Your message

Attach file
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Payment Page - Tor Browser

File Edit view History Bookmarks 1ools Help

Payment Page

ik

& @& -~ € @ |yandcrab2pie73elonion/17(c727 . ¢ |Q Sea d’

—

We are sorry, but your files have been encrypted!

Don'l wearry, we can help you lo relurm ol af your files!

Files decryptor's price Is

Il paymentisn'l made until the cost of decrypling files will be doubled

Amount was doubled!

Time left to double price:

00 days 00h:00m:00s

© Test decrypt

Hera you can decrvpt L ile for fre= . 7o decrvpt others of your files. you have ¢ buy GandCrab Decryptor

Browse... Noile selected.
Mo, Cilz sizzc: 2 Mb

& lowel lilz lyp=s. jpu.CRAB jpey.CRAB qil.CRAB pny.CRAB
Upicad

Uploaded file Status

The uploaded fi'e will appear hare
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HTTPS://WWW.NOMORERANSOM.ORG/EN/DECRYPTION-TOOLS.HTML

Njofu{o[RERRIAS [0
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