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whoami

Y JASON HADDIY - @THADDIX

Y HEAD OF TRUST AND SECURITY @BUGCROWD

Y 2014-2015 TOP HUNTER ON BUGCROWD (TOP 50 CURRENTLY)
S FATHER, HACKER, BLOGGER, GAMER!
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%) v




WHAT THIS TALK 15 ABOUT. ..

HACK
STUFF
BETTER
(AND PRACTICALLY)

AND...LOTS OF MEMES.... ONLY SOME ARE FUNNY



history && topics /

The Bug Hunter's

Methodology

S PHILOSOPHY SHIFTS

* DISCOVERY TECHNIQUES AKA “How T0 SHOT WEB” @ DEFCON23 * SUBDOMAIN & DISCOVERY
Y MAPPING METHODOLOGY *  SQl

Y PARAMETERS OFT ATTACKED * S

S USEFUL FUZZ STRINGS Y FILEUPLOADS

K BYPASS OR FILTER EVASION TECHNIQUES *  (5hi

Y NEW/AWESOME TOOLING Y PRIVILEGE, AUTH, IDOR
*  MEMES


https://drive.google.com/file/d/0B15XPa08CyxhQ1J2T2tOUUJuSFk/view

V2

e

MOAR DISCOVERY
199

3911

SSRF

CODEINT / (MDT/
ADVANCEMENTS IN
FUIIING

"\».Q’ -—r

New is always betbter

Yo INFRASTRUCTURE AND CONFIG

Se— A TEHMG V). S

OB DESEREALEZATEON V). S
Y BV



light reading

NEW CHALLENGER

APPROACHING

The Web A I)|)| ](‘;l# ion
Hackers

[fandbook
" - . 2

@ouwasP | Testing Guide @
e

RES HECEKING
ﬂ@ﬂ How to Miake Money
Hacking Ethically

‘Analyss of 30+ vulnerablty reports that paid

BREAKING
INTO
INFORMATION
SECURITY

LEARNING THE ROPES 101

ANDY GILL

| oroknarorasaa

Mastering

Modern Web
Penetration Testing

Master the art of conducting modern pen testiny
attacks and techniques on your web application
befare the hacker does!

o s
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ve new hotness.

TBHMVL Y (SUB SCRAPING) SUBLIST3R

o BRUTESUBS

Y (SUB BRUTING) MASSDNS ++
o ALLTITLIST

Y (PORT SCANNING) MASSCAN ++
o MSN + NMAP STYLE

LY INTRO T0 SCRAPING FOR SUBDOMAINS
" ENUMALL (RECON-NG, ALT-DNS WRAPPER)
G NMAP STANDARD



Sublist3r

aboul3la / Sublist3r

<> Code Issues 21 Pull requests 4 Projects

Fast subdomains enumeration tool for penetration testers

o BEEE TN O

:~/Desktop/tools/Sublist3r# python sublist3r.py -d tesla.comf]



Sub Scraping

§SLT00LS. COM AP GOOGLE (RECON-NG NOW HANDLES CAPTCHA) BAIDU

HACKERTARGET.COM APT BING Ask

SHODAN CRT.SH DNSDUMPSTER (SCANS.10)
THREATCROWD VIRUSTOTAL

L00MEYE (NOT (ORE) NETCRAFT PTRARCHIVE.COM

THREATCROWD REGGED BY EMALL (NOT CORE)

JONE TRANSFER (NOT CORE)

RISKIQ APT (NOT CORE)

CENSYS.T0 (NOT CORE)



https://github.com/scumsec/Recon-ng-modules
https://github.com/scumsec/Recon-ng-modules
https://github.com/scumsec/Recon-ng-modules
https://bitbucket.org/LaNMaSteR53/recon-ng/pull-requests/260/add-passivetotal-subdomains-enumerator/diff#chg-modules/recon/domains-hosts/passivetotal_subdomains.py
https://github.com/scumsec/Recon-ng-modules

root@kali:~/Desktop/tools/brutesubs# docke anshumanbh / brutesubs

inning multiple open sourced subdomain bruteforcing tools (in parallel) using your own

Y SOME CONFIGURATION REQUIRED
o UPDATE DOCKER IMAGE WITH NON CORE
RECON-NG MODULES
o ENVIILE
o DISABLE BRUTEFORCE (SEE WHY NEXT. )



Sub Scraping (bespoke)

mandatoryprogrammer / cloudflare_enum

<> Code Issues 2 Pull requests 1

Cloudflare DNS Enumeration Tool for Pentesters

GitHubGist

Search.. All gists  GitHub
ﬁ anshumanbh / censys.py
Embed ~

<> Code Revisions 1

Quick and Dirty script to use the Censys API to query subdomains of a target domain

Y CLOUDFLARE

Y CENSYS.10

Y HAVENTTESTED BUT LOVE
THE IDEA

mandatory@mandatorys-box /t/cloudflare_enum> ./cloudflare_enum.py thehackerblog@yopmail.com Testingl disney.com

[
[
[
[
A
A
A
A
A
A
A
A
A
A
A
A:
A
A
A
A
A
A
A
A
A
A
A
A
A
A

STATUS ] Logging in to Cloudflare...

SUCCESS ] Login was successful!

STATUS ] Adding domain to Cloudflare...
SUCCESS ] Querying Cloudflare DNS archives...
: disney.com -> 199.181.132.249
api.disney.com -> 96.45.49.200

: app.disney.com -> 288.218.3.17

: apps.disney.com -> 199.181.132.250@

: archive.disney.com -> 198.1685.199.57

: archives.disney.com -> 199.181.132.258

: data.disney.com -> 10.196.71.248

: feeds.disney.com -> 198.185.197.192

: home.disney.com -> 199.181.132.250@
: hueyll.disney.com -> 192.195.66.12
: huey.disney.com -> 204.128.192.10
localhost.disney.com -> 127.8.8.1
: louie.disney.com -> 204,128.192.30
: mail2.disney.com -> 204.128.192.16
: mail.disney.com -> 204.128.192.15
: m.disney.com -> 199.181.132.25@
192.195.66.26
204.128.192.17
192.195.66.28
204.128.192.36

: mx1l.disney.com
mx1.disney.com
: mx2.disney.com
: mx2.disney.com
: services.disney.com -> 284.202.143.178
: services.disney.com -> 2@4.202.143.171
: webcache.disney.com -> 284.128.192.55
: webcast.disney.com -> 207.177.177.41

: wwwl.disney.com -> 199.181.132.250
www2.disney.com -> 199.181.132,.25@

CNAME: code.disney.com -> matterhorn.disney.com




Sub Bruting

[, 136,764 LINE SUBDOMAIN DICTIONARY (ALL.TIT)

Tool

Time to run

Threads

Found

subbrute

time ./subbrute.py -c 100 all.txt STARGET.com | tee subbrute.output

errored

100

gobuster

time gobuster -m dns -u $TARGET.com -t 100 -w all.txt

21m15.857s

100

87

EE e[S

time ./subbrute.py /root/work/bin/all.txt STARGET.com | ./bin/massdns -r resolvers.txt -t A -a -0 -w massdns_output.txt -

1m24.167

n/a

PAK

dns-parallel-prober

time python dns-queue.py $TARGET.com 100 $TARGET _outputfile -i /root/work/bin/all.txt

100

43

blacksheepwall

time ./blacksheepwall_linux_amd64 -clean -dictionary /root/work/bin/all.txt -domain $TARGET.com

100

61

";} DigitalOcean

Ubuntu 16.04 LTS




Sub Bruting

WITH MASSDNS, WHY NOT ALL OF THEM!
ALL.TIT

HTTPS: // GIST. GITHU /THADDIX/ §6AD6C5DCR0

BOADLBCHH354ADS

blechschmidt / massdns
<> Code [ssues 2

Pull requests 0 Proje

A high-performance DNS stub resolver for bulk lookups

|=] bluto_lots-of-spinach.tit

Q deepmagic.com_top30kprefixes.tet

i;-]" deepmagic.com_top300prefixes.txt

|=]' dns_raft-large-words-lowercase.txt

[Z dns_top_1000000_RobotsDissalowed bt

Q’F dnscan_subdomains.tet

Q dnscan_subdomains- 100t

i;]" dnscan_subdomains-300.tdt

|;]" dnscan_subdomains- 1000 bt

Q' dnscan_subdomains-10000.tt

i;{' dnscan_subdomains-uk-300.td

|=1 dnscan_subdomains-uk-1000.td

|;1 dnscan_suffixes.tet

ig" dnscan_tlds.bt

|=‘|. dnsenum_dns.tt

i;]" dnspop_bitquark_20160227_subdomains_popular_1000.td
|=] dnspop_bitquark_20160227_subdomains_popular_10000.tt
Q dnspop_bitquark_20160227_subdomains_popular_100000.txdt
[Z dnspop_bitquark_20160227_subdomains_popular_1000000.6ct
|=]' dnsrecon_meatsploit_standard_namelist.bd

i;']" dnsrecon_subdomains-top1mil-5000.bd

Q’F dnsrecon_subdomains-top1mil-20000.tt

Q dnsrecon_subdomains-tep1mil-110000.td

i;]" ethicalhack3r_subdemains.td

|;]" fierce_hostlist.bd

Q' heostillebruteforcer.tet

i;{' knock_wordlist.td

|=1 master.tet

|;1 nmap_vhests-default.|st.bd

ig" recon-ng_hostnames.

|=‘|. reverseraider_fast.list.bet

i;]" reverseraider_serviceslist.bet

|=] reverseraider_word.list.bet

Q sorted_knock_dnsrecen_fierce_recon-ng.td

i;-]" subbrute_names.tet



https://gist.github.com/jhaddix/86a06c5dc309d08580a018c66354a056
https://gist.github.com/jhaddix/86a06c5dc309d08580a018c66354a056

uisitions

CRUNCHBASE
PROTECTED BY
DISTIL BOT
PROTECTION

STAY TUNED

Look up a specific company, person, investor, or event

Timeline Contributors.

Acquisitions

Acquirec Amount
Nov 8,2016 Grohmann Engineering Unknown
Jun 22,2016 SolarCity $2.6B in Stock

May 8,2015 Riviera Tool Unknown

TOP CONTRIBUTORS

Xe2@

ADD TO THIS PROFILE

CONTRIBUTE

UPDATE




Port Scanning
05536 UNVERIFIED HOSTS (A LARGE TARGETS ASN

Tool Time to run Found
masscan 11m4.164s 196

-p1,3-4,6-7,9,13,17,19-26,30,32-33,37,42-43,49,53,70,79-85,88-90,99-100,106,109-111,113,119,125,13,,139,143-144,146,161,163,179,199,211-212,222,254-256,259,264,280,301,306,311,
340,366,389,406-407,416-417,425,427,443-445,458,464-465,481,497,500,512-515,524,541,543-545,5/,8,554-555,563,587,593,616-617,625,631,636,646,648,666-668,683,687,691,700,705
,711,714,720,722,726,749,765,777,783,787,800-801,808,843,873,880,888,898,900-903,911-912,981 /387,990,992-993,995,999-1002,1007,1009-1011,1021-1100,1102,1104-1108,1110-111

4,1117,1119,1121-1124,1126,1130-1132,1137-1138,1141,1145,1147-1149,1151-1152,1154,1163-1156,1169,1174-1175,1183,1185-1187,1192,1198-1199,1201,1213,1216-1218,1233-1234,
1236,1244,1247-1248,1259,1271-1272,1277,1287,1296,1300-1301,1309-1311,1322,1328,1334,1352,1417,1433-1434,1443,1455,1461,1494,1500-1501,1503,1521,1524,1533,1556,1580,15
83,1594,1600,1641,1658,1666,1687-1688,1700,1717-1721,1723,1755,1761,1782-1783,1801,1805,1812,1839-1840,1862-1864,1875,1900,1914,1935,1947,1971-1972,1974,1984,1998-2010
,2013,2020-2022,2030,2033-2035,2038,2040-2043,2045-2049,2065,2068,2099-2100,2103,2105-.107,2111,2119,2121,2126,2135,2144,2160-2161,2170,2179,2190-2191,2196,2200,2222,2

251,2260,2288,2301,2323,2366,2381-2383,2393-2394,2399,2401,2492,2500,2522,2525,2557,2/,01-2602,2604-2605,2607-2608,2638,2701-2702,2710,2717-2718,2725,2800,2809,28 11,286
9,2875,2909-2910,2920,2967-2968,2998,3000-3001,3003,3005-3007,3011,3013,3017,3030-3031,3052,3071,3077,3128,3168,3211,3221,3260-3261,3268-3269,3283,3300-3301,3306,3322-
3325,3333,3351,3367,3369-3372,3389-3390,3404,3476,3493,3517,3527,3546,3551,3580,365 1,3689-3690,3703,3737,3766,3784,3800-3801,3809,3814,3826-3828,3851,3869,3871,3878,38
80,3889,3905,3914,3918,3920,3945,3971,3986,3995,3998,4000-4006,4045,4111,4125-412( 7129,4224,4242,4279,4321,4343,4443-4446,4449,4550,4567,4662,4848,4899-4900,4998,5000
-5004,5009,5030,5033,5050-5051,5054,5060-5061,5080,5087,5100-5102,5120,5190,5200,£214,5221-5222,5225-5226,5269,5280,5298,5357,5405,5414,5431-5432,5440,5500,5510,5544,5

550,5555,5560,5566,5631,5633,5666,5678-5679,5718,5730,5800-5802,5810-5811,5815,5822,5825,5850,5859,5862,5877,5900-5904,5906-5907,5910-5911,5915,5922,5925,5950,5952,595
9-5963,5987-5989,5998-6007,6009,6025,6059,6100-6101,6106,6112,6123,6129,6156,6346,6389,6502,6510,6543,6547,6565-6567,6580,6646,6666-6669,6689,6692,6699,6779,6788-6789,

6792,6839,6881,6901,6969,7000-7002,7004,7007,7019,7025,7070,7100,7103,7106,7200-7201,7402,7435,7443,7496,7512,7625,7627,7676,7741,7777-7778,7800,7911,7920-7921,7937-79
38,7999-8002,8007-8011,8021-8022,8031,8042,8045,8080-8090,8093,8099-8100,8180-8181,8192-8194,8200,8222,8254,8290-8292,8300,8333,8383,8400,8402,8443,8500,8600,8649,8651
-8652,8654,8701,8800,8873,8888,8899,8994,9000-9003,9009-9011,9040,9050,907 1,9080-9081,9090-9091,9099-9103,9110-9111,9200,9207,9220,9290,9415,9418,9485,9500,9502-9503,9
535,9575,9593-9595,9618,9666,9876-9878,9898,9900,9917,9929,9943-9944,9968,9998-10004,10009-10010,10012,10024-10025,10082,10180,10215,10243,10566,10616-10617,10621,10

626,10628-10629,10778,11110-11111,11967,12000,12174,12265,12345,13456,13722,13782-13783,14000,14238,14441-14442,15000,15002-15004,15660,15742,16000-16001,16012,1601
6,16018,16080,16113,16992-16993,17877,17988,18040,18101,18988,19101,19283,19315,19350,19780,19801,19842,20000,20005,20031,20221-20222,20828,21571,22939,23502,24444,2
4800,25734-25735,26214,27000,27352-27353,27355-27356,27715,28201,30000,30718,30951,31038,31337,32768-32785,33354,33899,34571-34573,35500,38292,40193,40911,41511,425
10,44176,44442-44443,44501,45100,48080,49152-49161,49163,49165,49167,49175-49176,49400,49999-50003,50006,50300,50389,50500,50636,50800,51103,51493,52673,52822,52848
,52869,54045,54328,55055-55056,55555,55600,56737-56738,57294,57797,58080,60020,60443,61532,61900,62078,63331,64623,64680,65000,65129,65389,280,4567,7001,8008,9080 -iL

$TARGET_LIST --max-rate 100000 -0G $TARGET_OUTPUT

nmap

777




Visual Identification

server header info, and identify default credentials if
:~/Desktop/tools/EyeWitness# python EyeWitness.py --prepend-https -f ../domain/tesla.com.lst --all-protocols --headless]

< @ Home Desktop tools
© Recent

far Home

& Desktop

[ Documents http.auth.tesla.com.edgekey.

net.png

http.autodiscover.tesla.com
® Downloads png

11 Music —_—
‘1 Pictures

H Videos

= hitp.forums.tesla.com.png

[

+ Other Locations

http.www. tesla.com.png

htps autodiscover.tesla.com. https. comparison.tesla.com
png png

feens

https.shop.tesla.com.png tesla.com.png https. www.tesla.com.png

S BECAUSE OF THE NATURE OF SCRAPING AND DNS REDIRECTS
SOME SITES WILL BE GONE OR THE SAME.

GOTTA GET AN IDEA OF WHAT 15 UP AND UNIQUE

WE ALSO DON T KNOW WHAT PROTOCOL THESE ARE ON
(ATTP VS HTTPS, ++)

* %



Platform Identification T o
and CVE searching

TBHMY

Reﬁ re - e e hty www.google.ru, | Target | Proxy | Spider ‘ Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer [Exllndu 1 Project options | User options | Alerts
s

[ Extensions | Bapp store | Apis | options |

Vulnerability scanner based on vulners.com search API

®  Burp Suite Professional

C 5 100 % B3 =5 Mon 19:25

G Google

What you require you must also retire

Extensions let you customize Burp's behavior using your own or third-party code.

Add Loaded | Type Name

Lok ° Wappalyzer -

Detalls  Qutput _Errors

Please enter the details of the extension, and how you would like to handle standard output and error

Extension type
Laok In target
Extension file (§ =
(5§ classes
| | @ generated-sources
archiver
Outputto§
(@ maven-status
Saveto f =
el burp-vulners-scanner-1.0-DEMO jar
now in Ul original-burp-vulners-scanner-1.0-DEMO jar

| File Name burp-vulners-scanner-1.0-DEMO jar

Ouputto] Flesof ype:  (AllFies ™)
swve o i

(eepe)) [canee
& showinul

Cancel

*3 OpenGSE
Web Server

Java

Programming Language




PAUSE... NONE OF THIS REPLACES WALKING & UNDERSTANDING
THE APP

n E___3




cOntent Discovery/ e RRRE GO T T seeL s DTS CO ST/ Wb CoT R e/ AR VargerwordsrEe
Directory Bruting

IBHMVI

SECLISTS / RAFT / DIGGER WORDLISTS
PATATOR
WPSCAN
(MSMAP

QR SyIgr

Y G0BUSTE
Y bukp [ONT ENT DISCOVERY

’ l RO B 0‘- DI AH'OW [D 0J / gobuster danielmiessler / RobotsDisallowed
- <> Code Issues 11 Pull requests 4 I -
<> Code ssues 1 Pull requests 0 Projects 0 Wiki Insights +
irectory/fi
go

ry/file NS busting tool written in Go

A harvest of the Disallowed directories from the robots.txt files of the world's top websites.



Parameter Bruting?

Issues 0 Pull reque Projects 0 Wiki Insights «

Jc V69! - UNTESTED BUT LOVE THE IDEA BRI i comessatn s e
Je - CAN BE COMBINED WITH BACKSLASH SCANNERS TOP 2500 PARAMS e

tributo

makK- / parameth

2588 lines (2588 sloc) 18.8 KB

id
<> Code Pull requ action
page
name
This tool can be used to brute discover GET and POST parameters password
url
email
type
username
file
title
code

q

submit

user

token

delete

(]

message




[DENTIFY IPS
AND MAIN TLDS

ASNS
REVERSE WHOIS
ACQUISTIONS

++

PLATFORM
[DENTIFICATION

DOMAIN
SCRAPING FOR
DISCOVERED TLDS

DOMAIN
BRUTEFORCING,
RESOLVE && ADD
NEW IP RANGES

PORTSCAN

ENUMALL
SUBLIST3R
BRUTESUBS

++

CONTENT
DISCOVERY

BUTLTWITH
WAPPALYZER
VULNERS BURP
PLUGIN

++

GOBUSTER
WORDLISTS
Buke

MASSDNS
MANUAL

PARAMETER
DISCOVERY

PARAMETH
BURP ANALYZE TARGET

MASSCAN

SOUNDS

VISUAL
[DENTIFICATION

EYEWITNESS
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XSS (not a lot)

BNV
LA POLYGLOTS

R SECLISTS (WHAT UP DAN!)
LA HLASH

LA COMMON INPUT VECTORS
*

BLIND XSS FRAMEWORKS

o SLEERY PUPPY (PYTHON)
o XSS HUNTER (PYTHON) o o
o GROUND CONTROL (RUBY) (SMALL) ey msssmmm
POI.Y(J'.OTS | oCode | Olsues®  PPulrequests ®  [MProjef| | <>code | Olsues® 1 Pull requests &
XSS MIN D M AP Sleepy Puppy XSS Payload Management Framework The XSS Hunter service - a portable v

* %



Blind XS§

FRANS: I REALLY

ENJOY MY

SUPER ADMIN First Name
ACCESS THIS

MORNING !!!

JAMIE: | REALLY
ENJOY MY SUPER
ADMIN ACCESS
THIS MORNING !!!




XSS H t # XSS Payload Fires
u n e r Thumbnail Victim IP Vulnerable Page URI

—l

PAYLOAD:

THE VULNERABLE PAGE'S URT
ORIGIN OF EXECUTION
THEVICTIM 'S TP ADDRESS
THE PAGE REFERER xssmcxsspy.d Fired On hip:iwaw nsecurelabs org/TalDetais/

THE VICTIM 'S USER AGENT <55 Hunter Fonort

THE PAGE'S FULL HTML DOM

FULL SCREENSHOT OF THE AFFECTED
PAGE

RESPONSIBLE HTTP REQUEST (IF AN
XSS HUNTER COMPATIBLE TOOL 1§
USED)

AR b B B B B g

Y NOD T0 BEEF & NSSHELL



X5S Polyglot #4

Unleashing an Ultimate XSS Polyglot

jaVasCript:/#-/7"[#\"[* [*" [**[([* * [ oNcliCk=alert()
)/1%0D0%0A%0d%0a//</stYle/ </title/ </teXtarEa/</scRipt/--!>\x3csV
g/<s\g/oNloAd=alert()//>\x3e



Jackmasa
XSS
Mindmap

/ Eﬂnd
.getScript
.ojax dataType:'script'
content-type:text/javascript

. (firefox]

\& S.geil'?ciu:ﬂcvcsa\ript.olerﬂl]')

\\ iQuery(
React.js Trigger _React.createElement
<b class="ng-include:'//evil">
AngularJ$ <iframe ng-src=javascript:..>
Trigger angular.element

Ignore invalid URL encode:
BXICelIbl PexcRisters FAjovaEBascrpticlert(1)

@jackmast

SharedObject getLocal
Input LocalConnection allowDomain(™")

HTML id attribute (IE) data=//target.swi

<object |d-'pk'] olert[l:l ("av'

Security.allowDomain("*")

arg 1: dlert(1)

Externalinterface.call -
—= split bug /

<img src=evil.swf>
~__ <a href=javascript...>me</a>
navigateToURL

addCallback

style=xss:"/onclick=alert(1)//'

/ \licatch(el{alert(1)}//

1. 2q=%EDBAO%E0\"))}catch(e)
{alert(1)}//

2. var
q:String=loaderinfo.parameters[*
q'lsplit{™\\")Join("\\\\'):

3.
Externalinterface.call('console.lo

.al

style="xss:" onclick="alert(1)//"

<embed
allowscriptaccess="alwalwaysays
Purifier " sre="test.swf">
Applocation <sc<script>ript>alert(1)</script>
alt= onclick=alert(1) alt=""onclick="alert(1)"
Filter emoji



Server Side Template
Injection




SSTI

TBHMY1
LY NOTHING

CORE IDEA: DOES THE APPLICATION UTILLZE A TEMPLATE ENGINET ++

Y ENGINE IDENTIFICATION
o WAPPALYZER + BUILTWITH + VULNERS SCANNER
o TESTFULIING

o T00LING

o TPLMAP + TRLMAP BURP EXTENSION

O BACKSLASH POWERED SCANNER!

Y RESOURCES




§STI

1: https://acme.com/errorpage{{2*3}}

2:

https://acme.com/errorpage{{"''. class . mro [2]. subclasses
()[40]('/etc/passwd').read() }}



55Tl Tooling

epinna / tplmap

<> Code ssues Pull requests Projects Wi Insights v

Code and Server-Side Template Injection Detection and Exploitation Tool

:~/Desktop/tools/tplmap# python tplmap.py -u "http://127.0.0.1:5000/hello-template-injection?name=jason"]



§STI
Resources

Original Whitepaper - James
Kettle

http://blog.portswigger.net/2015/08/server-side-template-injection.html

OWASP SSTI Workshop -
Géréme Dieu

https://speakerdeck.com/owaspmontreal/workshop-server-side-template-i
njection-ssti

Exploring SSTI in
Flask/Jinja2 - Tim Tomes

https://www.lanmaster53.com/2016/03/exploring-ssti-flask-jinja2/

https://nvisium.com/blog/2016/03/11/exploring-ssti-in-flask-jinja2-part-ii/

Injecting Flask - Ryan Reid

https://nvisium.com/blog/2015/12/07/injecting-flask/

Rails Dynamic Render to
RCE (CVE-2016-0752) -
John Poulin

https://nvisium.com/blog/2016/01/26/rails-dynamic-render-to-rce-cve-201
6-0752/

uber.com may RCE by Flask
Jinja2 Template Injection -
Orange Tsai

https://hackerone.com/reports/125980



http://blog.portswigger.net/2015/08/server-side-template-injection.html
https://speakerdeck.com/owaspmontreal/workshop-server-side-template-injection-ssti
https://speakerdeck.com/owaspmontreal/workshop-server-side-template-injection-ssti
https://www.lanmaster53.com/2016/03/exploring-ssti-flask-jinja2/
https://nvisium.com/blog/2016/03/11/exploring-ssti-in-flask-jinja2-part-ii/
https://nvisium.com/blog/2015/12/07/injecting-flask/
https://nvisium.com/blog/2016/01/26/rails-dynamic-render-to-rce-cve-2016-0752/
https://nvisium.com/blog/2016/01/26/rails-dynamic-render-to-rce-cve-2016-0752/
https://hackerone.com/reports/125980

Server Side Request
Forgery




SSRF Common Parameters or Injection
points from TBHMv1

M * WHERE] file= e

& NOTHING +*
ESOURCES
B WELLKINDA. . SSKF o SSRFBIBLE (BLACK MAGIC)

location= style=

(VISUAU.Y) [OOKS VERY * [XP[_OH locale= template=

SIMILAR 10 1T / 16T/
, o BRCOWBOWOE [ Tom
PATDIRTIAVERALY e onouae MewTion
D R[MIX | o display= source=
o MBINDDIIONOF oo
AT
VEAVUNGARE |rste e
ILE UPLOADY”

retrieve= continue=




SSRF (GET examples)

HTTP: //ACME.COM/REDIRECT. PHPIURL=HTTP: //GOOGLE.COM
HTTP: //ACME.COM/REDIRECT . PHPIURL=//GOOGLE. COM

HTTP: //ACME.COM/REDIRECT. PHPIURL=GOOGLE. COM
HTTP://ACME.COM/REDIRECT. PHPTURL=/PATH/SOMETHING/HERE

HTTP: / JACME. COM/REDIRECT. PHPIURL=
HTTP: //ACME.COM/SSRF . PHPTURL=



SSRF Resources

Blacklists — Alternate IP encoding

http://425.510.425.510/

http://2852039166/
http://7147006462/

http://0xA9.0xFE.OxA9.0xFE/
http://0xA9FEA9FE/
http://0x41414141A9FEA9FE/

http://0251.0376.0251.0376/
http:/0251.00376.000251.0000376/

Dotted decimal with overflow

Dotless decimal

Dotless decimal with overflow

Dotted hexadecimal
Dotless hexadecimal

Dotless hexadecimal with overflow

Dotted octal
Dotted octal with padding

05/21/2015

Nicolas Grégoire




SSRF Resources

Y ROTOC0L SSRF bible.
AND Cheatsheet
SCHEMA wallarm iz
MAPPINGS

The big update is

Y bipLom coming soon.

EXAMPLES BlackHat US-17

submission in
Progress




SSRF
Resources

Pivoting from blind SSRF to RCE with HashiCorp
Consul - Peter Adkins

http://www.kernelpicnic.net/2017/05/29/Pivoting-from-blind-SSRF
-to-RCE-with-Hashicorp-Consul.html

Exploiting Server Side Request Forgery on a
Node/Express Application (hosted on Amazon
EC2) - Seth Art

https://sethsec.blogspot.com/2015/12/exploiting-server-side-requ
est-forgery.html

Server-side browsing
considered harmful - Nicolas Grégoire

http://www.agarri.fr/docs/AppSecEU15-Server_side_browsing_co
nsidered harmful.pdf

How To: Server-Side Request Forgery (SSRF) -
Jobert Abma

https://www.hackerone.com/blog-How-To-Server-Side-Request-F
orgery-SSRF

Escalating XSS in PhantomJS Image Rendering to
SSRF/Local-File Read - Brett Buerhaus

http://buer.haus/2017/06/29/escalating-xss-in-phantomjs-image-r
endering-to-ssrflocal-file-read/

Burp, Collaborate, and Listen: A Pentester
Reviews the Latest Burp Suite Addition - Max
Zinkus

https://www.bishopfox.com/blog/2016/02/burp-collaborate-listen-
pentester-reviews-latest-burp-suite-addition/



http://www.kernelpicnic.net/2017/05/29/Pivoting-from-blind-SSRF-to-RCE-with-Hashicorp-Consul.html
http://www.kernelpicnic.net/2017/05/29/Pivoting-from-blind-SSRF-to-RCE-with-Hashicorp-Consul.html
https://sethsec.blogspot.com/2015/12/exploiting-server-side-request-forgery.html
https://sethsec.blogspot.com/2015/12/exploiting-server-side-request-forgery.html
http://www.agarri.fr/docs/AppSecEU15-Server_side_browsing_considered_harmful.pdf
http://www.agarri.fr/docs/AppSecEU15-Server_side_browsing_considered_harmful.pdf
https://www.hackerone.com/blog-How-To-Server-Side-Request-Forgery-SSRF
https://www.hackerone.com/blog-How-To-Server-Side-Request-Forgery-SSRF
http://buer.haus/2017/06/29/escalating-xss-in-phantomjs-image-rendering-to-ssrflocal-file-read/
http://buer.haus/2017/06/29/escalating-xss-in-phantomjs-image-rendering-to-ssrflocal-file-read/
https://www.bishopfox.com/blog/2016/02/burp-collaborate-listen-pentester-reviews-latest-burp-suite-addition/
https://www.bishopfox.com/blog/2016/02/burp-collaborate-listen-pentester-reviews-latest-burp-suite-addition/
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Code Injection + CMD
Injection + New Fuzzing

TBHMVI
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& POLYGLOT
G SECLSTS
M SOmAp
A PARAMS
& T00LING
2 RESOURCES

Y (oMM

o (MDI

o SUPPORTS PHP CODE INJ
Y UNKNOWN IDENTIFICATION

o BACKSLASH POWERED SCANNER
Y RESOURCES

WEB SECURITY

rrrrrrrrrrrrrr

.........

.....

albinowax (James Kettle)



Code Injection + CMD
Injection

Y COMMIX PROS

@)

O O O O

COMMAND INJECTION

SUPPORTS PHP CODE INJ

(USTOM MODULES

PS & PY SHELLS

PUT MANY MEMES IN THELR SLIDES

root@kali:~/Desktop/tools# |



Backslash Powered Scanner

? Suspicious Input Transformation
S GENERLC PAYLOADS FOR ANY STACK e sap

o SEND A’ GET AN ERROR
O SEND A\’ AND THE BACKSLASH ESCAPES YOUR INJECTION
(HARA(TER
Y MULTI-TIERED, SIM
o RSPONSE
SPONSE
onws

PLE, AND EFFECTIVE RESPONSE ANALYZING
(ODE
5

i

~ T

o |

o K
Y WATCH THE READ THE PAPER =)

o NI //BROAD(AHOMDI COM/RIRWCSPEESEEWBUBAOF

o HTTP://BLOG. PORTSWIGGER . NET/2016/11/BACKSLASH-POW
ERED-SCANNING-HUNTING. HTML

~—r 14



https://broadcast.comdi.com/r7rwcspee75eewbu8a0f
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Subdomain takeover!

1 % - _ g
q t D desk  gisamazon
SSSSSSSSSSS AP webservices
heroku
(@ unbounce “j] surveygizmo detlY 5::-’zendesk I Jinstapage  J Dyn @ ;
HubSEodt 5 FastMail B8 =

Y PRETTY SIMPLE, CHECK FOR CNAMES THAT
RESOLVE T0 THESE SERVICES, TF THE
SERVICE HAS LAPSED, REGISTER AND
PROFTT]



Subdomain Takeover

JordyZomer / autoSubTakeover © Watch~ | 2 o Star | 2 Y
<> Code S Pull requ Wiki Insights «

A tool used to check if a CNAME resolves to the scope adress. If the CNAME resolves to a non-scope adress it might be worth
checking out if subdomain takeover is possible.

nahamsec / HostileSubBruteforcer @ Watchv | 7 | W Star | 87

HostileSubBruteforcer

This app will bruteforce for exisiting subdomains and provide the following information:

e |P address
e Host

e if the 3rd party host has been properly setup. (for example if site.example.com is poiting to a nonexisiting Heroku
subdomain, it'll alert you) -> Currently only works with AWS, Github, Heroku, shopify, tumblr and squarespace.

anshumanbh / tko-subs
<> Code ssues Pull requ rojects Wiki

A tool that can help detect and takeover subdomains with dead DNS records




Robbing Misconfiqured Sh

Detectify Labs > Security > A ive in n contre r assets sandcastle

A deep dive into AWS S3 access controls — taking > Coce
full control over your assets

i tt ne
labsdetectify ht ysx.me

to monitor for th

A simplified version of this write-up is available on the Detecti

Quick background

Bucket Finder

Home > Projecis > General > Amazon Bucket Finder

© Watch

A Python script for AWS S3 bucket enumeration. Development has ceased; this project is at EOL.

BUCKETS

>

> ) 000/819

=R

more information on what is going on behind the scenes

check o see if the bucket is public, private or a redirect.

what has been found.

This project goes alongside my blog post Whats In Amazon's Buckets, read through that for

This is a fairly simple tool to run, all it requires is a wordlist and it will go off and check each
word to see if that bucket name exists in the Amazon's S3 system. Any that it finds it will

Public buckets are checked for directory indexing being enabled, if it is then all files listed
will be checked using HEAD to see if they are public or private. Redirects are followed and
the final destination checked. All this is reported on so you can later go through and analyse




Robbing Misconfigured Sh** (git)

michenriksen / gitrob
<> Code Issues 28 Pull requ Projects 0

Reconnaissance tool for GitHub organizations http://michenriksen.com/blog/gitrob-p...

gith

dxa4481 / truffleHog

<> Code ssues Pull requests 12 Projects Wiki Insights +

Searches through git repositories for high entropy strings, digging deep into commit history
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resources!

Home Blogs Resources Gettingstarted Team

Jjhaddix / tbhm

Resources
<» Code Issues 0 e R TSI s A R s R e B s

Resources Resources

The Bug Hunters Methodology Cross e serpting 09 his

SQL injections (SQLI)

Add topics

CSP / CSP Bypasses
Template injections
(B3 jhaddix committed on GitHub Update README.md Latest commit a25¢577 on May 15 esimaninEaians

01_Philosophy.md Update phy 2 ths ag SOP/Origin bypassing/Cross-SOP Data Leaking
02_Discovery.md
Insecure Direct Object References

03_Mapping.md Renam: \g.markdown t ing.md
XML External Eni
04_Authorization_and_Session.md Renal L zation_and_Sessic down to 04_Authorization_and

05_XSS.md Server side request forgery
06_SQLi.md Rename 06_SQLi.markdown to 06_SQLi.m 2 montl g Ruby on Rails

07_File_Upload.md t 7 ploac load.mc nths ago Hach

08_CSRF.md

09_Privledge_Logic_Transport.md

10 Mobile.nd b : ’ & Bug Bounty Forum
11_Auxiliary_Info.md R¢ _Auxiliary_Info.m wn to 11_Auxiliary_Info.md

12_IDOR.markdown

How Do | shot Web-.pdf

README.md




TBHMv1

;Mz }' | & * 5 ‘ (I people clipped this slide
. 2
How To Shot Web
(Better hacking in 2015)
DEFC
10182 P )

https://www.slideshare.net/bugcrowd/how-do-i-shot-web-jason-haddix-at-defcon-23
https://www.youtube.com/watch?v=-FAjxUOKbdI

https://github.com/jhaddix/tbhm
Updates coming soon...



https://github.com/jhaddix/tbhm
https://www.slideshare.net/bugcrowd/how-do-i-shot-web-jason-haddix-at-defcon-23
https://www.youtube.com/watch?v=-FAjxUOKbdI

1SN H1ADDIL - @II;LADDIX >
Wx@swown (M



Links

Peter Yaworski (Web Hacking 101 Book) https://leanpub.com/web-hacking-101

Andy Gill (Breaking into Infosec) https://leanpub.com/Itr101-breaking-into-infosec

Aboul3la (Sublist3r) https://github.com/aboul3la/Sublist3r

Prakhar Prasad (Mastering Modern Web https://www.packtpub.com/networking-and-servers/mastering-modern-web-penetration-testing

Penetration Testing)

Jhaddix (enunall) https://github.com/jhaddix/domain

Tim tomes (Recon-ng) https://bitbucket.org/LaNMaSteR53/recon-ng

@infosec_au & @nnwakelam (Alt-DNS) https://github.com/infosec-au/altdns

Blechschmidt (Massdns) https://github.com/blechschmidt/massdns

Robertdavidgraham (Masscan) https://github.com/robertdavidgraham/masscan

jhaddix - (all.txt domain word list) https://gist.qithub.com/jhaddix/86a06¢c5dc309d08580a018c66354a056
Anshumanbh (Brutesubs) https://github.com/anshumanbh/brutesubs

OJ Reeves (Gobuster) https://github.com/OJ/gobuster



https://leanpub.com/web-hacking-101
https://leanpub.com/ltr101-breaking-into-infosec
https://github.com/aboul3la/Sublist3r
https://www.packtpub.com/networking-and-servers/mastering-modern-web-penetration-testing
https://github.com/jhaddix/domain
https://bitbucket.org/LaNMaSteR53/recon-ng
https://github.com/infosec-au/altdns
https://github.com/blechschmidt/massdns
https://github.com/robertdavidgraham/masscan
https://gist.github.com/jhaddix/86a06c5dc309d08580a018c66354a056
https://github.com/anshumanbh/brutesubs
https://github.com/OJ/gobuster

Links

Epinna (Tplmap)

https://qithub.com/epinna/tplmap

MakO (parameth)

https://qithub.com/mak-/parameth

vulnersCom (burp-vulners-scanner)

https://github.com/vulnersCom/burp-vulners-scanner

ChrisTruncer (Eyewitness)

https://qithub.com/ChrisTruncer/EyeWitness

Jackmasa (XSS Mindmap)

https://github.com/jackmasa/XSS.png

Anshumanbh (censys.py sub scraper)

https://qgist.qithub.com/anshumanbh/96a0b81dfe318e9e956013209e178fa9

Scumsec (non-core recon-ng modules)

https://qgithub.com/scumsec/Recon-ng-modules

Vlad Styran (non-core recon-ng modules)

https://bitbucket.org/LaNMaSteR53/recon-ng/pull-requests/260/add-passivetotal-subdomains-enumer
ator/difffchg-modules/recon/domains-hosts/passivetotal _subdomains.py

Mandatoryprogrammer (Cloudflare_enum)

https://github.com/mandatoryprogrammer/cloudflare_enum

Daniel Miessler (Robots Disallowed)

https://github.com/danielmiessler/RobotsDisallowed



https://github.com/epinna/tplmap
https://github.com/mak-/parameth
https://github.com/vulnersCom/burp-vulners-scanner
https://github.com/ChrisTruncer/EyeWitness
https://github.com/jackmasa/XSS.png
https://gist.github.com/anshumanbh/96a0b81dfe318e9e956013209e178fa9
https://github.com/scumsec/Recon-ng-modules
https://bitbucket.org/LaNMaSteR53/recon-ng/pull-requests/260/add-passivetotal-subdomains-enumerator/diff#chg-modules/recon/domains-hosts/passivetotal_subdomains.py
https://bitbucket.org/LaNMaSteR53/recon-ng/pull-requests/260/add-passivetotal-subdomains-enumerator/diff#chg-modules/recon/domains-hosts/passivetotal_subdomains.py
https://github.com/mandatoryprogrammer/cloudflare_enum
https://github.com/danielmiessler/RobotsDisallowed

Links

Lorenzog (dns-parallel-prober)

https://github.com/lorenzog/dns-parallel-prober

SSRF Bible

https://docs.google.com/document/d/1v1TkWZirhzRLy0ObYXBcdLUedXGb9njTNIJXa3u9akHM/edit#

Ewilded (psychoPATH)

https://github.com/ewilded/psychoPATH

Commix

https://github.com/commixproject/commix

Albinowax (Top 2500 alexa parsed param names)

https://github.com/PortSwigger/backslash-powered-scanner/blob/master/resources/params

Netflix (SleepyPuppy Blind XSS framework)

https://github.com/Netflix/sleepy-puppy

Mandatoryprogrammer (xsshunter)

https://github.com/mandatoryprogrammer/xsshunter

Jobertabma (ground-control)

https://github.com/jobertabma/ground-control

0xSobky (XSS polyglot #4)

https://github.com/0xsobky/HackVault/wiki/Unleashing-an-Ultimate-XSS-Polyglot

PortSwigger / Ablinawax (Backslash Powered
Scanner)

https://github.com/PortSwigger/backslash-powered-scanner



https://github.com/lorenzog/dns-parallel-prober
https://docs.google.com/document/d/1v1TkWZtrhzRLy0bYXBcdLUedXGb9njTNIJXa3u9akHM/edit#
https://github.com/ewilded/psychoPATH
https://github.com/commixproject/commix
https://github.com/PortSwigger/backslash-powered-scanner/blob/master/resources/params
https://github.com/Netflix/sleepy-puppy
https://github.com/mandatoryprogrammer/xsshunter
https://github.com/jobertabma/ground-control
https://github.com/0xsobky/HackVault/wiki/Unleashing-an-Ultimate-XSS-Polyglot
https://github.com/PortSwigger/backslash-powered-scanner

Links

JordyZomer (autoSubTakeover) https://github.com/JordyZomer/autoSubTakeover
Nahamsec (HostileSubBruteforcer) https://github.com/nahamsec/HostileSubBruteforcer
Anshumanbh (tko-subs) https://github.com/anshumanbh/tko-subs

Frans Rosen (A deep dive into AWS S3 access controls https://labs.detectify.com/2017/07/13/a-deep-dive-into-aws-s3-access-controls-taking-full-control-
— taking full control over your assets) over-your-assets/

yasinS (sandcastle) https://github.com/yasinS/sandcastle
Robin Wood (bucketfinder) https://digi.ninja/projects/bucket_finder.php
Michenriksen (gitrob) https://github.com/michenriksen/gitrob
Dxa4481 (truffleHog) https://github.com/dxa4481/truffleHog

Bug Bounty Forum https://bugbountyforum.com/



https://github.com/JordyZomer/autoSubTakeover
https://github.com/nahamsec/HostileSubBruteforcer
https://github.com/anshumanbh/tko-subs
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https://github.com/yasinS/sandcastle
https://digi.ninja/projects/bucket_finder.php
https://github.com/michenriksen/gitrob
https://github.com/dxa4481/truffleHog
https://bugbountyforum.com/
https://github.com/qazbnm456/awesome-web-security
https://github.com/infoslack/awesome-web-hacking
https://github.com/djadmin/awesome-bug-bounty

