
Domain Discovery
Expanding your scope like a boss



whoami

★ Jason Haddix - @jhaddix

★ Head of Trust and Security @Bugcrowd

★ 2014-2015 top hunter on Bugcrowd (59 currently)

★ Father, hacker, blogger, gamer!
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ASN’s

★ autonomous system number - http://bgp.he.net



Rev whois

★ http://viewdns.info/
★ http://domainbigdata.com/

http://viewdns.info/
http://domainbigdata.com/


Acquisitions

★ Crunchbase

★ Protected by 
distil bot 
protection

★ Stay tuned



Sub Scraping

crt.sh

Google Certificate Transparency

OpenSSL SAN (Subject Alternative Name)



Sub Scraping

recon-ng/enumall Both sublist3r
ssltools.com API Google (Recon-ng now handles captcha) Baidu

HackerTarget.com API Bing Ask

Shodan Crt.sh DNSDumpster (scans.io)

ThreatCrowd Virustotal

Zoomeye (not core) Netcraft Ptrarchive.com

Threatcrowd regged by email (not core)

Zone transfer (not core)

RiskIQ API (not core)

Censys.io (not core)

https://github.com/scumsec/Recon-ng-modules
https://github.com/scumsec/Recon-ng-modules
https://github.com/scumsec/Recon-ng-modules
https://bitbucket.org/LaNMaSteR53/recon-ng/pull-requests/260/add-passivetotal-subdomains-enumerator/diff#chg-modules/recon/domains-hosts/passivetotal_subdomains.py
https://github.com/scumsec/Recon-ng-modules


Scraping - Sublist3r



★ Some configuration required
○ Update Docker IMage with non core 

recon-ng modules
○ .env file
○ Disable Bruteforce (see why next...)



Sub Scraping (bespoke)

★ Cloudflare
★ Censys.io
★ Haven't tested but love 

the ideas



Sub Bruting

Tool Time to run Threads Found

subbrute
time ./subbrute.py -c 100 all.txt $TARGET.com | tee subbrute.output

errored 100 0

gobuster
time gobuster -m dns -u  $TARGET.com -t 100 -w all.txt

21m15.857s 100 87

massdns
time ./subbrute.py /root/work/bin/all.txt $TARGET.com | ./bin/massdns -r resolvers.txt -t A -a -o -w massdns_output.txt -

1m24.167 n/a 213

dns-parallel-prober
time python dns-queue.py $TARGET.com 100 $TARGET_outputfile -i /root/work/bin/all.txt

42m2.868s 100 43

blacksheepwall
time ./blacksheepwall_linux_amd64 -clean  -dictionary /root/work/bin/all.txt -domain $TARGET.com

256m9.385s 100 61

1,136,964 line subdomain dictionary (all.txt)



Sub Bruting

With Massdns, why not all of them?

all.txt

https://gist.github.com/jhaddix/86a06c5dc309d085
80a018c66354a056

https://gist.github.com/jhaddix/86a06c5dc309d08580a018c66354a056
https://gist.github.com/jhaddix/86a06c5dc309d08580a018c66354a056


Permutation Scanning

Altdns : https://github.com/infosec-au/altdns



Permutation Scanning

SDBF: Smart DNS Brute-Forcer approach is 
based on techniques derived from natural 
language modeling and leverage Markov 
Chain Models in order to build the first DNS 
scanner (SDBF) that is leveraging both, 
training and advanced language modeling 
approaches.

https://github.com/jfrancois/SDBF

https://www.foo.be/papers/sdbf.pdf

https://github.com/jfrancois/SDBF
https://www.foo.be/papers/sdbf.pdf


Port Scanning

Tool Time to run Found

masscan
masscan 
-p1,3-4,6-7,9,13,17,19-26,30,32-33,37,42-43,49,53,70,79-85,88-90,99-100,106,109-111,113,119,125,135,139,143-144,146,161,163,179,199,211-212,222,254-256,259,264,280,301,306,311,
340,366,389,406-407,416-417,425,427,443-445,458,464-465,481,497,500,512-515,524,541,543-545,548,554-555,563,587,593,616-617,625,631,636,646,648,666-668,683,687,691,700,705
,711,714,720,722,726,749,765,777,783,787,800-801,808,843,873,880,888,898,900-903,911-912,981,987,990,992-993,995,999-1002,1007,1009-1011,1021-1100,1102,1104-1108,1110-111
4,1117,1119,1121-1124,1126,1130-1132,1137-1138,1141,1145,1147-1149,1151-1152,1154,1163-1166,1169,1174-1175,1183,1185-1187,1192,1198-1199,1201,1213,1216-1218,1233-1234,
1236,1244,1247-1248,1259,1271-1272,1277,1287,1296,1300-1301,1309-1311,1322,1328,1334,1352,1417,1433-1434,1443,1455,1461,1494,1500-1501,1503,1521,1524,1533,1556,1580,15
83,1594,1600,1641,1658,1666,1687-1688,1700,1717-1721,1723,1755,1761,1782-1783,1801,1805,1812,1839-1840,1862-1864,1875,1900,1914,1935,1947,1971-1972,1974,1984,1998-2010
,2013,2020-2022,2030,2033-2035,2038,2040-2043,2045-2049,2065,2068,2099-2100,2103,2105-2107,2111,2119,2121,2126,2135,2144,2160-2161,2170,2179,2190-2191,2196,2200,2222,2
251,2260,2288,2301,2323,2366,2381-2383,2393-2394,2399,2401,2492,2500,2522,2525,2557,2601-2602,2604-2605,2607-2608,2638,2701-2702,2710,2717-2718,2725,2800,2809,2811,286
9,2875,2909-2910,2920,2967-2968,2998,3000-3001,3003,3005-3007,3011,3013,3017,3030-3031,3052,3071,3077,3128,3168,3211,3221,3260-3261,3268-3269,3283,3300-3301,3306,3322-
3325,3333,3351,3367,3369-3372,3389-3390,3404,3476,3493,3517,3527,3546,3551,3580,3659,3689-3690,3703,3737,3766,3784,3800-3801,3809,3814,3826-3828,3851,3869,3871,3878,38
80,3889,3905,3914,3918,3920,3945,3971,3986,3995,3998,4000-4006,4045,4111,4125-4126,4129,4224,4242,4279,4321,4343,4443-4446,4449,4550,4567,4662,4848,4899-4900,4998,5000
-5004,5009,5030,5033,5050-5051,5054,5060-5061,5080,5087,5100-5102,5120,5190,5200,5214,5221-5222,5225-5226,5269,5280,5298,5357,5405,5414,5431-5432,5440,5500,5510,5544,5
550,5555,5560,5566,5631,5633,5666,5678-5679,5718,5730,5800-5802,5810-5811,5815,5822,5825,5850,5859,5862,5877,5900-5904,5906-5907,5910-5911,5915,5922,5925,5950,5952,595
9-5963,5987-5989,5998-6007,6009,6025,6059,6100-6101,6106,6112,6123,6129,6156,6346,6389,6502,6510,6543,6547,6565-6567,6580,6646,6666-6669,6689,6692,6699,6779,6788-6789,
6792,6839,6881,6901,6969,7000-7002,7004,7007,7019,7025,7070,7100,7103,7106,7200-7201,7402,7435,7443,7496,7512,7625,7627,7676,7741,7777-7778,7800,7911,7920-7921,7937-79
38,7999-8002,8007-8011,8021-8022,8031,8042,8045,8080-8090,8093,8099-8100,8180-8181,8192-8194,8200,8222,8254,8290-8292,8300,8333,8383,8400,8402,8443,8500,8600,8649,8651
-8652,8654,8701,8800,8873,8888,8899,8994,9000-9003,9009-9011,9040,9050,9071,9080-9081,9090-9091,9099-9103,9110-9111,9200,9207,9220,9290,9415,9418,9485,9500,9502-9503,9
535,9575,9593-9595,9618,9666,9876-9878,9898,9900,9917,9929,9943-9944,9968,9998-10004,10009-10010,10012,10024-10025,10082,10180,10215,10243,10566,10616-10617,10621,10
626,10628-10629,10778,11110-11111,11967,12000,12174,12265,12345,13456,13722,13782-13783,14000,14238,14441-14442,15000,15002-15004,15660,15742,16000-16001,16012,1601
6,16018,16080,16113,16992-16993,17877,17988,18040,18101,18988,19101,19283,19315,19350,19780,19801,19842,20000,20005,20031,20221-20222,20828,21571,22939,23502,24444,2
4800,25734-25735,26214,27000,27352-27353,27355-27356,27715,28201,30000,30718,30951,31038,31337,32768-32785,33354,33899,34571-34573,35500,38292,40193,40911,41511,425
10,44176,44442-44443,44501,45100,48080,49152-49161,49163,49165,49167,49175-49176,49400,49999-50003,50006,50300,50389,50500,50636,50800,51103,51493,52673,52822,52848
,52869,54045,54328,55055-55056,55555,55600,56737-56738,57294,57797,58080,60020,60443,61532,61900,62078,63331,64623,64680,65000,65129,65389,280,4567,7001,8008,9080 -iL 
$TARGET_LIST --max-rate 100000 -oG $TARGET_OUTPUT

 11m4.164s 196

nmap ∞ zzz

65536 unverified Hosts (a large targets ASN)

You can use a conf file for this!



Visual Identification

★ Because of the nature of scraping and dns redirects 
some sites will be gone or the same.

★ Gotta get an idea of what is up and unique
★ We also don’t know what protocol these are on 

(http vs https, ++)



Auxiliary 

★ Dnssec / nsec / nsec3 walking
○ Ldnsutils, nsec3walker, nsec3map

★ Github recon
○ Search for goodies

★ Burp suite scope filters
○ Simple and effective
○ Start with target, spider, scope down to 

keywords, repeat
★ Dorking: ads key, priv pol, tos, aws, s3

https://github.com/appsecco/bugcrowd-levelup-subdomain-enu
meration/blob/master/esoteric_subdomain_enumeration_tech
niques.pdf

https://www.youtube.com/watch?v=1Kg0_53ZEq8

https://github.com/appsecco/bugcrowd-levelup-subdomain-enumeration/blob/master/esoteric_subdomain_enumeration_techniques.pdf
https://github.com/appsecco/bugcrowd-levelup-subdomain-enumeration/blob/master/esoteric_subdomain_enumeration_techniques.pdf
https://github.com/appsecco/bugcrowd-levelup-subdomain-enumeration/blob/master/esoteric_subdomain_enumeration_techniques.pdf
https://www.youtube.com/watch?v=1Kg0_53ZEq8


Auxiliary DEMO -BURP 



Platform Identification 

and CVE searching



Content Discovery /  

Directory Bruting 

★ Gobuster
★ Burp content discovery
★ Robots disallowed
★ ¯\_(ツ)_/¯

❏ Seclists / RAFT / Digger wordlists 
❏ Patator
❏ WPScan
❏ cmsmap



Parameter Bruting? 

★ Yep! - Untested but love the idea
★ Can be combined with backslash scanners top 2500 params



Automation?

★ Somewhat
★ Best-in-breed tools/sites change, 

automation needs to support bespoke 
tooling

★ HODOR: 
○ A security testing Slackbot built with a 

Kubernetes backend on the Google Cloud 
Platform

★ Kubebot:
○ A security testing Slackbot built with a 

Kubernetes backend on the Google Cloud 
Platform

★ Assetnote
★ Datasploit & intrigue


