
h4ck1ng	101
a	primer	to	learn	hacking	and	security	concepts



r007c0n#	disclaimer

hacking	is	a	crime	punishable	by	philippine laws
(cybercrime	prevention	act	of	2012	or	RA	10175)

the	contents	of	this	course	involving	security	technologies	and	security		
software	are	readily	available	publicly	on	the	internet.	this	course	is	for	

educational	purposes	only	and	conducted	on	controlled	virtual		
environments.	it	is	aimed	to	help	you	improve	your	company’s	security		
posture,	but	under	no	circumstances	are	you	allowed	to	violate	any	

anti- hacking	laws	with	this	knowledge.	this	author	and	the	sponsor	of	
this		training	will	not	be	held	liable	if	you	go	to	prison	for	being	an	idiot.



Punishable	by	RA	10175
• Illegal	access	- Unauthorized	access	(without	right)	to	a	computer	system	

or	application.

• Illegal	interception	- Unauthorized	interception	of	any	non-public	
transmission	of	computer	data	to,	from,	or	within	a	computer	system.

• Data	Interference	- Unauthorized	alteration,	damaging,	deletion	or	
deterioration	of	computer	data,	electronic	document,	or	electronic	data	
message,	and	including	the	introduction	or	transmission	of	viruses.

• System	Interference	- Unauthorized	hindering	or	interference	with	the	
functioning	of	a	computer	or	computer	network	by	inputting,	
transmitting,	damaging,	deleting,	deteriorating,	altering	or	suppressing	
computer	data	or	program,	electronic	document,	or	electronic	data	
messages,	and	including	the	introduction	or	transmission	of	viruses.

• Misuse	of	devices	- The	unauthorized	use,	possession,	production,	sale,	
procurement,	importation,	distribution,	or	otherwise	making	available,	
of devices,	computer	program	designed	or	adapted	for	the	purpose	of	
committing	any	of	the	offenses	stated	in	Republic	Act	10175.

• Cyber-squatting	- Acquisition	of	domain	name	over	the	Internet	in	bad	
faith	to	profit,	mislead,	destroy	reputation,	and	deprive	others	from	the	
registering	the	same.	

• Computer-related	Forgery	- Unauthorized	input,	alteration,	or	deletion	of	
computer	data	resulting	to	inauthentic	data	with	the	intent	that	it	be	
considered	or	acted	upon	for	legal	purposes	as	if	it	were	authentic,	
regardless	whether	or	not	the	data	is	directly	readable	and	intelligible.

• Computer-related	Fraud	- Unauthorized	input,	alteration,	or	deletion	of	
computer	data	or	program	or	interference	in	the	functioning	of	a	
computer	system,	causing	damage	thereby	with	fraudulent	intent.

• Computer-related	Identity	Theft	- Unauthorized	acquisition,	use,	misuse,	
transfer,	possession,	alteration	or	deletion	of	identifying	information	
belonging	to	another,	whether	natural	or	juridical.

• Aiding	or	Abetting	in	the	commission	of	cybercrime	– Any	person	who	
willfully	abets	or	aids	in	the	commission	of	any	of	the	offenses	
enumerated	in	this	Act	shall	be	held	liable.

• Attempt	in	the	commission	of	cybercrime	Any	person	who	willfully	
attempts	to	commit	any	of	the	offenses	enumerated	in	this	 Act	shall	be	
held	liable.

hxxp://www.officialgazette.gov.ph/2012/09/12/republic-act-no-10175/



on	with	the	show



tikbalang

• rootcon GOON
• security	professional
• into	infrastructure	management
• into	information	security	management
• vulnerability	assessment
• penetration	testing



your	turn
name,	background,	motto,	expectations.



what’s	in	the	bag?

*	get	your	feet	wet	in		the	hacking	culture
*	develop	the	hacker	mindset	(without	getting	into	trouble)
*	things	you	should	know	to	start
*	information	security
*	information	security	essentials
*	practical	tips
*	hackers	arsenal
*	some	demo	



hacking	culture





definition

Hackingoutside of	the	creator's	original	purpose.

is	the	practice	of	modifying	the	features	of	a	system,	in	order	to	
accomplish	a	goal	outside	of	the	creator's	original	purpose.
is	the	practice	of	modifying	the features	of	a	system,	in	order	to	
accomplish	a goal	outside	of	the	creator's	original	purpose.



Load	required	:	P171

Procedures:
Text	GOTSCOMBOGAF136	to	8080	(P136)
Text	GOCOMBOIKEA35	to	8080	(P35)
Redo	step	2	for	additional	1GB
Redo	step	1	to	extend	validity	(prior	expiry)

Text	GOSAKTO	STATUS	to	8080	to	check	status

Valid	for	30days





“the	person	who	is	consistently	
engaging	in	hacking	activities,	
and	has	accepted	hacking	as	a	
lifestyle and	philosophy	of	their	

choice,	is	called	a hacker.”



quiz:	who’s	the	hacker?

Kristina	Svechinskaya is	a	former	Russian	money	mule	hacker

Dubbed	"the	world's	sexiest	computer	hacker"



hacker	mindset

Black-hat	hackers	violate	computer	security	for	personal	gain	
(such	as	stealing	credit	card	numbers	or	harvesting	personal	
data	for	sale	to	identity	thieves)	or	for	pure	maliciousness	
(such	as	creating	a	botnet	and	using	that	botnet	to	perform	

DDOS	attacks	against	websites	they	don’t	like.)

A	gray-hat	hacker	falls	somewhere	between	a	black	hat	and	a	
white	hat.	A	gray	hat	doesn’t	work	for	their	own	personal	gain	
or	to	cause	carnage,	but	they	may	technically	commit	crimes	

and	do	arguably	unethical	things.

They’re	the	“ethical	hackers,”	experts	in	compromising	
computer	security	systems	who	use	their	abilities	for	good,	
ethical,	and	legal	purposes	rather	than	bad,	unethical,	and	

criminal	purposes.



SOURCE:	hxxp://www.dailymail.co.uk/wires/afp/article-4761628/Arrest-shines-light-shadowy-community-good-bad-hackers.html





Hacktivist



hacking	for	fun	or	profit



for	fun

• Personal	data	from	104	million	credit	card	owners	in	SK	stolen	by	
ratings	firm	Korea	Credit	Bureau	employee	via	USB.

• The	TARGET	breach	exposed	100	million	identities	from	debit	and	
credit	card	via	special	malware.

• $45M	debit	card	scam	in	just	several	hours.	Suspect:	malware	infection	via	
email.

2013	was	“The	Year	of	the	Mega	Breach”

• Comeleak:	54.3M+- voters	at	risk	of	identity	theft

• Bangladesh	Bank	heist:	potentially	US$951M could	have	been	
siphoned	(actual	loss	was	US$101M)

• ATM	Jackpotting:	12.1M	Baht	withdrawn	from	Thailand	ATMs	using	
RIPPER	malware

• The	Shadow	Brokers	have	leaked	more	hacking	tools	stolen	from	the	
NSA's	Equation	Group	– this	time	four-year-old	exploits	that	attempt	
to	hijack	venerable	Windows	systems,	from	Windows	2000	up	to	
Server	2012	and	Windows	7	and	8.

• Yahoo,	Adult	Friend	Finder,	LinkedIn,	Tumblr and	Daily	Motion



for	profit











what	it	takes
Ying	Cracker is	an	
educator	from	
Shanghai	that	
teaches	people	the	
basics	of	how	to	
start	hacking.	She	is	
an	expert	in	hacker	
software	writing	
and	charges	good	
money	for	courses	
on	simple	and	for	
high-end	hacking	
tools.	Cracker	also	
charges	between	
500-5000	Yuan	per	
class	for	helping	
other	people	crack	
software.



what	it	takes



what	it	takes



nmap – network	mapper

• free	open	source
• use
• network	security	audit
• network	discovery
• host	discovery

• Port		scanning
• Version	detection
• OS	detection
• Device	type
• MAC	address

https://nmap.org/



nmap – network	mapper

• demo
• scanning
• single	target
• multiple	targets
• random	targets
• excluding	targets

• options
• aggressive	

https://nmap.org/



nmap – network	mapper

• demo	(cont.)
• more	discovery	options
• don’t	ping/simple	ping
• SYN/ACK
• alternative	options

• some	advance	options
• xmas scan
• scanflags

https://nmap.org/



nmap – network	mapper

• demo	(cont.)
• port	scan
• os detection
• service	detection
• timing	option
• fw evasion

• output	to	file

https://nmap.org/



nmap – network	mapper

• demo	(cont.)
• troubleshooting	scan
• GUI	interface

https://nmap.org/




