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How to 
secure Banks 
& Enterprises 

(From 
someone 
who robs 
banks & 

enterprises)



Who am I?

Twitter: @JaysonStreet

Email: jstreet@sphereny.com

INFO: http://JaysonEStreet.com



We are terrible 
at risk 

management!
11 U.S. Cases

4 Cases 
Diagnosed in the 

U.S.

7 Cases 
Evacuated to U.S. 

from other countries
2   

U.S. Deaths
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CRIMINAL



Being a 
TARGET of 
cyber-crime 

can be 
catastrophic!

Billions in total loses 
Estimated

110 Million People 
Effected

40 
Million 
Credit 
Cards

70 
Million Data 

files 

61 
Million 

spent in 
research

39 
Million in 

Settlements



Your greatest 
asset is your 

greatest 
weakness



Eenie  
meenie  
miney  
mo 
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Remember  
the  

kittens!!
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The Road 
Map of 

an Attack 



So what can we do?

Be One 
With 
The 

Attacker
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Blue 
Team 
in a 
box



If All 
Else 
Fails!



Executive 
Overview

1. Security is a cost center until the 
lack of it cost you everything!

2. Show your employees that you 
take security seriously and then they 
will!

3. Patch – Passwords – Public WIFI – 
Paranoia (a healthy amount) ;-)



A Mubix 
Moment

WPAD 
Make a null route (to 127.0.0.1 IPV4 ::1 IPV6) DNS entry for WPAD 
Make a null route (to ::1 IPV6) DNS entry for WPADWPADWPAD


Disable NetBios resolution domain wide.



Evil Canary 
1.Create user called “DomainAdmin_TMP”

2.Put password in the description.

3.Add to Domain Admins Group!

4. Under Logon Hours set to ZERO!!!

5. Set an alert ANY time that account 

    tries to logon!

DomainAdmin_TMPA Mubix 
Moment



A Mubix 
Moment

Evil Canary 
Make a public share called 
 “Password Audit 2015” inside create

a EXLS file about 4 MB but

 “Everyone: Deny” permission. 



Rob Fuller


Twitter @mubix

Blog – http://www.room362.com


Full video located here….

https://www.youtube.com/watch?v=VqcDjPUXPIw

A Mubix 
Moment



Create A 
Submarine 
Not A Wall

…..NOT THIS!

THIS……



Create A 
Submarine 
Not A Wall



1. PATCH! PATCH!! PATCH!!! PATCH!!!! PATCH!!!!! PATCH!!!!!!


ALSO PATCH!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

A Few 
Last 

Tricks & 
Traps
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2. 1X1 pixel gif going to a link that alerts you.


                               It’s there I promise!!!

A Few 
Last 

Tricks & 
Traps



3. User agent strings should also alert you.

Alexibot Aqua_Products b2w/0.1 BackDoorBot/1.0 Black Hole 
BlowFish/1.0 Bookmark search tool BotALot BuiltBotTough 
Bullseye/1.0 BunnySlippers Cegbfeieh CheeseBot CherryPicker 
CherryPickerElite/1.0 CherryPickerSE/1.0 CopernicCopyRightCheck 
cosmos Crescent Crescent Internet ToolPak HTTP OLE Control v.1.0 
DittoSpyder dumbot EmailCollector EmailSiphon EmailWolf 
Enterprise_Search Enterprise_Search/1.0 EroCrawler es 
ExtractorPro FairAd Client Flaming AttackBot Foobot Gaisbot GetRight/4.2 
grub grub-client Harvest/1.5 Hatena Antenna hloader 
httplib humanlinks ia_archiver ia_archiver/1.6 InfoNaviRobot 
Iron33/1.0.2 JennyBot Kenjin Spider Keyword Density/0.9 
larbin LexiBot libWeb/clsHTTP libWeb/clsHTTPUser-agent: asterias 
LinkextractorPro LinkScan/8.1a Unix LinkScan/8.1a Unix User-agent: Kenjin 
Spider LinkWalker LNSpiderguy lwp-trivial 
lwp-trivial/1.34 Mata Hari Microsoft URL Control Microsoft URL Control - 
5.01.4511 Microsoft URL Control - 6.00.8169 
MIIxpc MIIxpc/4.2 Mister PiX moget moget/2.1 Morfeus 
Mozilla/4.0 (compatible; BullsEye; Windows 95) 
Mozilla/4.0 (compatible; MSIE 4.0; Windows 9 
Mozilla/4.0 (compatible; MSIE 4.0; Windows 95) 
Mozilla/4.0 (compatible; MSIE 4.0; Windows NT) 

A Few Last Tricks & Traps



4. Control the countries that can see you if you can.

                      http://ipinfo.io/countries

A Few 
Last 

Tricks & 
Traps



5. Own as many domains similar to yours as possible (Because someone 
will!)

A Few 
Last 

Tricks & 
Traps



6. You have to click links at some point or download attachments just be 
cautious! 

A Few 
Last 

Tricks & 
Traps



7. Web Developers should be building good code!!! 
                   (Which then makes it more secure)

A Few 
Last 

Tricks & 
Traps



LAST but NOT Least!!!!


Create teachable moments for your 
employees 

before a real attacker does!!!

A Few 
Last 

Tricks & 
Traps
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http://rootcon.org.cgi-bin.email/confirmation/

A Few 
Last 

Tricks & 
Traps



Remember 
your 

employees 
are an asset 

 not a 
liability!!



Now let’s learn 
from others

                         Discussion and Questions????


Or several minutes of uncomfortable silence  
it’s your choice.

                              This concludes my presentation Thank You!!!



LINKS  
as you  
LEAVE

My own lil page!

http://JaysonEStreet.com


Interested in me being your teachable moment.

jstreet@sphereny.com


Twitter @jaysonstreet
WeChat jaysonstreet
Also on Linkdedin too! ;-)


Thanks to John of SHODAN, Mubix, IT-Defense Roundtable 2016, 
April Wright, Adriel of Netragard and all my ‘victims’ for not suing! ;-)




