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EBOLA: "THE ISIS OF BIOLOGICAL AGENTS?"

— ]
S ONOW MIKE ROWE HAS A NEW SHOW ON CNN -- SOMEBODY'S GOT SCNNASHLEIGH |

Initial cases - deaths

. 4
. Initial cases - no deaths ' y
I Medically evacuated cases - deat
-~ [ Medically evacuated cases - no deat

Ebola-free , \ ﬁ . ' /
1 U.S. Cases

4 Cases 7 Cases 2

Diagnosed in the Evacuated to U.S.

U.S. from other countries U.S. Deaths
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== Number of deaths for leading causes of death:
e Heart disease: 614,348
S Cancer: 591,699

"« Chroniclower respiratory diseases: 147,101

We are terrlble « Accidents (unintentional injuries): 136,053

at r|Sk e « Stroke (cerebrovascular diseases): 133,103
managemenﬂ - '. o Alzheimer's disease: 93,541

o Diabetes: 76,488

. ‘Inﬂuenza and Pneumonia: 55,227 )

\' o Nephritis, nephrotic syndrome and nephrosis: 48,146

o
.

+ Intentional self-harm (suicide): 42,773

»l
0‘\

Source: Health, Uni Table 19 (Data are for 2014)
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Leading causes of death in perspective

« —— terrorism
o—— yar

©®— pregnancy & birth
@®— medical complications

@ — murder

heart & circulatory ()— undetemined events
s @ — rental health disorders

.— transport accidents

suicide

musculoskeletal
disorders

diabetes

respiratory
disorders

non-transport accidents

infections

kidney disorders

digestive disorders

nervous system
disorders
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A/ DATA CENTER SOFTWARE SECURITY TRANSFORMATION DEVOPS BUSINESS PERSONALTECH SCIE

Security

Slammer worm slithers back online to attack
ancient SQL servers

If you get taken down by this 13-year-old malware, you probably
deserve it

5 Feb 2017 at 23:29, Darren Pauli ) 0 @
Slammer, has resumed attacking servers some 13
5 in 10 minutes, researchers say.

crosoft SQL server and Desktop Engine triggering
significantly choking internet traffic.

to Slammer which was created on the back of public
:k Hat by now Google security boffin David Litchfield.

6 0/0 Of fi m]s registered attac ks icks in early December, noting that most targeted

to exploit vulnerabilities © esomehors sy

that we'e over A DECADE OLD - directed to a large variety of destination countries

‘ks in the United States.
Ltargeted one."

and 4 December, 2016, and were some of the biggest

*hina, Vietnam, and Mexico.

This new batch of Slammer-wielders must be optimists, given that the worm targeted a now-ancient SQL
Server 2000 buffer overflow vulnerability that DBAs have had 13 years to fix.

Still, application of even important patches can be slow. Microsoft last year found that the then
vulnerability (CVE-2010-2568) exploited by the six-year-old Stuxnet worm, arguably the most famous
information security threat, was the most common means to compromise users. ®

Tips and corrections 6 Comments
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National Security

By Ellen Nakashima and Joby Warrick Juc2,2012 &%

A damaging cyberattack against Iran’s nuclear program was the work of U.S. and Israeli experts and

proceeded under the secret orders of President Obama, who was eager to slow that nation’s apparent

@he Washinaton Post

Stuxnet was work of U.S. and Israeli experts, officials say

Most Read

4 Civilian casuatties are starting to rise.
as Iraqi forces push into Mosul

brogress toward building an atomic bomb without launching a traditional military attack, say current and

Che Telegraph

HOME » TECHNOLOGY » INTERNET SECURITY

vaanan whish anteida analuete Ankhad Ghivnat affar it wme inaduastantly dienavared

The new Cold War: how Russia and China are hacking
British companies and spying on their employees

There are now three certainties in life: death, taxes, and cyber-attacks by

N

“He's got to get control of the ship
again’ How tensions at the FBI will
persist after the election

3 In Britain, ‘remainers’ find hope in
Brexit court decision

a

From ‘reset’to ‘pause’ The real
story behind Hillary Clinton's feud
with Viadimir Putin

¢ 5 3U.S. military trainers killed in
‘gunfire by security units at Jordan

foreign agents intent on industrial espionage
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WannaCry ransomware attack 'linked to

Max RDSS:

FAVESOROPPING

NSA Accused of Peeping On The Pope

An Italian magazine claims the NSA spied on the Vatican and Pope Francis with the
complicity of Italy’s authorities—but the Holy See seems unfazed.

QoOe

jobs S edition ~

theguardian

= browse all sections

UK's National Cyber Security Centre has linked recent attacks to the North
Korean-affiliated hacking team Lazarus Group, according to reports



) ANONYMOUS

QUARTZ

Anonymous outgunned in its “cyberwar”
with Israel

Who doyou Redeaiu
think poses

Stanford

. Fina sranes rer aLrnzliste “Antas
YOUAREAT: Home » Hacking new Home Inda Sranes or.loLmazlisks Cantact

NOVENBER 16, 2015

Stanford cybersecurity expert analyzes
Anonymous' hacking attacks on ISIS

By hacking SIS, Anonymons could nrow a wranch iato the terror group’s activizies, and although this type of vigiaste-
stwie hacking is illegal in the United States, it's douberul thar anyene would be punished,

the most
danger to
businesses?

ANONYMOU

W 1 A R E LEGI1IO | e e et i Quora )
| 8 Most Amazing and Daring Hack Attacks Carried Out By Anonymous

¢ Kavita lyer on Al Hacking news, Technology Avormyreous (Hechiivisl goug)  Hechens Tremp Pence 2096 Doneld Taug

.D.@B. CouldmehackergroupAnonymusdoanyrealdumge
to Donald Trump's campaign, as it has threatened?

8 Most Awesome and Daring Hack Attacks carried out by
Anonymous 12 Answers

G Armand De Asis If you're seadng s ['m oot anoey mous



Financial Services: The Most Attacked Indus

Financial services was the most attacked industry in 2016. This infog
assets and customers against loss.

News

Most Popular National International East Midwest South Central Sou
Security Intellinance Staff
INVESTMENT BANKING  LEGAL /REGULATORY

JPMorgan Chase Hacking Affects 76 Million H  $45 Million Global Cyber Bank Theft: Who

By JESSICA SILVER CREENBERC . MATTHEW COLDSTEIN and NICOLE PERLROTH )
“ Pays the Losses”
Jessica Dye, Jim Finkle Joseph Ax | M EE O signin News = Sport Weather Shop Earth  Travel  Mor

NEWS

Home Video World US&Canada UK Business Tech Science Magazine Entqg

Market Data ~ Markets =~ Economy Companies  Entrepreneurship ~ Technolog

Business

Tesco Bank customers lose money to
‘fraudsters’

@© 1hourago | Business « Share

Home Depot Admits 56 Million Payment
At Risk After Cyber Attack PP T —

n one of the bigg

REUTERS B

stole $45 millic

Thousands of Tesco Bank current account customers appear to have been
credit card proces targeted by fraudsters, with some saying they have lost hundreds of pounds.

Customers have complained about money being withdrawn without permission
cards being blocked and long delays to get through to the bank on the phone.

The bank said its anti-fraud systems had identified "suspicious activity” on some
customer accounts.
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TARGET RREACH &

BY THE NUMBERS

Following Target's data breach in December 2013, the fallout for the company continues to grow.

Being a i
A $236 million

Target's total breach expenses

Cybe r_ Cri m e $236mm total expenses - $90mm insurance receivable = $146mm net expenses
can be 40 million 70 million

O SEN At B NS e

C at aSt ro p h iC ! credit and debit cards compromised customer details compromised B e T
]

140+ lawsuits

were filed against Target as a result of the breach

110 consumer + 30 banking/credit union + shareholder cases




Your greatest
asset is your

greatest
weakness

W Help Net Security
May 4, 2017

Majority of workers blindly
open email attachments

Read the latest issue of the (IN)SECURE Magazine

The vast majority (82 percent) of users open email attachments if they appear
to be from a known contact, despite the prevalence of well-known sophisticated
social engineering attacks, according to Glasswall. Of these respondents, 44
percent open these email attachments consistently every time they receive one,
leaving organizations vulnerable to data breaches sourced to malicious
attachments.

i K

Only 30% of offi
workyets believe thz::: 75% receive Gz?:tton.thChec:s
employer has been suspicious emails email attachmen

subjected to cyber attack from unknown sources
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@ Secure | https://www.google.com/search?q=biggest+bank+in+the+philippines&oq=biggest+bank+in+the

Google biggest bank in the philippines s Q

All News Maps Images Shopping More Settings Tools

About 12,300,000 results (1.08 seconds)

List of major universal and commercial banks

» BDO Unibank (BDO; largest bank in the Philippines in terms of assets; 243rd
largest bank globally)

» Metropolitan Bank and Trust Company (Metrobank)

De mo Of an  Land Bank of the Philippines (Landbank; LBP, main government bank)

More items...

attaCk! List of banks in the Philippines - Wikipedia

https://en.wikipedia.org/wiki/List_of_banks_in_the_Philippines

@© Aboutthisresult @ Feedback

List of banks in the Philippines - Wikipedia
https://en.wikipedia.org/wiki/List_of_banks_in_the_Philippines ¥

Jump to Largest Thrift Banks in the Philippines - List of major universal and commercial banks. BDO
Unibank (BDO; largest bank in the Philippines in terms of assets; 243rd largest bank globally)
Metropolitan Bank and Trust Company (Metrobank) Land Bank of the Philippines (Landbank; LBP, main
government bank)

10 Largest Banks in the ... - List of savings banks - 10 Largest Rural and ...

Best Banks in the Philippines 2017 - Philpad
https://philpad.com/best-banks-in-the-philippines/ ¥

The following are the lists of best banks in the Philippines for 2017. The lists ... Top 10 Best Banks in
the Philippines as to Loans and Receivables, net. Amount in ...
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@ Secure | https://www.google.com/search?q=BDO+Unibank&oq=BDO+Unibank&ags=chrome..69i57&sourceid=chrome&ie=UTF-8

Gocgle BDO Unibank 4 Q

All News Maps Images Videos More Settings Tools

About 843,000 results (0.80 seconds)

HOME | BDO Unibank, Inc.

https://www.bdo.com.ph/ v

Get the sweetest deals from your favorite stores nationwide with your BDO Card. Learn More. New
Smart Checking Account. The power of savings and checking ...

Results from bdo.com.ph Q
BDO Online Banking About BDO

Invisible. Login to BDO Online Home » About BDO ... BDO is a full-
Banking. User ID: Password: ... service universal bank in the ...

Online Banking Accounts

Check Account Balances Manage Peso Savings Account - Checking

your deposit, credit card, cash ... Account - Debit Card - Cash Card
Contact Us Credit Cards

Contact Us. Home » Contact Us. Quick Inquiry - Cards Services - Right
Required fields*. Areyou a ... Card for You - Promos

Banco de Oro - Wikipedia

https://en.wikipedia.org/wiki/Banco_de_Oro v

Jump to The new BDO Unibank - The new BDO Unibank will retain the ticker symbol of the old Banco de
Oro. 1.3 billion BDO shares will be issued in ...

History - Ownership - Subsidiaries and affiliates - Mergers and acquisitions

Banco De Oro

https://www.mybdo.com.ph/ ¥

Send a message to BDO. Customer Contact Center631-8000. *Our website supports the latest browser
versions to ensure your privacy and security. To ensure ...

Banco de Oro <

Retail banking company

We find ways’

@ bdo.com.ph

Banco de Oro, legally known as BDO Unibank, Inc., is a Philippine banking
company based in Makati. In terms of total assets, the firm is the largest
bank in the Philippines, fifteenth largest in Southeast ... Wikipedia
Customer service: 011 800 8631 8000

Headquarters: Philippines

Stock price: BDOUY (OTCMKTS) $30.00 0.00 (0.00%)
Sep 15, 4:00 PM EDT - Disclaimer

Number of employees: 31,443 (2016)

Founded: 1968, Manila, Philippines

Net income: 26.1 billion PHP (2016, 4.3%)

Subsidiaries: One Network Bank, The Real Bank, MORE v

Profiles
Facebook YouTube
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. = HOME | BDO Unibank, Inc. X

€  (® & BDO Unibank Inc. (PH) = https://www.bdo.com.ph/personal @ Q search wB O 3 A @ P

Eh Imported @ New Tab
View mobile website X jesforSale FAQs Promos Remit Status Inquiry idiaries /ATMs  Internati Desks > ONLINLEogﬁ?KING

)

Learn more about the new Check Clearing Guia @ @ © ‘ English
— - ]

We find ways’

| Ql

PERSONAL BUSINESS
© eBanking
© Accounts
© Trust and Investments
© Loans
© Credit Cards
© Remittance Services
© Insurance
© Rewards
© Private Bank

[E3/BDOUnibank wi@®/BDOPhilippines

om
your ionwide
with y

New Smart Paying for Remit from
Checking 021 insurance? 03 Japan 04
Account

About BDO  Corporate Governance Investor Relations ~Company Disclosures Contact Us Careers Press Room Site Map Privacy Policy Terms and Conditions



" = HOME | BDO Unibank, Inc. X

€ (O @ BDO Unibank Inc. (PH) https://www.bdo.com.ph/personal C  Q Search wBa O % A &£ P

3 impored @ Now it 'TCPIPUTILS.com

View mobile website X jesforSale FAQs Promos Remit Status Inquiry  Subsidial
m heck Clearing Guidelines. Read More..) IPv4 IPvé ISP Domain My IP Options About
1Pv4 root -> 203/8 -> 203.177.64.0/18 -> 203.177.92.204
o
we ﬂnd ways type domain, IPv4/IPv6 or provider
\ Q|

IP information 203.177.92.204
REREORSE HENED IP address 203.177.92.204
© eBanking Location Philippines (PH) =l

© Accounts . Registry apnic

Demo of an

© Trust and Investments
O Loans 1 Network information

© Credit Cards B IP address 203.177.92.204

attack!

© Remittance Services Reverse DNS (PTR record) not available

DNS server (NS record) dns1.globenet.com.ph (203.177.255.10)
g-net1.globe.com.ph (203.127.225.11)

© Insurance
© Rewards
ASN number 4775

© Private Bank ASN name (ISP) Globe Telecoms

[E3/BDOUnibank w@B/BDOPhilippines

Up to 50% New Smart Paying for
discountand 01 Checking insurance? (03
freebies! Account

About BDO  Corporate Governance  Investor Relations ~Company Disclosures ~ Contact Us Careers Press Room  Site Map ~ Privacy Policy ~ Terms and Conditions
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DNS server (NS records) ns2.bdo.ph (210.14.6.153) 3

ns1.bdo.ph (203.177.92.16)

idial |
1 Mail server (MX records) mail.bdo.com.ph (203.177.92.6)

ore ¢ mail2.bdo.com.ph (210.14.6.134)

~ IP address (IPv4) 203.177.92.46

=3

203.177.16.137

1

= 203.177.92.204
IP address (IPv6) 1
~ ASN number 4775
——
ASN name (ISP) Globe Telecoms
De I l Of an IP-range/subnet 203.177.64.0/18

203.177.64.0 - 203.177.127.255

attaCk ! 2 Network tools (IPv4) Ping 203.177.92.46

Traceroute 203.177.92.46

Other tools Testing info@bdo.com.ph

Quick link to related tools

Find domains containing the same keywords.

Blely - N BY/olell Find domain typos and misspellings for this domain.

RS Ie R IS | ookup the Hosting History of this domain.

Raovarcao |P_N=i
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@ Secure | https://www.google.com/search?q=BDO+Unibank&oq=BDO+Unibank&ags=chrome..69i57&sourceid=chrome&ie=UTF-8

Gocgle BDO Unibank 4 Q

All News Maps Images Videos More Settings Tools

About 843,000 results (0.80 seconds)

HOME | BDO Unibank, Inc.

https://www.bdo.com.ph/ v

Get the sweetest deals from your favorite stores nationwide with your BDO Card. Learn More. New
Smart Checking Account. The power of savings and checking ...

Results from bdo.com.ph Q
BDO Online Banking About BDO

Invisible. Login to BDO Online Home » About BDO ... BDO is a full-
Banking. User ID: Password: ... service universal bank in the ...

Online Banking Accounts

Check Account Balances Manage Peso Savings Account - Checking

your deposit, credit card, cash ... Account - Debit Card - Cash Card
Contact Us Credit Cards

Contact Us. Home » Contact Us. Quick Inquiry - Cards Services - Right
Required fields*. Areyou a ... Card for You - Promos

Banco de Oro - Wikipedia

https://en.wikipedia.org/wiki/Banco_de_Oro v

Jump to The new BDO Unibank - The new BDO Unibank will retain the ticker symbol of the old Banco de
Oro. 1.3 billion BDO shares will be issued in ...

History - Ownership - Subsidiaries and affiliates - Mergers and acquisitions

Banco De Oro

https://www.mybdo.com.ph/ ¥

Send a message to BDO. Customer Contact Center631-8000. *Our website supports the latest browser
versions to ensure your privacy and security. To ensure ...

Banco de Oro <

Retail banking company

We find ways’

@ bdo.com.ph

Banco de Oro, legally known as BDO Unibank, Inc., is a Philippine banking
company based in Makati. In terms of total assets, the firm is the largest
bank in the Philippines, fifteenth largest in Southeast ... Wikipedia
Customer service: 011 800 8631 8000

Headquarters: Philippines

Stock price: BDOUY (OTCMKTS) $30.00 0.00 (0.00%)
Sep 15, 4:00 PM EDT - Disclaimer

Number of employees: 31,443 (2016)

Founded: 1968, Manila, Philippines

Net income: 26.1 billion PHP (2016, 4.3%)

Subsidiaries: One Network Bank, The Real Bank, MORE v
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@ Secure | https:;//www.google.com/search?num=100&newwindow=18&q=BDO+Unibank+twitter&oq=BDO+Ur

Google BDO Unibank twitter § Q

All News Images Maps Videos More Settings Tools

About 37,700 results (0.75 seconds)

BDO Unibank (@BDOUnibank) | Twitter

https://twitter.com/bdounibank?lang=en v
The latest Tweets from BDO Unibank (@BDOUnibank)

Banco de Oro (@bancodeoro) | Twitter

De I l Of an https://twitter.com/bancodeoro?lang=en ¥
The latest Tweets from Banco de Oro (@bancodeoro). contact me at philippinebrands@aim.com.
a.ttaCk! BDO Unibank - Home | Facebook

https://www.facebook.com/BDOUnibank/ ¥

BDO Unibank. 3300599 likes - 77387 talking about this - 270 were here. Welcome to the official BDO
Unibank Facebook Page! WE FIND WAYS to meet your...

About - Posts - BDO Unibank - Videos

Banco De Oro

https://online.bdo.com.ph/ ¥

Invisible. Login to BDO Online Banking. User ID: Password: ... Send a message to BDO. Customer
Contact Center631-8000. *Our website supports the latest ...

Contact Us | BDO Unibank, Inc.

https://www.bdo.com.ph » Personal > Trust and Investments v

BDO TRUST AND INVESTMENTS GROUP 15th to 17th Floors, South Tower, BDO Corporate Center 7899
Makati Avenue, Makati City 0726. Philippines Tel.




& Twitter, Inc. [US] | https://twitter.com/bdounibank?lang=en

’ Search Twit

@ Home % Moments ngotifications &9 Messages
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BDO Unibank & This account’s Tweets are protected.

HpRlEE Only confirmed followers have access to @BDOUnibank's Tweets and complete profile. Click

Joined August 2012 the "Follow" button to send a follow request.

Tweet to BDO Unibank




& Twitter, Inc. [US] | https://twitter.com/bancodeoro?lang=en

@ Home % Moments ngotifications &9 Messages ’ Search Twit

Tweets Following Followers

8 114 134

Tweets  Tweets & replies

Demo of an panco deore
@bancodeoro Banco de Oro @bancodeoro - 26 May 2016 v
. oro china

contact me at philippinebrands@aim.com Y

attack!

Joined January 2011 mrtotivelasquez @totistien
@bancodeoro is this banco de oro? Official twitter account ba to?

Tweet to Banco de Oro
Q &

o) )

Banco de Oro @bancodeoro - 25 Oct 2071 v
. @williamarnaiz it's not possible to do that! do they control the Department of
ucation? there's no way that this can be done!
@ gucation? there hat this can be done!

O 1 n Q &

Banco de Oro @bancodeoro - 1 Aug 2011 v
. RT @inquirerdotnet SM Prime nets P4.27B in H1, up 14% http://bit.ly/qgXP9Aq

) n O ™

Banco de Oro @bancodeoro - 16 Jul 2011 v



@ Secure | https://www.youtube.com/user/BDOPhilippines \;}

23 YouTube I [Search Q + =oa
Home
Trending

Subscriptions

.
History
3,780 subscribers
emo of an s

HOME VIDEOS PLAYLISTS CHANNELS ABOUT Q
Liked videos

attaC k ' Favorites All activities ~ RELATED CHANNELS
n

CRIPTIONS ase BPI

CinemasSins 1 @ BDO Unibank uploaded a video SUBSCRIBE

The Late Show .. 1 : : - Voices 30s Metrobank
BDO Unibank « 72 views -+ 3 days ago
SUBSCRIBE
NFVEVO 2 "My life, My BDO Debit!" - Sarah Geronimo For your shopping, dining and travel needs, just
Debit with BDO!
Hak5 5]

# Jollibee Philippines

Adrian Crenshaw 9 SUBSCRIBE

ERB @ ABs-CBN Entertainment




@ Secure | https://www.google.com/search?num=100&newwindow=18&q=BDO+Unibank+instagram&oq=BDO+Unibank+

Google BDO Unibank instagram $ Q

All News Images Maps Videos More Settings Tools

About 46,900 results (0.61 seconds)

BDO Unibank (@BDOUnibank) | Twitter

https://twitter.com/bdounibank?lang=en v
The latest Tweets from BDO Unibank (@BDOUnibank)

Banco de Oro (@bancodeoro) | Twitter
https://twitter.com/bancodeoro?lang=en v
The latest Tweets from Banco de Oro (@bancodeoro). contact me at philippinebrands@aim.com.

Demo Of an BDO Unibank - Home | Facebook

https://www.facebook.com/BDOUnibank/ ¥
' BDO Unibank. 3300662 likes - 73106 talking about this - 270 were here. Welcome to the official BDO
a aC . Unibank Facebook Page! WE FIND WAYS to meet your...

About - Posts - BDO-Debit-Card-Info.mp4

@aldubyoumeng on Instagram: “Waaahhh her singing voice! BDO ...
https://www.instagram.com/p/BDAo6nJLIEV/

Mar 16, 2016 - See this Instagram video by @aldubyoumeng - 17 likes. ... BDO Unibank new tvc
#MaineMendoza #YayaDub #Maine - Log in to like or ...

Images at BDO Unibank on instagram - The Picta
www.thepicta.com/place/bdo-unibank/1534645913418238 ¥

Images on instagram at BDO Unibank. ... BDO Unibank. zaptheman. Zap Zapatos ( @zaptheman ). Ook
daddy! Epaine! #iPhonePhotography - BDO Unibank.

BDO Unibank | WEBSTA - Instagram Analytics
https://websta.me/location/1534645913418238
Mar 13,2017 - List of latest photos and videos taken at BDO Unibank on Instagram.




® www.thepicta.com/media/1597886287814019647_44395134

o
% % Online Instagram Posts Viewer Search instagram hasl

@ GHIAN KARLO GUTIERREZ ( @ghiangutz)

Hello, it's me | was wondering if after all these years you'd
like to meet... @ @ #adele #hello

9 BDO Unibank
© 1:01pm 09/06/2017 221 W60
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@& Secure | https://www.linkedin.com/company/784649/

°
Q Search 1A a8
I n _ Home My Network

Banco de Oro
Banking « 8,441 followers

&& See all 2,973 employees on LinkedIn =

Demo of an

attack!

About us

Largest Bank in the Philippines

Company details

Website
http://www.bdo.com.ph

Company type
Public Company

Company size
10,001+ employees
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Write a comment... ®) ©

= @ Maria Lourdes Arboladora Ervera shared BDO Unibank's
photo.
19hrs - @

Show Attachment

o5 Like &> Share
O

, Anne Sanchez shared BDO Unibank's photo.
19hrs - @

Show Attachment
Os
o5 Like &> Share

Angeline D. Galao shared BDO Unibank's photo.
Yesterday at 10:39am - @

Les Credo de Leon Angelique Meriballes
Show Attachment

[+ 2
[C) Like D Comment > Share

Rogelyn Bonjibod shared BDO Unibank's photo.
Yesterdav at 10:48am - Q@



Anne Sanchez rFY Jayson Home 6
'

&+ Add Friend [

Photos

Timeline About Friends More v

DO YOU KNOW ANNE?

To see what she shares with friends, send her a friend request.

Anne Sanchez BDO Unibank's photo

@ Intro - m /

Autoloan Account Officer at BDO Unibank ’?

i N .
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' Anne Sanchez added 2 new photos — & feeling thankful at @
‘ The Palmridge School, General Trias Campus.
19 hrs - Cavite City, Philippines - @

Mommy duty... Before OT.. excited on Saturday Class/Exam.. kakaiba k talaga
anak.

Mommy duty... before OT.. excited on Saturday class / exam.. odd k talaga
anak.

¥ - Rate this translation

T = _ L _ -* s

%0

—,\\ | -] PR A [ o) PN




https://www.facebook.com/annievic.sanchez/friends_work

n Anne Sanchez Q Home 6

2% Friends &+ Add Friend

All Friends Recently Added  Work Followers Following

Anne's friends who also work at BDO Unibank

Pogz Manansala
Account Manager at MMPC Auto Financial Services

7 Santiago C Bautlsfa | L+ Add Friend
. Auto Loans at BDO Unibank

Demo of an

Realyn Carcallas Martin

B ) &+ Add Friend
Credit Officer at BDO Unibank

: Louis Vlllanueya L+ Add Friend
tt | ' 7 Works at BDO Unibank
G R

Christian Kenneth Jeana Christian Dikit
Tampinco Berefna Works at BDO Unibank

Gel DialSingh-Moulic
Sales Executive at Maybank

Rhomelyn Sumera-Giron
Works at BDO Unibank

Katherine Garcia

Famillaran &+ Add Friend
Marketing Officer at BDO

Unibank

Enna Elaine Almirante

Robles &+ Add Friend
Branch Manager at BDO

Unibank




n Enna Elaine Almirante Robles Q

EnnatElaine Almirante

Robles

Timeline About Friends Photos More v

Demo of an

attack!

DO YOU KNOW ENNA ELAINE?

To see what she shares with friends, send her a friend request.

Q Search Enna Elaine Almirante Robles's posts I Enna Elaine Almirante Robles updated her profile picture.
i June 11 - @

@ Intro

%> Branch Manager at BDO Unibank

“® Studied BS in Computer Science at De La Salle
University

“® Went to Immaculate Conception Academy
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< (CERal & Secure

% Email Format

https://email-format.com/d/bdo.com.ph/#

# Home > Domain > bdo.com.ph

Want to directly email someone at Banco de Oro but don't know their
address?

Maybe you just had an interview and didn't get a business card for a
follow-up? Or you've got a name and nothing more from LinkedIn?

Don't sweat it, we've got you covered.

& ldentified Name Formats | & Representative Email Addresses & Export to Excel

low confidence

first_name last_name e.g. JohnSmith@bdo.com.ph

first_name last_initial e.g. JohnS@bdo.com.ph
first_name . last_name e.g. John.Smith@bdo.com.ph
last_name e.g. Smith@bdo.com.ph
first_name e.g. John@bdo.com.ph

first_initial last_name e.g. JSmith@bdo.com.ph

last_name first_initial e.g. Smith)J@bdo.com.ph

Browse Domains Search ‘ Pricing

[Q Search for domains...

Get the email address format for
people working at

bdo.com.ph

@_"& See how we built easier schedu
for the whole team



sotto.aster@bdo.com.ph
score 0 (found Oct 2013 -)

Isr@bdo.com.ph
score 0 (found May 2014 -)

wong.gigi@bdo.com.ph
score 0 (foundJun 2015 -)

sarahan.abigail@bdo.com.ph
score 0 (foundJun 2015-)

santos.rachael@bdo.com.ph
score 0 (found Nov 2013 - corp.americanexpress.com/gcs/intl/philippines/corpora

Demo of an

score 0 (found Oct 2013 -)

a.ttaC k ! calixtro.elgenemark@bdo.com.ph

score 0 (found Oct 2013 -)

jmn@bdo.com.ph
score 0 (found May 2014 -)

madduma.jovy@bdo.com.ph
score 0 (foundJun 2015-)

gamboa.georgiana@bdo.com.ph
score 0 (foundJun 2015-)

basquena.cherry@bdo.com.ph
score 0 (found Aug 2013 - bakersforum.123guestbook.com)
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@ Secure | https://www.google.com/search?num=100&newwindow=1&biw="14418&bih=744&tbm=nws&q=terror+philippines&

View all

"
$¢.-

Little seeds of terror: children exploited as warriors in Philippines

Asia Times - Sep 14,2017

Little seeds of terror: children exploited as warriors in Philippines ... a mother cries
not only in Marawi City in the Philippines but in the entire ...

US Deploys New Surveillance Drone to Philippines for Terror Fight

The Diplomat - Sep 12,2017

This week, the United States announced that it had begun deploying a more capable
unmanned aircraft system in the Philippines to help its ...

5 terrorists killed in Marawi clash

International - Inquirer.net - Sep 12,2017

The Eagle will fly

International - Philippine Star - Sep 11,2017

Australia lists Islamic State East Asia as official terrorist organisation ...
NEWS.com.au - Sep 7, 2017

“Islamic State East Asia seeks to advance Islamic State's ideology and establish a
caliphate within the Southern Philippines,” Senator Brandis ...

Australia bans Philippines terror group
International - SBS - Sep 7, 2017

Terror Fight, Rebuilding Marawi to Cost Philippines $1.1 Billion
Bloomberg - Sep 6, 2017

Rebuilding the besieged Philippine city of Marawi could cost about 56 billion pesos
(81.1 billion), according to Defense Secretary Delfin ...

Drug war, Maute terrorists 'rising' risks for Philippines — Moody's
Rappler - Sep 16,2017

MANILA, Philippines — President Rodrigo Duterte's deadly drug war and the armed
Maute rebellion pose "rising" risks to the Philippine ...



j[ej] robles.enna@bdo..com.ph

CcC

(@@l From Sanchez.anne@bdo..com.ph

Marawi terrorist starting to target bank branches including ours!!!

hello Enna,

Demo of an

I hope you are doing well. I read the news story http://badlink.com about the

att aCk! horrible terrorist declaring that they would start attacking bank branches including ours!
I'm afraid that they may also target our job fair on the 23rd. It has me very frightened and
I wanted to make sure you were aware since your branch may be targeted!!!

Take Care,
Anne Sanchez

(Sent from a mobile device)

<Lets all imagine that this is written in Filipino>




{TNeb SECURITY

HOME | OPINION | IN DEPTH | PUBLICATIONS | SURVEYS | JOBS| SERVICES | EVENTS | VIDEO| ABOUT

BUSINESS | CHANNEL | COMPUTING ENTERPRISE | FINANCIAL | HARDWARE | INTERNET | NETWORKING | SEQ

| VIRTUAL PRESS OFFICES™ ¥ | | COMPANY ZONES v |  Advertise on ITWeb

Uptick in social media-based attacks

By Admire Moyo, ITWeb's senior news journalist.
Johannesburg, 31 Oct 2016

Cyber criminals are taking advantage of social media networks to
spread malware and steal money from unsuspecting users.

This is one of the biggest findings in the Easy Solutions 2016
Fraud Beat report released on Friday. The reportidentifies the
most recent and sophisticated cyber attacks impacting
companies, financial institutions and consumers across the
globe.

The digital revolution, led by users who are always connected to

the Internet through their smartphones, offers boundless ?nancial
a n a c opportunities for banks and businesses, says Easy Solutions.

However, the security solutions vendor notes the digital

revolution is also attracting the attention of cyber criminals for the

same reasons. The prevalence of social media has not gone unnoticed by -
cyber criminals. !

There are over 80 million fake profiles on Facebook, Twitter and
Instagram alone, and a large portion are used to launch social media attacks, the vendor notes. '

Facebook announced it had surpassed a billion-and-a-half users at the end of last year, the report notes. Its user base
would be the largest nation in the world if it were a country, even bigger than China.

| Facebook estimates 2% of its 1.6 billion users are fake, which translates See also !
into more than 30 million counterfeit accounts. Twitter estimates about5%  » Social media goes 'lite’ in emerging .
of its profiles are fake, while Instagram approximates this number at markets
around 8%. » Facebook Lite hits 100m users -

» CSnrial maria attarke



So what can we do?

Be One
With

The
Attacker




Attacker

Recon

® osintframework.com

OSINT Framework

Username Seamh En mesﬁ k—‘
Username
Email Address ecific

Domain Name

ress
Images I Vdeos /Docs
NeMorks

ssaging

People Seareh Englnes

Telephone Numbers
Public Records

- Votel
Business Records @ Campalgn Donation Records

Transportation ©
Maps @ BRB Public Records
i Forum Search Engines
Searei Engine: @ Blog Search Engmes 8— =
Forums O
IRCSearchQ—————
§ “Web =
Archives O ~ DataLeaks
Adv Recon Framework Other Media
\
Llngusge Translation O~ - Pocn.lrree’(st S
Analysis
/ Metadata @
‘Mobile Emulation @ GeneralInfo O
Terrorism @ Clients @
DarkWeb O~ TOR search O
TOR Directories 8Tonwet;
Digital Culrency Eh%'re‘?am

assifie
Encoding / Deogl_mn

Mallclous File Analysis
Exploits & Auvlsoges

Documentation

Training Q-

Notes

OSINT focused on
available information for no cost.

Property Records
Court/ Criminal Records

s
Death Records
US County Data

r Records

Publnc Recnrds”

lamechk
sername Check
nowem
ameCheckr

iser Sherlock
org

hats Them
IntelTechniques Username Tools
O Melissa Data - Property Viewer (R)

O NACo County Explorer

Voter Records
Voter Registration Data

The World Bank Open Data Catalog

sWebBEowsmg s
~~ Screen Capture
Map Loca%‘(‘)‘ns

. —~ AutomatingOSINT.com
Open Source Intelligence Technlques

IceRock
lee Journal Seek

8 Mibbit
—(Dircsnapshot

Internet Archive: Wayback Machine
Archive.is

WebCil
Cached View

Screenshots.com
Google Translate
Goog_re Innut Tools
Bini

ionary. com Translator

DeepDotWeb

Reddit Deep Web
Reddit DarkNetMarkets
Dark Net Stats

Onion Cab
OnionLink
Ahmia

Hidden Wik
Core.onion

&ezlmages
Web Page Saver

from free tools or resources. The intention is to help people find OSINT resources that return free information. Some of the sites included my require registration or offer more data for $$$, but you should be able to get at least a portion of the




Activities

® Firefox Web Browser v

Sat Jul 22, 13:37:48

]

)

TEXE

og

L

4 O

©
o
o
X
P

File Edit View History Bookmarks Tools Help

O OSINT Search Tool by I %

+

@ @ | https://inteltechniques.com/menu.ht

SLOSINT Search Tool

OSINT Search Tool by Michael Bazzell | Open Source Intelligence Techniques - Mozilla Firefox

£ 2 Searc

INTEL TECHNIQUES

OSINT LINKS

SEARCH ENGINES

FACEBOOK

TWITTER

INSTAGRAM

USER NAME

REAL NAME

EMAIL ADDRESS

TELEPHONE NUMBER

DOMAIN NAME

IP ADDRESS

YOUTUBE

REVERSE IMAGE

REVERSE VIDEO

DOCUMENTS

PASTEBINS

LINKEDIN

SATELLITE VIEWS

SOCIAL TRAFFIC

SEARCH TOOL

Online Internet Search Tool

Welcome to the new IntelTechniques Search Tool. Use the links to the left to access all of the custom search
tools. The OSINT LINKS section contains hundreds of online search resources. Click any category to expand
the selection. The OSINT Linux build can be found HERE.

Online OSINT Video Training

IntelTechniques is your one-stop-shop for Open Source Intelligence (OSINT) training. Memberships include:

Unlimited Access

190 Videos

Expert Instructor

Learn what you want, when you want, from our entire course library. Watch
from your computer, tablet, or mobile device. Download free software
solutions for easy online searching. Revisit when needed

Find what you need in our growing library. New courses added monthly for
all levels of technical skill. Browse for a specific topic or follow the guided
course. You set the pace with over 60 Hours of videos.

Watch and learn from Michael Bazzell, author of Open Source Intelligence
Techniques and trainer of thousands of intel analysts worldwide. Priority
supportis included to help you atany time.

Order your online video training package today and receive immediate access to the entire training!

PRICING
COMPARE PACKAGES

@ Modified @ Cached @ Wayback @ Site @ YTPrint @ YTReverse @ Notes @ FBID @ FBExpand @ IGFull @ TorView [@]SpiderFoot v2.10

MICHAEL BAZZELL
OSINT TRAINER &
PRIVACY CONSULTANT

Contact

OSINT Search Guide

The Fifth Edition of my book on internet
search techniques is now available.
Click the book below for details.

OPEN SOURCE
INTELLIGENCE
TECHNIQUES

H

Free Newsletter

Enter your email address to subscribe
to our free monthly newsletter:




Attacker

Recon

@ Secure | https://pastebin.com/search?q=bdo+bank

03}

100 PASTEBIN <= new paste trends AP| tools faq Q

40

Search results for: bdo bank
About 46 results (0.47 seconds) Sort by:  Relevance

powered by Google Custom Search

<?xml version="1.0" encoding="utf-8"?> <soap:Envelope xmlns ...
https://pastebin.com/b3D8ia5d

Mar 7, 2016 ... <remarks>Use your BDO Retail Internet Banking (RIB) account to make a ... <url> https://gw.dragonpay.ph/Bank/OfflineGateway.aspx?

procid= ...

Cis Banks SLAMCI 01929518CF01 afsabad25 Sqgvtrogpapis0925+ ...
https://pastebin.com/SsbJjcHs

Jun 11, 2017 ... BDO Baguio. 5470241646. king bpi. 0579 0960 55. King bpi ¢/o mama. 8759 0200 23. Efren T. Morales. Corazon C. Morales. 8856 0761 88.

Kantor Polski Terminals iPay.by TBT account Micropayment Berliner ...
https://pastebin.com/2mWZUQ9t

Aug 9, 2016 ... BDO Mobile. 7Eleven. NganLuong. Agribank. Ptace z Invest-Bank. Bank of Shanghai WebATM. Banco Itau. Banco de Occidente. CIMB Bank.

Hi. Sorry for my delayed reply. Lot of VIP slots were filled up and ...
pastebin.com/6tgDJPgm

Nov 29, 2016 ... the country location is Philippines. and then admin own several bank accounts from the following bank: --> BDO (Banco de Oro Universal
Bank).

BDO tips - Pastebin.com
https://pastebin.com/VVT88EcY

NAav: 24 2N17 Whan ticina ~cantrihiitian in citiac +a niirchaca wiarvlzar cinacra Ar hanl, cnaca nat all haticac and ~Aamhinatiane hava an Aasnial vatiirn Al

-
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45,

46.

47 .

48.

49.

50.

51.

52.

@ Secure | https:/pastebin.com/w9gbbbnH

004
":: PASTEBIN = new paste .
Untitled m—

e (D) AGUEST [ MAY 14TH, 2017 > 512 %) NEVER W TWEET

(\D Not a member of Pastebin yet? Sign Up, it unlocks many cool features!

text 6.50 kB raw download clone embed report print
1. tO aLL mY pReViOus cUstOmErs fOr tHe tUtoRiALs, d2 nLng TaU maG chAt. mErOnG dIsCouNt sA mgA tAgA LiPa nA hAcKers nA AnOnyMouS dIn.
2.
3. my facebook friends hackers also:
4. https://www.facebook.com/pg/Hacking-Philippines-1597362993810313
5. https://www.facebook.com/Rexchanchin1544/

4183580119151100 (BANCO DE ORO VISA CLASSIC)
Expiration: 04/2018 Cvv: 214

Pamela Bianca 0. Nollora

Phase 2, Block 12, Canyon Ranch, Brgy. Lantic
Carmona, Cavite City 4116

Philippines

https://www.facebook.com/pamelamae.nollora
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IR INCERAM & Sccure | https:;//www.shodan.io/search?query=Philippines+country%3A"PH"

° SHODAN Philippines country:"PH" Q Explore Downloads Reports Enterprise Access Contact Us

#% Exploits %% Maps 9 Share Sear & Download Results Ll Create Report
122.3.243.99
122.3.243.99 static.pldt.net
Philippine Long Distance Telephone o o
Added on 2017-09-16 03:01:13 GMT
X Philippines %% YOU HAVE ESTABLISHED A INITIAL CONNECTION TO A MONITORED DEVICE *x
Details *% THE PROGRAMS AND DATA STORED ON THIS SYSTEM ARE LICENSED TO OR ...
122.53.109.42
host.10.static.ronm.com.ph
Philippine Long Distance Telephone
: Added on 2017-09-16 01:17:36 GMT
/ ) 3 Philippines ROHM SEMICONDUCTOR PHILIPPINES CORPORATION PID100511371
Philippines 153 Details
TOP CITIES UNIT 4B CITIBANK-FRABELLE BLDG. ALABANG-ZAPOTE RD.
Quezon City s ALABANG MUNTINLUPA CITY
Manila 5
Malate 5
Caloocan 4
Pasig City 3
122.63.157.217
TOP SERVICES 122.53.157.217 static.pldt.net c
Philippine Long Distance Telephone
Telnet 133 Added on 2017-09-16 00:30:19 GMT WARNING! !t
FTP 4 A Philippines, Angeles City U-FREIGHT QID 1-C3Z98Z
SMTP 3 Details U FREIGHT PHILIPPINES INCORPORATED
8081 2 TEAM : CORPORATE PROJECT RESOURCE MANAGEMENT
"
HTTPS 2 WARNING!!...
TOP ORGANIZATIONS
119.93.77.204
Philippine Long Distance Telephone 121 mail2.icpimnl.com 220 fsvea.icpimnl.com ESMTP Sophos Email Appliance v4.2.1.1 [ESMTP]- Welcome to International Consolidator Philippines Inc
Philippine Long Distance Telephone A
Pldtnetwork: 4 -
networkuse Added on 2017-09-15 23:22:49 GMT 250-fsvea.icpimnl.com
Telstra Global Internet Services N... 3 D | Philippines 250-PIPELINING

Globe Telecoms 3 Nataile 75A-ST7F 104R57A0




& (CBRaM & Sccure | https://www.shodan.io/search?query=Philippines+country%3A"PH" +port%3A“23"

... SHODAN Philippines country:"PH" port:"23" o} Explore Downloads Reports Enterprise Access Contact Us
*% Exploits % Maps 9 Share Search & Download Results Ll Create Report
TOTAL RESULTS 122.3.243.99
122.3.243.99 static.pldt.net
1 33 Philippine Long Distance Telephone . x
Added on 2017-09-16 03:01:13 GMT
X Philippines %% YOU HAVE ESTABLISHED A INITIAL CONNECTION TO A MONITORED DEVICE *x
TOP COUNTRIES
-------------------------------------------------------- Details xx THE PROGRAMS AND DATA STORED ON THIS SYSTEM ARE LICENSED TO OR ...
o 122.53.109.42
4, host.10.static.rohm.com.ph
Philippine Long Distance Telephone
Added on 2017-09-16 01:17:36 GMT
X Philippines ROHM SEMICONDUCTOR PHILIPPINES CORPORATION PID100511371
Philippines 133 Details
TOP CITIES UNIT 4B CITIBANK-FRABELLE BLDG. ALABANG-ZAPOTE RD.
Quezon City ® ALABANG MUNTINLUPA CITY
Manila 5
Malate 5
Caloocan 4
Santa 2
TOPORGANIZATIONS 122.53.157.217 static.pldt.net c
Philippine Long Distance Telephone I
Philippine Long Distance Telephone 114 Added on 2017-09-16 00:30:19 GMT WARNING! ! !
Pldtnetworkuse 4 A Philippines, Angeles City U-FREIGHT QID 1-C3Z98Z
Telstra Global Internet Services N... 3 Details U FREIGHT PHILIPPINES INCORPORATED
TEAM : CORPORATE PROJECT RESOURCE MANAGEMENT
Sky Cable 2
1
Philippine Long Distance Telepho... 2 WARNINGE ! .. .
210.213.92.25 pldt.net ce
Philippine Long Distance Telephone WARNING! 1!

Added on 2017-09-15 21:40:34 GMT
A Philippines FAST RETAILING PHILIPPINES, INC.

Detals SM BLDG D, Macapagal Avenue, MOA, Pasay




< (CEEAM & Secure  https://www.shodan.io/host/124.105.67.74 ¢ G

Shodan Developers Book View All...

... SHODAN _ Q Explore Downloads Reports Enterprise Access Contact Us
. p— .

Attacker

Q@ 124.105.67.74 as Ports

VPN

Organization Rbgckl2013052460924fontana Resort And Country Club
- .
-
ISP Philippine Long Distance Telephone i= Services
Last Update 2017-09-15T21:07:18.304640
ASN AS9299 22
tcp
ssh

SSH-1.99-Cisco-1.25

Key type: ssh-rsa

Key: AAAAB3NzaClyc2EAAAADAQABAAAAgQC4AAbCF7I8IBpIn/8zkiT1VfLpw6+dLOjeAp3808DUOZFIF
WMiR+6a+om50zQtjTbttim3h2F18xbo/CibVoIQSPPadjrs5Knc3CKUV+Q67dhZuPbY+bD+kEhwl
fdopvU3aIijDkzZWYkKPEBUUNKE6IaJaimdd3j/mBvSAGkFox+w==

Fingerprint: ©3:54:do:fe:3f:32:91:57:59:b2:cc:ad:ae:bf:f6:85

Kex Alsorithms:




Attacker

Recon

C

Schenker Philippines, Inc.
Cisco 881-K9 Series router
Deployed at PH@120-Clark
10.213.226.128/27

User Access Verification

Password:



Cisco I0S http config

HTTP/1.1 401 Unauthorized
Date: Sat, ©2 Sep 2017 15:50:55 GMT
Server: cisco-IO0S

Connection: close
Accept-Ranges: none
WWW-Authenticate: Basic realm="level 15 or view_access"




I ® 124.105.67.74

Authentication Required

http://124.105.67.74 requires a username and password.

Your connection to this site is not secure

User Name: |

Demo of an

attack!

‘ Log In H Cancel ‘
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) www.bbc.com/news/technology-41257576

EE Q Sign in News Sport Weather Shop Earth Travel Mo

NEWS

Home Video = World US & Canada UK Business Tech Science Magazine Entq

Technology

Equifax had ‘admin' as login and
password in Argentina

® 13 September 2017 = Technology f . 4 ° M «$ Share

PRODUCTOS PARA PERSONAS PRODUCTOS PARA EMPRE SAS

INDIVIDUALES NDUSTRIA

PARA PERSONAS PARA EMPRESAS

JUNaad & & hora de emprences Bindamos SOMCIONEs Dara WA 0% Neso ¥
BT Operax «On comestial en Mreas o Cobiarzas, Marketing L
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2017-03-01 09:50:26
B ekl

a N

Dan Tentler @ @Viss
| drink and know things :: Dark Wizard :: Aspiring Bond Villain :: Founder,
Phobos Group

Dan Tentler @ @Vi
50 this image, is this: \a.physics (elaiedu/index.html

“«6 133 »31

AXISa AXIS 214 PTZ Network Camera Live View | Setup | Help

0©

#\xB1\x00\x00\x00\x00\x00>C\x00\x017\x00\ 00\ x00\x00\ x00\ x00\x80\x01\
\xef\'<\x00\x00\x00\x01\x00\x00\x00\x01\x00\x00\x00\x80\x80\x00\x00\x
thMethod=None\x@0TargetAlias=LI0 Target\x@@TargetPortalGroupTag=1\x00

o
g to find where this tower is on google maps.

13 vs »

the internet.

$ shodan stats --facets org "HID VertX"
Top 10 Results for Facet: org
Cox Communications 32
Comcast Business 17
Time Warner Cable 13
its communications 12
70 Series IED CenturylLink 12
Vendor: Bitronics AT&T Internet Services 7

Model: 70 Series IED

Version: 04.11.0(08Jun16) Elite Systems, LLC

Dan Tentler @ @Viss-2d

W STOPYRPUTTING R SHIT R ONY THE§INTERNET 8
WNS

hid vertx are hid door controllers.

not think it means what you think it means. wanna open some doors?
ar. instructor asking students stuff.

=2 w7
4«10 247 31 vs



Dan Tentler

current status:
1.17 million host scanned
33.468 found infected.
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©vthreat

FEATURES ~ USECASES PLANS  DOCS

CONTACT ~ BLOG  LOGIN

Solutions  Products Resources  Support  Blog Q@ Get Demo

Find Devices On Your Network
Putting Your Company At Risk
3 Watch Us Find A Rogue Device
CYBER AT'll'ACK SIMULATIONS

X b = 2 we

Wired, Wireless & Bluetooth Device Threat Detection

Exclusive Download Latest Webcast

About For Customers

Products + Support & Services Company +

ON YOUR LAPTOP FOR TEAMS
y I N\
v ]
() o/
Collect Prioritize Remediate

Perform assessments with the industry's most widely- Run ¢

p i ili across your
deployed vulnerability scanner organization
dentify abilities, policy-violating configurations and ma

and malware ombine the detection, scanning and auditing features of Nessus with
m that attac d use to penetrate your ne xtensive management and collaboration functions




Google

Google Search I'm Feeling Lucky

Explore Miniature Wonderland with Google Maps




Executive
Overview

|. Security is a cost center until the
lack of it cost you everything!

2. Show your employees that you

take security seriously and then they
will!

3. Patch — Passwords — Public WIFI —
Paranoia (a healthy amount) ;-)



WPAD

Make a null route (to 127.0.0.1 IPV4 ::1 IPV6) DNS entry for WPAD
Make a null route (to ::1 IPV6) DNS entry for WPADWPADWPAD

Disable NetBios resolution domain wide.

ONE IIIIES NOT SIMPIY'

a‘
e 4
mgl!nw WPAD TO DIGTATE H_I:TWGBK TRAFHIG!




Evil Canary
1.Create user called “DomainAdmin_TMP”
2.Put password in the description.
3.Add to Domain Admins Group!

4. Under Logon Hours set to ZERO '

5. Set an alert ANY time that accou  rusished ceriicates | 1 IE
—J__[_—

tries to logon!




Evil Canary

Make a public share called
“Password Audit 2015” inside crea
a EXLS file about 4 MB but
“Everyone: Deny” permission.

Share Pemissions

GI'OUD or user names:

i me—

Pemissions for Guests

Full Control
Change
Read




Rob Fuller

Twitter @mubix
Blog - http://www.room362.com

Full video located here....
https://www.youtube.com/watch?v=VqgcDjPUXPIw




Create A
Submarine

Not A Wall

..... NOT THIS!




THE PERGENTAGE OF UNSEGMENTED GORPORATE

",.-‘. A




PATCH! PATCH!! PATCH!!I! PATCH!II! PATCHIIN PATCHIN!!!

1.

CHEPBAHK

-

. bitcoin|

—

ey | : i

aso PATCH



1.  PATCH! PATCH!! PATCH!!I! PATCH!!!! PATCHIIN! PATCH!!IMN!

A Few
Last

Tricks &
Traps




A Few
Last

Tricks &
Traps




2. 1X1 pixel gif going to a link that alerts you.
A Few
Last %
i)

Tricks &
Traps

It’s there | promise!!!




3. User agent strings should also alert you.

Alexibot Aqua_Products b2w/0.1 BackDoorBot/1.0 Black Hole
BlowFish/1.0 Bookmark search tool BotALot BuiltBotTough

Bullseye/1.0 BunnySlippers Cegbfeieh CheeseBot CherryPicker
CherryPickerElite/1.0 CherryPickerSE/1.0 CopernicCopyRightCheck
cosmos Crescent Crescent Internet ToolPak HTTP OLE Control v.1.0
DittoSpyder dumbot EmailCollector EmailSiphon EmailWolf
Enterprise_Search Enterprise_Search/1.0 EroCrawler es

ExtractorPro FairAd Client Flaming AttackBot Foobot Gaisbot GetRight/4.2
grub grub-client Harvest/1.5 Hatena Antenna hloader

httplib humanlinks ia_archiver ia_archiver/1.6 InfoNaviRobot

Iron33/1.0.2 JennyBot Kenjin Spider Keyword Density/0.9

larbin LexiBot libWeb/cIsHTTP libWeb/clsHTTPUser-agent: asterias
LinkextractorPro LinkScan/8.1a Unix LinkScan/8.1a Unix User-agent: Kenjin
Spider LinkWalker LNSpiderguy lwp-trivial

lwp-trivial/1.34 Mata Hari Microsoft URL Control Microsoft URL Control -
5.01.4511 Microsoft URL Control - 6.00.8169

Mllxpc Mlixpc/4.2 Mister PiX moget moget/2.1 Morfeus

Mozilla/4.0 (compatible; Bullskye; Windows 95)

Mozilla/4.0 (compatible; MSIE 4.0; Windows 9

Mozilla/4 O (combatible: MSIE 4 0 Windows 95)



4. Control the countries that can see you if you can.
http://ipinfo.io/countries

Try our extension! Install

Developers  Pricing ~ About  Twitter |[SSNISERMENE Go

A Few
Last

Country Report

- The list below shows how many ASNs are assigned to each country. Click on the country
links to see more details about the specific ASNs and IP addresses that belong to each
country.

Country Allocated ASNs

=5 United States 25,903
mm Russia 6,069

raps - .
&l8 United Kingdom 2,468
wm Poland 2,331
Germany 2,186
B Australia 2,184
™= Ukraine 2,137
I+l Canada 1,940

== India 1764




5. Own as many domains similar to yours as possible (Because someone
will!)

...................................................................................................................................................................................................

A Few ) PEARSONFOUNDAT10ON.ORG
is available. Just $6.99* [ I
Last

Tricks &
Traps

» 9 PEARSONED.COM
= is available. Just $9.99* m

—




6. You have to click links at some point or download attachments just be
cautious!

» 7T PN ¢ 7:53 AM 100% (.
< > a virustotal.com ¢ M +
‘ ‘ S+ ShowM% nsa field st... ‘ www.aban... nuc - Goo... www.reddi... Google Se... bsidesindy... Livestrea... ‘ Google Ph... 3 VirusTo...
@« Community Statistics Documentation FAQ About [ English Join our community Sign in

A Few
Last

Bvirustotal

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates

u I & the quick detection of viruses, worms, trojans, and all kinds of malware.
I I c S D File @ URL Q Search
‘ No file selected Choose File
Maximum file size: 128MB

By clicking 'Scan it!', you consent to our Terms of Service and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details.

N Blog | ¥ Twitter | &% contact@virustotal.com | 3& Google groups | & ToS | @ Privacy policy



7. Web Developers should be building good code!!!
(Which then makes it more secure)

T will not weite any more bad code
T will not write any more bad code
T will not write any more bad code
T will not write any more bad code
T will not write any more bad code
T will not weite any more bad code
T will not write any more bad code
T will not weite any more bad code
T will not weite any more bad code
T will not write any more bad code
T will not write any more bad code

SECURITY.FLAWS




A Few LAST but NOT Least!!!!

Last Create teachable moments for your
- employees
Tricks & before a real attacker does!!!

Traps




Thu Jun 1

2:43 AM

e+ as= WiFi Pineapple - Management - Iceweasel

Inteltigence Report?

Inteligence R PineAP  Kama | KammaLog

Intelligence Report?
Wohddress 1 dress
Taes 1721640215

Appications Piaces @ (] Tue s 9, 523 AM L 3 = o
i P e = e

© Wi Pineappte - Man... X

Mon Oct 5, 10:57 AM

\Kali inux N\ Kali Docs "\ KaliTools KBExploit-D8

wi

Pineapple - Management - Iceweasel

Kali Linux, an Offensive ... X | @ WiFi Pineapple - Man... % |

IRiigees OBl PinenP  Kama | Kar 172.16.42.1

2100 Eavidsenniil

IMost Visitedv  [llOffensive Security W Kali Linux “Kali Docs " Kali Tools EBExploit-DB

» Infusions » Notifications {-} ~Clients: {0}

Intelligence Report = PineAP | Karma || KarmalLog

Intelligence Report

W Address P Address hostnane ssID
3Licliceraf 172.16.42.212  D3FCON-000 hhonors
17:d3:16:35 3 * Marriot
11:72:68:cb 6 7 android-ac47as0c00lee836 attwifi
b6:86:70:b6 2, .189  android-837147ef534779a7  attwifi
da:d2:82:bF 6.42. RLDP attwifi

08:ec:20:08: 98: 72 3 android-alc15d8ff26cobd  Guesthet

b4:18:d1:00: c4: 3 iPhone attwifi
7§:57:ed:8f 3 Mistys-iPhone attwifi
©8:67:1d:0d:6f:2a 172.16.42.238  Kevins-iPhone attwifi
8:1d:72:17:5a:e6  172.16.42.188 Jewels-iPhone attwifi
78:d7:5f:b3:a 172.16.42.219  RonaldTesiPhone attwifi
srod-11 sogointisg c8ilee7:a0:41:36 172,16.42.118  Nikki-D hhonors
40.47.05,4c: 2,86 172.16.42 iPhone-8 attwifi

ns Places @ ) FriOct 9, W oot CarolymsiPhone attvifi

5:
5 Evans-Iphone hhonors
WiFi Pineapple - Management - Iceweasel b

wendy
android-61dcadas

3KploLT-PAD WSU-PUBLIC
android-8aBdBesced2sblol  attwifi

Kali Linux, an Offensive ... X | @ WiFi Pineapple - Man... X | 5 6.42.101  android-fabotfsaz1oedfe

€

I Most Visited v

android-a7ash4170d8902cd _attwifi

172.16.42.1 v v L B ¥ A=

Th 10:26 53

Offensive Security " Kali Linux % Kali Docs "% Kali Tools EBExploit-DB

NiFi Pincspple - Managen

» Infusions x| @ wriP

we Security \KeliLinux "\ Kali Docs \Kali o

Intelligence Report eAP | Karma  KarmaLog

Inlelligence Repart | PincAP | Katma | Kama Log
inTeLligence Keport

Intelligence Report @

i Address P Address hostname
78:7e:61:531ab:16  172.16.42.156 i attwifi
c4icliab:a8 172,16.42.206 Robs-iPhone attwifi
7fibcib9:69 172.16.42.167 Lindsey BigBrother
92:b1:25:1c  172.16.42.157 * hhonors
ac:bc:32:7e:20:el  172,16.42.227 archimedes xfinitywifi b ardre- 2
70:18:8b:a0:2c:cb  172,16.42.249  videocapl WSU-PUBLIC
cO:ee:fb:32:d5:dl  172,16.42.171 android-4287d501b8cOcd2b  smGuest ‘ c
78:7¢:61:84:e5:e3 172,16.42.207 Work-iPhone attwifi fenr
18:6:43:5b:c3:3d  172.16.42.168 wsherwodsiPhone hhonors fidb 172182137 srdroic4camms
6:95:0e:e5:1d  172.16.42.135 Jacks-iPhone Target Guest Wi-Fi "
7cia5:18:el 172,16.42.100 android-f3b906d732d676b2 hhonors
95:64:€0:0c 172.16.42.244 iPhone PANERA
172.16.42.233  android-acd6l6eseseb7cea attwifi
h:42:58:28 172.16.42.166 android-6a21e26896f84175 CMS Guest
98:b9:79:c2 172.16.42.216 Alicias-iPhone Target Guest Wi-Fi
€2;51:91:00 172,16.42.162 Bo: iPhone Greenbush (Public)
6:86:82:1e:6d 172,16.42.103 android-401fde625fdag6f9  hhonors
be:Sc:10:82 172.16.42.186 Kens-iPhone-2 PANERA
€8:07:36:93 172.16.42.243 t Denver Beer Co Free Internet
43:03:06:af 172.16.42.179 flyGRR

Tins-ipsd sttt

€ WiFi Pineapple - Mana...

etk



A Few
Last

Tricks &
Traps

@ WiFi Pineapple

RO e

&« > 0O | 172.16.42.1:1471/#/modules/Dashboard > ‘ =
@ WiFi Pineapple Q-
Dashboard !
fecon 0 hours, 7 minutes 42 283
Clients UPTIME CLIENTS CONNECTED SSIDS IN POOL
Filters
92% CPU USAGE 236 SSIDS ADDED THIS SESSION
Modules ~
PineAP Landing Page Browser Stats Notifications
@ WiFi Pineapple
< - 0O | 172.16.42.1:1471/#/modules/Clients
@ WiFi Pineapple
Dashboard .
Clients
Recon
MAC Address IP Address ssip Hostname
CISE Oc:3e:9:54:c1:11 + 172.16.42.223 WLAN + Angelas-iPhone
Filters o o
44:14:61:bd:f0:06 ~ 172.16.42.162 United_Wi-Fi |+ Davids-iPhone
Modules ~
BineAP 68:db:ca:7e:ce:68 + 172.16.42.138 .RSACONFERENCE  ~ | DAImenasiPhone6
ine;
Tracking 00:61:71:c:41:32 172.16.42.209 United_Wi-Fi| + iPhone
Logging 48:43:7C:eD:35:90 172.16.42.236 pdaWR + No Hostname
Reporting
€8:50:80:64:90:90 v | 172.16.42.246 diink |+ android-23947d12d82¢181f
Networking
d0:a6:37:84:91:0d v No IP United_Wi-Fi | No Hostname
Configuration
Advanced f4:31:c3:1d:29:5f | 172.16.42.179 Boingo Hotspot  + TatsuKasiPhone2
Help 58:7f:57:2e:0e:17 + 172.16.42.247 PANERA ArthursiPhone2
¢0:33:5e:1e:fc:51 ~ No IP OuterNET |~ No Hostname
b4:18:d1:72:1d:5 + No IP Boingo Hotspot |~ No Hostname
4c:0b:be:21:3b:54 ~ No IP HotelLobby + No Hostname
24:da:9b:b7:bee8 v No IP .RSACONFERENCE  ~ | No Hostname
4c:34:88:18:10:9d + | 172.16.42.167 mckcorporate v | A5CG543353M
28:52:eb:48:4b:61 v 172.16.42.121 AWG-WiFi ~ No Hostname
80:be:05:¢1:20:8¢ v No IP van der Valk |~ | No Hostname
e0:b5:2d:df:e1:d3 172.16.42.225 Admirals_Club + Reise-Foni

http://172.16.42.1:1471/#/module/Dashboard

No IP

_RSACONFERENCE -

No Hostname

Kick Client
=3
=
v |
=
=3
K
=1
Lo ]
=
[t |
=
=3
=
1o
=
=1

| Kok |

| Refresh |



&« [CBEAM (O rootcon.org.cgi-bin.email/cc

ROOTCON 11 will be held in Taal Vista Hotel in Tagaytay
on September 21-22, 2017.

REGISTRAHON  EALLFORSPONSORS  ERLLFORTRAININGS ERLLFORPRPERS  BLHAEKEHRRD




@ Secure | https://rootcon.org

ROOTCON 11 will be held in Taal Vista Hotel in Tagaytay
on September 21-22, 2017.

REGISTRAHON  ERALLFORGPONSORS  ERLLFORTRAININGS ERLLFORPAPERS  BLREKERRB




http://rootcon.org.cqi-bin.email/confirmation/

® rootcon.org.cgi-bin.email/confirmation/




Remember
your
employees

are an asset
not a
liability!!

Deviant O
WA @deviantollam

hotel newsletter posted in the service
elevators during #BlackHat2016 ;-)

i‘.)lmc RRRRRRRR

DailyTeamUpdatev (M

S~

nm

Las ‘Security Week':
Blackvelg:tsUSA o

| Ths week, Las Vegas wil host
.::‘:.. e 200 annual Black Hat USA
awareness. we have b -

i, Slee

19 00 how o keep

Vegas‘Security Week'’:
k Hat USA

1iIs make a differencae




Discussion and Questions??7??

Or several minutes of uncomfortable silence
It’s your choice.

This concludes my presentation Thank You!!!



My own lil page!
http://JaysonEStreet.com

Interested in me being your teachable moment.
jstreet@sphereny.com

Twitter @jaysonstreet
WeChat jaysonstreet
Also on Linkdedin too! ;-)

Thanks to John of SHODAN, Mubix, IT-Defense Roundtable 2016,
April Wright, Adriel of Netragard and all my ‘victims’ for not suing! ;-)







