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Why R?

•Powerful yet Free
• Large library for data 

manipulation, extraction and 
visualization
•R Notebook and R Markdown 

output formats include html 
pages



Security Scenarios

DGA detection using dgapredict()

Common Attack detection

APT activity detection

Data Exfiltration Attempts

IoT attacks

Brute Force Attacks

Shodan Integration



Malware, C&C & DGA

• Dead Giveaway of Malware infected PCs

• Detection based on DNS res req  with 

• Low dictionary word matches

• Low vowel to consonant ratios

• High DNS Nxerrors

• SrcIP with Highest NXERRORS are likely to be DGA AND 
proof of infection

• Lookup Srcip NS request with NO errors 

• Block the DGA NS with no errors







APT Attack detection

• Low density traffic (count and 
bytes)

• Bad reputation 

• Over days or weeks

• Histogram of lower end of traffic 
count 





Data Exfiltration 
Attempts
• High end of Traffic (bytes) 

histogram

• Source is INTERNAL IP

• Destination is EXTERNAL IP



IoT attacks

1

Targets port 23 

2

External SrcIPs

3

Targets internal Ips

4

Known Bad IP reputation 
scores



Brute Force Attacks/script kiddies

01
Targets hit your Dark 

IP
02

Attempts to connect 
to blocked Remote 
control ports (VNC, 

RDP, SSH)

Srcip is external



R and Shodan Integration 

Demo
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